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above showed, PRICAPS cannot guarantee a certain
level of anonymity but can rather be seen as a
“best effort” approach depending on the number of
participating users and their mobility.

Further, our approach does not really incorporate
means for coping with different probabilities of certain
traces. A highly simplified example is shown in Figure
8a. The solid traces might be more likely than the dotted
traces, where both users would take a detour. However,
in PRICAPS we assume the sampling rate to be very low,
so that each measurement could have been conducted
by a large portion of the users and, as a result, there are
plenty of possible trace combination, so that a reliable
reconstruction of the trace should not be possible.

Another aspect that might weaken the privacy level
is the possibility that measurements are too far apart
so that it is obvious that they do not belong to the
same user. In Figure 8b, a possible scenario is shown
for two users. In this case, it seems as there are two
users and their traces could be reconstructed. However,
the server does not know how many users are currently
participating. It could also be the case that this are four
different users, so again a reliable trace reconstruction
is not possible.

Notice that in all our results, we stated the worst-case
k-anonymity level, i.e., we calculated the k-anonymity
level as if it was known how many users are calibrating.
If there are n users with the same calibration vector ¢
and each users adapts m measurements, there are in
total n+m updated measurements. In our results, we
stated this as k-anonymity level of n. In fact, the server
is not aware of the actual amount of users and from the
server perspective the updates could originate from a
group ranging from 1 to n+m users. As a result, the
privacy level should be even higher than our results
indicate.

To further improve the results, PRICAPS could be
extended by gamification features, i.e., users could be
incentivised to adapt their mobility. As proposed in
[15], users could be rewarded, if they adapt their route
in a specified way. This could be used to prompt
participants to visit reference stations more often,
which would lead to better results regarding data
quality and user privacy.

Challenges. A major challenge of realizing PRICAPS
is the necessity of appropriate reference stations. This
entails that a sufficient amount of stations is required
and that those stations have to be reasonably located
within the investigation area, so that users pass these
sites frequently. Further, as mentioned in 5, we assume
reference measurements to be accessible through well-
defined web service interfaces. As a consequence,
existing stations have to be upgraded or new stations
have to be deployed in order to fulfill this requirements.

E AI ‘ European Alliance
for Innovation

However, building up this infrastructure is very costly
and probably takes time.

Another challenge not tackled yet is the consideration
of a phone’s context when initiating a calibration
process. If a mobile phone is in a pocket or bag
when approaching a reference station, it is obvious
that its measurements deviate from those collected
by the station. As a result, calibration tuples should
only be recorded if reference station and mobile phone
experience the same context. Therefore, a recognition
system for the phone’s context as in [17] should be
incorporated.

7. Conclusion & Future Work

We presented PRICAPS, a system for privacy-
preserving calibration system in participatory sensing
networks that enables forward as well as backward
calibration, while simultaneously protecting the users’
privacy. We proposed a pseudonym-based system
that allows for transferring calibration parameters to
other pseudonyms without revealing the connection
between those. Our analysis shows that we can achieve
a high degree of anonymity, but only at the price of
sacrificing precision. More precisely, the anonymity
level and the backward calibration gain are negatively
correlated, i.e., an increase of the one leads to a decrease
of the other. Our results show that there are several
discretization parameters that lead to promising results
for both, however, the “optimal” setting depends on
the application scenario and the subsequent weighting
of anonymity in relation to precision. As the loss of
precision is small in relation to the overall gain, we
believe that PRICAPS represents a valid concept for
privacy-preserving calibration in PSNs.

In future work, we want to evaluate our concept
with more extensive simulations using a realistic urban
simulation environment and implement a prototype to
evaluate the concept in real-life settings.
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