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Abstract—Health-monitoring driver assistance systems sup-
port an independent and self-determined lifestyle enhancing the
driver’s safety. These systems are health-critical and need to
guarantee correct behavior in emergency situations such as heart
attacks. Furthermore, they have to be adjustable and extendable
with respect to integrated functionalities to fit individual and
changing needs. We present a concept for a mobile, service-
oriented driver assistance system with dynamic network behavior.
Additionally, we introduce a verification approach to ensure
correct behavior.

I. INTRODUCTION

Mobility is a central aspect of a self-determined lifestyle.
A rising number of assistive technologies have been developed
to support traffic participants, in particular mobile elderly
persons, in hazardous situations, e.g., distance-warning or au-
tonomous emergency stop systems [1]. In particular, the num-
ber of elderly causing traffic accidents with personal injuries
increased in Germany by 4.5% between 1990 and 2005 [2]. A
driver assistance system has to be modular and extendable to
fit the individual needs of each person. In particular, elderly
with developing multimorbidities need a support network that
is easily adjustable to their changing demands. Furthermore,
assistance systems have to be trustworthy and reliable. In
particular, in life-endangering situations their correct behavior
has to be guaranteed. It must be ensured that emergency
reactions are triggered in time and that all relevant messages
within the system and to the surrounding environment reach
their destination eventually. To reach this goal, it is necessary
to verify the correct behavior of such systems.
In this paper, we present our service-oriented health-
monitoring driver assistance system (DAS) combined with our
approach for the verification of its correct functionality. Our
main contribution is to provide a design method for these
assistance systems such that current verification techniques can
be applied. Hence, we significantly increase the safety and
reliability of theses systems. Hereby, we focus on correctness
w.r.t. network topology, functional, and timing behavior.

II. A HEALTH-MONITORING DRIVER ASSISTANCE SYSTEM

Our DAS increases driving safety by reacting to specific
emergency situations, e.g., heart attacks, by triggering an
emergency stop. To assess the driver’s health status, vital
parameters, e.g., the heart beat, must be observed [3]. As
elderly people often show a highly individual multimorbidity,
we need our DAS to be adaptable by adjusting the choice of
observed vital parameters to individual needs.
To this end, we design our DAS as a service-oriented sensor-
actuator network [4]. Each node has sensing and/or actuation
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Fig. 1. An example for sensors used within the Driver Assistance System

capabilities. Vital parameters are registered using the respective
sensors. Actuators, i.e., a speaker and the autonomous emer-
gency stop system (ES system), interact with the environment.
The controller is a special, central network node that processes
the readings of all connected sensors and triggers emergency
actions. For this purpose, it implements a set of rules specify-
ing which specific sensor readings imply emergency situations.
The network is service-oriented, requiring all nodes to offer a
unified and platform-independent interface to ensure interoper-
ability. This allows for a dynamic interaction of mobile nodes,
e.g., sensors directly carried by the driver, with the network.

A. An Assistance System for Cardiac Patients
In Figure 1, we illustrate a DAS designed to assist people

with a high risk of heart attacks. The network consists of
different nodes which observe the driver’s vital parameters. An
electrocardiogram (ECG) monitors the heart activity and the
pulse. A respiration belt captures the breathing. Furthermore,
the network includes a camera to detect microsleep and tunnel
vision by observing eye and head movements, a biosignal
amplifier, and a controller that provokes emergency actions.
We assume that the driver also has an assistance system
securing his health status at home requiring the continual
application of a portable pulse meter. This device dynamically
joins or exits the network when the driver enters or leaves the
car, respectively. While in the network the mobile pulse meter
remains into a standby mode to avoid redundant measurements
of the pulse and to reduce energy consumption. It restarts after
exiting the network or when a malfunction of the ECG is
detected to avoid data loss. The system is able, e.g., to react
to a heart attack by triggering a safe emergency brake or to
voice an alarm to alert the driver after detecting microsleep.

III. VERIFICATION FRAMEWORK

Within the DAS several safety-critical processes occur. We
must guarantee that neither the driver, nor other road users
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Fig. 2. Our Framework for verifying the Driver Assistance System

are harmed due to incorrect system behavior, e.g., through a
delayed triggering of an alarm signal. As testing only shows
the presence of errors, but not their absence, we propose a
formal verification framework to prove the correctness of the
DAS. To the best of our knowledge no formal framework for
service-oriented networks exists. Existing work on wireless
networks either does not cover topology changes [5], [6] or
is not platform-independent [7].
We visualize our verification framework in Figure 2. The
starting point is an informal requirements specification created
by physicians and other domain experts. The informal spec-
ification consists of (1) a set of medical (and time-related)
rules describing, e.g., which combination of vital parameters
implies a heart attack, and (2) a set of network requirements
stating which communication paths have to be available on
which point of execution. We use two specialized verification
methods to handle both types of requirements separately.
This is necessary as no actual formalism is able to cover
time-related controller behavior on the one hand, and highly
dynamic network behavior on the other hand. In the following,
we shortly outline both verification approaches and how we
integrate them into our framework.

A. Functionalities and Timing Behavior

We verify functional and time-related mechanisms imple-
mented within the controller by relying on the well-established
concept of model checking. Firstly, we construct a model of the
controller’s behavior as a timed automaton [8] (TA). The model
describes how the controller reacts to events occurring within
the network and in which situations events are triggered by the
controller itself. Additionally, timing behavior, e.g., timeouts
or delays, can be expressed within the model. Secondly, we
construct the corresponding behavioral requirements from the
informal specification using the temporal logic Timed CTL [9]
(TCTL). We perform the verification process automatically
by using the model checker UPPAAL [10]. UPPAAL takes
a TA model M and a TCTL specification S as input and
automatically calculates if M fulfills S, in short M |= S.
If M does not fulfill S a counter example is generated so that
conclusions on the error source of the implementation can be
directly drawed.

B. Dynamic Network Behavior

We also need to verify that our DAS functions correctly
after modifications of the network topology. These could be the
extension of the network through the addition of a new node or
a breakdown of a previously established wireless connection.

Here, we only consider the ability of a node to receive and
send messages by examining the existing communication links.
We assume that the internal node behavior is correct. Our
idea is to extract all information concerning communication
channels and node reachability from the informal specification
by building a π-calculus [11] specification. Then, we model
our concrete implementation using a π-calculus variant as
described in [12]. We choose the π-calculus as basis for
our verification approach because it is a formally defined,
compositional and well-established formalism. We will prove
the correctness of our system by showing a bisimulation
relation between the specification and the model. For a semi-
automatic proof we will use a theorem prover.

IV. CONCLUSION & FUTURE WORK

In this paper, we presented an approach for the design
and verification of a DAS. With that, we are able to develop
individual and safe assistance systems supporting elderly to
preserve their mobility. We plan to continue our work by
deriving concrete rules for our heart attack scenario and by
evaluating our framework with these.
Furthermore, we plan to improve the capabilities of our frame-
work by including a method we developed for automatically
generating correct controller models [13]. With that, we will
be able to to decrease development cost and time by directly
generating correct models out of given specifications.
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