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Abstract—The emergence of Mobile Ad-hoc Clouds (MACS)
promises more effective and collaborative elasticesource-infinite
computing.However, the highly dynamic, mobile, hetrogeneous,
fractionized, and scattered nature of computing resurces
coupled with the isolated non-cooperative nature ofcurrent

resource management systems make it impossible faurrent

virtualization and resource management techniquesotguarantee
resilient cloud service delivery. In this paper, we present
PlanetCloud, our MAC management platform with an irtrinsic

support for resilient, highly mobile, cooperative, and

dynamically-configurable MACs. We use PlanetCloud dr the

construction and management of resilient hybrid MAG

(HMACs) over mobile and stationary computing resouces.
PlanetCloud comprises a trustworthy fine-grained witualization

layer and a task management layer. PlanetCloud empys the
concepts of application virtualization and fractiomtion using

intrinsically-resilient and aware micro virtual machines, or Cells
in our terminology, to encapsulate executable apmation-

fractions. Such employment isolates the running apjzation from

the underlying physical resource enabling seamlessxecution
over heterogeneous resources, lightweight load miation, and

low cost of failure. Integral to PlanetCloud is resurce forecasting
and selection mechanism, which provide a MAC with dture

appropriate resource availability in space and time Further,

these features enable a large set of mobile, hetgemeous, and
scattered resources to collaborate through Planet@ud smart

management platforms that seamlessly consolidatesuch

resources into a resilient HMAC. Using analysis andimulation,

we evaluate a PlanetCloud-managed resilient HMAC. &sults
show that PlanetCloud can provision high level of esource
availability transparently maintaining the applications’ QoS
while preventing service disruption even in highly dynamic

environments. Additionally, results showed that ourapproach to

minimizing the cost of failure and facilitating eay load migration

elevates the resilience of the HMAC to a great exté
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down the cost. Further, mobile computation deviees
becoming ubiquitous to support various applications
Unfortunately, these resources are highly isolaad non-
cooperative. Even for those resources working metavorked
fashion, they suffer from limited self and situatiawareness
and cooperation. Additionally, given the high melilature of
these devices, there is a large possibility ofufeil Explicit
failure resolution and fault tolerance techniquesrev not
efficient enough to guarantee safe and stable tiperdor
many of the targeted applications limiting the uksigtof such
mobile resources.

Principles of cloud computing are being extendedhi®
mobile computing domain, which leads to the emergesf a
new paradigm namely, Mobile Cloud Computing (MCC).
Recent literature presented two types of MCC aechitres:1)
an MCC offering accesses and service delivery tersus
through their mobile devices where all computatjodata
handling, and resource management are performix istatic
cloud for the sake of offloading the computationalrkload
from the mobile nodes to the cloud [1-3]; and 3)aihg the
idle resources of mobile devices and enabling tihemork
collaboratively as cloud resource providers to meva
mobile cloud [4-5]. In this paper, and in a sewé®ur papers
[6-9], we adopt and extend the latter definitionMEC as
cloud computing, through the cooperation and viization,
of heterogeneous mobile fractionized computing ueses
forming a Mobile Ad-hoc Cloud (MAC) that provisions
computational services to its users. A Hybrid MAEGMAC),
the focus of this paper, utilizes both mobile anatisnary
computing resources.

Participant nodes in a HMAC depend on the access
network to connect to the cloud and collaborativaigre their
resources with other nodes in the formed HMAC. Reramt
connectivity may not be always available. This peab is
common in wireless networks due to traffic congastand
network failures. In addition, mobile nodes can not
collaboratively contribute to form a HMAC anymoifethey

Recently, cloud computing and mobile computing haveare susceptible to failure for many reasons, égjng out of

attracted much attention. Cloud computing enabédisety of
computing resources as a utility, which drasticdbsings
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battery or hijacked. Therefore, in such highly dyna
networks, a HMAC may suffer from service disruptiand



lack of resilience. On the other hand, current ues®
management and virtualization technologies fall rsHor
building a virtualization layer that can autonomgusdapt to
the real-time dynamic variation, mobility, and fiaaing of
such infrastructure [4-5]. In general, managindatslity of
dynamic resources, confined in a HMAC, providestrang
motivation for collaborative autonomic
capabilities for HMACs to construct a resilient HIGA
Moreover, for the cloud to operate reliably andebafwe need
to accurately specify the expected amount of ressuthat
will participate in the HMAC as a function of tim®

probabilistically ensure that we will always have theeded
resources at the right time to host the requestsldst

In this paper, we propose to build and manage iiergs
HMAC over heterogeneous resources consisting ofapler

mobile devices and semi-stationary on-board comgputi

resources of vehicles in a small size hospital agen Such
rather huge pool of interconnected computing ressircan
serve as the basis of a HMAC. Our previous works it
consider such a real hybrid model and only considler MAC
of mobile nodes. In this paper, we present PlametChs the
first platform to provide resilient MAC formation nd
management employing the following constructs.

1) Hiding the underlying hardware
heterogeneity, the geographical diversity concemmg node
failures and mobility from the application. PlaBktud
utilizes an adaptation of our own CybeX [10] tamswouct a
thin virtualization layer. CyberX uses micro virtuaachines,
Cells, to encapsulate executable application-foasti At
runtime, CyberX rebuilds the application from suClells
enabling application to execute in total isolatfoom the host
resources. Such isolation enables seamless logthtion,
and cost-effective replication and fault-toleraneehancing
the HMAC resilience against potential failures.

management Y

resources

respectively. In Section VI, we present our evabmatFinally,
we conclude the paper in Section VII.
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Figure 1. PlanetCloud Concept.

II.  RELATED WORK

Many of the existing MCC solutions focus on how the
mobile devices’ capabilities could be enhanced hbgrating
resource-intensive computations and process therotedy in
a stable and reliable cloud environment through maation
offloading [4][11]. Other work such as Hyrax platio [5]
introduced the concept of using mobile devices esource
providers. However, Hyrax did not consider a gehéigh
mobility scenario where mobile nodes have different
configurations. In [12], computing resources onigies could
participate, during the absence of their owners deveral
days, to form a datacenter at the airport. Howetkis
scenario is considered as a stable resource envéni) such
that the long-term parking lot of an internatioratport
guarantees that there are at least a specific nuaibeshicles
parked in the airport at any time and ready fdizatiion.

All of the aforementioned works do not fit well ihe
MAC environment because they assume the mobility of
devices is limited, i.e., connectivity is stable ttwino
disconnections and faults. Also, none of these camires
considered the formation and maintenance of a MAMau

2) Providing a resource forecasting mechanism baseal onheterogeneous resource, i.e., different operatystesis and

distributed spatiotemporal calendaring mechanist@]][6lhis
mechanism provides a HMAC with the future spatioyeral
resource availability.

3) Enabling early failure detection. The loosely caapl
fractionized nature of PlanetCloud foundation amelresource
prediction mechanism faciliate Cell runtime reldmatfrom
high risk resources to more stable ones with mihimao
interruption to the running application.

PlanetCloud facilitates the provisioning of thehtigized
reliable cloud resources anytime and anywhere. Wasld

virtual hardware configurations.

In a cloud environment, it may be possible thatsomdes
will become inactive because of failure. Therefdhe entire
work of unsuccessful jobs has to be restarted, thadcloud
should migrate these jobs to the other node. THan@ancy
concept is a solution to achieve failover for hamglifailures
[13-15].There are basically two options of redurman
replication and retry. Replication is redundancgpace where
a number of secondary nodes, in stand-by modeused as
exact replicas of a primary active node. They cwusly

enable ubiquitous and pervasive cloud computingr ovemonitor the work of the primary node to take oweit ifails.

dynamically formed HMACs of fixed and/or mobile oesces
as shown in Fig. 1. Collaborating HMACs would emshinew
resource-infinite computing paradigm to expand f(ewb
solving beyond the confines of walled-in resourcasd

services by utilizing the massive pool of computiagources,
in both fixed and mobile nodes.

The rest of the paper is organized as follows.dati®ns I
we highlight related work. And in Section Ill, wavg an
overview of PlanetCloud. We then detail the ardtitee of
the proposed approach to provide resilient resoark task
management in a dynamic environment in Sectionary V,

However, this approach is only feasible for fixesvers or if
the nodes are few [13]. Retry is redundancy in tivhere a try
again process starts after a failure is detect&fl However,
most current task scheduling and resource allotatio
algorithms [16-18] did not consider the predictmfresource
availability or the connectivity among mobile nodesthe

future, or the channel contention, which affectse th
performance of submitted applications.
Few literature works [19-21] have discussed the

implementation of mobile agent technology in theud
computing domain to provide elastic and resilienvges. For



example, authors in [21] presented an architecttwe compromising some of the execution states, anéasing the
implement the Mobile Agent technology in cloud caripg  failure downtime.

to realize portability, user’s application can spaer multiple
Cloud Computing Service Provider (CCSPs), and Our PlanetCloud management platform handles all the

interoperability, user's application can deploy omultiple tasks related to both the Resource Domain concesiitbcthe

CCSPs. The work presented in [19] provided refaetrencSpati(’ter‘]':JC)r".’II resource allocation, and. thq Taskmﬁ)o
architecture to develop elastic distributed execigervice concerned with the. task deployment, migration, cawon,
using mobile agents which can be deployed on toedc! etc.. The next sections provide more details altbattwo
However, all these proposed architectures onlyetardixed domains.

cloud computing platforms and did not address thabila Mobile Ad-hoc Cloud C
resources scenario.

L] Fixed Control Node

@ nobile Compute Node|

I1l.  PLANETCLOUD OVERVIEW

Our PlanetCloud architecture  enables resilient
MACs/HMACs (we  focus here  on HMACS) Name
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availability in a HMAC is to continuously be driveny a e . S

certain number of participating nodes, which reafe@ Candigems Repnﬂc:.mm,%h o Fouslations Dws

guaranteed amount of resource provisioning. Toeaehsuch - ‘c‘.z,i'siﬁﬁ ok PR 4

a concept onto a HMAC, our PlanetCloud architecture 72 e e F N
ResourceMiséions  Resource  Cloud Agent

assumes that there are two primary types of n@eshown in
Fig. 2: a fixed control node, and a mobile compude. Each
type of node has an agent running on it, as thedmental
building block of our management platform. There &aro
types of agents: a Cloud Agent (CA), which runsaofixed
control node, and a Tenant Agent (TA), which rums &

Update Change Alert \ '

Database/Calendaring Symty.
Reguesi/Response

Mobile Ad-hoc Cloud A ===
Mobile Ad-hoc Cloud B

mobile compute node. The TA manages the participatal Figure 2. PlanetCloud Architecture Overview.
spatiotemporal resource calendar. It connects waithother
agents involved in the cloud formations, and syaotzes the IV.  RESOURCEMANAGEMENT PLATFORM

calendar’s content with the global spatiotempomdource A Resource Management at Compute Node
calendar on a CA. A CA, as a requester to form audil
manages the formed cloud by keeping track of a# th
resources joining its cloud. The CA is deployed arhigh
capability node to manage and store the data celéde

spatiotemporal calendars for all participants wataicloud. 1) The iCloud interface: It is an interface between the

PlanetCloud enables a resilient HMAC, by providing  agent and a user/ administrator, or other systengs, social
HMAC with the ability to continue providing availeband networks and other database systems. A user/ astnaitor
reliable services under different interruptions due uses the iCloud interface to manage all data in the
unexpected node failure our departure. This isea@d by spatiotemporal resource calendar. In addition, ititerface

predicting the future resource availability, in a@,dsing  enaples defining the settings required for a foreledd.
different types of databases that are relateddgéiticipating -

Fig. 3 depicts the building blocks of a Compute B&lod
Resource management components of the compute arede
detailed as follows.

node, (i.e. the spatiotemporal resource calendaente T

calendar, the resource profile, data from socidlvoks and / ek et Compute Node
other databases). In addition, PlanetCloud emplays fedga Unit  Local

automated recovery through multiple recovery modsch e e aformation

feature enhances the HMAC resilience against failand % flenant tger
expands its support for different application-regoients and I

host-configurations. PlanetCloud enables automatedvery Colndaring Sarves Lo I re JEL e |

to ensure high service availability. PlanetClouders a Spmebrnian | [t oo Distributed @MW
prompt and accurate fine-grained recovery, hotwreng for S Sy (Cal] Pt
resourceful hosts executing critical applicatioasd a more Manager (PCM) cooi

resource efficient course-grained recovery, cotabvery, for L e
less critical applications. In hot-recovery, thell@an have " Compuning esourees | Remsoring e e "

one or more fully-alive replicas on different mabihodes Q“"""“"‘“"”“"“ T/I/
which can do achieve virtually no task failure ddéiwre but o |

on the account of increasing resource usage. THe- co e oy ]
recovery might save some of the resources usectfilicas, ShelpoitUplates  Tombnlin

by deploying a replacement of the failed Cell, whil Figure 3. Compute Node Building Blocks.



2) The knowledge unit: It consists of two subunits, a local resource forecasting. The results of resource &stew

spatiotemporal resource calendar, which includegiapand
temporal information about the available resourcasd
information bases, that contains predefined or ba fiy
policies created by a cloud admin. Also, informatibases
contain information about the formed cloud, e.gervige
Level Agreement (SLA), types of resources needetbuant of
each resource type needed, and billing plan fosémeice, etc.
The CA uses the updated spatial and temporal irdthom of
resources as inputs of its prediction service fotyedetection
of node unavailability.
3) Participant Resource Calendaring Service (PRCYS):

PRCS includes a Participant Calendar Manager (P@Mgh
acts as a service controller for managing the dcarf the

enhances the HMAC resilience to failure by earlgddivery
of all different failures that might be encounterddifferent
communications, resource availability, or repuipilevels.
For more details about the GRPS and its GRCS andSPR
services, please refer to [7].

3) Collaborative Autonomic Resource Management
System (CARMS): We design our CARMS architecture using
the key features, concepts and principles of autino
computing systems to automatically manage resource
allocation and task scheduling to affect cloud cotimg in a
dynamic mobile environment.

a) Cloud Manager (CM): It provides a self-controlled
operation to automatically take appropriate actiansording

local spatiotemporal resource calendar. Also, PCMo the results of the evaluation received from Pleeformance

automatically monitors the internal state of thetipgant’'s
resources. A failure of any type of resources &ffea
resource’s ability to do its function in the forrhan error or
no response. To mitigate the impact of resourdartaion the
resilience of the HMAC, PCM interacts with the slyramizer
to synchronize the spatiotemporal resource calemvdén
aspatiotemporal resource calendar on a control .nOdethe
other hand, PRCS provides the trust managemenicesrv
with the required data to perform trust and segumiterations.

4) The Input/Output (1/0) unit: It provides the required
communications for different activities such as udo
formation requests and responses.

The lowest layer, of the TA's building blocks, cisis of

the application, networking, and computing resosyaehich
are involved in the delivery of the service.

B. Resource Management at Control Node

The main building blocks of a Control Node are shaw
Fig. 4. The functionalities of their resource magragnt are
described below.

1) The knowledge unit: A CA has a global spatiotemporal
resource calendar which includes spatial and teahpor

information, resource profiles, and event calenddrthe all
available resources of a cloud’s participants. &fwe, the
CA maintains the overall picture of the resourceatslity
within the cloud. The CA uses a global task repogito store
the all tasks within a cloud.

2) Group Resource Calendaring Service (GRCS):

Observed
Distributed GRCSs operate on the updated data from r Jgg::::::;g:: Messrement] oo

participants’ calendars. These updated data amedstm a
group spatiotemporal resource calendar. GRCS ar@ZSPRre
the two primary types of services forming a globsdource
positioning system (GRPS) [7], for dynamic realginesource
harvesting, scheduling, tracking and forecastingRCS

comprises four types of modules:The Group Calendar ,L T T,

Manager (GCM) module, the Synchronizer, the Pratlict
Service (PS), and the Trust Management Serviced GEs
as a service controller for managing records ofupgro
spatiotemporal resource calendars. In addition,akendar
manager feeds the PS with the required data toonmerf

Analyzer, described below,due to variations in the
performance and workload in a cloud environment Thoud
Manager manages interactions to form, maintain and
disassemble a cloud. A Cloud Manager comprises four
components, a Service Manager (SM), a Resource ¢éana
(RM), a Policy Manager (PoM), and a Participant Isiger
(PrM). A SM stores the request and its identifithe SM
maps the responses received from the participaitts thve
service requests from users, and the result isksait directly

to the user. The user defines certain resourceirssgants
such as hardware specifications and the prefereanethe
QoS criteria. The Cloud Manager decomposes theestgd
service, upon receiving a cloud formation requisia set of
tasks. Tasks of a requested service need to deatdd to real
mobile resources.
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The Resource Manager handles the resource allacatio
real mobile nodes using its Resource Allocator coment.
Also, the Resource Allocator obtains the requirgdrimation
about the available real resources from particgpahy
interacting with a GRCS. The Resource Allocatoeriatts
with the registry of CA to store and retrieve theripdically
updated data related to all participants withinleud. The
Cloud Manager interacts with CyberX servers togssi set
of virtual resources in a cell to these tasks afiogrto the
received SLA information from the Cloud ManagereTPoM
prevents conflicts and inconsistency when polieiesupdated
due to changes in the demands of a cloud. In additit
distributes policies to other CARMS components. Hré
manages the interaction between a cloud requestdr a
resource providers, the cloud participants, toqrerfa SLA
negotiation.

b) Monitoring Manager: It includes a Performance
Monitor unit which continuously monitors the perftance
measured by monitoring agents. Then, it providesrdsults

Organism is a dynamic structure of single or migtigells,

working together to accomplice a certain missioyb&2X

uses the COA features enable applications to dycalini

adapt to runtime changes in their execution enwremt. Such
feature enables CyberX to tolerate high frequenagk t
preemption and migration that might be induceddlufes as
a consequence of unexpected resource mobility avepo
failure. Due to the nature of our resources thén Hayel of

heterogeneity is a major concern for task deploymam

migration. Using CyberX vitalization architecturdeguately
resolves this issue.

CyberX enables the application to exchange read-tim
status and recommendation messages with the hdisfo€Ce
administrative purposes to enhance the Cell lopalieation
awareness and to enable application driven adaptati
CyberX uses these messages to guide the Cell remfirality-

attribute  manipulation towards accurate and prompt
adaptation. Further, CyberX collects, analyzes and
trustworthy-share these messages and status reports

of these measurements to the Performance Analyz&onstructing a real-time sharable global view oé tGell

component. The workload information about the inogn
request is periodically collected by the Workloacrior
component.

¢) Performance Analyzer: It continually analyzes the
measurements received from the Monitoring Manager t
detect the status of tasks and operations, andiaeaboth the
performance and SLA. This helps in early error cite.
Then, the results are then sent to both the Adchlamager
and the Cloud Manager for taking actions which lomge the
risk of downtime.

d) Account Manager: In case of violation of SLA,
adjustments are needed for the bill of a particpkaticipant.
These adjustments are performed by the Account lna
depending on the billing policies negotiated by thgquester
of cloud formation.

V. TASK MANAGEMENT PLATFORM

network.

Operating System

%% §

Traditional
Architecture

Figure 5. COA Cell at runtime.

A. CyberX platform architecture

CyberX is composed of a set of central powerfulezode
will address them as servers. These servers cdepera
autonomously to manage the whole network of Céllss

PlanetClouduses CyberX to manage the cloud taséis arPlatform is responsible for the organism creatiocoriposition
the running applications on the cloud and to handlénd deployment of Cells”, management, the host AidKs)

faulttolerancein distributed task execution. Cyb&Xased on
a biologically inspired architecture termed as@a# Oriented
Architecture (COA). The COA employs a mission-otésh
application design and inline code distribution eénable
adaptability, dynamic re-tasking, and re-programilitgbThe
Cell, is the basic building block in COA, it is abstraction of
a mission-oriented autonomously active resourcene@e
Cells (Stem Cells) are generated by the host midalie
termed COA-Cell-DNA (CCDNA), then, they participaite
varying tasks through a process called speciatizatCells are
intelligent, independent, autonomous, single-aptibo
capsules that acquire, on the fly, application Hjec
functionality in the form of an executable codeigat "The
specialization process”. Cells act as a simple,glsin
application virtualization environment (sandbox)léding the
executable Logic from the underlying physical reses. Fig.
5 illustrates an abstract view of CyberX Cell. |I€dre also
dynamically composable into larger structures “oigas”
representing complex multi-tasking applications. n A

“CCDNA", real-time monitoring and evaluation of the
executing Cells, and recovery management. Furtlier,
provides the necessary management tools for system
administrators to manage, analyze, and evaluatevtrking
Cells/organisms. CyberX will act as an autonomously
managed resource and application virtualizatiortfqlian of
PlanetCloud.

1) Task Management at Control Node
All related task management procedures are perfbrome
fixed control nodes as follows.

a) Auditing and Reputation Management Server (ARMS):
Its main task is to monitor outgoing or incoming lICe
administrative messages for the lifetime of thel.C&his
information is used to assist evaluating the trostiiness of
the Cell. This server cooperates with the recovesgking
servers and routing nodes to frequently evaluate @ell
behavior for any malicious activities. This serweil hold
comprehensive reports about each Cell for theidiketof the



Cell. A trust feedback will be generated from ARMBI®I send

shall accept the deployment package from the GMS,

to the Trust Management Services which helps in thénstantiate and execute the Cell.

evaluation of the trustworthiness of a participant.

b) Recovery and Checkpoint Tracking Server (RCTS):
This monitors, and stores checkpoints changeslfoumning
Cells. Checkpoint updates are always enclosedpastaf the
Cell frequent beacon message updates. RCTS
responsible for reporting failure events by commpgrithe
duration between consecutive beacon messages &tanc
threshold matching the reporting frequency settinfeach
Cell. Failure events are validated by comparing ribeently
noticed reporting-delay for a particular Cell toetlverage
reporting-delay within its neighbors and other €dlbsted on
the same host. A Cell failure notice is reportedhe global
management servers with the last known failure veigo
settings, checkpoint, and variant settings to saploying
replacement Cells.

¢) Global Management Server (GMS):The main task of
this server is to manage the underlying COA inftagtire.
GMS is responsible for Cell deployment, coordingtin
between servers, facilitating and providing a latf for
administrative control. GMS is the only server authed of
issuing Cell termination signals. It can also forGell
migration or change the current active recoverycyolvhen
needed. GMS is responsible for assigning the itrireire
global policy, routing protocol, auditing granutsri
registering/revoking new hosts, and keeping/adjgstihe
host-platform configuration file.

d) The Data-Warehouse Server (DWS):It is the main
components of the infrastructure that participatesthe
separation between the Data, Logic, and Physicalurees.
DWSs are distributed through the Cell network, thee
responsible for holding and maintaining all the ad&ing
processed, and any other sensitive data that thegeaent
units want to store. All running Cells are not pited to store
sensitive data on their local memory. All sensitiata has to
be remotely stored in a specific DWS through thdickted
data channel. DWSs synchronizes their data indegelyd

€) Distributed Naming Server (DNS): It is responsible for
resolving the real host IP/Port mapping to theuaktCell Id
and organism names. The working Cells use this mgpgt
runtime to direct incoming and outgoing communiaasi.
DNS is a major player in the COA’s separation oharns
that enables virtually seamless, Cell relocatiord workload
transition in case of failure recovery. In case O©€ll

movement, the DNS will be instructed by the GMS to

maintain communication redirection.
2) Task Management at Compute Node

GMS uses the resource-forecasting database toatdloc

resources for the CyberX Cells to be deployed enGbmpute
Node. The SM updates the task repository by thlestésat
should be executed, and the code variants asswaidth it.
The GMS encapsulates these variants into one o€éts
forming a suitable container that matches one efavailable
resources. The selected resource will be the tarfgite Cell
deployment where the CCDNA is installed. That reseu

In case of failure, or unavailability, the GMS wit#locate
the Cells into new active resource seamlesslythiconcerns
that might be involved with the task relocation Iwile
autonomously and seamlessly handled by CyberX.dEb&ils

is alsd task relocation, recovery in case of failureperformance

tuning using diversity employment, which has beddrassed
in [10], is omitted from this paper due to spaceitition.

VI.

A. Working Scenario

For evaluation purposes, we present a scenarigrafrdic
resources in a small size hospital model (25bed$g. model
involves different types of mobile devices such as
Smartphones and Laptop Computers and semi-stayionar
devices such as on-board computing resources atlestin a
long-term parking lot at a hospital. Such rathegénpool of
idle computing resources can serve as the basiHMAC as
a networked computing center. We start our evalnaby
predicting the average number of participants is fitenario,
which reflects the amount of computing resourced thight
cooperate to participate in a HMAC. Then, we perfor
evaluations, using the obtained average number
participants, to study the effect associated withe t
performance of the formed HMAC.

EVALUATION

of

B. Expected Number of Participantsin a Resource Pool

We predict the average number of participants dVEAC
formed at the hospital as follows. Patients artea time
dependent ratkr(t), independent of the number of participants
already participating in the resource pool at thepital. The
departure rate of participants is(f). Further, we assume that
for all 0, A(t) and @(t) are bounded by the constants, khy
,M,, mp, where (0< ng 0< m) such that

M<Air(t) < My, mp<pr(t)< M, 1)

Consider the event {N(t) = k} occurs if the rescaipool at
the hospital contains k patients at time t, whdre K < N).
The probability that the event {N(t) = k} occursRgt).

Pe(t) = Pr{N(t) = k }] )

We consider the general case whefét) and 4(t) are
integrable functions as in [14]. So that if the esied number,
E[N+(t)], of patients in the hospital at time t conwesg the
limiting behavior ofE[N+(t)] as t—« can be written as

Lime o E[N+()] = Lime... (Ar(t)/pr(t))
Where,

E[Nt(1)] =p(®) [0y + fot Ar () el rr(s)ds du]

®)

4

Where  is the number of patients in the hospital at t=0.
The success probability, p(t) , is given by
p=e" _I'Utu]—(ujdu ®)
Patients arrivalj+(t), and departure,+t), rates into/from
the hospital are periodic functions of time, and ba obtained
as following:



M) =a+bsind (t)
pr(t) =c+dsind (t)
Where a, b, ¢, and d are constants.

(6)
()

We can use the previous equations to get the esgbect
number of cars, E[Nt)], in the parking lot at time t, where a
relationship do exist between traffic and the numioé
arriving/departing patients. Therefore, we can nhothe
expected number of cars as a percentage factosing the
following cars arrival)c (t), and departure,dAt), rates

Ac(t) = v¥ar(t) (8)
He(t) = xtysind (t) ©)

Similarly, we can calculatE[N(t)] and we set the number
of patients’ cars in the hospital at t=0 to be ¢qdfa0. The
limiting behavior of E[N, (t)] as t—« can be written as

Lime o E[Nc ()] = Lime.. Ac(®/pc(t))  (10)

Let E[N(t)] be the expected number of patients’ mobile
nodes, in the airport at time t, where each patieids a
mobile node. This allows us to write

E[Nm(®)] =E[N(t)] (11)

In addition, we consider the resources of the Hhabpi
employees as valuable participants in the formedctl Such
resources may include the computational power aof th
employees’ mobile devices as well as on-board caimgpu
resources of employees’ cars in the employee parkits at
the hospital. We set the expected number of empkye
E[Ng(t)], to be

E[Ne(t)] = Enin 12)

Where, E, is the minimum number of employees that
should be located in the hospital in their regylatheduled
shifts.

Similarly, we set the expected number of employaes,c
E[NedD)],
employees. We can write

E[Nedt)] = FE[N(t)] (13)

The total expected number of participafig\, (t)], in the
airport can be obtained by

EIN, 0] =EIND)] +E[Nm(D)] +E[Ne()] +END] (14)

Using the previously obtained expected number of

participants, we can get the total number of ab&lecells
hosted by participants in a total resource poabr éxample,
the on-board computing resources of a vehicle aast hn
expected number of cells equals V cells while ai§rhane or
Laptop Computer can host expected number of cglisle M
cells. Therefore, the total expected number ofscetluld be
calculated as a function in the number of Laptopn@oters
and Smartphones.

Using the previous equations, we set the simulatioe to
60 hours. We assumed that at t = 0, n0 equals3gnpsit
Similarly, we set the number of full-time staff eloyed, Eqp,
equals 35employeed]. We setf(t) to bent/12 for a time

as a percentage factor, f, of the number of

unit equals one hour. We use a quasi-periodic tiegendent
arrival and departure rates as follows.

Ar(t) = 32+16[1+2exp(-0.2t)] sinat/12) (15)

Ac(t) = 0.3* B2+16[1+2exp(-0.2t)] sina{/12))  (16)
Where,

Ur(t) = pe(t) = 2+ [1+ exp(-0.2t)] sin#t/12) (23)

We computed the expected number of mobile nodes at
time t as shown in Fig. 6 shows E[Nt)]. The expected
number of mobile nodesdropped as illustrated in. Bignd
settles down to a constant value at 5lafter t >h@0rs of
simulation. The pattern of the unstable fluctuatidrefore
stabilization, depends on the probability of theatture of
initially participating nodes and the exponentiaimponent of
arrival and departure rates. Similarly, Fig. 7 shothe
expected number of cars in the parking lot of tlspltal
stabilizes to a constant number at 19 after 20shour

Next, we turned our attention to compute the exqubct
number of participants in the hospital versus tirkeg. 8
shows E[N (t)] plotted against time. The expected number of
participants dropped as illustrated in Fig. B[N, (t)]
stabilizes at 70 participants after t > 20 hoursiofulation.

Expected Number Of Mobile Nodes

Figure 6. The expected number of mobile nodesuseime.
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Figure 8. The expected number of participantsugetisne.



C. Performance Evaluation

In this part, we start our evaluation by studyihg effect
associated with execution of applications in a HMAGnsists
of stationary and mobile devices, using differechesuling
algorithms, .i.e., Proactive Adaptive List-basedh&tuling
and Allocation AlgorithM (P-ALSALAM) [9], which
determines the best participants based on theadiléty of its
resources to participate in a cloud and the randased
algorithm, which does not use this information, veheandom
mobile nodes with random availability are selede@xecute
the submitted application.

To simulate the HMAC environment in hospital, werda
extended the CloudSim simulator [23] to support riability

2) Assumptions
* A SaaS model is only considered in our model.

« Communication between nodes is possible within a

limited maximum communication range,
Within this range, the communication is assumebeo
error free and instantaneous.

e The distribution of speed is uniform.
» A participant may have many cells running on it.

3) Smulation Setup

x  (km).

We consider a HMACat a small size hospital, where a

HMAC is composed of the previously obtained stabii

of nodes by incorporating the Random Waypoint (RWP”]Umber of mobile nOdeS, in Flg 6, and stabilizedhhber of

model.

semi-stationary cars, in Fig. 7,
characteristics: 512 or 1024 MB RAM, 4 GB Storageq 54

A HMAC consists of N heterogeneous nodes, mobilefig pandwidth. Each mobile node may have one or ta@s
with processing capabilities of 2000 or 7500 (MIPS)

stationary participants, characterized by the numbé
processing cores. CPU performance is defined inidvigl
Instructions Per Second (MIPS), amount of RAM, ater and
network bandwidth.

In our evaluation model, an application is a setasks
with one primary task. Each task has a pre-assigrataiction
length and runs in a Cell. A Cell matches the sesall
computational power available in any participantbich is
simulated as a single virtual machine (VM) deployad a
participant. A VM can be migrated out from the @piating

respectively. In our evaluations, we create VMshelags one
processing core with processing capability 1256 Mi&nhd
512 MB RAM.

Results of our evaluations are collected from dfife
simulation runs and the value of sample mean isifségl with
t-student distribution for a 95 % confidence intdrfor the
sample space of 30 values in each run.

In our evaluation, we consider that every car hdixed

node as the node becomes unreliable to executeska talocation. We consider that every participating can always
Migrations happen when communications are estaddish function well all the time with h|gh rel|ab|l|ty ahdoes not

among participating nodes. VMs on participating emdould
only communicate with the VM of the primary taskdecand
only when a direct ad-hoc connection is establisheveen
them. For simplicity, a primary node collects thee@ution
results from the other tasks which are executedothrer
participating nodes in a cloud. There is only olwd in this
simulation. For scheduling any application on a Vfst-
come, first-served (FCFS) is followed.

For calculating the collision delay, we considee thorst
case scenario where each node has a packet tonttanghe
transmission range.

We modify the simulation to include spatiotempadata,
future availability, obtained from the calendarimgchanism.
Also, we consider that participating nodes cannetags
function well all the time and may fail. In our dwation, we
only consider the cold-recovery mode in case ofenfadlure.
We set the number of inactive nodes to be samplkawing
a Poisson Process during a time t. We suppose thigat
distribution of detection time of failure is unifarfrom 0 to 1
second. Detection time represents the length cdrigh from
the time when a participant starts crashing totitme to be
suspected.

1) Metricsand Parameters
We evaluate the average application execution titéch
is the time elapsed from the application submisdiorthe

fail. Also, the communication among cars is alwagssible
within the hospital. However, we consider that thebility
pattern of mobile nodes follows a Random WaypoRiVP)
model. A mobile node moves along a line from ongpoant
to the next waypoint.
distributed over a unit square area. At the stheaazh leg, a
random velocity is drawn from a uniform velocitysttibution.

Also, each node has an average speed equals Ir886c].
We consider that mobile nodes are different inrthediability,

in terms of future availability, which follow thealues of the
arrival rate of inactive nodes.

4) Results

The average execution time of an application
investigated at different values of the arrivaleraff inactive
nodes, ranging from 1/45 to 1/15 (nodes/sec). Whesider a
small-sized hospital (25 beds) with total number
participants equals 70 (19 cars and 51 mobile Hoédéso, we
consider that each node has a transmission rangmaseq.2
km. We consider one application is submitted tekecuted,
with a number of tasks equals to 20, and we setiaitlelength
to be equal to 500000 M.

Fig. 9 shows that at a larger value of arrival Htanactive
nodes, e.g. 1/15 (nodes/sec), the worst performiarmgtained
than in the case of results at a smaller arrivid od inactive
nodes, e.g. 1/45 (nodes/sec). This is becausegirtbability
a node could fail is high when compared with a loaeival

application completion. Also, the mean number of VMrate of inactive nodes value.Consequently, theamesnumber
migrations is evaluated, which is the number of VMof migrations of a VM increases when the arrivaieraf

migrations during the simulation time.

inactive nodes is increased as shown in Fig. 10.

with heterogeneous

These waypoints are uniformly

of



The node failure forces a VM to migrate to anottediable
node. This leads to an extra time overhead of VMration
which is added to the execution time of an applicatThese
results showed that our PlanetCloud performs welerms of
the average execution time of application with aaléen
number of VM migrations even in case when a largelmer
of mobile nodes have left the HMAC. Also, resultowed
that PlanetCloud has a better capability to minentize delay
overhead added to the average execution time of
application due to mobility of participants tharetbase of
random selection of participant nodes.
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Figure 9. Average execution time of an applicatidren applying different
reliability based algorithms at a small-sized htgR5 beds).
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Figure 10. Average number of VM migrations wheplgipg different
reliability based algorithms at a small-sized hta{R5 beds).

In the next evaluation, we compare results of tloases: a
mobile nodes scenario, a stationary nodes scenard, a
hybrid nodes scenario. In a mobile nodes scenaalb,
participants of a MAC are mobile nodes and eaclertwas a
transmission range equals 0.2 km, and its avepesdsequals
1.389 (m/sec). In a stationary node scenario, @acticipant
has a fixed location, and the communication amorapila
nodes is always possible within the hospital.lnyarid nodes
scenario, some participants are mobile nodes anerotare
stationary nodes. The results of this evaluatiendepicted in
Fig. 11, showed that the average execution timeamwf
application at the stationary scenario has the ppegbrmance
compared with the case of hybrid and mobile scesast the
same arrival rate of inactive nodes, where theigipants are
always reliable and connected with no overhead o V
migrations. Also, this figure shows that a worstfpenance is
obtained at the mobile scenario where the religbibf
participants are changing and the connectivity bésé

participants are not stable. However, an adeqpatéormance
could be obtained at the hybrid scenario, whereesoatis are
deployed on stationary reliable nodes and othersleployed
on mobile nodes with variable reliability, whichmmizes the
effect of migration delay in case of a mobile nad@ilure.
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Figure 11. Performance comparison among diffeh€ scenarios when
applying P-ALSALAM algorithms at a small-sized hiiap

Fig. 12 depicts a comparison between the results of
applying both P-ALSALAM and random node selection
algorithms in terms of the average execution tinfeao
application when we consider different communigatianges
, ranging from 0.1 to 1 (km). We perform this ewlan with
an arrival rate of inactive nodes equals 1/45 (sfsie).
Where, we consider that the effect of reliabilitf rmobile
nodes is neglected at this arrival rate of inactieeles. The
results show that the average execution time apgilication
has a higher value at a small communication raegg, 0.1
(km).This is because the communication delay is idant.
While, a better performance is obtained at higher
communication ranges, e.g. 1 (km). Results show Ba
ALSALAM significantly outperforms the random node
selection algorithm in terms of the average exeouime of
an application at a small transmission range, @.3.(km).
However, this evaluation provides that there arsigaificant
differences between results of the two cases, apply-
ALSALAM/ random node selection algorithms at a krg
transmission range, e.g. 1 (km). This is becausea a
transmission range equals 1 km, we can negleceffieet of
the connectivity, i.e. a node is almost always ewted with
others.
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Figure 12. Average execution time of an applicatis. communication range
(km) when applying P-ALSALAM algorithms at a smaikzed hospital.



Our findings can be summarized as follows.

shorter transmission range, if we apply our P+
ALSALAM algorithm. This is because our algorithm
frequently reschedules the delayed tasks and thi
minimizes the effect of communication delay.

The performance is affected by the percentage @f th
number of fixed nodes within the total density of
available nodes. It means the more fixed reliablées,
participate in a HMAC, the less dependency on neobil
variable reliability nodes. This could enhance the
performance of the submitted application.

VIl.  CONCLUSION AND FUTURE WORK

The combination of cloud computing and mobile
computing are leading to the emergence of MACS toauld
provide new opportunities to efficiently and coltaétively
utilize the ever-increasing pool of computing reses
available on mobile devices. In this paper, we eme=d a
platform for resilient HMAC management with an ingic
support for highly-mobile heterogeneously-composaud
dynamically-configured HMACs. PlanetCloud is powkigy
an autonomously managed Vvirtualization layer
encapsulating cloud applications and facilitatingfes and
reliable execution over scattered heterogeneousuress.
PlanetCloud provides multiple recovery modes whinhance
the system resilience and cover different applicati
requirements and host-configurations. Through amslpand
simulation, we evaluated a HMAC.Results showed that
PlanetCloud always performs well in terms of theerage
execution time of application with a small numbédr\tV
migrations even in case of unstable environmergoAtesults
showed that PlanetCloud enabling resource collaioora
enhanced the cloud capability to reduce the delsrhead
added to the average execution time of applicatituesto the
lack of connectivity of participants. Our ongoingsearch
seeks to develop a security mechanism to presbevprivacy
and security constraints of MAC/HMAC resource po®ri
while allowing multiple users to share autonoma@asources.

for
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