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Abstract—Users of online social networks are often required the privacy settings of one user potentially affects theiaho
to adjust their privacy settings because of frequent changein  of privacy settings of another user.
the users’ connections as well as occasional changes in theisl However. little work has been done to show how all these
network’s privacy policy. fact ’I. ked t ther. C tiv. th . dt
In this paper, we specifically model the user's behavior in te actors are .|n e pge er. Lonsequently, there IS a r@e
disclosure of user attributes in a possible social networkrom ~Model the interaction of users to understand how privacy
a game-theoretic perspective by introducing a weighted ewo- risk and relationship-building influence the level of self-
tionary game. We analyze the influence of attribute importarte  disclosure.
and network topology on the user’s behavior in selecting pracy In this paper, we propose an evolutionary game-theoretic

settings. . . L
Results show that users are more likely to reveal their most model to study the behavior of users in regard to their pyivac

important attributes than less important attributes regardless settlng_s 'r.‘ a possible online social netwqu. . .
of the risk. Results also show that the network topology A principle feature of our game model is the introduction

exhibits a considerable effect on the privacy in a risk-inaided of weighted attributes Attaching weights to the attributes
environment but a limited effect in a risk-free environment.  gllows us to account for the fact that some attributes aremor

The provided models and the gained results can be used 10,4 ant than others. Our study conducts the simulation of
understand the influence of different factors on users’ priacy

choices. user behavior in different types of network topologies, ahi
Index Terms—game theory, social network, privacy setting, include random, small-world and scale-free networks.
network topology The main contributions of this paper are twofold. Firstly,
our model investigates the importance of the revealed and
I. INTRODUCTION hidden attributes for the users’ behavior. By weighting the

attributes, we model the fact that some attributes have a

Users of online social networks increase their chances lafjher impact than others in self-disclosure. As an illstr
finding potential new friends, and identifying old friends;, tion, these aspects help us to investigate whether reggalin
publishing their personal information [1]. However, come® a user's important attributes such as religion and sexual
regarding the privacy in social networks have received gvorlpreferences would affect a social network more than rengali
wide attention and have led to frequent public debates [2hat user's less important attributes such as their faworit
Social networks contain large amounts of information thatovies. Secondly, our model allows us to investigate what
can be used to uniquely identify their users as well as pmvithfluence the network topology has on the privacy strategy of
information about their habits, interests and history [3the user to model different social network properties [l F
Revealing this information makes it accessible to poténtiaxample, given Alice is a user in the social network and is
criminals, leaving the users vulnerable to dangers such asriend to every other user, this model investigates whethe
identity thieves, sexual predators, stalkers, and infegedy her strategy to withhold 30% of her attributes affects other
defrauders [4]. users’ strategies as much as Bob’s decision given he is less

The risk to user privacy has caused so much concern tipaipular with only two friends in that network.
over 60% of social network users employ privacy increasing The results show a tendency for users to reveal their most
measures such as deleting friends and concealing profifgportant attributes more than less important attribuBas.
attributes from other social network users [5]. The benefitsiportant attributes, we refer to those attributes whichehea
and risks create a dilemma that every user of a social netwdakger impact on theocial capitalof a user [7]. Additionally,
faces: reveal more attributes to attract more friends, weak users in random and scale-free networks are more likely to
less attributes to become less vulnerable. Therefore,esarh reveal their attributes than users in small-world networks
in a social network weighs both the risks and benefits taterestingly, we find that the type of network topology has
determine how many profile attributes to reveal. Additibnal a limited effect on privacy settings of a social network ie th

COLLABORATECOM 2013, October 20-23, Austin, United States
Copyright © 2013 ICST
DOI 10.4108/icst.collaboratecom.2013.254054



risk-free case, but has a considerable effect on the privacyanother hunter’s choice. This game reaps the highest benefit
the risk-included scenario. to both players if both players select to hunt a stag and
Our model can be used to understand and predict tthe highest risk to one player if the other player selects
dynamics of a social network based on attribute disclosuherwise. This situation is similar to the privacy in sdcia
The provided models and the gained results can be used&works between two players because the highest benefit
understand the influence of different factors on users’qggiv is accrued if both players cooperate and reveal all their
choices and help users in determining how to maximize tladtributes. However, in some aspects, the profile attribute
self-disclosure in a network while keeping the privacy riskrivacy problem is different from the stag-hunt game beeaus
under a certain threshold. the privacy problem involves multiple players, and muéipl
The remainder of this paper is as follows. We discusdrategies (options).
related work in the next section and specify the system modelOther works have also employed game-theoretic models
with used definitions and strategies in Section Ill. Our gam#& capture the relation and coordination between different
theoretic approach is described in Section 1V, the resuéts auser properties in different networks in a variety of ap-
presented in Section V, and we conclude this paper withpéications. The networks range from online video sharing

discussion in Section VI. social networks [14] to mobile adhoc networks [15] and
anonymous social networks [16]. The modeled applications
Il. RELATED WORK include sharing co-owned pictures in a social network [17]

Online social networks are built around the conceadf- and stimulating cooperation in the network [14]. In most of
disclosure[8], which is positively affected by factors suchthese works [14], [18], a two party model is derived and
asrelationship-buildingandplatform enjoymentin contrast, used as a basis to create a model that captures the dynamics
perceived privacy risk is a factor with a negative effeqf the entire network. This is because the networks can be
on self-disclosure [8]. The benefit of relationship-builgli looked at as a collection of multiple two party interactions
is linked to the number of friends a user is supposed We employ the same reasoning when designing models to
gain by disclosing personal information. The link betweegapture the interaction of user’s privacy in a social nekyor
the number of potential friends and revealed information wever, we do not model the privacy settings of any specific
based on théomophilyprinciple more commonly expressedonline social network. Instead, we focus on a possible enlin
as “birds of a feather flock together” [9]. In the contexsocial network model.
of a social network, this principle translates to users with m

. . ; . . L PRELIMINARIES
similar attributes being more likely to establish a friehigs ) i i . o
[9]. On top of the similarity in attributes, the number of This section contains fundamental assumptions, defirgition

revealed attributes appears to positively affect relatign- 2nd methods used throughout the paper.

building. Lampe et al. [10] reports that the number of a @serA. Assumptions
friends is exponentially related to the set size of the rletta  \\ assume that users with more attributes in common
attributes. This can be explained by considering that Bbariy e more likely to be friends. This assumption is based
more profile attributes allows more users to establish commg,, rasearch which shows that the homophily principle is
ground that promotes interaction and encourages "friéptsheyhipited in social networks [9]. Additionally, we assume
[11]. However profile disclosingncreases the privacy risk t0nat 41| ysers of the network attach the same importance to
social network users [8]. Profile disclosing is defined as tl?ﬁ]y given attribute, e.g. all users will consider their axbgr
amount of a user's profile that is visible to a third party [8layipyte to be more important than their religion attréaut
The approach presented throughout this paper is based Ofthese assumptions allow us to investigate the influence of
an evolutionary game theoretic-model. Game theory has beggha| network properties while simultaneously comparing

used to model social networks and privacy settings [13}c4| properties such as profile attributes and their ingare
Using results from a survey, Squicciarini et al. [12] buildy ,sers on a common ground.

an evolutionary game theoretical model aimed at optimizing

the users’ long-term utility. Additionally, by investigag the B- Risk and identity inference

evolutionary game dynamics, they reveal that social chpita To capture the risk of identity inference, we introduce the

gained from self-disclosure influences a user’s decisiom®m concept ofhiding. A userz is hiddenby another usey if y

than the risk to that user’s privacy. is more distinguishable than. For example, if a user John
The profile attribute privacy problem is similar to theDoe reveals a set of attributé®oe, 34} while another user

stag-huntgame which exhibits both pure and mixéthsh Jane Doe reveal§Doe, Female, 34, Chicago}, then Jane is

equilibria [13]. The stag-hunt game is a two-player twomore distinct than John. Therefore, John is hidden by Jane.

strategy game that captures the conflict between cooperafidiis is because a third party can more easily infer the identi

and safety involved in a situation where a hunter seleat§ Jane than John given the revealed profile attributes. As a

whether to hunt a stag or a hare without prior knowledge oésult, the risk to John Doe’s identity is reduced by Jane.Doe



C. Privacy settings A. Our models: Game and social network
The privacy settingis a configuration of the users’ profile The definition of our basic social network is as follows.

information, which allows the user to enable or disable th§afinition 1 (Social network) We define a social network as

visibility of certain profile attributes. The privacy sej of .. ndirected grapiG = (N, E) with node setV and edge
a typical social network consists of levels of visibility of ’

] i ) v set E, where the node s&V = {1,2,...,n} corresponds to
d!ﬁereqt aspects _such as profile attributes, tactmty ,Igguj n users in the network.
friend lists to various types of users, e.g. friends, freod
friends, and public. In our model, we consider a single level Additionally, we consider that the connectivity pattern of
of visibility, i.e. whether profile attributes are visible any the network can follow different network types. Random,

other user of the network. small-world, and scale-free networks are investigated as
described in the previous section.
D. Network topologies Our weighted evolutionary game acts on top of this pos-

We examine the behavior of our model on three differeﬁ#ble social network. The utility of a user is a combination
positive utility and negative utility The positive utility is

types of network topologies, which include a random net— i fth iahted ber of attribut . ith
work, a small-world network, and a scale-free network. € ﬁur?;?]a lon Ohb € Welgthe ntum Ifr‘lc')ha " utg palrt_sl_;/w_
A random networkis a graph in which the occurrence_ 2o O! e NEIGhbors on the network. The negative Uliity 1s

of connection between nodes follows a probability distrlt—he probab|I|t_y of the |dent|.ty of a user being inferred.
A strategyis a set of actions that players can execute. In

bution [19]. A random graph can be used for modelin . . .
. . _our approach, the strategy involves selecting which and how
social networks when the node degrees follow an arbitraF : )
any attributes to disclose.

probability distribution [20]. The Erdds-Rényi (ER) [R1
model is considered to generate the random networks. Thefinition 2 (Privacy settings) The vector A, =
probabilities that edges exist between any two nodes ar@ eqi, 1, az 2, ..., az.m) denotes the profile attributes with a
and independent. Given the probability of an edge occuerereorresponding attribute weight vectdV = (w1, wa, ..., wy,)
is p and there are nodes, the average node degkeds about in the social network, where, ; is theit" attribute of Userz.

n-p. For each Userr, a sign flag vectoS, = (53,1, 52,2, -5 Sz,m)
In a small-world network most of the nodes are notdenotes whether specific attributes are disclosed or rexkal
directly connected to each other, but most nodes can Meattribute a,; is disclosed, thens,; = 1, otherwise

reached by every other node within a relatively small numbey ; = 0.
of intermediate nodes. Online social networks have been
shown to exhibit small-world properties and can be prOdUC%%fault
using a Watts-Strogatz model [22].

example of an attribute vector for a
user Alice, is given by Aajce =

. Name, Gender, Age, ..., Hometown).  For  simplicity,

A scale-free networls a network where the node degre e assume all the users have the same set of profile

distribution follows a power-la_w distribution, i.e. themt_»er attributes. A specific attributé is referred to byAttr#i.
of nodes decreases exponentially as the node degree IBSTeQS Atiribute sign flag vectorS, denotes which attributes

[23]. To create the scale-free network, seed nodes areq)lag?e disclosed and which are withheld. For example
within the network and new nodes added to the existir@Al_ — (1,1,0,...,1) means that Alice decides to reveal,

networ_k incrementally.. In th_is way, any new added node Frer name, gender, and hometown but withholds her age.
more likely to form a link with higher degree nodes [23]. ;o capture the similarities between two users Ugials.

Two users Alice and Bob are said to havepair if they
both reveal the same attribute, e.g. age. Formally, a Ztupl
We propose a weighted evolutionary game to investigate, ;, a, ;) is called a pair if and only i, ; = 1 ands, ; = 1.
the influence of attribute importance (weight) and network Fig. 1 shows a possible profile configuration for two users
topology on the privacy of users of a social network. x andy. Out of them attributes, User revealsk, attributes
Many online social networks are available today with while Usery revealst, attributes. Both users reveal attributes
variety of privacy setting designs [24]. In this paper, welttr#1, Attr#2, ..., Attr#r, which contribute tor pairs.
model a possible social network with characteristics et The » pairs are denoted bya, 1,ay.1), (az2,ay2), ...,
by some of the online social networks in existence. Féut ,,ay ).
example, in our assumed social network and our game, everyVe adopt the concept of pair without considering equal
user has a profile made up of profile attributes, where eaehlue pair. In fact, common ground should be built on the
user is tasked with selecting how many and which attributesimber of equal value pairs. But the number of pairs still
to reveal to all other users of the network. However, we do na#flects the common ground, since two users have a higher
consider categories of friends with different levels ofvpdy, chance to have more equal value pairs if they have more
which is a characteristic of some social networks. pairs.

IV. OUR APPROACH



CZ) ’ Leraton. The update resuts i each node ather mamBn
teration. 1 ults in each node eiher maigi
EDL @ZZZJ ) 1o mimic one neighbor. This process i repeated untl there

Figure 1. The figure shows a possible profile conflguratldﬁ no difference in the strategies of all nodes between two
for two usersz and y, who disclosek, and k, attributes consecutive iterations. When this condition has been rhet, t

respectively out of then possible attributes. The clear ovals.gysfrn is zalt?'l'to b? sr:able. . _
represent the disclosed attributes while the shaded oval de prz ability o tbe users changing strategies, as pro-
represent withheld attributes. vided in [25], is given by

ity =1- T[] a-rH (3)
In our game, utility includes benefits (positive utility)dn yebs

risks (negative utility). The positive utility of a user ifected where Q“rl is the probability that the Uset actually
by the number and type of attributes that a user sha@¥anges the|r strategy between timandt + 1.
with the neighbors. The risk is the probability of a user's The algorithm for updating the attribute sign flag is pro-
identity being inferred. This probability is measured by thvided in Algorithm 1.
reciprocal of the number of the users who disclose the same
or additional attributes. Algorithm 1 Update profile attribute sign flag

The negative utility (risk) of a user in the weighted |nitialize profile attribute sign flag for each node.
evolutionary game is linked to how many other users of the Calculate payoff value for all the nodes using Equation 1.
network can hide that user. The set of all neighbors of Userwhile <Any node changes sign fl ag> do
z is denoted byB,.. The setB! consists of all neighbors of  //Each node determines which digit of its own sign flag

Userz that disclose the same attributesiasr extra attributes to change.
in addition to those disclosed by User and can possibly for <Each nodes> do
hide Userx. The setB, contributes to the positive utility, Find neighbors with higher payoff value.
while the setB” controls how much risk a user is exposed Select neighbor with sign flag to mimic using Equa-
to. tion 2 and Equation 3.

The combined utility function is obtained by using Equa- By comparing with selected neighbor, determine
tion 1, wherewp andwy are the weight coefficients for the which digit of sign flag to change.
positive utility Y-, (5. A S,) x W' and negative utility end for
|Blg\ respectively. Change all nodes’ sign flags accordingly.

end while
1

Uy = Wp - Z (Sz/\Sy)XWT—w

yEB,

1
* B. Working case for risk-free scenario
Thereplicator rule[25] is employed in our model for users | this subsection, we describe an example of a risk-free

to update their strategy between time steps according to scenario, which means we only consider the positive utility

- , , Fig. 2a shows a generated social network according to the
1 _ d Uy > Uy, ) description above, which consists of 7 users. An example of
oy 0, ul, < ul, the profile attribute sign flag, for all 7 users is shown in

Fig. 2b with the profile attributes (Name, Gender, Age,...,
Hometown) and their respective weights; (w2, ws, ..., wr)
shown in Fig. 2e. A user calculates the number of pairs that
it shares with its neighbors before selecting its next gsva
Strategy.

The positive utility associated with any neighbor is a
combination of the number of pairs (obtained using a bit-
the strategy of a neighbor (Used is proportional to the wise AND-function) and the weights associated with those

payoff difference between usetsandy. attributes. For example, given User 1 has profile attribute

During each iteration, all nodes, e.g. users, find candid tI n flagS, — (1000110) and User 2 hass — (0110011)
strategies from their neighbors that are then used duriag bit-wise AND yields0000010. The sixth bit position ’iS

1Unless otherwise stated, the notationrepresents logic AND. We use the only “1” '_Shown in the AND result Wh'ch indicates thf':lt
the notationt¥ T to refer to the transpose of vectt¥. the only attribute revealed by both users is Attr#6. Using

whereP} ! is the probability that at time+1, Userz adopts
the strategy Usey had at timet. Additionally,«!, is the utility
of Userz at timet, while «, is the utility of Usery at time
t. We use the largest differendg, ... in payoff between any
two users in the network to ensure thatt' < [0,1]. The
expression implies that the probability of Userfollowing



the corresponding weight factor, we obtain the payoff value © (5) ()

between users 1 and 2 ¢fvg). Similar analysis between

User 1 and User 5, whers = (1100110) yields a bit- \ / \ /

wise AND-value of 1000110 and therefore a payoff value

equal to(w; + ws + wg). Since User 1's payoff with User 5

(w1 + ws + wg) is higher than User 1's payoff with User 2

(wg), User 1 has a higher probability of changing his strategy

to mimic User 5 in the next iteration. (3 )
After all users have compared their current strategies with

their neighbors, each user is allowed to change one bit of
the sign flag. An example of the system state after one

e

iteration is shown in Fig. 2c. The figure shows that User 1's T — 5
strategy has not changed and is s$ijl = (1000110). How- Bzg:g 2 1 é 8 2 é é
ever, User 6's strategy has changed fréfn = (0101011) User4a 0 1 0 1 0 0 1
to S¢ = (0111011). The entire process is repeated until 822;2 é 1 g 2 é 1 2
the whole system reaches stability. Stability means that no User7 1 0 1 0 1 0 0
single npde _changes their sign flag (strategy) between two (b)
successive time steps. The state of the sample system when
stability is achieved is shown in Fig. 2d. In the final state, i}Vodel Wi W ws we ws We Wi
. . . . r
the strategy of User 1 is given b§s = (1100011), which is erz 0 1 1 o o 1 1
achieved after 8 iterations. User3 1 1 0 0 1 0 0
User 4 0 1 0 1 0 0 1
User 5 1 1 0 0 1 1 0
V. SIMULATIONS AND RESULTS Usere 0 I 1 1 0 I 1
In this section, we describe the underlying simulation User7 0 0 1 0 1 0 ©
settings and discuss the derived results. The simulations (c)
deal with risk-included and risk-free cases of the weighted
. Node wi wa w3 wy ws we wr
evolutionary game. Useri 1 1 0 0 0 1 1
) ) . User2 0 1 1 0 0 1 1
A. Simulations settings User3 1 1 0 0 0 1 1
. . . . . . . User 4 1 1 0 0 0 1 1
The simulation is designed to consider user profiles with User5 0 1 1 0o o0 1 1
7 attributes fn = 7). Each user can choose to reveal or to User6 0 1 1 0 0 1 1
. . . User 7 0 1 1 0 0 1 1
withhold each of these attributes. The number of users is ”
set to bel00. A 7-bit flag is assigned to each user, which @
corresponds to the attributes. For example, the flag 1000110y, wa w3 w2 ws e e
for User 1 means that Attributes 1, 5 and 6 are revealed whileName _ Gender Age Religion Education Occupation Hometown
Attributes 2, 3, 4, and 7 are withheld. (e)

We begin by randomly assigning the attribute flag to aftigyre 2. (a) A sample network consisting of 7 users con-
100 users of the network. Each user has three options ficted to each other, (e) each user has a profile with 7
each attribute during each iteration. These options are thariputes which are assigned different weiglts ws, ..., wy
the user can select to reveal, withhold, or maintain theustat(b) the randomly assigned sign flags for all 7’ uéers that
of any attribute. o - _ _indicate which attributes are revealed and which attribute

We set the ratio of p(_)sm\_/e utility t_o negative utility t05.e withheld (a “1” indicates an attribute revelation whele
be 1:10 (cf. Table 1), which is determined byp and wy. «p» jndicates an attribute withholding), (c) after everyens
While all the attributes are assigned to different weights, compares his strategy with that of his neighbors, every user

assume that the weight vector for_ 'Fhe attr_ibutes_ is the SaMSdates their strategy, (d) the illustrated system comeerg
for every user of the network. Additional simulation se§8n afier g jterations and gives the resultant sign flags for all
are shown in Table I. The simulation results of 500 runs a[gers.

averaged to determine the dynamics of the model in each of
the considered networks, which include random, small-avorl
and scale-free networks. The average node degree for each

network is4. and risk-free cases. The figures show the proportions of
the population that select to reveal specific attributes and
B. Results how these proportions change with each iteration. Injtall

The dynamics of the attributes in different network topolaandomly chosen 7-bit attribute sign flags are assigned to
gies are shown in Fig. 3 and Fig. 4 for the risk-includedach user.
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Figure 3. Attribute dynamics for the weighted evolutionarfigure 4. Attribute dynamics for the weighted evolutionary
game in the risk-included scenario with different undertyi game in the risk-free scenario with different underlying

topologies.

topologies.



TABLE |. VALUES ASSIGNED TOSPECIFIC PARAMETERS
IN ORDER TOOBTAIN THE PRESENTEDRESULTS

|[Parameter|  Weighted evolutionary game |

|N| 100

m 7

wp 1

wy 10

w (0.02,0.06,0.10,0.14,0.18,0.22, 0.28)

networks such as the influence of attribute importance and
network topology.

Results show that users are more likely to reveal more
important attributes than less important attributes. Tiiser-
vation is more pronounced in random and scale-free networks
than in small-world networks. Results also suggest that the
network topology has limited effect on the privacy dynamics
of the network in the absence of risk, given risk is defined
as the probability of one user’s identity being inferred.

The approach presented in this paper provides an initial

Results in Fig. 3 show the difference in the risk-includedpproach to study and comprehend the dynamics of privacy
cases with regard to the network topologies. For exampggttings in social networks. Additionally, the nature oé th
Fig. 3a shows that even though all attributes experience #ansitions reveals the influence of certain factors in tharts
initial drop in popularity, the attributes Attr#7, Attr#@nd and long run in social network privacy.

Attr#5 end up being revealed by more than 50% of the As future work, we plan to investigate the performance of
network users. From Table |, we see that these attributegr model on a larger variety of networks as well as compare
correspond to the higher attribute weight values. This shoi with data from real world social networks. Additionally,
that the users in a random graph are more likely to revese intend to investigate multi-level privacy settings wder
their important attributes and withhold their less impotta users reveal different sets of attributes to different sisr

attributes.

the network.

Fig. 3b reveals that the values of all attributes drop
in popularity when the game is applied in a small-world ACKNOWLEDGMENT
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