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Abstract

Many businesses have been positively impacted by electronic commerce (ecommerce). It has enabled enterprises and
consumers transact business digitally and experience diversity as long as the internet is accessible and there is a gadget to
surf the internet. Several governments have gradually adopted electronic payment throughout the country. The Nigerian
government has also done a lot of prodding toward the adoption of a cashless economy, which includes embracing
ecommerce. As ecommerce expands, so does actual and attempted fraud through this channel. According to the Nigerian
Central Bank, electronic fraud reached trillions of Naira by 2021. The purpose of this work was to employ logistic regression

as a decision-making tool for detecting fraud in e-commerce platforms at either the virtual or physical point of sale. The
main contribution of this research is a model developed using logistic regression for detecting fraud at the point of sale on
electronic commerce platforms. The accuracy of the result is 97.8 percent. The result of this study will provide key decision
makers in ecommerce firms with information on fraud patterns on their ecommerce platforms, this will enable them take
quick actions to forestall these fraudulent attempts. Further research should be carried out using data from other developing
countries.
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1. Introduction

The financial system of the twenty-first century is dynamic
and has seen significant changes as a result of technological
improvements; these innovations have changed old
payment systems and ushered in an era of electronic
payment. Electronic payment is any type of transaction
conducted through an electronic medium that does not
include the use of a cheque or cash. Similarly, electronic
payment has facilitated the birth of electronic
commerce(ecommerce) which has improved consumer
preferences, convenience of use, cost, security, relevancy,
and acceptance all of which play a role in the success of
ecommerce payment systems. The advent of ecommerce
has enabled; several firms expand their operations outside
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geographical boundaries in order to reach a wider audience.
Organizations may now do business all year round because
of ecommerce. Ecommerce is the purchase and sale of
products and services over the Internet. It occurs on
computers, tablets, cell phones, and other smart devices
[1]. There are many types of e-commerce, the varieties
includes: Business-to-Business (B2B), Business-to-
Consumer  (B2C), Consumer-to-Consumer  (C2C),
Consumer-to-Business (C2B), Business-to-Administration
(B2A) and Consumer-to-Administration (C2A).
Ecommerce promises clients ease; speed, variety, price
comparison, and much more. It eliminates the need for
customers to visit physical businesses every time they need
to make a purchase. Customers have embraced online
shopping compared to brick and mortar shopping, as seen
by the success of companies such as Amazon, Alibaba, and
others. The number of electronic transactions has grown
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dramatically over the years, the industry's expansion has
also attracted fraudsters seeking to abuse every area of
ecommerce, from payment methods to client records and
merchandise. According to [2], Criminals pursue
enterprises that transfer or develop from bricks to clicks.
Point of sale(POS) has made ecommerce transactions
even easier. POS can be defined as any system that allows
customers make purchase and pay necessary sales tax
either at an internal store terminal or a virtual POS terminal

[3].
POS systems are classified into numerous types:

(1) Mobile point-of-sale systems: these services are
available for smartphones and tablets may handle
payments as well as manage inventory and customer
information.

(2) Tablet POS systems: iPad and Android point-of-sale
solutions are becoming increasingly popular since it
requires less upfront investment and can frequently be
utilized with an existing tablet. Some tablet POS
providers include credit card processing for "free."

(3) Terminal point-of-sale systems: These are the most
frequent at the counter. While they are hardware and
software-based, the majority of them require internet
connectivity and may even employ cloud-based
applications.

(4) POS kiosks are tailored solutions for a specific purpose.
A self-service kiosk for purchasing cinema tickets is
one example.

According to Cyber Source's 12th annual online fraud
study, merchants’ online fraud losses increased the most
during the current decade, peaking at $4 billion in 2013 [4].
Credit card fraudsters in European nations are continuously
focusing on “card less" activities like ecommerce
purchase [5]. According to data from the UK Payments
industry, the worth of cell phone, web, and mail order fraud
(card less fraud) grew by 118% between 2004 and 2008.
Between 2001 and 2008, card less fraud losses in the UK
increased by 243 %, while the overall amount of online
shopping transactions increased by 524 % [6]. According
to [7], Cybercrime is currently predicted to cost the globe
almost $600 billion, or 0.8 percent of global GDP (GDP).
The Central Bank of Nigeria (CBN) forecasted that the
value of electronic fraud losses in Nigeria will reach N6.1
trillion by 2021[8]. According to Nigeria Inter-Bank
Settlement System(NIBSS) (2022), the amount of POS
transactions recorded between January and August 2021
was 619.3 million, an increase of 61.8 percent over the
382.9 million recorded during the same time in 2020. It is
worth mentioning that as of August 2021, a total of 686,577
POS terminals were deployed countrywide, indicating an
84.4 percent growth over 372,333 reported in the same time
in 2020 [9].

The identification of ecommerce fraud is critical in the
prevention and protection of ecommerce consumers and
owners. Artificial intelligence has been used in online fraud
detection strategies for online card transactions, Support
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vector machines (SVM), artificial neural networks (ANN),
Bayesian networks, Hidden Markov Model, K-Nearest
Neighbours (KNN) Fuzzy Logic system, and decision
Trees are among the new techniques offered in addition to
previous approaches. The k-nearest neighbour, decision
tree, and SVM algorithms all yield a moderate level of
accuracy. Fuzzy Logic has the lowest accuracy of any
algorithm. Neural networks, naive Bayes, and KNN [10]
provide a good performance.

According to LexisNexis' 2021 True Costs of Fraud
report, in 2020, the typical U.S. store experienced 1,515
point of sale(POS) fraud attempts each month, with
roughly half of those efforts succeeding. According to
industry information published by Nilson Report, almost
$28.58 hillion was lost to payment fraud globally during
the same year [11]. Regardless of the different research
conducted, none have used logistic regression to detect
fraud at the point of sale on electronic commerce platforms.

Logistic regression is a data evaluation method used to
identify and describe the relationship between a dependent
binary variable and other independent nominal, ordinal,
interval, or ratio-level variables. Logistic regression is an
incredibly robust and adaptable method for dichotomous
categorization prediction; that is, it is used to anticipate a
binary outcome or condition, such as yes/no,
success/failure, or will occur/will not occur [12]. The result
of this study will provide key decision makers in
ecommerce firms with information on fraud patterns on
their ecommerce platforms, this will enable them take
quick actions to forestall these fraudulent attempts.

This papers main contribution is a model suited for
detecting fraud at the point of sale on electronic commerce
platforms using logistic regression. The remainder of this
work is structured as follows. Section Il discusses some
relevant research. Section 11l provides a brief overview of
the approach used in this work: logistic regression. The
outcome is shown in Section IV. Section V includes
conclusions and future study.

2. Related Work

The growth of online transactions has been consistent over
the years, and while these transactions may not be as safe
as in-person. There has been an increase in demand for
credit or debit card fraud detection as a result of the rise in
fraudulent transactions associated with it. The illegal use of
any system or product is characterized as fraud [13].
Several initiatives have been made to reduce ecommerce
fraud, yet incidents of consumers being cheated online
continue to make headlines throughout the world.
According to the World Bank [14], the worldwide market
opportunity for extending electronic payments by
merchants is considerable; in 2016, micro, small, and
medium retailers (MSMRs) made and received $1.9 trillion
in payments. As these statistics rise, so do the likelihood of
fraud. The graph below depicts total Global Payments and
total Electronic Payments by region, using estimated data
from [14]:
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2.1 Types of fraud

There are five basic methods by which fraudsters
perpetrate fraud on ecommerce stores:

True (classic) fraud: the theft or purchase of a victim's
credit card information over the Internet is the most
fundamental type of fraud.

Triangulation fraud is characterized by the presence of a
fraudster, a legitimate shopper, and an E-commerce
business. A fraudster sets up an online store and provides
great items at very minimal costs. He purchases things
from a legitimate business and sends them to customers
after getting credit card information from those who
purchased.

Interception fraud happens when fraudsters place an
order with matching billing and shipping addresses to the

Global
Total: $34 trillion
Electronic: $15 trillion (44%)

High-income OECD
Total: $11.1 trillion %
Electronic: $7.9 trillion (71%) ol

Middie East & North Africa

Total: $1.3 trillion
Electronic: $0.4 trillion (30%)

Total: $3.5 trillion ,
Electronic: $1.5 trillion (46%) (

card's address. The fraudster will then attempt to hijack the
package by asking the customer service representative to
make alterations on the delivery address; requesting a
change of address for the order to a location where the
stolen item can be intercepted.

Card validity testing fraud happens when fraudster
evaluate various card data to determine whether or not the
credentials are legitimate and then uses them to conduct
illicit transactions on another website.

Chargeback fraud happens when a client purchases
goods online, then request a chargeback claiming their
credit card was stolen. This is more likely to occur after the
items have been delivered. This type of fraud is more
common among consumers than among professional con
artists, and it is more difficult to detect.

r - vg:rope & Central Asia
1 trillion
$1 ‘3&'““0!1 (46%)

st Asia & Pacific
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Figure 1. Global Payments Estimated Values Source: [14]

2.2 Previous research on credit card fraud
detection

Several researches have been carried out to detect cards
fraud:

[15] suggested a novel way to handle the issue of "low-
frequency consumers with little transaction amounts,”
since current methodologies are incapable of appropriately
depicting transaction activity for such clients. Furthermore,
it considers "current trading group behaviour and current
transaction status" while developing new behaviour for
low-frequency users. They devise a method for recognizing
the user's current transaction based on "user behaviour and
Naive Bayes."
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[16] worked on detecting credit card fraud. The projects
goal with Machine Learning was to concentrate primarily
on machine learning techniques. The Adaboost approach
and the random forest algorithm were used. The results are
calculated using the accuracy, precision, recall, and F1-
score of the two approaches. The confusion matrix was
used as a reference to create the ROC curve. The Random
Forest and Adaboost algorithms were assessed, and the
technique with the highest accuracy, precision, recall, and
F1-score was determined to be the most effective at
identifying fraud. The findings revealed that, despite the
numerous machine learning techniques employed to
identify fraud, the researchers found the outcomes to be
unsatisfactory. They advocated using deep learning
algorithms to properly identify credit card fraud.
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[17] research created a fraud detection model without a
supervised label that was based on anomaly detection and
was successful in finding certified fraud contracts in the top
tier. He overcame the difficulty of detecting fraud in the
supervised label when the quantity of fraudulent
transactions is really low.

In 2019, [18] Support vector machines (SVM), artificial
neural networks (ANN), Bayesian networks, Hidden
Markov Model, K-Nearest Neighbours (KNN) Fuzzy
Logic system, and Decision Trees were all investigated for
credit card fraud detection. In their research, they
discovered that the k-nearest neighbour, decision trees, and
SVM algorithms provide a medium degree of accuracy.

According to [19] which discussed their research on
identifying online fraud utilizing decision trees, random
forest, SVM, and Logistic Regression They had to work
with a highly skewed dataset. Accuracy, sensitivity,
specificity, and precision are used to evaluate performance.
The findings show that Logistic Regression has a 97.7
percent accuracy, Decision Trees have a 95.5 percent
accuracy, Random Forest has a 98.6 percent accuracy, and
SVM classifier has a 97.5 percent accuracy. They
concluded that the Random Forest algorithm outperforms
the other algorithms in terms of accuracy and is the best
algorithm for identifying fraud.

[20] used the Hidden Markov Model(HMM) to provide
a generic technique to detecting fraud. During the
registration step, the authors advocated employing a legal
parameter to limit users’ ability to establish numerous
accounts. The generic Markov model is composed of
the training and detection layer. To generate the previous
probability set for analysing bidding behaviour for
authentication purposes, the researchers used K-means
clustering. After then, the detection layer is used to identify
fraud, and users are divided into the high, medium, and low
categories based on a cognitive technique that analyses
transaction activities. Finally, HMM was used in order to
detect consumer fraud by observing their behaviour. Only
two parameters in this study give inadequate information
to detect fraud. Furthermore, no type of transaction fraud
was not found, and no testing to confirm the proposed
approach have been performed.

[21] asserted that a Naive Bayesian classifier is an
effective probabilistic algorithm that employs class
sequence from the training class of potential examples.
Similarly, they stated other approaches used to identify
fraud include self-organizing maps (SOM), K-Nearest
Neighbour, Outlier Techniques, and the Boat algorithm.

Between 1997 and 2008, [22] conducted a literature
review on the use of data mining tools for the detection of
financial fraud. 49 journal articles on the subject were
assessed and grouped into four categories of financial
fraud; financial institution fraud, insurance fraud,
securities and commodities fraud and others. Six kinds of
data mining techniques were also identified
namely classification, regression, clustering, prediction,
outlier detection and visualization. The findings of this
study show that data mining techniques have been widely
employed to detect insurance fraud, while corporate fraud
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and credit card fraud have also attracted significant
attention in recent years. The core data mining techniques
used for FFD include logistic models, neural networks, the
Bayesian belief network, and decision trees, and they all
provide fundamental answers to the issues inherent in the
identification and classification of false data. However,
measuring neural network performance in electronic fraud
detection against other algorithms remained mostly
unexplored until Patidar and Sharma discovered that
artificial neural networks outperformed Random Forest
[23].

[24] To identify online fraudulent transactions, artificial
immune systems were used. The study evaluated the
efficacy of Artificial Immune Systems (AIS) for credit card
fraud detection using a large dataset acquired from an
online store. Three AIS algorithms were created. Despite
the fact that the canonical Negative Selection Algorithm
achieved high overall accuracy, the system misclassified
far too many fraudulent transactions to be operationalized.
The seminal AIS studies for computer security were those
that presented the immune system as an analogy for
intrusion detection systems. Negative Selection (NS) [25],
an abstract model of biological NS, is one of the traditional
theories. According to this hypothesis, the detector model
created during the censoring phase is meant to monitor the
self-state and determine whether or not it has changed.

Many study summaries in AIS reported revealed that
HIS embodies robustness, dispersion, lightweight, self-
organizing, and self-adapting characteristics. AlSs are
extremely abstract representations of their biological
counterparts employed to address issues in numerous
sectors [26]. The findings suggest that AlS algorithms have
the potential to be employed in fraud detection systems
across other financial institutions, but that further study is
required to fully live up to their potential in this industry.

[27] Data from a Brazilian bank was studied to test the
effectiveness of using an Artificial Immune System to
detect fraud. They compared the outcomes of using an
Artificial Immune System, Artificial Neural Network,
Decision Tree, Naive Bayes, and Bayesian Nets with each
of the strategies in their study. The study was more
concerned with minimizing the cost of using each strategy
and determining the best set of parameters than with the
performance of each technique with classification. There is
no data on the strategy they used or what variables were the
most effective. To identify fraud in credit card transactions,
[28] employed the STAGE method for Bayesian networks
and the "back propagation” technique for neural networks.
The findings show that while Bayesian networks seem to
be more precise to train, they are slower to adapt to new
conditions.

However, the detection of fraud at point of sale on
electronic commerce sites using logistic regression remains
largely unexplored. Our focus for this research is the Card
validity testing fraud. Using logistic regression, this study
presents a model for detecting fraud at the point of sale on
e-commerce platforms. Currently, no recent study has
taken into account the approach and data collection
employed in this research. This study has made a
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significant contribution by detecting suspected fraudulent
transactions at the point of sale on ecommerce websites.
The findings of this study will aid in a better understanding
of potential fraudulent transactions on ecommerce sites. It
can also help in the development of innovative strategies

for preventing fraud on ecommerce websites. Following
that, the outcome will aid ecommerce owners in analysing
the fraud tendencies on their websites and responding
proactively to the issue.

Card frand detection model
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Figure 2. Proposed card fraud detection model

3. Proposed Method

3.1 Logistic Regression (LR)

Logistic Regression is a statistical method that creates a
model that can predict the values of a categorical dependent
variable based on a set of variables. The logarithm formula
is depicted below:

loge(;5).

As a result, using the function represented by the equation
below, a regression model is used to determine the
likelihood of an occurrence.

m(x) = e(BO + B1X1 + B2X2 + - BiXi)1
+ e(B0 + B1X1 + p2X2
+ o BIXD), e . )
where m(x) represents the success probability when the
predictive variable has the value x. S0 is an adjustment
constant, and Bi are the predictive variable coefficients. To
understand LR, it is important to first define Generalized
Linear Models (GLM). This is divided into three sections:

A random component representing the probability
distribution of the dependent variable (Y).
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A systematic component is comparable to a linear
function between independent variables. ¢ A link function
explains the mathematical relationship between the
systematic and random components.

The binary Logistic Regression model, which is a subset
of the GLM model, includes the logit function. The
coefficients are estimated using this function. The logistic
regression model contrasts the likelihood of attempting
again among individuals who have previously attempted
and those who have not.

The odds ratio is the difference between those odds. A
logistic regression examines a natural logarithmic
transformation of the odds, known as the log odds, rather
than the odds themselves. The analytical model is used to
determine whether or not an incoming transaction is
legitimate. To detect fraud, the logistic regression model is
used. The proposed fraud detection system is as follows:

3.2 Dataset

European cardholders' credit card transactions from
September 2013 are included in the dataset. In this data set,
492 frauds from 284,807 transactions happened in the
previous two days. The transaction dataset is extremely
skewed, with just 0.172% of transactions being positive
(fraud). It only takes numerical input variables that have
been transformed by PCA. Due to confidentiality concerns,
this research is unable to provide the source data and
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additional background information. The major items
derived by PCA are V1, V2,....V28; the only characteristics
that remain unchanged by PCA are 'Time' and 'Amount.’
[29]. Ecommerce fraud issues are universal hence this
research adopted the European dataset. To prepare a dataset
for training and testing, we set aside some data for training

Algorithm: Fraud detection model using Logistic
Regression

Input: Credit Card transaction dataset (DS)

and the other for testing. Output: Type of transaction (Legitimate or Fraud)
_ o Import packages: pandas, numpy, pickle,

3.3 Indicators of card validity fraud: LogisticRegression, train_test_split, accuracy_score

+ Low cost transactions — a sequence of similar or recurring Read DS

small transactions from the same IP address. Normalized DS

« Rapidity - a surge of transactions within a certain
timeframe may suggest the usage of automated robots.

* High decline rate — a considerable rise in declines, and
also decline reasons such as invalid card number,

Handle class imbalance using (SMOTE)

Split DS into train and test sets

suspicious activities, stolen card, no card record, and so on. Train the LogisticRegression() model
« CVV Mistakes - Several stolen or counterfeit card Test the model
numbers usually lack CVV information, erroneous CVV print the accuracy score

code errors are common. [31] seconded [30]'s proposition.

Save the model using pickle dump object

4. Result Develop fraud detection web app using Streamlit
Algorithm 1. The following steps were involved in the load the save model using pickle load object
design of the Fraud detection model using Logistic Predict the type of transaction

Regression End

Credit Card Transactions Fraud detector with Logistic

Regression

Time

13

Amount

125

Predict

The output is [0]

Figure 3. Model results of credit card fraud detection model showing a flagged transaction amount and time of
attempted transaction
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5. Discussion and conclusion

Credit card fraud on ecommerce sites is clearly an illegal
act. This research examined current developments of
fraud in the credit card industry with a focus on ecommerce
firms. This study has outlined the many methods used to
commit ecommerce fraud, including true (classic) fraud,
triangulation fraud, interception fraud, card validity testing
fraud, and chargeback fraud. This papers main contribution
is developing a model that can detect fraud at the point of

sale on electronic commerce sites using logistic regression.
This provides key decision makers in ecommerce firms
with information on fraud patterns on their ecommerce
platforms, allowing them to make quick decisions on how
to forestall these fraud attempts. The accuracy of the result
is 97.8 percent. Previous studies reveal that if decision-
makers in ecommerce firms do not quickly address threats
on their ecommerce platforms, customers may choose
alternative platforms where they feel safer if the fraudsters
succeed in their attempt to defraud customers or even the
company. This in turn will lead to lower income and
ultimately lead to business shut down. Further research
should focus on one of the African countries, most likely
Nigeria or Ghana, before expanding the investigation to
other countries.
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