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Abstract 
INTRODUCTION: In response to the increasingly severe and complex cybersecurity threats posed by advanced persistent 
threats (APTs) and other sophisticated attacks, this paper proposes an integrated security defense framework for attack 
intelligence analysis, counteraction, and traceability in complex network architectures. Consolidating threat intelligence 
from multiple sources that provide different types of intelligence is a major obstacle for the cyber security defense 
community, particularly when serious challenges arise from complex advanced persistent threats (APTs) involving multiple 
entities. Inconsistent data formats and methods of structuring data further complicate analyzing the intelligence and creating 
improved strategies for defense from an all-source intelligence model. 
OBJECTIVES: The proposed approach leverages both internal and external threat intelligence sources, standardizes and 
integrates them into a heterogeneous threat intelligence knowledge graph, and transforms it into a homogeneous 
representation to facilitate analysis. Here introduces a framework that allows integration of a heterogeneous threat 
intelligence knowledge graph, Bayesian game theoretic modeling, and a Graph Attention Network (GAT). It is a method 
that converts multi-source intelligence into a single, homogeneous graph that allows for more informative analysis and a 
greater adaptive decision-making capacity. 
METHODS: To model the strategic interaction between attackers and defenders under incomplete information and resource 
constraints, we construct a Network Attack-Defense Game Model (NADGM) based on Bayesian game theory and derive 
the equilibrium strategies using linear programming and Harsanyi transformation. 
RESULTS: Furthermore, a graph attention network (GAT) is applied to perform node classification on the threat intelligence 
reports, exploiting the semantic relations between entities to enhance the accuracy of organization-level attribution. The 
framework is validated through experiments using real-world APT reports and a case study on ransomware attack-defense 
scenarios. Experimental results demonstrate that the proposed method achieves superior classification performance, effective 
strategy optimization, and reasonable attack-defense situation evolution compared to baseline models such as GCN and 
GraphSAGE. Integrating heterogeneous threat intelligence from diverse sources is a significant challenge in cybersecurity, 
especially when dealing with complex, advanced persistent threats (APTs). The variation in data formats and structures 
complicates analysis and defense strategy optimization. 
Key Contributions 
This paper introduces a framework that integrates a heterogeneous threat intelligence knowledge graph with Bayesian game-
theoretic modeling and a Graph Attention Network (GAT). It standardizes multi-source intelligence into a homogeneous 
graph for improved analysis and adaptive decision-making. 
Results 
Experimental results show that the proposed framework outperforms traditional models, achieving a classification accuracy 
of 0.81 for threat intelligence reports. This leads to enhanced detection performance and optimized strategic defense 
decisions. 
CONCLUSION: The findings suggest that integrating threat intelligence, game-theoretic modeling, and graph-based 
learning can significantly improve the efficiency of threat detection, response, and decision-making in large-scale, complex 
network environments. The novelty is to integrate a mixed threat intelligence knowledge graph with the application of 
Bayesian game-theoretic modeling and classifier based on Graph Attention Network (GAT). The classifier leads to a single 
structured representation of different threat data, recommends defenses that are best and at the same time, enhances the 
overall detection accuracy across multiple datasets. 

Keywords: Threat Intelligence; Advanced Persistent Threat; Bayesian Game Theory; Graph Attention Network; Ransomware; 
Cybersecurity Defense. 
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1. Introduction

With the rapid development of informatization, digitization 
and intelligence, the cyberspace security situation is 
becoming increasingly severe. The information system 
under the complex network architecture has become an 
important target of all kinds of cyberattacks, and the 
cyberattacks present the characteristics of persistence, 
concealment and diversification, especially the attacks 
represented by Advanced Persistent Threat (APT), which 
has shifted from the traditional short-term damage to the 
long-term lurking, continuous infiltration and multi-
dimensional strikes [1]. APT attacks are usually highly 
organized, targeted, and strategic, posing serious threats to 
the confidentiality, integrity, and availability of 
information systems and greatly increasing the difficulty of 
network defense. Therefore, how to quickly and accurately 
discover, counteract and trace network attacks based on 
limited defense resources, and build a dynamic and 
efficient network security protection system has become an 
important topic in current network security research [2,3]. 
Among many security protection technologies, Threat 
Intelligence (TI) has become a key component of 
situational awareness and proactive defense as an 
important basis for supporting security decisions. 
According to Gartner definition, Threat Intelligence is 
evidential knowledge about existing or potential threats to 
IT and information assets, including context, mechanisms, 
identifiers, implications, and actionable recommendations 
[4]. It covers multi-dimensional information such as attack 
sources, exploited vulnerabilities, attack targets, attack 
tactics, techniques and processes (TTPs), etc., which helps 
security managers to keep abreast of the attack dynamics, 
optimize the defense strategy, and improve the response 
capability. Threat intelligence sources mainly include 
external commercial or open-source threat intelligence and 
data accumulated by the organization itself, which are 
complementary to each other and are applied in a 
synergistic manner. Currently, in order to achieve the 
standardization, efficient sharing and circulation of threat 
intelligence, academia and industry have proposed a 
variety of format standards, such as STIX, CyboX, TAXII, 
MAEC, CAPEC, OpenIOC, etc., which are used for the 
description of threat behaviors, computer observable 
objects, automated exchanges, malware characterization, 
classification of attack modes, and IOC sharing, etc. [5].  

These standards lay a technical foundation for multi-party 
collaborative defense, effectively enhancing the usability 
and practicality of threat intelligence. 

Although threat intelligence plays an important 
role in enhancing security protection, it still faces a number 
of challenges in a complex network environment. First, the 
long-term and covert nature of APT attacks leads to the lag 
and incompleteness in the acquisition, updating and 
utilization of threat intelligence; second, the heterogeneity 
and redundancy of threat intelligence affects its readability 
and executability; in addition, there are large differences in 
the willingness and ability of different organizations to 
share threat intelligence, which further restricts the 
effectiveness of its application. Therefore, only relying on 
threat intelligence itself is not enough to support the global 
optimal defense strategy, which needs to be combined with 
game theory and intelligent algorithms to achieve dynamic 
attack and defense game analysis, strategy optimization 
and behavioral traceability [6,7]. 

To address the above problems, in recent years, 
researchers have tried to introduce game theory into 
network attack and defense modeling, and proposed a 
variety of attack and defense game models to portray the 
strategy choices and evolution laws of attackers and 
defenders under resource-limited conditions. Models such 
as non-cooperative static game, dynamic game, 
Stackelberg game, and evolutionary game are widely used 
in cyber security scenarios [8]. Among them, the Bayesian 
game model based on incomplete information (NADGM) 
can effectively deal with the strategy game under the 
environment of unknown types of attackers and defenders 
and incomplete information, and has been proved to be 
suitable for complex threat scenarios such as APT [9]. 
However, most of the existing game models stay at the 
level of theoretical analysis and lack integration with real 
threat intelligence data; they rely on static assumptions in 
the quantification of gains, making it difficult to 
dynamically reflect changes in attack and defense 
dynamics; and they also lack support for attack behavior 
traceability and inter-node relationship modeling, which 
restricts their utility and scalability in large-scale complex 
network environments [10]. 

In recent years, Graph Neural Network (GNN) 
has made significant progress in the fields of social 
networks, recommender systems, knowledge graphs, etc., 
providing an effective tool for portraying node 
relationships and structural information in complex 
networks. In particular, the GAT model based on the 
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attention mechanism can dynamically calculate the weights 
among nodes, distinguish the importance of different 
neighbors, and improve the accuracy and robustness of 
node feature learning [11]. Some work has been done to 
apply GNN to the field of network security for tasks such 
as traffic categorization, malicious domain name detection, 
intrusion detection, etc., and achieved good results [12]. 
However, most of the existing researches target isomorphic 
or single threat scenarios, lack of unified modeling and 
classification capabilities for heterogeneous threat 
intelligence networks, and do not fully combine game 
theory to achieve the organic combination of attack and 
defense behavior analysis and traceability[13][14]. 

The novelty of the study is with the integration of 
a heterogeneous threat intelligence knowledge graph, 
Bayesian game theory, and a GAT-based deep learning 
model for threat analysis and defense optimization. In 
contrast to existing models that only model either detection 
or representation but not both, our method allows for 
standardization of multi-source intelligence for a 
homogeneous graph representation, where adaptive 
defense strategies are modeled using Bayesian Nash 
Equilibrium. This then improves decision-making, reduces 
heterogeneity across threat intelligence, and enhances 
classification performance against sophisticated 
cyberattacks. To this end, this paper proposes an integrated 
network security protection system for attack intelligence 
analysis, attack behavior countermeasure and traceability 
for complex network architecture.  
The experimental results show that the method in this paper 
is better than the existing methods in terms of 
heterogeneous processing of threat intelligence, accuracy 
of node classification, balance of gaming strategies and 
rationality of posture evolution, and can effectively 
improve the threat detection, response and protection 
capabilities in complex network environments. The 
research in this paper provides a feasible theoretical 
framework and engineering realization path for the 
construction of complex network security protection 
system, which is of great theoretical significance and 
application value for improving the security level of 
cyberspace and coping with persistent advanced threats 
[15]. 
The primary contributions of this research are highlighted 
as follows. We develop a combined security defense 
architecture for complete attack intelligence analysis, 
response and traceability across complex network 
topologies. The proposed architecture also normalizes and 
feeds external and internal threat intelligence into a multi-
layered threat intelligence knowledge graph, and 
subsequently converts the graph into a more uniform 
representation that supports improved interoperability and 
analysis. Additionally, a Bayesian game-theoretic model is 
proposed to engage dynamic attacks with the aim of 
extracting the best response strategies, leading to a level of 
responses by equilibrium.  
 

We present Graph Attention Network (GAT) methods for 
node representation and improved threat categorization. 
The proposed method presents and resolves how we have 
demonstrated it significance and utility during stringent 
and comparitive experimental analysis in experimentation 
against other state-of-the art methods, and within 
comparative evaluation of several datasets, in addition to 
ransomware datasets. The framework is technically robust, 
using a Bayesian game theory model for attack-defence 
interactions, deriving computable optimal strategies 
through Bayesian Nash Equilibrium. Thus, rational 
defensive decision-making occurs in an uncertain world, 
reflecting a realistic representation of opponent/model 
condition. The ability to combine these two apparatus of 
game-theoretic analysis, and a knowledge graph 
representation provides theoretical strength, alongside 
potentially reasonable defensive capacity, of the 
mechanism of defense we have proposed. 
The unique contribution of this research lies in its 
combination of heterogeneous threat intelligence, Bayesian 
game-theoretic defense modeling, and graph neural 
networks learning into one framework. The inclusion of 
heterogeneous threat intelligence data in a homogeneous 
knowledge graph addresses data inconsistencies and 
ameliorates interoperability among heterogeneous data 
sources. Other modeling approaches, Bayesian games, 
allow for a more strategic flexibility that enables defenders 
to change their defensive measures during the defense. 
Empirical studies over various threat datasets show that the 
proposed framework generates higher detection accuracy 
and strategic robustness than comparably. 

2. Related Works 

A method based on Convolutional Neural 
Networks (CNNs) has been proposed for the 
detection of previously unseen attacks in IoT 
networks at the edge. The data presented supports 
the idea that automated feature extraction from 
network traffic is a requirement for effective 
detection of threats [16]. Using clustering in 
combination with sequence learning allowed for a 
more effective intrusion detection method with a 
reduction in false positives. This demonstrates the 
effectiveness of combining diverse types of data 
analysis for threat intelligence [17].  

A knowledge graph can illustrate vulnerabilities 
and aid in risk assessment, and a case example 
showed that threat was modeled in a structure and 
therefore allows for automated analysis and 
decisions to be made by the analyst [18]. In 
addition, BiLSTM type networks are valuable for 
modeling temporal behavioral patterns for insider 
threat detection. This illustrates the importance of 
well processed and structured data in order to 
support types of solutions based on analytics [19]. 
Recent progress in threat intelligence integration 
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and cybersecurity defensive models have 
reinforced the requirement for improved models 
and frameworks in cybersecurity. A review of AI-
assisted methods for bolstering spear-phishing 
defense indicates a growth in the implementation 
of machine learning models within cybersecurity 
defenses [20]. A digital forensic framework for 
preserving data privacies during investigative 
processes reflects secure data manipulations and 
considerations of privacy in threat intelligence 
contexts [21].  
On the other hand, a framework for the dynamic 
risk assessment and analysis of large-scale cyber-
physical systems parallels our approach in the 
application of advanced frameworks to risk 
assessment and mitigation in cybersecurity [22]. 
Each study pointed to the need for new advanced 
models and frameworks (i.e., AI and risk 
assessment frameworks) to be layered into models 
and frameworks for cybersecurity. 
Leveraging artificial intelligence to improve 
advanced threat detection approaches, the cited 
work adds to cloud security. In this instance, the 
AI method was applied in an overall cybersecurity 
defense framework, developed resiliently through 
machine learning and threat intelligence analysis, 
to present proactive responses and traceability. 
This allows for more consistent methods of 
proactive and reactive threat detection and 
increases effectiveness in responding to threats, 
which improves the security posture of a complex 
network architecture [23]. 

3. Threat Intelligence 

3.1 Overview of Threat Intelligence 

 
Threat intelligence is evidence-based information to assist 
organizations to identify, understand, or respond to cyber 
threats that are real and/or a potential threat. Gartner 
describes threat intelligence as contextual information, 
mechanisms, indicators, implications and actionable 
advice, that can assist in decision-making and technical 
response to cyber threats [24,25].  
In general, threat intelligence includes information which 
illustrates profiles of attackers, systems or software 
vulnerabilities, assets affected, and tactics, techniques, and 
procedures (TTPs) used to conduct the attack [26,27]. This 
information is valuable in developing a robust 
cybersecurity situational awareness program, supporting 
the organizations’ ability to be proactive in detecting, 
anticipating, and responding to complex threat activity.  

Threat intelligence consists of internal threat 
intelligence or external threat intelligence, depending on 
the source of information. Internal threat intelligence is 
information created by the organization, which consists of 

logs, alerts from security events, and the analysis of 
behavior and systems to determine whether there is risk 
internally in the infrastructure. External threat intelligence 
is obtained from the larger security community, various 
information-sharing organizations, or third-party vendors. 
Thus, external threat intelligence shares intelligence about 
attack patterns, APT group behaviors, vulnerabilities 
currently being exploited, etc., across their industry. Figure 
1 shows the way threat intelligence is classified. 

 

 
 

Figure 1. Sources of Threat Intelligence 

3.2 Threat Intelligence Standardization 

The use of threat intelligence in cybersecurity frameworks 
and applications is primarily based upon its ability to be 
shared and understood among systems and organizations. 
The method of sharing and automatically processing threat 
intelligence exists in a shared or standard format and 
communication protocols. To date, several open standards 
have been widely accepted within industry-level 
organizations to provide a standard format to share and 
analyze threat intelligence [28]. 

STIX (Structured Threat Information Expression) 
is a standardized language that is widely accepted for the 
description of cyber threat information. It is a 
comprehensive data model that accounts for core 
components in cyber threat modeling including threat 
actors, attack techniques, exploited vulnerabilities, 
malware properties, paths of intrusion, and other key 
considerations. STIX can be represented in both XML and 
JSON, so there is semantic interoperability across various 
platforms. 

CyboX (Cyber Observable Expression) defines 
observable behaviors within networks and systems. Some 
accessible examples include file access, registry changes, 
and network communications [29]. CyboX specifies 
technical accuracy for forensic analysis, log inspection, or 
event reconstruction. TAXII (Trusted Automated 
eXchange of Indicator Information) is the standard 
protocol for the sharing of STIX data [30]. It is built on 
HTTPS, and supports secure peer-to-peer information 
sharing exchanges, through pull, push, and subscriptions, 
thus making it more suitable for organizations to share 
information with greater frequency. 

MAEC (Malware Attribute Enumeration and 
Characterization) allows for a standardized language to 
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communicate malware characteristics and behavior, 
lessening reliance on traditional signature-based methods 
[31]. CAPEC (Common Attack Pattern Enumeration and 
Classification) provides a structured repository of known 
attack patterns, facilitating defender understandings of 
attacker behaviors and situational analysis of possible 
mitigations. OpenIOC increases machine-readability and 
efficiency to recall indicators of compromise with logically 
arrange groups of indicators.  

As the existence of advanced persistent threats 
(APTs) increases and as APTs are concealed, preferable, 
and enduring, threat intelligence systems must prove 
capable of versatility. Different from those of other threats, 
an APT campaign will behave similarly overtime when it 
is targeting specific industries. And eventually, aggregated 
intelligence data can create multidimensional threat 
profiles just as would a consideration of time or evidence 
or anything else, of course, to present dynamic 
relationships of threat intelligence in service of detection 
models or rapid real-time updates.  

Thus, the standardization of those threat 
intelligence systems enables not only immediate incident 
response but a greater understanding of complex attack 
movies. It can be said that by creating structured and 
effective distributed intelligence to share incidental 
information by industry, we can improve coordinated 
defense capabilities among organizations and platforms. 
Again, it is critical understand unified and standardized 
threat intelligence protocols will create intelligent, precise 
and resilient defenses in cybersecurity systems [32,33]. 

4. Modeling Network Attack and 
Defense Games and Solving 
Equilibrium 

4.1 Construction of the Network Attack-
Defense Game Model 

In order to effectively represent panning interaction 
between Attacker and Defender in cyberspace, it is 
necessary to develop a credible game-theoretic model. In 
actual network security situations, both adversaries have 
constraints on factors such as available resources, technical 
capabilities, and risk preference. Therefore, to maximize 
their respective payoffs, the adversaries will select 
strategies that best suit their preferences or capabilities of 
attack or defence. As a result, the adversarial interaction 
can be represented as a static non-cooperative Bayesian 
game informed of some prior incomplete information. 
Definition: A Network Attack-Defense Game Model 
(NADGM) is formally defined as a 7-tuple: 
 

NADGM = (𝑁𝑁, 𝑆𝑆, Θ,𝑃𝑃,𝑇𝑇, 𝑥𝑥(𝑡𝑡),𝑈𝑈)          (1) 
 

Where: N={A,D}: The set of players, including the 
attacker A and defender D; 𝑆𝑆 = 𝑆𝑆𝐴𝐴 × 𝑆𝑆𝐷𝐷: The strategy 
space, where 𝑆𝑆𝐴𝐴and 𝑆𝑆𝐷𝐷are the respective strategy sets for 
the attacker and defender; 𝛩𝛩 = {𝜃𝜃𝐴𝐴,𝜃𝜃𝐷𝐷}: The type space 
representing incomplete information; P(θ): The prior 
probability distribution over types; T: The system 
transition function that describes state changes under given 
strategies; x(t): The system state at time t; 𝑈𝑈 = (𝑈𝑈𝐴𝐴,𝑈𝑈𝐷𝐷): 
The utility functions for the attacker and defender. 
The utility functions for both players can be expressed as: 
 

 𝑈𝑈𝐷𝐷(𝑠𝑠𝐴𝐴 , 𝑠𝑠𝐷𝐷) = 𝑅𝑅𝐷𝐷(𝑠𝑠𝐴𝐴, 𝑠𝑠𝐷𝐷) − 𝐶𝐶𝐷𝐷(𝑠𝑠𝐷𝐷)          (2) 
 
Where 𝑅𝑅𝐴𝐴and 𝑅𝑅𝐷𝐷are the payoffs for the attacker and 
defender under a given strategy 
combination, and𝐶𝐶𝐴𝐴, 𝐶𝐶𝐷𝐷represent the associated costs of 
executing their strategies. 
To find the optimal strategy combination, the Bayesian 
Nash Equilibrium (BNE) is introduced. At equilibrium, 
neither player has an incentive to unilaterally deviate from 
their strategy. The strategy pair (𝑠𝑠𝐴𝐴∗, 𝑠𝑠𝐷𝐷∗ ) satisfies: 
 

𝑈𝑈𝐴𝐴(𝑠𝑠𝐴𝐴∗, 𝑠𝑠𝐷𝐷∗ ) ≥ 𝑈𝑈𝐴𝐴(𝑠𝑠𝐴𝐴, 𝑠𝑠𝐷𝐷∗ ),∀𝑠𝑠𝐴𝐴 ∈ 𝑆𝑆𝐴𝐴𝑈𝑈𝐷𝐷(𝑠𝑠𝐴𝐴∗, 𝑠𝑠𝐷𝐷∗ ) ≥
𝑈𝑈𝐷𝐷(𝑠𝑠𝐴𝐴∗, 𝑠𝑠𝐷𝐷),∀𝑠𝑠𝐷𝐷 ∈ 𝑆𝑆𝐷𝐷   (3) 

At this stage, both sides attain strategic stability despite 
having asymmetric information. 
Thus, the framework is technically accurate because it uses 
a Bayesian game theory model to analyze attack-defend 
interactions and determine the best strategies through a 
Bayesian Nash Equilibrium. In short, defensive decision-
making follows a rational basis under uncertainty, so this 
reflects real adversarial conditions. The alignment of 
game-theoretic analysis and knowledge graph 
representation yields theoretical strength and potentially 
reasonable defensive capacity for the proposed defense 
mechanism. 
The transformation of a homogeneous knowledge graph 
from a heterogeneous knowledge graph entails the 
relationship mapping of distinct entities, such as malware, 
IP addresses, and methods of attack. The parameters to 
generate direct connections between nodes are using 
factors such as semantic proximity (relatedness of nodes), 
commonality of entities (such as shared techniques used for 
attack or IPs), and threshold values for edge creation. The 
resulting homogeneous graph reduces the complexity of 
threat intelligence and makes the analysis of this 
intelligence more effective. 

4.1.1 Game-Theoretic Modeling 
Game theory provides a mathematical framework for 
studying a particular class of strategic interactions where 
the outcomes depend on the actions of multiple agents. In 
cybersecurity, the interaction between an attacker and 
defender is one of many examples of a game-theoretic 
scenario. In this situation, each player chooses a strategy 
based on the information available to them and the 
strategies they believe will be selected by the other 
player(s). 
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The Bayesian Nash Equilibrium (BNE) is a solution in 
which each player selects the best strategy for themselves 
given the strategy of the other player taking into account 
that neither player has complete information regarding the 
type or behavior of the other. In this context, both the 
attacker and defender will select a baseline action to 
implement their respective strategies according to their 
subjective perception of the opponent's type and actions. 
The Bayesian Nash Equilibrium guarantees that given the 
potential actions of the other player, neither player can 
change his action unilaterally and increase his payoff. 

4.2 Game Equilibrium Solving 

In cyber-attack and defense modeling, benefit In modeling 
cyber-attack and defense games, the quantification of 
benefits forms the basis for solving the game equilibrium. 
In order to determine the optimal strategies, it is necessary 
to build models that efficiently quantify the expected 
payoffs for both attackers and defenders when different 
combinations of strategy options are taken into account. In 
recent years, many researchers have adopted quantitative 
methods to define the payoffs in cybersecurity games. One 
widely used framework is based on the approach proposed 
in [34], which systematically classifies payoff factors. 
The commonly used payoff indicators include: 

• System Loss Cost (SLC): This represents the 
total damage suffered by the target system when 
an attack succeeds and the defense fails. It is 
denoted asSLC(𝐷𝐷𝑖𝑖 ,𝐴𝐴𝑗𝑗), where 𝐷𝐷𝑖𝑖and 𝐴𝐴𝑗𝑗are the 
strategies selected by the defender and the 
attacker, respectively. 

• Attack Gain (AG): Typically equivalent to the 
damage caused by a successful attack, i.e.,𝐴𝐴𝐴𝐴 =
𝑆𝑆𝑆𝑆𝑆𝑆. 

• Defense Gain (DG): Refers to the avoided loss 
due to successful defense, representing the benefit 
of preventing an attack. 

• Attack Cost (𝐶𝐶𝑎𝑎) and Defense Cost (𝐶𝐶𝑑𝑑): These 
reflect the resource expenditures associated with 
each strategy, including computation, manpower, 
or other overhead costs. 

Since attackers and defenders incur different costs and 
achieve different gains when strategies are executed, the 
cyber-attack-defense game model falls into the category of 
non-zero-sum games. To capture the net payoffs for each 
party under every strategy pair, the following utility 
functions are defined: 
 

𝑈𝑈𝐴𝐴(𝐴𝐴𝑗𝑗,𝐷𝐷𝑖𝑖) = AG(𝐴𝐴𝑗𝑗 ,𝐷𝐷𝑖𝑖) − 𝐶𝐶𝑎𝑎(𝐴𝐴𝑗𝑗)           (4) 
 

Defender's Net Payoff: 
 

𝑈𝑈𝐷𝐷(𝐷𝐷𝑖𝑖 ,𝐴𝐴𝑗𝑗) = DG(𝐷𝐷𝑖𝑖 ,𝐴𝐴𝑗𝑗) − 𝐶𝐶𝑑𝑑(𝐷𝐷𝑖𝑖)          (5) 
By solving for a strategy pair (𝐴𝐴𝑗𝑗∗,𝐷𝐷𝑖𝑖∗) that satisfies the 
Nash Equilibrium condition, one can identify an optimal 

solution where neither side has an incentive to unilaterally 
change their strategy. 
This method captures the dynamic nature of adversarial 
interactions in real-world network environments and 
provides a quantitative foundation for designing intelligent 
defense strategies.   

4.3 Transformation and Equilibrium Solution 
of Incomplete Information Static Game 

In order to solve the equilibrium of a static game with 
incomplete information, the Harsanyi transformation is 
employed. This technique introduces a fictitious player—
Nature—to probabilistically assign types to players before 
the game begins. By doing so, the original incomplete 
information game is transformed into a Bayesian game 
with complete but imperfect information, making it 
tractable for equilibrium analysis using standard game-
theoretic methods. 

Assume that the defender can be of three possible 
types, denoted by 𝜃𝜃𝐷𝐷

(1),𝜃𝜃𝐷𝐷
(2),𝜃𝜃𝐷𝐷

(3)Each reflects different 
defensive capabilities or strategic preferences. These types 
are selected by Nature with probabilities: 

 
𝑃𝑃�𝜃𝜃𝐷𝐷

(1)� = 𝑝𝑝1 ,  𝑃𝑃�𝜃𝜃𝐷𝐷
(2)� = 𝑝𝑝2, 

 𝑃𝑃(𝜃𝜃𝐷𝐷
(3))𝑝𝑝3,  where 𝑝𝑝1 + 𝑝𝑝2 + 𝑝𝑝3 = 1             (6) 

 
Each defender type 𝜃𝜃𝐷𝐷

(𝑖𝑖) is associated with a specific 
strategy set 𝑆𝑆𝐷𝐷

(𝑖𝑖) ⊆ 𝑆𝑆𝐷𝐷, and may differ in cost, effectiveness, 
or risk tolerance. 
For a given strategy profile(𝑠𝑠𝐴𝐴, 𝑠𝑠𝐷𝐷

(𝑖𝑖)), the expected utility 
for the attacker is computed as: 
 

𝔼𝔼𝜃𝜃𝐷𝐷[𝑈𝑈𝐴𝐴(𝑠𝑠𝐴𝐴, 𝑠𝑠𝐷𝐷)] = ∑3
𝑖𝑖=1 𝑝𝑝𝑖𝑖 ⋅ 𝑈𝑈𝐴𝐴(𝑠𝑠𝐴𝐴, 𝑠𝑠𝐷𝐷

(𝑖𝑖))          (7) 
 
Similarly, the defender of type 𝜃𝜃𝐷𝐷

(𝑖𝑖) selects a strategy 𝑠𝑠𝐷𝐷
(𝑖𝑖) to 

maximize its own utility function: 
 

𝑈𝑈𝐷𝐷
(𝑖𝑖)(𝑠𝑠𝐴𝐴, 𝑠𝑠𝐷𝐷

(𝑖𝑖)) = 𝑅𝑅𝐷𝐷
(𝑖𝑖)(𝑠𝑠𝐴𝐴, 𝑠𝑠𝐷𝐷

(𝑖𝑖)) − 𝐶𝐶𝐷𝐷
(𝑖𝑖)(𝑠𝑠𝐷𝐷

(𝑖𝑖))          (8) 
 

The solution concept is a Bayesian Nash Equilibrium 
(BNE), defined as a strategy profile: 
 

(𝑠𝑠𝐴𝐴∗, 𝑠𝑠𝐷𝐷
∗(1), 𝑠𝑠𝐷𝐷

∗(2), 𝑠𝑠𝐷𝐷
∗(3))                          (9) 

 
such that: 

* *arg max [ ( , )]
A A DA s S A A Ds U s sθ∈∈ E

1,2,3𝑠𝑠𝐷𝐷
∗(𝑖𝑖) ∈𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎 𝑠𝑠𝐷𝐷∈𝑆𝑆𝐷𝐷

(𝑖𝑖) 𝑈𝑈𝐷𝐷
(𝑖𝑖)(𝑠𝑠𝐴𝐴∗, 𝑠𝑠𝐷𝐷) (10) 

This framework ensures that each player—while 
not knowing the exact type of the opponent—selects a 
strategy that maximizes their expected payoff, taking into 
account the probabilistic distribution of types assigned by 
Nature.  
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5. Node Classification Based on 
Graph Attention Mechanism 

This study focuses on shallow representation 
learning using a graph attention mechanism on a 
constructed heterogeneous threat intelligence graph in 
order to classify the nodes of the threat intelligence reports 
by organization. Recently, with the emergence of graph 
neural networks (GNNs), which have shown significant 
advances in heterogeneous graph modeling, there have 
been many heterogeneous GNN models. However, 
differences in data preprocessing and evaluation methods 
has often led to the unfair underestimation of many 
classical homogeneous models, such as G N N [35]. 

Prior research has shown that properly structured 
input features can allow classic traditional models to 
outperform some of the more complicated heterogeneous 
models. Consequently, in this study, we use a 
homogeneous standard graph attention (GAT) mechanism 
because of its simplicity and effectiveness. The GAT 
model assigns different attention weights dynamically to 
different neighboring nodes to increase accuracy of node 
representation in threat intelligence networks that include 
rich attributes associated with nodes data and require a 
complex heterogeneous structure. 

By framing the node classification task as a 
supervised learning task on the graph, we train the attention 
based model to discern structural dependencies and 
semantic relationships among organizational threat 
intelligence nodes to classify nodes that the model has yet 
seen. 

5.1 Mapping Heterogeneous Networks to 
Homogeneous Networks 

After the construction of the threat intelligence knowledge 
graph, rather than ending up with a heterogeneous 
information network that has nine different entity types 
(the nodes), counting the semantic relationship (the edges), 
each edge is a semantic relationship and each node is a 
specific element to threat intelligence. Among them, the 
threat intelligence report nodes are designated as the 
classification targets in this study. 

In order to utilize homogeneous graph-based 
models (e.g., GAT), the heterogeneous network needs to be 
transformed to a homogeneous version. This is achieved by 
projecting indirect relationships between report nodes into 
direct links. In particular, when two threat intelligence 
report nodes are connected, either directly or through 
intermediate nodes (e.g., vulnerabilities, IP addresses, 
malware samples), to the same threat-related entity, an 
edge is added between both of those report nodes. This 
process preserves semantic proximity and threat-relevance 
[36].  
 
As shown in Figure 2, the original heterogeneous threat 
graph (left) has multiple node types shown in different 

colors, and the blue nodes indicate the report nodes that we 
would like to classify. Through a mapping process, the 
network is then converted to a homogeneous graph (right) 
that retains only the report nodes that are now directly 
connected due to relationships with threat-related elements. 
This conversion facilitates the application of homogeneous 
graph neural networks for downstream classification tasks 
while preserving key structural and semantic information. 
 

 
 

Figure 2. Mapped to homogenous networks are 
heterogeneous threat intelligence networks. 

 

 
 

Figure 3. Question-Guided Sparse Object Relation 
Graph Construction 

 
Figure 3 illustrates the process of constructing a sparse 
object-relationship graph based on the problem feature q 
and object features{𝑣𝑣1, 𝑣𝑣2, … , 𝑣𝑣𝐾𝐾}. First, for the target 
object 𝑣𝑣1and its candidate neighbors{𝑣𝑣2, 𝑣𝑣3, … , 𝑣𝑣𝐾𝐾}, the 
object differences are computed and interacted with the 
problem features to obtain the edge-weighted 
representations𝑒𝑒1𝑗𝑗 = �𝑣𝑣1 − 𝑣𝑣𝑗𝑗� ⊙ 𝑞𝑞𝑒𝑒1𝑗𝑗, where ⊙denotes 
the element-by-element product. Subsequently, 𝑒𝑒1𝑗𝑗is 
linearly transformed and the unit matrix II is added, and the 
weights 𝐴𝐴1𝑗𝑗 = Softmax(𝑊𝑊𝑒𝑒1𝑗𝑗 + 𝐼𝐼) are obtained by 
softmax normalization. In order to ensure the sparsity of 
the graph, only the neighbors with the top mm of 
connection weights of each node are retained, and the rest 
of the weights are set to zero. By repeating the above 
operation for all nodes, the final adjacency matrix A is 
formed, where each element 𝐴𝐴𝑖𝑖𝑖𝑖denotes the relationship 
weight between node 𝑣𝑣𝑖𝑖and node𝑣𝑣𝑗𝑗. The corresponding 
sparse graph structure of this adjacency matrix is the 
learned object-relationship graph, which is used to model 
the semantic association between nodes. 

5.2 Node Vector Initialization 
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Once the threat intelligence report nodes are embedded 
within a homogeneous network structure, the next step is 
to assign each node an initial feature representation that can 
be utilized in subsequent attention-based learning. This 
initialization process involves encoding each node's 
attributes into a numerical vector form. 
Assume the threat intelligence report nodes are denoted 
as𝑉𝑉 = {𝑣𝑣1, 𝑣𝑣2, … , 𝑣𝑣𝑛𝑛}, where n is the total number of report 
nodes. Each node 𝑣𝑣𝑖𝑖 is associated with a set of attributes 𝐴𝐴𝑖𝑖
, such as report timestamp, threat source, severity level, 
associated malware, etc. 
These attributes are embedded into a fixed-dimensional 
feature space using one-hot encoding for categorical 
features and normalization for continuous features. The 
resulting feature vector for node 𝑣𝑣𝑖𝑖 is denoted as: 
 

𝒉𝒉𝑖𝑖
(0) = Embed(𝐴𝐴𝑖𝑖) ∈ ℝ𝑑𝑑                 (11) 

 
where d is the dimension of the input feature space 

and 𝒉𝒉𝑖𝑖
(0) is the initial representation of node 𝑣𝑣𝑖𝑖. 

When attribute fields are absent or limited, it may be 
beneficial to either zero-pad to equalize dimensionality or 
use masked attention while keeping dimensionality 
consistent across inputs. The feature matrix H^((0)) for the 
entire graph is represented as: 
 

𝐻𝐻(0) = [𝒉𝒉1
(0),𝒉𝒉2

(0), … ,𝒉𝒉𝑛𝑛
(0)]𝑇𝑇 ∈ ℝ𝑛𝑛×𝑑𝑑         (12) 

 
𝐻𝐻(0) serves as the matrix input via the graph 

attention, which allows nodes to learn rich representations 
by capturing structural and contextual similarity values in 
the threat intelligence graph. When building the threat 
intelligence knowledge graph, some entity nodes, such as 
IP addresses, hash values, etc., do not have an intrinsic 
degree of semantic meaning and are often made up of 
solely numbers and symbols, so their initial vectors are 
mostly random, which limits the representation capabilities 
of the model altogether. To improve the semantic quality 
of node representation, the focus of this research to use 
several feature enrichment strategies from external sources, 
based on attributes contextually derived from entities (e.g. 
malware sample, ip address, domain name, etc.). For 
example, if a domain (e.g. maliciousdns.com) is tagged as 
a phishing or remote-access malicious artifact, then that 
meaning can be depicted within the contextual label(s) 
attributes in the node’s vector representation. For malware 
samples, behavioral attributes values (e.g. ransomware, 
remote-access tool, etc.) contextually depicted via malware 
analysis would exhibit a behavioral trait in order to 
contextualize the malware entity node's behavioral 
attribute(s). 

In the construction of vector representations for 
threat intelligence report nodes, this study explicitly 
incorporates semantic vectors of five high-value entity 
types (attacks tools, malware, IP addresses, domain names, 
and tactics/techniques) to the feature aggregation process. 
This approach effectively adds semantics to structurally 
defined entities and also significantly increases the 

discriminative power and semantic breadth of the nodes' 
representations, providing a solid base for downstream 
classification and analysis tasks. 

5.3 Node Classification Using 
Homogeneous Graph Attention Mechanism 

The Graph Attention Network (GAT) is used to 
better incorporate the algorithms latent semantic features 
of nodes performed in the classification of the threat 
intelligence report nodes. The idea is to simply augment the 
message passing process and incorporate attention weights; 
in other words, some neighbors contain more relevant 
information to represent the target node than others, and 
thus the overall embedding of the node improves [37]. 

The steps included in the GAT, are as follows: 
given a target node, the neighbors impart not only 
structural context but additionally, multi-dimensional 
semantic information. The attention mechanism will learn 
the strength of association between the target node and 
neighboring nodes dynamically, quantifying these 
influences in attention coefficients. Each attention 
coefficient is applied in a weighted sum of neighbor 
features to refine message passing and aggregation of 
features. 

Refer to the illustration in figure 4, where the red 
node is the specific target node to be classified, and the blue 
nodes are neighboring nodes. The graph attention model 
provides an augmented level of precision in the node 
embedding, and therefore, in the threat intelligence report 
node classification. The GAT is particularly efficient in 
terms of adaptability and scalability when working with 
complex graph connectivity and heterogeneous attributes.. 
 

 
 

Figure 4. Graph attention mechanism message 
aggregation schematic diagram 

 
In a GAT, to enhance the representation capability of a 
target node, the input features are first linearly transformed 
and projected into a higher-dimensional feature space. Let 
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the input feature of node ii be𝒉𝒉𝑖𝑖 ∈ ℝ𝐹𝐹; it is transformed 
using a weight matrix 𝑾𝑾 ∈ ℝ𝐹𝐹

′×𝐹𝐹as follows: 
 

𝒉𝒉𝑖𝑖′ = 𝑾𝑾𝒉𝒉𝑖𝑖                           (13) 
 

Next, to reflect the varying importance of neighboring 
nodes in determining the target node's representation, an 
attention mechanism is introduced. For the target node ii 
and its neighbor j, the unnormalized attention coefficient is 
computed as: 
 

𝑒𝑒𝑖𝑖𝑖𝑖 = LeakyReLU(𝐚𝐚𝑇𝑇[𝒉𝒉𝑖𝑖′ ‖𝒉𝒉𝑗𝑗′ ])          (14) 
 
where 𝒂𝒂 ∈ ℝ2𝐹𝐹

′
is a learnable attention weight vector, and ∥ 

denotes concatenation. 
The attention coefficients are then normalized using a 
softmax function over all neighbors of node i: 
 

𝛼𝛼𝑖𝑖𝑖𝑖 =
𝑒𝑒𝑒𝑒𝑒𝑒(𝑒𝑒𝑖𝑖𝑖𝑖)

∑𝑘𝑘∈𝒩𝒩(𝑖𝑖) 𝑒𝑒𝑒𝑒𝑒𝑒(𝑒𝑒𝑖𝑖𝑖𝑖)
                   (15) 

 
Finally, the updated feature representation of the 

target node is computed by aggregating the features of its 
neighbors, weighted by their attention scores: 

 
𝒉𝒉𝑖𝑖″ = 𝜎𝜎�∑𝑗𝑗∈𝒩𝒩(𝑖𝑖) 𝛼𝛼𝑖𝑖𝑖𝑖𝒉𝒉𝑗𝑗′ �                   (16) 

 
where σ (⋅) is an activation function, typically ELU or 
ReLU. 

This mechanism allows GAT to capture the 
diverse contributions of neighboring nodes to the target 
node representation, improving performance on tasks such 
as node classification.  

Multi-head attention is additionally a mechanism 
introduced in Graph Attention Networks (GAT) that 
enhances representation capacity by leveraging different 
perspectives on neighbor contributions. Through this 
mechanism, the model can learn several feature 
representations for the target node simultaneously, with 
each representation being learned from its own attention 
head. Next, the feature representations collectively inform 
a better node embedding. 

Specifically, let us consider K attention heads. 
The attention head k will learn a weight matrix W((k)) and 
an attention vector a((k)) independently of the other 
attention heads. The new representation of node iii, from 
the k-th attention head is as follows: 

 
𝒉𝒉𝑖𝑖

(𝑘𝑘) = 𝜎𝜎�∑𝑗𝑗∈𝒩𝒩(𝑖𝑖) 𝛼𝛼𝑖𝑖𝑖𝑖
(𝑘𝑘)𝑾𝑾(𝑘𝑘)𝒉𝒉𝑗𝑗�              (17) 

 
where 𝛼𝛼𝑖𝑖𝑖𝑖

(𝑘𝑘) is the attention coefficient of neighbor j to target 
node iii under the k-th head, and σ (⋅) is a non-linear 
activation function (e.g., ReLU or ELU). 
Finally, the outputs of all attention heads are averaged to 
obtain the final embedding of the target node: 
 

𝒉𝒉𝑖𝑖 = 1
𝐾𝐾
∑𝐾𝐾
𝑘𝑘=1 𝒉𝒉𝑖𝑖

(𝑘𝑘)                   (18) 
 

This approach effectively integrates information 
from multiple attention channels, improving the 
expressiveness and robustness of node representations—
particularly beneficial in complex and attribute-rich graph 
data such as threat intelligence networks for report node 
classification. 

Figure 5 depicts the structured framework of the 
homogeneous graph attention mechanism model. The 
model input is the node feature matrix  𝑿𝑿 ∈ ℝ𝑁𝑁×𝐹𝐹, where N 
is the number of nodes and F is the dimension of the 
original node features. The original nodes representations 
𝑯𝑯(0) is produced after an embedding transformation and 
then fed to the first layer of the GAT. 

At each layer, the model computes a linear 
transformation on its given node and neighbours, and 
computes the attention coefficients to measure the 
importance of its neighbours for the feature update of each 
node. Formally, the attention coefficient α_ijrepresents the 
relevance of a neighbouring node j for the feature update 
of a node ii, for any 𝑗𝑗 ∈ 𝒩𝒩(𝑖𝑖). The attention coefficients 
are then used to update the features of the neighbouring 
nodes to obtain updated node representations𝑯𝑯(1). The 
application of the attention mechanism can then be applied 
in multiple layers in order to obtain higher level structural 
and semantic features. 
After several attention layers, the final output is the node 
embedding matrix𝒁𝒁 ∈ ℝ𝑁𝑁×𝐹𝐹′ , where F′F' is the output 
feature dimension. This representation is suitable for 
downstream node-level tasks such as classification or 
clustering. A fully connected layer followed by a softmax 
classifier is then used to predict the class label for each 
node representation𝒛𝒛𝑖𝑖: 
 

𝑦𝑦�𝑖𝑖 = softmax(𝐖𝐖cls ⋅ 𝒛𝒛𝑖𝑖 + 𝒃𝒃)                  (19) 
 
where 𝑾𝑾clsand 𝒃𝒃are trainable parameters of the classifier. 
This model effectively integrates both graph structure and 
node attributes to enable accurate classification of threat 
intelligence report nodes. 
 

 

Figure 5. Model of isomorphic attention mechanism 
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6. Experiments and Results 
This section describes the dataset and experimental setup, 
and conveys the nature of the experiments and the results. 
The experimental results suggest that the GAT was a better 
detection model than any of the models as experiments 
were run to detect threats. When we used it to test against 
ransomware data, it had a higher level of accuracy than the 
other models, which suggests that the GAT-based model 
was superior in treating difficult cyber threats. 

6.1 Dataset 

For the purposes of this study, we used a publicly available 
dataset compiled by a university-affiliated cybersecurity 
research lab, and that consists of threat intelligence reports 
on APT (Advanced Persistent Threat) attacks. The dataset 
contains multiple entity types and relationships, thereby 
creating a complex and well-defined heterogeneous threat 
intelligence knowledge graph. The raw data offers the 
following core data points: 

• Threat Intelligence Reports (Report): 
Descriptive documents released by security 
vendors about APT attacks. 

• IP Addresses (IP): Addresses of attack sources 
or suspicious servers mentioned in the reports. 

• Domains (Domain): Command-and-control 
(C&C) server domains associated with APT 
campaigns. 

• Malware Samples (Malware): Extracted 
malicious codes or tools referenced in reports. 

• Techniques/Tactics: Behaviors labeled 
according to the MITRE ATT&CK framework. 

• File Hashes, Attack Groups, URLs, and other 
auxiliary elements. 

 
Data Processing: 

• After constructing the heterogeneous knowledge 
graph, it is mapped into a homogeneous graph 
containing only the “Threat Intelligence Report” 
nodes as classification targets Table1; 

• Edges are established between nodes that share 
common threat elements; 

• Textual entities are vectorized using Word2Vec 
for attribute initialization; 

• The resulting graph contains 3,526 nodes and 
21,045 edges. 

 
Table 1. Sample entities and attributes in the threat 

intelligence dataset 
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6.2 Experimental Environment 

The model proposed in this study was implemented using 
PyTorch in the Python environment. The hyperparameters 
configured for the model training are summarized in Table 
2, with detailed explanations as follows: 

• seed: The random seed number used to ensure 
reproducibility of results. 

• weight_decay: The weight decay coefficient 
applied as a regularization parameter to prevent 
overfitting. 

• nb_head: The number of attention heads utilized 
in the graph attention mechanism. 

• α (alpha): The regularization hyperparameter that 
regulates the penalty term in the loss function. 

• lr (learning rate): The optimizer's initial learning 
rate that is set for training. 

• hidden: The size of the hidden layer embeddings 
in the neural network. 

• dropout: The dropout rate, which indicates the 
number of neurons that are randomly turned off 
during training to help prevent overfitting. 

• patience: The number of epochs that training is 
allowed to continue without having any 
improvement before stopping the process early. 

The goal of this configuration is to find the right point 
between model complexity and generalization ability while 
at the same time optimizing the efficiency of the training 
process. The empirical tuning and validation on the training 
dataset were the basis for the selection of these 
hyperparameters. 
 

Table 2. Model Hyperparameter Settings for the 
GAT Implementation 

 
Parameter Value Description 
seed 42 Random seed 
weight_decay 0.0005 Weight decay factor 
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nb_head 8 Number of attention 
heads 

α (alpha) 0.2 Regularization 
parameter 

lr 0.01 Learning rate 
hidden 64 Hidden layer dimension 
dropout 0.5 Dropout rate 
patience 50 Number of epochs to 

stop training 

6.3 Model Analysis of the Proposed Method 

This section examines the performance of the proposed 
approach from these three primary measurements: the 
impact that static feature extraction from malicious code 
has on classification performance, the effect of varying the 
number of attention heads in the GAT model, and the 
overall effectiveness of the method on the threat 
intelligence report classification. 

6.3.1 Importance of Extracting Malicious Code 
Attributes 

To assess the contribution of attribute extraction 
for malicious samples, the model integrates multiple 
analysis methods to extract static properties. By comparing 
similarity between disassembled code segments, potential 
homology relationships between samples are identified and 
used to construct sample associations. An ablation study 
was conducted to remove these attribute-derived 
relationships, and the accuracy of the model decreased by 
nearly 4%, which demonstrates the strong role that static 
code properties play in enriching the network structure. 
The need to model the functional and behavioral 
relationships of the malicious sample highlights the power 
of attack organizations to perform coordinated campaigns 
based on these relationships. 

 
6.3.2 Impact of the Number of Attention Heads 

To investigate the effect of the number of 
attention heads in the graph attention mechanism, we 
performed the same investigation with the number of heads 
set to 8, 16, and 32. As shown in Figure 6, increasing the 
number of heads results in increased performance to 
evaluate structural information in the model ability to 
capture diverse types of neighborhood information. The 
32-head architecture produced the highest classification 
performance among architectures evaluated, indicating that 
increased depth through richer attention mechanisms 
allows the model to better differentiate between the subtle 
structural variation of the threat intelligence network. 

6.3.3 Effectiveness Evaluation of the Model 
To assess the classification performance of the 

proposed method we used three standard evaluation 
metrics, including precision (P), recall (R), and F1. 

Precision checks for how correct the predicted threat 
categories are, Recall checks how much of the relevant 
instances are covered, and F1 is a metric that considers the 
previous two metrics. The results in Table 3 show that the 
model obtained higher scores in the test set on all three 
measures, suggesting that it showed effective classification 
of instances, when compared to the performance of thrill 
intelligence reports. The model's consistent performance 
across categories reinforces the potential for constructing 
node representation based on static attributes of a threat. 
 

 
 

Figure 6. Accuracy of multi-attention mechanisms 
 
Table 3. Comparison of performance metrics of the 

Threat Intelligence Report Classification Model 
across categories 

 
Category Precision 

(P) 
Recall 
(R) 

F1-
Score 

Malware 
Sample 

0.912 0.897 0.904 

IP Address 0.885 0.869 0.877 
Domain Name 0.901 0.883 0.892 
Vulnerability 0.876 0.860 0.868 
Threat Actor 0.890 0.872 0.881 

 
After analysis, it was found that the proposed method 
achieves an identification accuracy above 0.72 for 15 
attack groups, indicating strong recognition capability for 
the majority of positive samples. However, three attack 
groups (Kimsuky, DarkHotel, and APT33) had 
classification accuracies of less than 0.35. When examined 
further, the sample sizes for DarkHotel and APT33 were 
small and the reports showed no connections with one 
another as isolated nodes, resulting in lower recognition 
performance. Lazarus and Turla got mislabeled with seven 
reports due to Kimsuky. A study revealed that Kimsuky 
shares similarities in their intrusion methods and 
equipment with those of Lazarus and Turla, which led to 
the difficulty in separating them. 
The varying levels of activity of the APT groups 
corresponds to a difference in the number of reports 
collected per group, resulting in an unavoidable class 
imbalance. This study examined model performance using 
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the micro-F1 score which considers the number of samples 
per class and is useful for imbalanced datasets. The tests' 
outcomes suggest that the recommended approach 
obtained a micro-F1 score of 0.80 based on three 
assessment criteria, providing evidence of reliable and 
successful classification even on imbalanced class 
distributions. 

6.3.4 Comparative Evaluation of Different Models 
To evaluate the efficacy of the graph attention 

mechanism used in the created knowledge graph, 
comparative experiments were run between two classical 
homogeneous graph models: a frequency-domain model 
based on GCN and a spectral-domain model based on 
GraphSage. More information about the comparative 
experiments is provided in the next section (Section 5.2), 
and the results comparing the three models are summarized 
in Table 4. 

Table 4. Comparison of Different Models on the 
Knowledge Graph 

Model Accuracy Precision Recall 
Frequency-domain 
GCN 

0.74 0.72 0.70 

Spectral-domain 
GraphSage 

0.76 0.75 0.73 

Graph Attention 
Network (GAT) 

0.81 0.79 0.78 

 
The table quantitatively displays that the graph attention 
mechanism based GAT model exhibits higher accuracy 
than both frequency-domain GCN and spectral-domain 
GraphSage models across all evaluation measures, 
demonstrating superior performance. 

7. Network Ransomware Attack and 
Defense Posture Modeling and 
Simulation Analysis  

7.1 Ransomware Attack and Defense 
Behavior Characteristics and Model 
Construction 

In recent years, cyber ransomware attacks have occurred 
frequently, typically represented by a number of high-
impact viruses, including WannCry, BadRabbit, GandCrab 
and Sodinokibi. Typically, viruses are disseminated by 
taking advantage of the vulnerabilities in systems or 
through social engineering attacks, such as phishing, or 
malware, like Trojans. After a device has been infected, the 
virus may encrypt the files stored on it, which are typically 
unrecoverable unless a ransom is paid. This can generate 
significant losses to individuals and businesses. 

Ransomware viruses are evolving quickly and there are so 
many variants that simply relying on traditional measures 
of protection can be difficult. For these reasons it is 
particularly important to enhance the defensive strategies 
against ransomware viruses.  
An effective defence against ransomware should address 
the issue from both technical means and management 
measures. On the technical side, it is necessary to deploy 
antivirus software and update virus databases in a timely 
manner, quickly patch operating system vulnerabilities, 
close unnecessary shared ports, and adopt complex and 
dynamically updated password policies. On the 
management side, it is recommended to regularly back up 
critical data and raise employees' security awareness to 
prevent social engineering attacks. 

For the attack and defense process of ransomware, 
this paper constructs a network attack and defense model 
based on game theory to simulate the dynamic interaction 
between attackers and defenders. Defenders are divided 
into two categories of “enhanced defense” and “basic 
defense” based on their security awareness and defense 
capabilities, with the former having strong system 
maintenance and patch update capabilities, and the latter 
being relatively weak. For example, in the patch release for 
the MS17-010 vulnerability and the WannCry outbreak in 
2017, some users upgraded their systems in a timely 
manner, which can be regarded as strengthened defense, 
while those who did not update their systems in a timely 
manner are regarded as basic defense. The proportion of 
reinforced defense is expressed as a parameter. 

Attackers are also categorized into “advanced 
attacks” and “common attacks”, with the former mastering 
sophisticated vulnerability scanning and social engineering 
tools and more mature attack techniques, and the latter 
having limited capabilities and relying mainly on simple 
attacks. Taking GandCrab virus as an example, it has been 
gradually upgraded from its initial version, and its low 
version has been gradually detected and blocked by the 
defense system. The percentage of advanced attackers is 
parameterized as. 
 
This paper further refines the attack and defense strategies 
by defining a variety of strategy types respectively, and the 
specific attack and defense types and corresponding 
strategy contents are detailed in Table 5. 

Table 5. Ransomware Attack and Defense 
Categories with Strategy Types 

N
o. 

Attack
er 
Type 

Attack 
Strateg
y Type 

Defen
der 
Type 

Defense 
Strategy 
Type 

Descrip
tion 

1 Advan
ced 
Attack 

Combin
ed 
Vulnera
bility 
Scannin
g and 

Enhan
ced 
Defen
se 

Comprehe
nsive 
Patch 
Managem
ent and 

Attacke
r uses 
advanc
ed 
techniq
ues; 
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Deep 
Social 
Engine
ering 

Dynamic 
Protection 

defend
er has 
strong 
securit
y 
awaren
ess 

2 Advan
ced 
Attack 

Combin
ed 
Vulnera
bility 
Scannin
g and 
Deep 
Social 
Engine
ering 

Basic 
Defen
se 

Basic 
Protection 
Measures 

Attacke
r is 
strong; 
defend
er has 
weak 
securit
y 
awaren
ess 

3 Ordin
ary 
Attack 

Simple 
Vulnera
bility 
Scannin
g and 
General 
Social 
Engine
ering 

Enhan
ced 
Defen
se 

Comprehe
nsive 
Patch 
Managem
ent and 
Dynamic 
Protection 

Attacke
r is 
modera
te; 
defend
er is 
strong 

4 Ordin
ary 
Attack 

Simple 
Vulnera
bility 
Scannin
g and 
General 
Social 
Engine
ering 

Basic 
Defen
se 

Basic 
Protection 
Measures 

Both 
attacke
r and 
defend
er have 
relative
ly weak 
capabili
ties 

 
During the attack and defense of ransomware, the attacker's 
revenue mainly comes from the ransom paid by users as 
well as its reputation and influence enhancement in the 
hacker circle, and the more the number of infected devices 
is, the more significant the reward gained. At the same 
time, the attacker needs to bear the cost of producing 
malware and spreading viruses, and if the attack is detected 
in time, it may also face additional risks such as 
countermeasures or legal penalties by the defender (see 
Figure 7). 
The benefits to the defender are mainly reflected in the 
reduction of downtime and damage caused by data leakage 
by taking effective defense measures to avoid data loss or 
recovering the system in a timely manner after being 
infected. In addition, the resources invested by the defender 
to implement the security policy, such as security 
equipment procurement, operation and maintenance 
management and personnel training, also constitute a 
certain defense cost. At the same time, if an infection 
occurs, the cost of repairing data and resuming business 
cannot be ignored. 
Based on a large amount of historical case data and expert 
assessment, this paper combines statistical analysis and 
regression modeling to quantify the overall system loss 
(SDC), attacker cost (AC) and defender cost (DC). The 

defense gain and attack gain under different combinations 
of attack and defense strategies are calculated, and the 
specific results are detailed in Table 6, which demonstrates 
the dynamic change law of the gain and cost of each party 
under diverse attack and defense postures. 
 

 
 

Figure 7. Bayesian game tree for ransomware virus 
 
Table 6. Evaluation of Attack and Defense Returns 
and Costs under Different Strategy Combinations 

 
Attack 
Strate
gy 

Defen
se 

Strate
gy 

Atta
ck 
Ret
urn 
(AR
) 

Atta
ck 
Cos
t 
(AC
) 

Defe
nse 
Retur
n 
(DR) 

Defe
nse 
Cost 
(DC) 

Syste
m 
Dam
age 
Cost 
(SDC
) 

Ordina
ry 
Attack 

Basic 
Defen
se 

50 20 30 25 40 

Ordina
ry 
Attack 

Enhan
ced 
Defen
se 

40 20 45 35 25 

Advan
ced 
Attack 

Basic 
Defen
se 

80 35 25 25 60 

Advan
ced 
Attack 

Enhan
ced 
Defen
se 

70 35 50 40 30 

 
The game model demonstration project for ransomware 
attack and defense was constructed using Gambit 15.0 
software, as shown in Figure 8. By solving the model 
through this simulation platform, the Bayesian Nash 
equilibrium solution of the ransomware attack and defense 
game is obtained, which effectively reflects the optimal 
behaviors of the two sides and their equilibrium states 
under different attack and defense strategy choices. The 
results provide a theoretical basis for an in-depth 
understanding of the strategic interaction between the 
attacker and the defender, and help to formulate a more 
scientific and reasonable security protection program. 
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Figure 8. Gambit project example of a ransomware 
assault and defense game model 

7.2 Dynamic Simulation of Ransomware 
Attack and Defense Situations 

Network information systems are typically composed of a 
large number of interconnected nodes, where the attack and 
defense behavior of a single node cannot fully reflect the 
overall security posture of the entire network. Therefore, 
simulation methods that model and analyze the interactive 
attack-defense processes among multiple nodes provide an 
effective approach to reveal the evolving security situation 
of the network. This study employs NetLogo, an open-
source multi-agent simulation platform capable of 
simultaneously modeling intelligent behaviors of a large 
number of nodes. 

In the simulation experiment, a network model 
consisting of 1,000 nodes is constructed, with an average 
node degree set to 6. Among these, 10 initial infection 
nodes (IN), representing compromised hosts, are 
designatedThe enhanced defense nodes (RN), represented 
by blue, are nodes in the network that exhibit high defense 
capabilities. The ordinary defense nodes (SN), represented 
by gray, are nodes in the network that behave in a 
changeable and less effective manner. The defense attack 
in a baseline network illustrates the initial network attack-
defense posture in Figure 9.  

After changing the simulation parameters, the 
dynamic evolution of the network attack-defense posture 
under various contexts is generated, and respective results 
are presented in Figures 10-12. The horizontal axis on each 
figure represents the simulation time, and the vertical axis 
presents the ratio of each node type in the entire simulation. 
When considering the confidentiality, integrity, and 
availability (CIA) needs of the network, when the ratio of 
infection nodes (IN) surpasses 5%, a large scale 
ransomware outbreak could be noted, and when it as fact 
exceeds 50%, the network information system could be 
deemed severely incapacitated as a result of the 
ransomware attack [38].  

Therefore, this simulation model not only 
illustrates visually the trend changes of the number of 
nodes with different defense strength (SN, RN) and 
infected nodes (IN), but also provides a theoretical 
approach for evaluating the effectiveness of the defense 
and formulating adaptive protection strategies. 

 

 

Figure 9. Initial attack and response on a network 

 

Figure 10. At RN=100, attack and defense stance 
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Figure 11. At RN=200, attack and defense stance 

 

Figure 12. At RN=300, attack and defense stance 

(1) The interactions of attack-defense at a micro 
level are the mechanisms defining the evolution of the 
security posture at a macro level. Different combinations 
of attacks and defense will lead to various outcomes of the 
game. In summary, the comparative evidence suggests that 
once the game has reached equilibrium, the peak 
proportion of infected nodes (IN) is significantly lower if 
the defender received higher payoffs and the attacker 
received lower payoffs, suggesting that the ransomware 
took less time to survive and had a limited spread, resulting 
in a network security posture in favor of the defender. 
Given the attack-defense behaviors (i.e., a series of 
microscopic behaviors) the study of game payoffs and the 
exploration of macroscopic dynamics through equilibrium 
solutions helps better understand the evolution of network 

security posture, advanced theoretical consideration of 
ideal micro defense strategy, followed by maximizing the 
effectiveness of macro protection. 

(2) Strengthening the defense capabilities of 
individual nodes is an essential piece of improving the 
overall network attack-defense posture. By comparing 
Figures 10 and 11, we can see that at or below a probability 
of 0.363 of a node using enhanced defense the proportion 
of infected nodes, or IN, has a meaningful peak that could 
lead to a potential large-scale ransomware outbreak within 
the network. Even in Figure 12, we can see that the peak 
infection ratio is above 50%, which can create a complete 
white-out of the network system. On the other hand, we 
need to reinforce proactive attack detection along with 
collective punitive measures after an attack. This will deter 
potential attackers but also harden attacks and increase 
cost, which in turn reduces their expected payoff. If we are 
able to increase cost of attacks and the expected payoff of 
attacks in these decision points we should take comfort that 
this decision point moves slightly in favor of the defender, 
as all dynamics do change and evolve based on attacker and 
defender capabilities. 

The results of this study have been compared with 
similar literature, as noted in Table 7. For the game 
information, this study is based on an incomplete 
information game model, where the attacker and defender 
can take on multiple types he more closely model real 
world scenarios of attack-defense in networks. For 
examining evolutions of the state, the study adopts the 
theory of epidemiological dynamics to propose a new 
definition and method for the dynamic analysis of the 
network attack-defense posture. For the experimental 
scenarios, the study uses the NetLogo multi-agent 
simulation platform to model interactions among large-
scale network nodes dynamically, and thereby models the 
temporal evolution of the attack-defense posture. 
Compared to existing work, the proposed framework 
accounts more closely for the real-world environment of 
incomplete information, in which macroscopic posture 
evolutions can be analyzed and interpreted from 
microscopic attack-defense behaviors. This method also is 
suited for large-scale scenarios and provides clear and 
intuitive visualizations of the successive situational 
evolutions. 
 

Table 7. Comparison of This Study with Related 
Literature 

 
Evaluation 
Dimension 

This Study Related 
Literature 

Remarks 

Game 
Informatio

n Type 

Based on 
incomplete 
information; 

multiple 
attacker and 

defender 
types 

Mostly 
based on 
complete 
informatio
n or single 

type 

More 
consistent 
with real 
network 
attack-

defense 
environment

s 
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Situational 
Evolution 
Analysis 
Method 

Integrates 
epidemiologi
cal dynamics 

theory; 
dynamic 
definition 

and analysis 
of network 

posture 

Often 
static or 

simplified 
models 

Captures 
dynamic 

changes in 
network 
attack-

defense 
posture 

Experimen
tal 

Simulation 
Platform 

NetLogo 
multi-agent 
simulation 
supporting 
large-scale 

node 
interactions 

Often 
small-

scale or 
single-
agent 

simulation 

Suitable for 
large-scale 

network 
scenarios; 

more 
intuitive 
posture 

presentation 
Attack-
Defense 
Behavior 
Analysis 
Level 

Analyzes 
macroscopic 
posture 
evolution 
from 
microscopic 
game 
behaviors 

Mostly 
focuses 
on 
macrosco
pic or 
static 
analysis 

Combines 
micro and 
macro 
perspectives 
for more 
comprehens
ive 
explanation 

Applicable 
Scenarios 

Large-scale 
network 
security 
posture 
analysis 

Mostly 
medium or 
small-
scale or 
specific 
scenarios 

Has stronger 
potential for 
broader 
application 

8. Conclusion 
This research tackles the issues of protecting complex 
network environments from coordinated and persistent 
cyber threats while developing an integrated framework for 
combining threat intelligence analysis, action auditing, and 
attack traceability. The unified knowledge graph provides 
a common and consistent view of the heterogeneity with 
threat intelligence reported by assessing and sharing threats 
corresponding to attacker tactics and capabilities. The 
Bayesian game model based on NADGM quantifies and 
optimizes attacker and defender strategies in incomplete 
information structural situations for defensive decision-
making. The graph attention network leverages 
relationship semantics to improve the guidance of 
classification and attribution of threat intelligence reports. 
The simulation experiments conducted in NetLogo support 
that increased defender capability at the node level in 
combination with greater attacker costs are central to 
managing the evolution of attack-defense situations. The 
comparative experimentation highlights that an adaptable, 
agile approach can accurately identify responding to the 
threats and plan the defender body in an efficient and 
scalable way, while supporting dwell time for situation 
awareness. Future work will focus on exploring the 
integration of heterogeneous graph neural networks and 
real-time data streams to further improve the defender 
framework's adaptability and resilience. In summary, this 
work provides contributions, both theoretical and practical, 

in aiding toward evolving attack/defense conditions with 
proactive, and adaptable, cybersecurity defense operations. 
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