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Abstract

INTRODUCTION: With the rapid development of cloud computing and intelligent technology, traditional accounting
informatization systems are gradually migrating to cloud computing platforms, promoting financial management's
automation and intelligence.

OBJECTIVES: However, data security in the cloud computing environment, especially the issue of data integrity, has
become one of the core challenges for intelligent accounting informatization systems. Accounting informatization systems
rely on the storage and processing of a large amount of financial, tax, and transaction data, and the integrity of these data is
directly related to the financial transparency, compliance, and decision-making accuracy of an enterprise.

METHODS: Therefore, how to design an efficient and scalable cloud data integrity verification algorithm becomes the key
to ensuring the reliability and security of intelligent accounting systems. This paper proposes a cloud data integrity
verification algorithm for smart accounting informationization based on a cloud computing environment. The algorithm
combines the efficient data processing capability of cloud computing with the automation requirements of smart
accounting systems to ensure data integrity during storage, transmission, and processing through various data validation
techniques such as digital signatures, hash algorithms, and blockchain-based distributed ledgers.

RESULTS: The algorithm design considers the dynamics and scalability of the cloud computing environment. It can
realize fast, real-time data validation and integrity detection in a large-scale data environment. Through experimental
verification, the algorithm proposed in this paper performs well in processing large-scale accounting data with high
verification efficiency and accuracy.

CONCLUSION: Compared with traditional validation methods, the algorithm improves the speed of data validation. It
enhances the system's ability to prevent data tampering and loss, providing a new cloud data integrity assurance scheme
for intelligent accounting informatization systems.

Keywords: cloud computing; smart accounting; information technology; data integrity; verification algorithms; digital signatures;
blockchain.
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1. Introduction and artificial intelligence, the traditional accounting

informatization system faces unprecedented challenges
and opportunities [1,2]. As a crucial field in enterprise and
social management, the development of accounting
informatization not only promotes the improvement of
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Technology support for the financial services industry.
With the rapid development of information technology,
especially the application of cloud computing, big data
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economic efficiency but also facilitates globalization and
digital transformation. In this process, cloud computing,
as a new computing model, is widely used in accounting
informatization due to its efficiency, scalability and cost-
effectiveness [3]. However, the openness and distribution
of cloud computing also bring problems such as data
security and data integrity, especially in intelligent
accounting systems, how to ensure the integrity and
authenticity of cloud data has become a key issue to be
solved [4].

Cloud computing smart accounting informatics
systems usually rely on cloud platforms for data storage
and processing, which cover a large amount of financial,
tax, transaction and other critical information [5].
Therefore, data integrity is critical because any data loss
or tampering may have far-reaching negative impacts on
an organization's financial position, audit results, and
compliance [6]. Especially in smart accounting
informatization systems, automated data processing and
decision-making mechanisms depend more on data
quality [7]. Traditional accounting data integrity
verification methods, such as techniques based on
signatures, hash functions, or data backups, are effective
but often limited to specific application scenarios or
difficult to adapt to cloud environments distributed and
dynamic characteristics [8, 9]. Therefore, it is particularly
important to propose a new, more efficient and reliable
verification algorithm for accounting data integrity in
cloud computing.

Currently, the research on cloud data integrity verification
mainly focuses on the security guarantee of data storage,
data transmission and data access; however, with the
progress of intelligent technology, how to realize real-
time data verification and automated detection in
intelligent accounting information systems has become a
new research direction [10]. Especially for the financial
service field, the intelligent accounting system under the
cloud computing environment needs to respond quickly
and automate accounting data processing and report
generation, relying on real-time data exchange and
sharing on cloud platforms, which makes the integrity
checking of cloud data more complicated and challenging.
The current generation of cloud-based smart accounting
software is confronted by a host of security issues, with
the main one being the need to ensure that the financial
data, which is stored on and processed by several different
cloud platforms, retains its integrity. Already though,
certain powerful tools such as digital signatures, hash
verification, and block chain-based ledgers have started to
be applied to secure data, however, their use in real-time,
automated accounting systems still very much restricted.
This research suggests an algorithm that not only
addresses these challenges but also combines effective
cloud data processing with automated integrity
verification, thereby ensuring that data is consistent
throughout the various stages of storage, transmission,
and processing. Additionally, the algorithm enhances
system's fault tolerance and adaptability, thereby
facilitating secure and reliable accounting operations in

constantly changing cloud environments. In this context,
how to design an efficient, scalable and adaptable cloud
data integrity verification algorithm for smart accounting
informationization in a cloud computing environment
becomes the key to ensuring system reliability and
compliance [11, 12].

This paper proposes a cloud data integrity
verification  algorithm for  smart  accounting
informationization based on a cloud computing
environment. In cloud-based accounting systems,
financial data is frequently transmitted, updated, and
stored across distributed servers. This exposes the data to
integrity risks, including unauthorized modification,
accidental loss, and malicious tampering. Traditional
verification methods such as simple hash checks or data
backups cannot ensure consistency across multi-tenant,
dynamic cloud environments, and lack traceability for
cross-node verification. Any compromise of data integrity
may lead to inaccurate accounting records, incorrect
financial reports, and unreliable audit results, highlighting
the need for robust cloud-oriented verification
mechanisms [13]. The algorithm combines the efficient
data processing capability of cloud computing and the
automation needs of smart accounting systems and aims
to ensure the integrity of data during transmission,
storage, and processing by utilizing a variety of data
validation techniques such as digital signatures, hash
algorithms, and blockchain-based distributed ledgers [14].
Meanwhile, the algorithm also considers the dynamics
and scalability in the cloud computing environment. It can
realize fast verification and real-time detection of large-
scale data. In addition, this paper explores the feasibility
and performance of the algorithm in practical financial
service applications. It experimentally verifies the
efficiency and accuracy of the algorithm in processing
large-scale financial data.

With the continuous development of accounting
informatization and cloud computing, the application of
intelligent accounting systems will become increasingly
widespread, and the guarantee of data integrity will also
face higher requirements. Constructing an effective data
integrity verification mechanism can guarantee the
authenticity, accuracy and consistency of the data and
enhance the transparency and trust of the system, thus
providing more secure and reliable information

1.1 Research Contribution

e A proposal has been made for a cloud data integrity
verification algorithm that combines digital
signatures, hash algorithms, and blockchain-based
distributed ledgers to confirm the reliability of
accounting data in cloud settings.

e The algorithm caters to dynamic and large-scale
cloud systems, allowing instant detection and
confirmation of financial data.
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e The implementation of a lightweight and scalable
verification  framework not only increases
verification efficiency but also lowers the
consumption of system resources.

e Tests done with the method indicate that it is highly
accurate and adaptable, thus affirming its
appropriateness for smart accounting information
systems.

2. Related work

At the beginning of the 21st century, human-computer
interaction development theory and demand management
theory were gradually introduced into the research field of
software development in China [15]. The book "Scrum
Human-Computer Interaction Project Management" by
American Schwaber, translated by Li Guobiao, is the first
time to introduce the theory of human-computer
interaction development methods in China. With the rapid
development of China's domestic software industry,
human-computer interaction development methods have
also been widely recognized and applied [16]. At the
same time, he believes that two stages of requirements
determination and requirements review should be focused
on. Domestic scholars' research on demand management
tools is also important in the current theoretical circle
[17]. This paper sorts out and summarizes some common
tools and methods of current demand management work
and compares and analyzes the characteristics, applicable
conditions, advantages and disadvantages of RDT,
Rational Analyst studio, DOORS and other work. The
monograph written by the Bank of China Software Center
in 2018 systematically refined and summarized the
theory, content and methods of the bank's software
engineering system [18]. Focuses on applying human-
computer interaction modeling in the development of
financial business software, summarizes the shortcomings
and problems of traditional waterfall model development,
and puts forward the core principles and methods of
demand management under human-computer interaction
development. Combined with the case of software project
improvement of ICBC Software Development Center, we
focus on the itemized demand management model [19]. In
one significant research, a framework for accounting in
the cloud was created which highlighted data security,
processing efficiency, and system scalability. The current
work enhances data reliability with the implementation of
a cloud data integrity verification algorithm that allows
secure, tamper-proof, and reliable smart accounting
operations [20].

To sum up, financial services have penetrated many fields
under the theory of human-computer interaction. The
introduced method uses blockchain distributed ledgers,
which are already in place, to provide a stronger data
integrity guarantee in the accounting systems based on
cloud. Through the preservation of an unalterable and
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authenticated record of all the financial transactions, the
system makes it impossible for any unauthorized changes
or alterations to go unnoticed. By doing this, the
traditional idea of quantum-proof digital authentication in
distributed systems is moreover supported and hence
offering a secure and trustworthy way for the maintenance
of the accounting data integrity over the cloud services.
Cloud-based accounting systems not only need to provide
data integrity but also have to be very fault-tolerant to be
able to work continuously and reliably. The new method
contributes to system strength by managing data
verification duties in an effective way and allowing itself
to vary according to the changes in cloud resources. This
approach lessens the likelihood of system crashes at the
time of higher loads or unforeseen interruptions and thus,
allows the processing of financial data to be uninterrupted
and the reliability of intelligent accounting systems to be
protected. When the cloud is utilized for processing large-
scale accounting data, one of the main problems that arise
is the need for optimised distribution of tasks between
storage and computing layers. The proposed solution of
the algorithm allows for the cloud-edge style processing
approach offered where the data verification tasks are
distributed and processed concurrently in different cloud
nodes. This allows for quick, real-time integrity checks,
lowering latency and load on the system, thus, processing
large-scale, and high-frequency accounting operations
smoothly and without causing bottlenecks in processing.
In addition to data integrity and fault tolerance, the cloud
accounting systems also need systematic risk assessment
through which security breaches would be prevented. The
algorithm that is proposed relies on risk evaluation since it
is constantly monitoring data consistency and logging
anomalies in the cloud nodes. The identification of
suspicious patterns or irregularities in the accounting
transactions is done thus providing a structured
mechanism for the early detection and the subsequent
mitigation of potential vulnerabilities in the financial data
processing. Behavior monitoring becomes an additional
crucial benefit of integrity verification and risk
assessment to cloud accounting systems. The algorithm
being proposed follows and interprets the verification
patterns, so it can detect and expose the abnormality or
attempting to access the system which is suspicious. This
behavior perception gives room for the early detection of
bugs or settings that are not proper, thus the overall
security is improved and the financial data operations
within the cloud environment continue to be secure. Any
financial services company wants to attract customers'
attention, maintain customer loyalty, and gain lucrative
profits. To achieve this goal, analysing the process of
customer use of financial services is necessary.

3. Research Objective

This topic sees the development of financial service
software as an opportunity, takes human-computer
interaction as the main development idea, develops an AD
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module driver with the help of the Linux kernel, and
mainly completes module initialization, opening, data
reading and writing, interrupt, release, and unloading
functions. Efficient communication with hardware is
realized, which facilitates further software development
[21].

3.1 Key Technologies of Financial Software
Module-Driven Development

In the Linux operating system, device drivers play a very
important role. They can not only control the process but
also need to provide other applications with a program
interface to interact with the device. From the application
point of view, the hardware device is just a file because
the device driver shields the details of the hardware, and
the user uses the device through programming operations
such as file processing. The drive structure is shown in
Figure 1.

Application program

Y

Equipment documents

/\

<k >

Device driver Device driver

v v

Device 1 Device n

Figure 1. Schematic diagram of AD drive structure

There are two types of device files under the Linux
financial service software operating system: character
device, block device, and block device. As the name
implies, the operating system will set a memory buffer
area for the device. When users want to view the device,
they only need to Detect the buffer first; if there is
suitable data, directly fetch the data from this block of
memory; if not, then call the I/O instruction to fetch the
device data to the buffer. Character devices, not as
complex as block devices, directly communicate with the
device character by character for I/0, and the device will
respond immediately every time data is read or written.
Generally speaking, PCI devices are all character devices.

3.2 PCI bus configuration

Each device on the PCI bus has a data structure to
configure, which belongs to the PCI configuration space.

2 EA

First, the PCI configuration header is the key for the
operating system to identify the device. The location of
this header is uncertain, and the operating system needs to
perform a topology search for the device. For example,
every slot on a PCI chassisBits is assigned a PCI
configuration header location. When the card's location
changes, the configuration header will appear elsewhere
in the configuration space. Linux can query the location
of the header and configure it through the status register.
Generally speaking, the PCI structure makes the
configuration headers of different slots have offset
addresses related to their positions. The Linux kernel has
a related mechanism for PCI devices, which can detect the
configuration headers of all devices on the PCI bus. All
correctly inserted and functioning PCI devices are
available. Its PCI configuration space table is shown in
Table 1.

Table 1. PCI configuration space table

Device ID Vendor ID 00h
Status Command 04h
Class Code Revision ID | 08h
BEST | Header | Latency Cache line 0Ch
Type Timer Size
Base address Re-registers 10h-
24h
Cardbus Cis Pointer 28h
Subsystem ID Subsystem Vendor ID 2Ch
Expansion ROM Base Address 30h
Reserved Capabilities | 34h
Pointer
Reserved 38h
Max Min Interrupt | Interrupt 3Ch
Lat Gnt Pin Line

A PCI device has up to 6 I/O address areas. The
manufacturer sets the corresponding I/O registers in the
memory space, and the configuration registers are marked
with special markers.

3.3 Basic framework of financial service
software

In the Linux kernel of financial service software, the
device category needs to be described by a structure, and
the variables defined by the structure can represent such
specific devices. The variables have detailed information
about this specific device. A complete driver can make
Equipment of the same type that can be used. Otherwise,
the Equipment cannot be mass-produced. Regarding the
problem of distinguishing between Equipment of the same
type, it is necessary to borrow the secondary equipment
number. An array can be used to represent the Equipment
of the same type, and a single element represents the
specific Equipment, as follows As shown, this structure is
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designed to be used as a device class. Its interface
diagram is shown in Figure 2:

User space Kernel space Fail
Initialize device module
.oad driver

L

Succes

Open device file Open device module 8
.

Fai

Interrupt processing

Read write and 10
control module

Upper function Read write and
interface API control 10 device
Fail
Close device file Release device module *l

Success

— System
End | Fail | oy |
Uninstall dr

minstall driver Uninstall device module
Si

Success

Figure 2. Structure interface diagram

Identifying important behavioral patterns in financial
services software does not explicitly specify a method for
identifying these behavioral patterns; Cooper believes that
in previous output depictions, interviewees should group
interview users by hypothesized human-computer
interaction and then describe important user behavior
variables middle. Its limitations are shown in Table 2
below.

Table 2. Cooper model human-computer interaction
assignment limitations

Cooper model Related limitations
activities
Determine user
behavior variables

It is not clear that the assumption
has been completed, and the
collected data has been roughly
counted.

Describe The range of key user behavior
interviewees to user | variables was not determined
behavior variables
Identify important It is not clear how to output these
behavior patterns modes

Integrated features There is no output of the statute on
and related comprehensive features and related
objectives objectives

Integrity and Instructions that do not indicate the
redundancy check process of performing this activity

4. Methods

It is very important for financial service software to
reasonably choose an improved model of human-
computer interaction technology. This study selects the
human-computer interaction technology proposed by
Cooper as the basis for improvement. Cooper was the
originator of the original version of human-computer
interaction technology and the basis for the research of
other researchers. These different versions of human-

computer interaction technology improved based on
Cooper human-computer interaction technology have
been successfully applied to a series of practical projects.
In the development process of financial service software,
the T-CUM algorithm is an algorithm for calculating a
single type of user behavior pattern. A single user
behavior pattern is the basis for constituting the user
behavior pattern, and the user behavior pattern is the
skeleton that constitutes the role. After obtaining the user
interview responses, the user types can be segmented
according to the user's industry and occupation. After
classification, the T-CUM algorithm can be applied to
each subdivided user type to calculate the single-class
user behavior pattern of the user. Such users' behaviours
are first counted to obtain the total number of user
behaviors. These are wvalid user behaviours if the
proportion of user behavior exceeds 30%. While checking
for the required user behavior, the number of user
behavior variables is greater than 6. If both conditions are
met simultaneously, calculate the percentage of the user
behavior variable in the user behavior. Use the condition
that the user behavior characteristics are greater than 10%
to make judgments, get all the effective user behavior
variables and their percentages, and list the user behavior
variable graph to find the user behavior pattern. Figure 3
shows the algorithm flow chart of a single type of user
behavior pattern.

User interview reply
classification

The number of user behaviors is i <

N andi>0

hold behavior p

Effective user behavior

<

Characteristics and percentage of effective user behavior

v

Single user behavior mode

Figure 3. Flowchart of the algorithm of user behavior
pattern
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The hardware of the financial service software virtual
assembly system developed in this subject can be
abstracted into three functional modules, namely the
display layer, the interaction layer and the data layer.
Among them, the hardware of the display layer includes a
ring projection screen, a multi-channel digital image
fusion machine, an engineering projector, and three-
dimensional glasses. The function of this layer module is
to display a virtual image with three-dimensional
immersion. Users can observe and experience the virtual
experiment content by wearing the three-dimensional
glasses. The hardware of the interaction layer includes the
central control system, optical tracking device, and Leap
Motion somatosensory controller. The function of this
layer module is to collect the interaction information
between the user and the virtual object in real-time,
including the actions of the user's hand, such as clicking,
grasping, and moving. The data layer hardware includes
graphics workstations, video matrix switchers, and disk
arrays. This layer is mainly responsible for processing the
volume of data collected by the interaction layer and
generating virtual images displayed on the screen in real-
time, which is the basis for realising various system
functions. The structural relationship of various hardware
in the financial service software virtual assembly system
is shown in Figure 4.

Flow chart of requirement analysis based on role technology
Target user
Get Custo@er List hypothetical role user
interest with analysis and research
credit [
’ Determine user behavior variables ‘
Using behavior v
patte.rr.\ Hexing and fan describe the interviewees
recognition
v
Identify important user behavior variables
-
¥
Integrate user behavior characteristics and
relevant standards
v
Role formation ’ Check redundancy and integrity ‘
Extended attribute and behavior description
A 4
’ Determine role type ‘
Implement L2
ation and ’ Establish user use cases ‘
evaluation
v
Implementation and evaluation of prototype

Figure 4. Structure diagram of virtual assembly
system

5. Case study
In the process of financial service software development,

in the program that uses the register chrdev() function for
driver registration, the first parameter represents the major
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number of its device driver, which is set to 0 here, and the
Linux kernel assigns each device during the boot phase.
Therefore, whenever the system state changes, the number
will change accordingly, so the driver must solve this
problem to ensure that the device is in the connected state
without interruption [22, 23]. To solve the problem of
changing the major device number of the device file
corresponding to the AD module device during the
loading process, it is necessary to create a correct device
file for it first so that the system can access AD correctly
[24]. The Linux kernel specifies /proc/devices. The cu.
rrent device number is saved in the directory, the driver is
loaded to query it, and finally, a corr,ect device file is
newly generated by the read oureadoutor device number.
As for DRVNAME as the driver name, it can be defined
when the driver is compiled, generated, and set to AD
here, as shown in Figure 5.

Technical Task technology
characteristics matching
Achievements
Task
characteristics Use

Figure 5. Empirical test of TPC

5.1 Improvement of Memory Allocation
Efficiency of Financial Services Software
Drivers

The most important task of the Linux device driver of the
financial service software is to complete the device data
transmission, which is realized by reading I/O and also
needs to set the configuration space. It is necessary to
allocate memory space in advance to facilitate resource
access, and the AD driver needs to reside in the
background of the system and some space [25, 26]. So,
the driver itself also consumes a certain amount of
memory. To ensure its memory consumption, the driver
needs to allocate a certain amount of memory to itself
when initialising the device. The weighted distribution
diagram of its initialization efficiency is shown in Figure
6.
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Figure 6. Initialization efficiency weighted allocation
diagram

Like the calling method of malloc, use malloc to apply
memory space for the AD driver and allocate it on
demand. If it is too high, it will affect the system's running
speed. For resources such as configuration space, 1/O
space, etc., to apply for memoryTo discuss in detail, the
memory allocation mechanism under Linux is based on
page length. If you want to apply for a continuous interval
at a time, its length must satisfy the power of 2. The
dimension diagram of its allocation mechanism is shown
in Figure 7.
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Device initialization

Figure 7. Dimensional diagram of the memory
allocation mechanism

5.2 The opening speed of financial service
software equipment modules is improved

The Linux kernel of the financial service software
stipulates that the device driver opens the device, and the
open() should be borrowed uniformly. It is in the DevAd
item in the driver object defined in the AD module and
needs to be implemented by the developer. If the driver
wants to operate the device, it first opens it. The
optimization flow chart is shown in Figure 8.
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Figure 8. Flow chart of device initialization
optimization

To take control of the device and open the device file, the
driver must distinguish between two open methods:
blocking and non-blocking. This AD module driver uses
the semaphore down to determine the device's control,
checks its value, and decrements its semaphore if it is
greater than zero. If it is zero, the function is sleeping and
needs to wait for other processes to wait for the next
detection. Its loss function is shown in Figure 9.
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o
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Figure 9. Convex loss function graph

In the financial service software AD module software, the
I/O operation of the PCI device is extremely important.
The I/O ports and I/O memory are collectively called the
/O area. In the PCI implemented by IPCORE used in this
system, there are up to 6 I/O address divisions. This AD
module only uses two. The I/O memory resource BARO is
designed by the manufacturer to be used as a register
memory address area, and the upper-layer application
accesses BAR2. To read such resources, the device file
must be opened. Before using I/O resources, the driver
must apply for the right to use. It should be emphasized
here that the relevant /O memory resources must be
mapped; otherwise, they cannot be used by upper-layer
applications. Through the production of the user login
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interface, virtual experiment main interface and three-
dimensional Ul interface, the software part of the virtual
assembly system designed in this paper has been realized.
After functional testing, the produced system software can
be released through Unity3d software.

6. Conclusion

This paper proposes a cloud data integrity verification
algorithm for intelligent accounting informatization based
on cloud computing, aiming to solve accounting data's
security and integrity problems in the cloud environment.
By introducing digital signature, hash algorithm and
blockchain technology, combined with the advantages of
a cloud computing platform, this algorithm realizes the
integrity verification of accounting data in the process of
storage, transmission and processing. It can effectively
prevent security risks such as data tampering, loss and
illegal access. Through experimental verification, the
algorithm proposed in this paper shows excellent
performance in large-scale data verification tasks, with
high verification efficiency and accuracy, especially when
dealing with real-time data, and can effectively meet the
high standard of data security requirements of intelligent
accounting systems.

In addition, this paper also considers the data
dynamics and scalability in the cloud computing
environment and designs a verification algorithm with
good adaptability, which can operate stably in complex
and changing cloud environments and adapt to enterprises
of different sizes and their accounting informatization
needs. Compared with the traditional data integrity
verification methods, this algorithm not only improves the
security of the system but also improves the verification
efficiency, reduces the consumption of system resources,
and provides a practical solution for the realization of an
intelligent accounting informatization system.

However, although this study has achieved better
results in algorithm design and experimental verification,
there is still room for further optimization. Future research
can explore in depth the fault tolerance, real-time, and
compatibility of the algorithms, especially how to
maintain their efficiency and accuracy in the face of large
data volumes, high-frequency accesses, and complex
operations. In addition, the algorithms proposed in this
study can be combined with other intelligent technologies
to further enhance the intelligence level and security of
accounting informatization systems.
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