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Abstract

INTRODUCTION: Cross-institutional collaborative financial risk modeling can improve fraud detection and anti-money
laundering performance. However, data sensitivity, institutional isolation, non-IID data distributions, and heterogeneous
edge nodes make traditional federated learning difficult in terms of privacy protection, communication efficiency, and
robustness. OBJECTIVES: This paper aims to develop an edge-driven federated learning framework for secure cross-
institutional financial risk modeling, enabling collaborative learning without sharing raw financial data. METHODS: The
proposed framework integrates risk-relationship-aware dynamic grouping, privacy-constrained representation transmission,
robust secure aggregation, and low-dimensional summary consistency checking. By limiting the scope of information
exchange and controlling representation sharing, the framework reduces representation deviation and mitigates the influence
of abnormal updates. RESULTS: Experiments were conducted on five public or synthetic financial risk datasets. The
proposed method achieved the best federated AUPRC on four datasets and was only slightly lower than DSFL on the Elliptic
dataset. Under client dropout and malicious-node settings, the method maintained relatively stable AUPRC performance and
showed favorable communication efficiency and robustness. CONCLUSION: The results indicate that the proposed edge-
driven federated learning framework can support privacy-preserving and robust cross-institutional financial risk modeling.
It provides an effective solution for collaborative fraud detection and anti-money laundering under data isolation,

heterogeneous edge environments, and adversarial conditions.
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1. Introduction

With the development of open banking, real-time payment,
cross-border settlement, and digital asset trading, financial
institutions increasingly need to conduct collaborative risk
modeling. Fraud detection, anti-money laundering, credit risk
identification, and abnormal transaction monitoring often rely
on behavioral correlations between different accounts,
institutions, and regions. The data of a single institution is
usually insufficient to depict complex capital flow paths,
account relationships, and dynamically changing risk
patterns. However, financial data is strictly regulated and
constrained. Customer identities, account behaviors,
transaction records, and risk labels are usually not directly
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shared. Therefore, centralized modeling faces issues such as
privacy, compliance, and data silos. Federated learning and
privacy protection technologies provide a feasible path for
multi-institutional collaborative modeling, enabling joint
modeling without sharing the original data [1][2].
Meanwhile, financial risk control systems are increasingly
being deployed at the edge, such as payment gateways,
regional risk control nodes, bank branch systems, and mobile
terminals. These nodes vary significantly in terms of
communication capabilities, online stability, and computing
resources, which increases the complexity of federated
training [3][4]. Therefore, achieving privacy-preserving
financial risk modeling in an edge heterogeneous
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environment has become an important research issue in the
intersection of financial intelligence and federated learning.

Existing studies have explored technologies such as
financial federated modeling, edge federated learning,
knowledge distillation, and secure aggregation. Some
methods enhance cross-institutional anomaly detection
capabilities through federated learning, secure multi-party
computation, or privacy protection mechanisms [5][6]. These
methods often pay less attention to practical issues on the
edge side, such as latency, bandwidth fluctuations, client
dynamic disconnections, and limited computing resources.
Other studies alleviate non-1ID data and system heterogeneity
issues through hierarchical aggregation, personalized
learning, knowledge transfer, or representation distillation.
However, financial risk detection itself has characteristics
such as rare abnormal samples, extremely imbalanced
categories, uneven risk distribution across institutions, and
complex transaction relationships. If clients choose to rely
solely on random sampling or a single communication metric
for aggregation, key risk patterns may be weakened or even
ignored.

Secure aggregation, differential privacy, and robust
aggregation can enhance privacy protection capabilities and
increase the resistance to abnormal updates. However,
existing methods are more focused on general computing
efficiency or general attack protection design, and do not
adequately consider the interrelationships among financial
risk distribution characteristics, edge network structure, node
stability, and privacy budget [7][8]. In the financial edge
environment, cross-institutional risk modeling is a
collaborative optimization problem that is simultaneously
influenced by communication conditions, data heterogeneity,
privacy constraints, risk distribution, and abnormal updates.

To achieve cross-institutional financial risk modeling, this
paper proposes a privacy-preserving federated learning
framework based on edge computing, exploring how to group
institutions with similar conditions for training, how to share
information without uploading the original data, and how to
more securely combine the training results of all parties.
During grouping, factors such as network speed, bandwidth
quality, node stability, data distribution differences, historical
risk situations, and privacy restrictions are comprehensively
considered to allow nodes with similar conditions to
collaborate and learn together as much as possible. In the
information sharing stage, instead of directly exchanging
transaction data, representative information (such as
prototypes or statistical features) that has been compressed is
used to convey knowledge, reducing the risk of privacy
leakage. In the final result combination, the aggregation
method is optimized, and consistency of updates is checked
to reduce interference caused by unstable situations.

This paper regards cross-institutional financial risk
modeling as a real-world problem, which is simultaneously
influenced by factors such as unstable network conditions,
significant data differences, and privacy constraints. The
overall approach integrates grouping, information sharing,
and result merging into a continuous process, making the
training process more closely resemble how a real system
operates. The related methods have been tested on datasets

and platforms such as AMLSim, IBM AML-Data, IEEE-CIS,
PaySim, and Elliptic Bitcoin.

2. Related Works

Privacy-preserving federated learning in the financial domain
is mainly used for cross-institutional fraud detection, anti-
money laundering, abnormal transaction identification, credit
risk assessment, and transaction risk analysis. Compared to
common image or text tasks, the number of abnormal samples
in financial risk identification is very small, the data
categories are severely imbalanced, and it involves a large
number of account relationships and constantly changing risk
behaviors. To identify risks more accurately, the model
usually needs to simultaneously utilize transaction records,
account  history, transaction networks, merchant
relationships, device information, geographical location,
cross-institutional behaviors, and other various kinds of
information. Therefore, in recent years, many studies have
begun to explore federated graph learning for credit card
fraud detection and federated modeling methods for financial
fraud scenarios. These studies show that even if data cannot
be directly shared, cross-institutional collaboration can still
improve the risk identification effect [9][10].

The common data forms currently available include tabular
transaction data, synthetic anti-money laundering networks,
and blockchain transaction graphs. Recent studies have
further discovered that methods such as graph contrast
learning, graph neural networks, and heterogeneous graph
modeling, when applied in situations with fewer labels and
complex relationship structures, can more effectively identify
suspicious transactions and abnormal behaviors [11][12][13].

The evaluation metrics used for financial fraud detection
and anti-money laundering typically include AUPRC, F1,
Precision, Recall, ROC-AUC, Recall@Fixed Precision,
convergence rounds, offline robustness, and running delay,
etc. Since the abnormal samples in financial risk tasks are
usually very few, AUPRC can better reflect the model's
ability to identify high-risk samples compared to the overall
accuracy. Recent studies on network analysis of financial
fraud detection and anti-money laundering also indicate that
model evaluation needs to consider false alarm costs, result
interpretability, and operational limitations in the real
business environment [14][15].

Existing studies usually combine federated learning with
graph learning, adaptive aggregation, or knowledge
distillation to conduct fraud detection without sharing the
original transaction data. However, many methods focus
more on feature synergy and improvement of prediction
performance, while paying less attention to edge environment
issues such as communication delay, bandwidth fluctuations,
insufficient computing resources, and dynamic client
disconnections. Recent research on non-IID federated
distillation indicates that knowledge transfer can alleviate
data deviations between different clients, but most of these
methods are designed for general heterogeneous learning
scenarios and are not specifically tailored for financial risk
modeling [16][17]. The risk-topology-aware dynamic edge
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grouping method proposed in this paper further incorporates
factors such as communication status, online rate, data
variance, and risk distribution into the client organization
process.

Recent studies have shown that even in federated learning,
where the original data is not directly shared, model
gradients, feature representations, or intermediate parameters
can still lead to privacy leakage. Differential privacy,
although it can reduce the risk of leakage, cannot completely
prevent gradient leakage or data reconstruction attacks in all
cases [18][19][20]. In financial edge scenarios, relying solely
on a single privacy mechanism often makes it difficult to
simultaneously balance the privacy budget, communication
costs, and the ability to identify a small number of high-risk
samples. Therefore, the privacy-constrained representation
distillation method proposed in this paper takes into account
the model effect, privacy budget, and potential data
reconstruction risks during the information transmission
process.

Edge federated learning and non-IID learning provide
important foundations for related research. Existing methods
usually alleviate the problems of slow training and
performance degradation caused by different data
distributions at the client side through clustering, shared
representations, dynamic aggregation, or data-free
knowledge distillation [21][22]. However, financial risk
detection also needs to address issues such as scarce abnormal
samples, significant cross-institutional risk differences,
limited privacy budget, and interference from abnormal
clients.

Secure aggregation, verifiable aggregation, and robust
aggregation correspond to different security goals. Secure
aggregation is mainly used to hide the update content of
individual clients; verifiable aggregation is used to check
whether the aggregated results have been tampered with; and
robust aggregation is used to reduce the impact of abnormal
or malicious updates. In recent years, some verifiable secure
aggregation methods have begun to focus on issues such as
verification of aggregated results, prevention of client
collusion, recovery from client disconnections, and privacy
protection in federated learning [23][24][25]. However, these
methods usually have difficulty distinguishing the differences
between changes in the distribution of financial risks and
malicious client behaviors.

The robust aggregation method is also an important related
direction of this paper. Malicious clients may bypass
traditional robust aggregation methods through more covert
or targeted model poisoning attacks [26][27][28]. To reduce
the impact of such problems, the robust and secure
aggregation method proposed in this paper introduces low-
dimensional summaries, group-level robust estimation, and
consistency checks under masked aggregation, to reduce the
interference from abnormal updates and unstable nodes.

Existing research has promoted the development of
financial federated learning from multiple directions, such as
financial risk modeling, graph structure risk identification,
privacy protection training, edge non-IID learning, and secure
aggregation. The focus of this paper is to integrate client
organization, restricted knowledge sharing, and robust
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aggregation into a continuous training process. Through this
framework, the model can simultaneously consider real-
world factors such as risk distribution, network structure,
privacy restrictions, and abnormal updates, providing a more
comprehensive solution for financial collaborative modeling
with communication constraints and significant data
differences.

3. Methodology

3.1. Problem Formulation

In a cross-institutional financial risk modeling system, there
are K financial institution nodes, represented by V =
{1,2,...,K}. Each node k € V only stores its own local data
set D, . That is to say, transaction records, account
information, and risk labels will not be uploaded to other
nodes or the central server. The global data set is merely for
ease of understanding and does not represent the existence of
a centralized database:

K K

1

Dy = {(Xi1» Y1)}y, D = UDk'N = an- g
k=1 k=1

The data of each node is composed of many financial
events. X ; represents the i-th transaction or financial event
within the node k, and y;; € {0,1}i is the corresponding
result label, where 1 indicates an anomaly, and O indicates
normal. An event usually contains multi-level information,
such as the information of the transaction itself, account-
related information, the relationship between accounts, and
some background information:

Xiei = [ XRE X X ] 2

The function of the model fj is to output a risk probability
for each event:

Pri = fo(xk,) € [0,1]. 3)

The customer, business, and risk control rules of different
institutions are different, and their respective data
distributions usually vary greatly and are not derived from the
same pattern. Let P, (X, Y) represent the data distribution of
the k-th institution. Then the overall data distribution can be

written as
K

POGLY) = ) m P(X V), = 2, @)

k=1

where generally P;(X,Y) # P;(X,Y). Such heterogeneity
may appear in label proportions, transaction types, account
structures, and geographic distributions.

In order to distinguish between the situations of "there is a
lot of high-risk data within the node" and "the training
behavior of the node itself is abnormal", each node will record
three types of status information. Ff is used to represent the
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risk situation within this node, such as the proportion of
abnormal transactions and the distribution of risk types; Ef is
used to describe the network status, for example, latency,
bandwidth, and whether the node is stably online. A is used
to record whether there are any abnormalities during the
training process, such as excessive deviation in update
results, frequent disconnections, or failure in checks, etc. It
should be emphasized here that a node having a large number
of high-risk samples does not necessarily mean that this node
is untrustworthy. Additionally, each node will also save a
remaining privacy budget €y, which determines how much
information the node can share in the future, such as risk
representation, category prototypes, or statistical results, etc.

T
z €k < €. (5)

t=1

The budget here is mainly used to control the scope of
information representation exchange, and it does not equate
to the complete sense of client-level differential privacy
protection.

The method presented in this paper will dynamically
determine in each training round how the clients are grouped,
which nodes can exchange information with each other, and
the weights that different nodes' update results will have when
aggregated. Let V¢ represent the set of online nodes in the t-
th round, and Q° = {Q, ..., Qy,} represents the dynamic

grouping results generated in this round:
Q' = Shard(G¢, {F}, EL, AL, €} eert), (6)

G' represents the current network connection structure. The
entire grouping process will take into account factors such as
risk coverage, communication conditions, privacy budget,
and the stability of node collaboration. The entire training
process can be summarized as follows:
T
(
0. Qt;?(;g}l{wi}Z[Liisk + AsLinara + AaLaisein + 7 )7
t=1
Among them, LE’isks Lghardv Lfiistillo Cgomma Pzgriv’ and
RE,, correspond to risk detection loss, grouping cost,
distillation loss, communication cost, privacy budget
consumption, and robustness constraint, respectively.
Formula (7) here is a comprehensive description of the entire
training process.
During the information exchange stage, each node does not
upload the original data, but only shares the processed
representation information or prototype statistical results:

RE = My (946 (D) €f). ()

In the aggregation, nodes upload updates processed by
clipping, masking, or summarization:

0t = 0' + 1, - Agg({A% wileert), ©)

2 EA

where A% is the securely processed update and wf is the
aggregation weight. Aggregation outputs, including deviation
scores, dropout records, and verification results, are fed back
to AL, achieving sharding, distillation, aggregation, and
feedback.

In testing, each node performs local prediction using the
trained model 6*:

Pt = 1(for (x5 = p), (10)

where the threshold p is determined on the validation set.

This paper assumes that the central aggregator will
complete the training and aggregation in the normal process,
but it may still attempt to infer the data distribution or
sensitive features from the information uploaded by the
clients. There may be a certain proportion (not exceeding o)
of abnormal or malicious clients who may interfere with the
model training. However, the attackers cannot directly obtain
the original data of the normal clients, nor can they disrupt
the masking mechanism, or completely control all the nodes
in a certain group. In this threat scenario, this research
endeavors to minimize the risk of information leakage, reduce
the impact of obvious abnormal updates on the model, and
maintain the stability of the training process even when nodes
are disconnected or the network is unstable.

3.2. Overall Framework

The federated learning framework based on edge computing
is shown in Figure 1, which is mainly used for cross-
institutional financial risk identification. In this framework,
different financial institutions or edge nodes respectively
store their own local data, and the model is used to determine
the risk probability of transactions, accounts, or financial
events. Each node only processes local data. The central
aggregator mainly coordinates the status of each node,
performs dynamic grouping, and summarizes the protected
model updates, which achieves the global model training and
distribution without directly accessing the original financial
data.

The entire framework consists of the training phase and the
inference phase. During the training process, the system will
successively perform state updates, dynamic grouping, local
training, information compression and sharing within groups,
robust and secure aggregation, and state feedback. In the
inference phase, each node directly uses the trained model to
handle local transactions or risk events.

Before round t, the system updates lightweight states,
including the financial risk state F{, edge topology state Ef,
collaborative anomaly state A%, and remaining privacy
budget €. The status information is mainly used to describe
the current network and training conditions of the nodes, and
does not include sensitive contents such as original
transaction records, account information, or identity data.
RT-DES will dynamically adjust the node groups based on
this information, allowing nodes with similar conditions to be
trained together first.
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After the grouping is completed, each node first trains the
model locally and then only shares the processed risk features
or statistical results within the group. Subsequently, VRSA
will check and merge the results uploaded by each group, and
try to filter out abnormal updates, malicious nodes, or
interference caused by unstable networks.

This framework is more like a continuously adjusting
collaborative training process that ensures data security while
also striving to balance the effectiveness of risk identification,
communication costs, and system stability.

Figure 1 shows the overall framework for cross-
institutional financial risk identification, including the
training and inference stages. During the training process,
RT-DES dynamically adjusts the node grouping, PC-ERD is
responsible for information sharing and representation
compression within the groups, and VRSA completes secure
aggregation while preventing the leakage of original financial
data. During inference, each node directly uses the trained
model to process local financial events and outputs the
corresponding risk probability.

Cross-Institutional Financial Risk Identification

TRAINING STAGE (Per Round t)

1 Inference Stage

3 Todating =
1.State Updating o R] DES «n.3. Central Aggregator) + No sharding
(Before Round t) namic ] ((‘uurd:lnamr] No {epv&»lvln:lnn
i t State coordination exchange
« Risk state F} S arding oD © e ) s No cross-node aggregation
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Figure 1. Overall framework of the proposed edge-driven federated learning system

3.3. Module Descriptions

This framework is mainly composed of three parts: dynamic
grouping based on risk relationships and network structures,
information compression and knowledge transmission under
privacy constraints, and secure aggregation with consistency
checks. The system will separately analyze the financial risk
state Ff, edge topology state E£, and collaborative anomaly
state A%, to guide the clients on how to group, how to share
information within the group, and how to identify abnormal
updates during the aggregation process.

RT-DES: Risk-Topology-Aware Dynamic Edge
Sharding

As shown in Figure 2, RT-DES generates the grouping
structure before each round of training, which is used to
determine the scope of subsequent information sharing and
grouping-level aggregation:

Here, Ff is used to represent the risk coverage situation and
the degree of category complementarity of the node, Ef. is
used to estimate whether the communication between
different nodes is cost-effective, €f indicates whether this
node is suitable for participating in information compression
and sharing, and A% is used to determine whether there is
abnormal collaborative behavior. It should be noted that a
high risk level of a node does not mean it is "untrustworthy".
The abnormal behavior here refers more to whether the
behavior during the training process is stable or normal.

To ensure the reproducibility of the grouping process, the
degree of matching between nodes is weighted by several
intuitive factors, including communication cost, risk
complementarity, whether the privacy budget matches, and
the stability of the collaboration process. All indicators will
first be uniformly scaled to the range of 0 to 1. The weights
can be adjusted on the validation set or fixed, and the results
under different weight settings can also be reported.

RT-DES employs a constrained greedy grouping method.
Nodes with higher anomaly scores will not be grouped in the

Q! = Shard(V?, {Ff, EL, AL, €8} evt).

an
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initial group. Other nodes will be allocated to the group with
the lower overall cost based on factors such as group capacity,
drop probability, privacy budget, and risk coverage. If certain
nodes cannot be reasonably allocated, they will only undergo
local training in the current round. Overall, RT-DES is more
like a heuristic grouping strategy that balances
communication costs, risk coverage, privacy constraints, and
system stability. It provides a dynamic collaboration scope

for subsequent secure
aggregation.

Figure 2 illustrates how RT-DES divides the groups Q°
before each round of training. The generated groups
determine which nodes can share and aggregate information
together, which is the collaboration scope of PC-ERD and
VRSA. Meanwhile, it achieves a holistic balance among
communication overhead, privacy protection, risk coverage,

and system stability.

representation distillation and

[ RT-DES: Risk—Topology-Aware Dynamic Edge Sharding\
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(. ey f — Qs t {4l . ¢
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Figure 2. Overview of RT-DES: Risk—Topology-Aware Dynamic Edge Sharding

PC-ERD: Privacy-Constrained Edge Representation
Distillation

The function of PC-ERD is to conduct limited information
sharing within the same group without exchanging the
original financial data, account details, or identity
information. If relying only on the aggregation of ordinary
model parameters, an institution may have difficulty learning
rare fraud patterns or abnormal transaction features in other
institutions. However, directly sharing samples or complete
features would bring privacy risks. Therefore, PC-ERD will
share the protected category prototypes or statistical
representations within the group Qf, generated by RT-DES.
The scope of information exchange is also limited by the
group structure and the remaining privacy budget.
As shown in Figure 3, the overall process of PC-ERD
includes representing perturbations, intra-group prototype
exchange, and information distillation subject to budget
constraints.

Node k will first convert financial events into low-
dimensional representations through the local encoder gy, :

Zii = G Xie,i)- (12)

2 EA

Before exchanging the prototypes, the nodes will add noise to
these representations or category prototypes based on the
current privacy budget to protect them:
Zii = Zii + Siir i ~ N (0, 051, (13)
The nodes will first compress the original financial events
into low-dimensional feature representations, and then add
certain perturbations before sharing, thereby achieving a
balance between information sharing and privacy protection.
Figure 3 illustrates the basic process of PC-ERD: Nodes
first convert local financial events into low-dimensional
representations, then add certain perturbations to these
representations, and subsequently share the processed
prototypes or statistical information only within the current

group Qf,t.

VRSA: Verifiable Robust Secure Aggregation

As shown in Figure 4, VRSA can complete the group-level
aggregation without directly exposing the complete model
update content of each node. At the same time, it tries to

minimize the impact of abnormal updates, malicious
poisoning attacks, and unstable nodes. The term “verifiable”
means that the system can use consistency checks to
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determine whether the group aggregation results are
abnormal.

In the t-th training round, node k will first perform pruning
on its local update:

where p is the clipping threshold and 7is a smoothing
constant. It then generates a low-dimensional summary:

p

\Qt — t, 1 —_—
AG, = AB; mln(l i AH,ﬁ L+7 (14)

qt = H'ABE + v, (15)

H' is generated by an openly available random seed; v,
represents the aggregated noise added. These aggregated
pieces of information are mainly used for estimating the
update deviation and conducting consistency checks.

Within the group Q%,, the aggregator will first calculate a
relatively robust center update, and then distribute the
weights based on the deviation between each node's result and
the center result:

exp(—pe)
> exp(—ued)’ (16)
eos, XP(=H &)
When allocating weights, factors such as the stability of the
nodes in the past, the records of disconnections, and the

a, =

financial risk status will also be taken into account.
Subsequently, each node will upload the weighted updates
that have been protected by zero-sum masking:

Zr,f_=0.

keQk,

In this way, the aggregator can only restore the overall
update result at the group level. If an abnormality occurs in a
group, the system will choose to reset or directly reject the
update of that group, and simultaneously feed back the
relevant records to RT-DES. During this process, VRSA can
reduce the impact of abnormal updates on the training process
and improve the stability of the overall training.

Figure 4 illustrates the overall process of VRSA, including
steps such as updating the clipping, generating summaries,
weighting based on deviations, uploading using zero-sum
masks, and verifying through consistency labels, thereby
achieving group-level aggregation. The group results of each
round will be accepted, restored, retransmitted, or rejected
depending on the situation, and at the same time, relevant
stability records, disconnection situations, and risk
information will be fed back to RT-DES.
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3.4. Objective Function and Optimization

This paper adopts a hierarchical approximate optimization
approach. RT-DES is responsible for making group decisions
and dividing the nodes into different collaborative units; PC-
ERD mainly optimizes the training within groups and the
information sharing across groups. VRSA ensures the
stability and reliability of the aggregation process through
consistency checks.

At the beginning of round t, the server identifies the online
node set V¢, distributes the global model 8¢, and generates
the shard structure:

Q° = (0,04 ., Qlr.} (18)
Given shard Q%,, each node k € Q% optimizes the local PC-
ERD objective:

() _ 5(te) (1
GInk,Eﬁn Lk - Lpredk + .81 Z I Py "2 )

LY eqx represents the weighted prediction loss. The
prototype distillation part is used to make the locally learned
representations and the category prototypes within the group
as consistent as possible. L},  is used to reduce redundancy
or possibly sensitive information. L, (achieved through
gradient inversion) is used to reduce the risk of recovering the
original data. This objective function is optimized only within
the scope allowed by the current group structure and privacy
budget.

After the local training is completed, VRSA will estimate
the updated deviations based on the low-dimensional

summaries uploaded by each node, and then calculate the
aggregation weights accordingly. The server will only
perform the final aggregation on the groups that pass the
consistency check:

B+t = gt 417, Z 1t, 88,

meMt

(20)

valid

where M!,;;is the set of valid shards and A®%,is the
aggregated update of shard m. By default, shard weights are
normalized by valid sample size:

Np,

R L @1
Nt t
Z]em i KeQkh, )

valid

After the aggregation, various states will be updated:
communication delay, bandwidth, and online status will be
updated to Ef**; update deviation, disconnection status, loss
change, and Verlﬁcatlon failure records are updated to AL";
the privacy consumption of the exchange is updated to et+1
Here, Ff} only represents the local risk distribution and is not
mixed with abnormal collaborative states.

In each training round, the data is first grouped by RT-
DES, then locally trained by PC-ERD, followed by
aggregation by VRSA. After that, the model is deployed,
locally verified, and the status is updated. The server only
receives the weighted verification results or aggregated
statistical information. The wvalidation set is used for
parameter tuning and early stopping, while the test set is only
used for reporting the final results.

2 EA

EAI Endorsed Transactions on
Scalable Information Systems
| Volume 13 | Issue 3 | 2026 |



Edge-Driven Federated Learning System for Secure and Scalable Financial Data Sharing With Privacy Protection

The default settings are T=100, E=3, batch size=1024,
using AdamW, learning rate 1073, n4=1.0, with a dimension
of 128, noise 0.8, f; =05, S, =1073, and f; =0.1.
Overall, these three modules are not optimized together but
are adjusted through feedback to balance the system among
effectiveness, communication, privacy, and stability as much
as possible.

4. Experiment and Results

4.1. Experimental Setup

Datasets, Labels, and Splits

This paper utilizes three main datasets and two extended
datasets, as summarized in Table 1. The AMLSim, IBM
AML-Data HI-Small, and IEEE-CIS fraud detection datasets
are used for the main performance comparison, ablation
experiments, and robustness tests. The PaySim Synthetic
Mobile Money and Elliptic Bitcoin Dataset are used for
supplementary verification, such as mobile payment
scenarios and transaction network risk identification. This
paper builds a federated edge experimental environment
using public data and synthetic methods. The client divisions,
communication states, and online conditions are all generated
according to rules.

Table 1. Datasets, Labels, and Splits

Dataset Type Positive Label Data Split Usage
AMLSIm Synthetic AML laundering approx. 700k/150k/150k Main experiments, ablation
IBM AML-Data . . - approx. . .
HI-Small Synthetic AML laundering/suspicious 3.56M/0.76M/0.76M Main experiments, non-lID
IEEE-CIS P“b"‘f: payment isFraud = 1 approx. 413k/89k/gok | Main experiments, identity
raud missingness
. Synthetic mobile . _ approx. s
PaySim payment isFraud =1 4.45M/0.95M/0.95M Extended validation
C o Bitcoin transaction —_ time steps 1-30/31— Extended graph
Elliptic Bitcoin graph illicit 40/41-49 experiments

All datasets are divided in chronological order, resulting in
training sets, validation sets, and test sets, in an effort to avoid
future information leakage. For IEEE-CIS, the test set is re-
divided based on TransactionDT within the publicly available
training set. For Elliptic, the division is carried out according
to time steps, where unlabeled nodes do not participate in
supervised training, threshold selection, or metric calculation.
AMLSim, IBM AML-Data, and PaySim are themselves
synthetic or semi-synthetic data, so the experimental results
are mainly used for method validation, and their effects in real
production environments cannot be directly equated.

Data Preprocessing and Leakage Prevention

For the tabular data, the preprocessing procedure is
summarized in Table 2. Numerical features are first
standardized using the statistics of the training set. The
categorical features are first truncated by frequency, and then

represented by embeddings: categories that appear less than
20 times in the training set are uniformly regarded as
"unknown", and each field retains at most the top 10,000 most
common values. The embedding dimensions are mapped
according to the specified values:

demp = min(32,[{/1 C 1]).

The steps for handling missing values are to add a missing
flag and perform numerical filling. Numerical fields are filled
with the median of the training set, while categorical fields
are directly filled with "unknown". In the IEEE-CIS dataset,
the transaction table and the identity table are connected
through Transaction ID. Transactions without matching
identity information will retain the missing flag.

Table 2. Data Preprocessing and Leakage-Prevention Rules

Dataset Removed Fields Leakage-Prevention Treatment
AMLSim label, alert flag, posterior rule-based fields Only prediction-time features are used
IBM AML-Data label, SAR/alert posterior fields Preprocessors are fitted only on training data
IEEE-CIS isFraud The official unlabeled test set is not used
PaySim isFraud, isFlaggedFraud Rule-based fraud indicators are excluded
Elliptic class label, node id Community partitioning is fitted only during training time steps

All preprocessing information, such as normalization
parameters, category tables, fill-in values, community

2 EA

divisions in the graph structure, prototype statistics, grouping
status, and neighborhood risk statistics, is calculated from the
training set, local data, or the current training round. The
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validation set is only used for parameter tuning, early = This study partitions each dataset into multiple simulated
stopping, and threshold selection. The test set labels will not  institutions, as summarized in Table 3. Each institution only
be involved in any form of preprocessing, grouping, used a portion of the data. During the splitting process, the

statistical calculation, or threshold setting. original elements were basically not changed. For instance,
the category proportions and feature structures remained the
Federated Partitioning and Edge-State Simulation same, only being redistributed to different institutions.

Table 3. Federated Client Partitioning

Dataset K Client Partitioning Rule Non-IID Statistics
AMLSIm 20 bank _id; otherwise merged account-graph communities label JSD, sample-size CV
IBI\SQQAL- 30 From the Bank, large banks are split by account communities label JSD, transaction-type JSD

User—device clusters from ProductCD, card1, addr1, DeviceType,

IEEE-CIS 24 ) - label JSD, identity missing rate
and time windows
PaySim 40 Accounts, transaction types, and step windows type JSD, amount shift
- Louvain communities within training time steps, plus temporal illicit ratio, average degree,
Elliptic 20 D >
partitioning modularity

The experimental environment and model settings are

Label skew is the difference between institutions were only ~ summarized in Table 4. All experiments were conducted on a
roughly estimated. One was used to show the distribution = machine equipped with an RTX 4090 GPU with 24 GB
variations, and the other was used to check if the data volume  memory, running Ubuntu 22.04, Python 3.10, PyTorch 2.3.1,
was evenly distributed. Additionally, the actual bank network ~ CUDA 12.1, and PyTorch Geometric 2.5. For the model
data could not be obtained, so the delays, bandwidth, and architecture, tabular datasets were processed using a three-
online conditions were all simulated rather than based on  layer MLP, while the Elliptic dataset was modeled using a

actual records. two-layer GraphSAGE. Unless otherwise specified, all
methods followed the same experimental settings, with only

Training, Evaluation, and Statistical Protocols minor parameter adjustments when connecting specific
modules.

Table 4. Training, Attack, and Evaluation Protocols

ltem Setting
Optimizer AdamW
Learning rate/weight decay 10-3/10~*
Batch size/local epochs/rounds 1024/3/100
Representation dimension 128
Repetitions 5 seeds, mean * standard deviation
Malicious-client ratio 5%, 10%, 20%, 30%
Attack types Direction flipping, label flipping, and Gaussian noise
Main metrics AUPRC, F1, Recall@Precision = 0.90/0.95
System metrics Communication, convergence rounds, training time, inference time
Privacy metrics Attribute inference AUC, membership inference AUC, reconstruction MSE

AUPRC is the primary evaluation metric. F1 and recall ~ Here, Mdenotes AUPRC by default.
under fixed precision are calculated only by selecting
thresholds on the validation set. The server only receives the
weighted validation results or the aggregated statistical
information that has undergone security aggregation. The
training time includes local computation, communication, . ) S b SLvle
and aggregation overheads. The inference stage only categories, 1nclpd1ng the situation where only local training is
calculates the forward propagation. Robustness is measured cor}dpcted, the 1.deal scenario where the data is ceptrahzed for
by the relative decrease in AUPRC: training, and different types of federated learning methods

(standard methods, methods under non-IID settings, methods
with privacy constraints, and methods with robust
X 100%. mechanisms). All federated methods use the same set of

4.2. Baseline Methods

The comparison methods can be classified into several

Mclean - Mattack

DropRate =
Mclean
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experimental settings, the hyperparameters are also selected
within the same validation range, and the test set does not
participate in any parameter tuning.

Local training serves as the lowest reference, while
centralized training serves as the theoretical upper limit
reference. These are used to aid understanding but do not
participate in communication or privacy-related comparisons.
Other federated methods cover common baseline types and
are used together with the method proposed in this paper as
the overall comparison objects.

For fair comparison, the prototype-based method
uniformly uses the same representation dimensions and
exchange frequencies; the privacy-related methods use the
same set of noise settings; the robustness experiments
uniformly involve malicious clients, attack types, and attack
intensities. The statistical method for communication
overhead is also consistent, calculated based on the number
of model updates, prototypes, summaries, consistency labels,
and masked related messages. The ablation experiments
mainly examine what changes occur when certain modules
are removed, different strategies are replaced, different robust
aggregation methods are used, or the backbone network with
parameter matching is replaced.

4 .3. Quantitative Results

This section compares local training, centralized training,
several common baseline methods for federated learning,
privacy protection methods, robust aggregation methods, and
the method proposed in this paper. All federated methods use
the same data partition, number of clients, model structure,
input features, batch size, number of local training rounds,

and communication rounds. Each experiment is repeated five
times, and the results are reported as the mean + standard
deviation. AUPRC does not depend on the threshold, while
the threshold for F1 is determined only on the validation set.
Statistical significance is tested using a two-sided paired t-
test, and corrected using the Holm—Bonferroni method.

Main Performance Comparison

As shown in Table 5, the method proposed in this paper
achieved the best overall federated AUPRC results on
AMLSim, AML-Data, IEEE-CIS, and PaySim, while it was
slightly lower than the DSFL-based methods on Elliptic
Bitcoin. The performance of F1 was also largely consistent,
indicating that the overall effect was relatively stable in most
tabular data and transaction flow risk tasks.

After applying the Holm—Bonferroni correction, only the
AUPRC improvement on PaySim remained statistically
significant. Therefore, these results are more appropriately
interpreted as an overall improvement under the current
experimental setup. The results of centralized training still
exceeded those of most federated methods, which also
indicates that the performance gap still exists under privacy
constraints and non-IID partition conditions.

Convergence Analysis

On AML-Data, we additionally recorded the validation
AUPRC for each round during the training process. Table 6
presents the results for the validation set, while Table 5 shows
the results for the test set. These two sets cannot be directly
compared. Figure 5 illustrates the training trajectories for five
random seeds, including the average curve and the =l
standard deviation fluctuation range.

Table 5. Main Performance Comparison on Five Datasets

Method AMLSIm AML-Data IEEE-CIS PaySim Elliptic

AUPRC/F1 AUPRC/F1 AUPRC/F1 AUPRC/F1 AUPRC/F1
Local-only 0.672+0.020/ 0.641+0.028/ 0.548+0.023/ 0.701+0.010/ 0.512+0.046/
0.593+0.022 0.561+0.031 0.492+0.025 0.636+0.012 0.462+0.051
Centralized upper 0.836+0.013/ 0.817+0.018/ 0.681+0.018/ 0.866+0.006/ 0.634+0.039/
bound 0.750+0.015 0.729+0.021 0.604+0.021 0.784+0.009 0.579+0.043
FedAvg 0.716+0.017/ 0.693+0.024/ 0.587+0.020/ 0.744+0.009/ 0.556+0.039/
0.633+0.019 0.612+0.027 0.528+0.023 0.672+0.011 0.503+0.044
FedProx 0.735+0.018/ 0.714£0.023/ 0.609+0.022/ 0.763+0.008/ 0.566+0.043/
0.652+0.020 0.635+0.025 0.548+0.024 0.691+0.010 0.511+0.046
DP-FedAvg 0.701x0.024/ 0.678+0.030/ 0.571+0.021/ 0.731+0.011/ 0.536+0.050/
0.618+0.025 0.598+0.032 0.512+0.024 0.659+0.013 0.482+0.055
FedEDS-style 0.748+0.021/ 0.729+0.026/ 0.634+0.021/ 0.778+0.010/ 0.584+0.048/
0.668+0.022 0.651+0.027 0.573+0.024 0.706+0.012 0.528+0.052
DSFL-style 0.774£0.017/ 0.754+0.021/ 0.641+0.019/ 0.804+0.007/ 0.626+0.038/
0.692+0.019 0.676+0.023 0.581+0.022 0.733+0.009 0.570+0.041
SecAgg+Median 0.782+0.014/ 0.764+0.020/ 0.648+0.018/ 0.794+0.009/ 0.611+0.035/
0.700+0.016 0.686+0.022 0.588+0.021 0.724+0.011 0.552+0.039
SCAFFOLD 0.746+0.018/ 0.724+0.022/ 0.625+0.020/ 0.771+0.008/ 0.572+0.041/
0.664+0.020 0.646+0.024 0.563+0.023 0.698+0.010 0.518+0.045
FedProto 0.765+0.016/ 0.745+0.024/ 0.651+0.019/ 0.787+0.008/ 0.593+0.046/
0.684+0.018 0.667+0.026 0.590+0.022 0.716+0.010 0.538+0.050
Krum/ 0.752+0.020/ 0.738+0.025/ 0.628+0.022/ 0.781+0.010/ 0.579+0.049/
Multi-Krum 0.672+0.021 0.660+0.027 0.568+0.024 0.710+0.012 0.525+0.053
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Proposed method 0.813+0.016/ 0.797+0.021/ 0.664+0.020/ 0.848+0.007/ 0.619+0.043/
P 0.728+0.018 0.711£0.024 0.595+0.023 0.768+0.010 0.558+0.047
raw p-value 0.012/0.018 0.009/0.027 0.084/0.112 0.002/0.006 0.214/0.338
Holm p-value 0.084/0.108 0.072/0.135 0.336/0.336 0.020/0.054 0.428/0.428
Table 6. Validation AUPRC Convergence on AML-Data
Communication FedEDS- . Proposed
Round FedAvg FedProx DP-FedAvg style DSFL-style | SecAgg+Median method
10 0.519+0.026 | 0.535+0.024 | 0.507+0.031 0.546+0.027 | 0.563+0.025 0.557+0.024 0.603+0.025
20 0.596+0.024 | 0.614+0.023 | 0.582+0.029 | 0.631+0.025 | 0.646+0.023 0.650+0.022 0.702+0.023
30 0.652+0.027 | 0.669+0.025 | 0.639+0.030 | 0.684+0.026 | 0.707+0.024 0.716+0.023 0.754+0.026
40 0.675+0.025 | 0.694+0.022 | 0.659+0.028 | 0.710+0.025 | 0.731+0.023 0.737+0.022 0.781+0.022
50 0.688+0.026 | 0.706+0.024 | 0.671+0.031 0.722+0.024 | 0.744+0.022 0.751+0.021 0.775+0.027
60 0.684+0.029 | 0.701+0.026 | 0.666+0.033 | 0.716+0.027 | 0.739+0.025 0.747+0.024 0.789+0.024
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Figure 5. Validation AUPRC convergence curves on AML-Data

As shown in Table 6 and Figure 5, as the communication Communication,

rounds increase, the effectiveness of most methods generally

Efficiency,
Cost

and Computational

rises. The method proposed in this paper shows a rapid
improvement in the first 30 rounds and can maintain a high
level in most rounds, indicating that convergence is relatively
faster under the current settings. This trend mainly reflects the
dynamic changes during the training process and should be
viewed together with the ablation results.

This section compares the parameter size, FLOPs,
communication overhead, convergence rounds, training time,
and inference cost on the AML-Data dataset. All methods use
the same basic model structure, but due to the different
additional modules, there will be differences in the parameter
quantity and computational cost. The calculation method for
communication overhead is consistent with that in Section
4.1, including model updates, prototypes, summaries,
consistency labels, and messages related to masks.

Table 7. Efficiency and Computational Cost on AML-Data

Method Parameters FLOPs/batch Communication | Rounds to 95% Training Inference Time
(M) (G) (GB) Final AUPRC Time (min) | (ms/1k samples)
FedAvg 1.21 0.84 18.3+1.1 3614 88+7 7.7+0.4
FedProx 1.21 0.84 18.71.2 3543 9248 7.9+0.5
DP-FedAvg 1.21 0.86 19.8+1.4 3744 10549 8.3+0.5
FedEDS-style 1.39 0.97 21.1+1.5 35+4 111+12 9.0£0.5
DSFL-style 1.34 0.93 16.5+1.1 36+3 878 8.840.5
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SecAgg+Median 1.29 0.91 17.0£1.0 373 9019 8.5+0.4
Proposed 152 1.08 14.2+0.9 2943 7947 9.940.6
method

As shown in Table 7, the proposed method achieves the
lowest communication volume, which is 13.9% lower than
DSFL-style, the lowest-communication baseline. It also
reaches 95% of the final AUPRC in the fewest rounds.
However, it has higher parameters, FLOPs, and inference
time than several baselines, proving that its advantage is in
communication efficiency and convergence speed.

4 4. Qualitative Results

To better understand the performance of the model, this paper
selects a typical successful case from AMLSim and a failed
case from the Elliptic Bitcoin dataset for illustration. These
cases are mainly used to explain the model behavior and are
not used to independently prove the causal effect of a certain
module. All classification thresholds were determined on the
validation set.

Successful Case: Multi-Hop Money-Laundering
Path in AMLSim

Figure 6 illustrates the laundering path in AMLSim: Al —
A2 — A3 — A4 — Al. Its characteristic is that the

{ Amount: 9800
i Interval: 3min |
| SecAgg+Median: 0.64 |
Proposed Method: 0.86

{ Amount: 9,200
Interval: 12 min
| SecAgg+Median: 0.52 |
Proposed Method: 0,81

a
& R T ST

’ Amount: 9,430
| Interval: 7 min

SecAgg+Median: 0.57 1
' Proposed Method: 0.84

{Amount: 9,650 | I cauction: 15.6% 21.7%

| Interval: Smin |

! SecAgg+Median: 0.59 }
{ Proposed Method: 0.88 | l@‘ )  Ground truth: laundering

transaction amount is large, the time interval is short, and it
forms a local closed loop.

Table 8. Summary of the Successful AMLSim Case

. . Proposed
Metric SecAgg+Median Method
Risk score range 0.52-0.64 0.81-0.88
Exceeds threshold No Yes
0.67
Neighborhood risk 0.55-0.64 0.55-0.64
ratio
Prototype distance . o o
reduction 15.6%-21.7%
Ground-truth label laundering laundering

As shown in Figure 6 and Table 8, it can be seen that the
SecAgg+Median method failed to identify this path, while the
method in this paper provided risk scores above the threshold
for all four transactions. The results show that such structured
paths are more easily captured after cross-shard prototype
alignment, indicating that the model is more sensitive to this
circular fund flow pattern.

' ™y
0 Validation threshold: 0.67

#®¢ Neighborhood risk ratio:
B (55 064

Prototype distance

\ J

e =
@ SecAgg+Median:
below threshold, likely miss

@ Proposed Method:
above threshold,

{7771 SecAgg+Median score {7771 Proposed Method score
i____ l(gray): below threshold (< 0.67)  i____} (green): above threshold (2 0.67)

] correctly detected

Figure 6. Successful Multi-hop Money Laundering Path Detection in AMLSim

The SecAgg+Median method failed to identify the circular
transaction path of A1—-A2—A3—A4—AT1 because the risk
scores it provided were all below the validation threshold of
0.67. However, the scores in this paper exceeded this
threshold, thus successfully detecting this money laundering
route.
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Failure Case: Boundary Node Misclassification in
Elliptic

Figure 7 illustrates a false positive case of Elliptic. Node E-
2265 is connected to several unknown nodes as well as high-
risk communities.
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Table 9. Summary of the Elliptic Failure Case

Metric Value
Node ID E-2265
Ground-truth label licit
Predicted probability 0.73
Validation threshold 0.60
Neighbor risk ratio/unknown-neighbor ratio | 0.48/0.46

As shown in Figure 7 and Table 9, -2265 is actually a
legitimate node, but the model still wrongly identifies it as an

Threshold: ~ 0.60
Ground truth: licit
illicit

@ Prediction:
Lo

L
/
’
/
']
/
f o pmmm
b=
e
.
,
i
'
\
.

(L1103

illegal node. This error might be related to incomplete labels
in the blockchain transaction graph and limited contextual
information. This case illustrates that the method presented in
this paper may be influenced by surrounding high-risk
signals, thereby overestimating the risk score of most normal
nodes. The case here is mainly for illustrative purposes, and
the true conclusion is based on the overall experiment and
ablation results.

High-risk ( Node Information
community |

8 . ‘ Node ID: E-2265
,/' ‘.\ | Ground truth: licit
"7“_ V| Prediction: ilicit
' ' | Prodicted sk 073
: Threshold: 0.60
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' Neighborhood Statistics

; Neighbor risk ratio: 0.48

Unknown neighbor ratio: 0.46

Error type:
Boundary false positive

=
O Licit O Illicit () Unknown
Ay

=~ 1-hop edge

===~ High-risk community link

Figure 7. Elliptic boundary node misclassification case

Although E-2265 is a legitimate transaction node, due to
its connection with numerous high-risk communities and
unknown neighbors, the model ultimately assigned a risk
score of 0.73, which was higher than the 0.60 threshold set
during the verification stage. Therefore, it was wrongly
classified as a high-risk node. This case demonstrates that in
areas with relatively ambiguous structures, surrounding risk
information can sometimes influence the model's judgment,
thereby leading to false alarms.

4.5. Robustness Validation

To assess the stability of the model in non-ideal federated
environments, this paper introduces three types of
disturbances on the AML-Data: client disconnection,
malicious client attack, and noisy updates. All experiments
use the same data partitioning, number of clients, model
structure, batch size, local training rounds, and
communication rounds as described in 4.3.

The comparison methods include several common types of
federated learning, privacy protection, and robust aggregation
methods, such as FedAvg, FedProx, DP-FedAvg, FedEDS-
style methods, DSFL-style methods, SecAgg+Median,
SCAFFOLD, FedProto, as well as robust aggregation
methods like Krum/Multi-Krum, Truncated Average, and
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Bulyan. The offline experiments use random disconnections;
the malicious client experiments employ direction flipping
and label flipping attacks; in addition, Gaussian noise is
added to the client updates:

ABI = NGy, + &, & ~ N (0,02,
Performance degradation is measured by

AUPRCclean - AUPRCattack

0
AUPRC.. X 100%.

DropRate =

Overall Robustness Comparison

Figure 8 presents the robustness results of AML-Data under
three interference conditions, including client disconnection,
malicious client attack, and Gaussian noise injection. The
figure shows the average results of five experiments, +1
standard deviation, and the variation curves with different
random seeds.

As shown in Figure 8(a), when the client disconnection rate
increases from 0% to 40%, the performance of all methods
will decline. The AUPRC of the method proposed in this
paper drops from 0.803 to 0.692, a decrease of approximately
13.8%; SecAgg+Median drops from 0.762 to 0.653, a
decrease of approximately 14.3%. Overall, the stability of this
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method under disconnection conditions is close to that of
other methods, with a slight advantage, but a higher
disconnection rate will significantly affect the overall model
effect.

Figure 8(b) presents the results of the malicious client
attack. As the proportion of malicious clients increases, the
performance of all methods declines. In cases of 20% and
30% malicious clients, the AUPRC of the method proposed
in this paper is 0.704 and 0.642, respectively, which is
approximately 20% lower than the normal setting. In most
cases, it still outperforms several common robust aggregation
methods, but as the attack proportion continues to increase,

(a) Client Dropout
0.80

(b) Malicious-Client Attacks

this advantage gradually weakens. Therefore, VRSA can be
regarded as a mechanism for reducing the impact of abnormal
updates.

From Figure 8(c), it can be seen that lower levels of noise
only cause minor fluctuations. When the noise intensity
increases to 6 = 0.30, the AUPRC of the method in this paper
drops to 0.684, indicating that even strong noise still
significantly affects the local update. Overall, the method in
this paper performs relatively stably under moderate
interference, but it is not completely consistent under all
random seeds, attack intensities, and interference conditions.

(c) Gaussian Noise Injection
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Figure. 8. Overall Robustness Comparison on AML-Data. Robustness results under client dropout,
malicious-client attacks, and Gaussian noise injection

Boundary Conditions

This paper mainly tested several common interference
scenarios, such as random client disconnections, direction
reversal attacks, tag reversal attacks, and Gaussian noise.
VRSA can reduce the impact of obviously abnormal updates
through bias weighting and consistency checks, but it is not a
complete Byzantine defense solution. For more complex

attack scenarios, stronger detection and security mechanisms
are needed to further verify.

Ablation Analysis of Robustness

To observe the functions of different modules under an
interference environment, this paper sets up three
experimental scenarios: 30% of the clients going offline, 20%
of malicious clients, and Gaussian noise ¢ = 0.20.

Table 10. Robustness Results after Removing Different Modules

Method Variant | 30% Dropout AUPRC | 20% Malicious Clients AUPRC | ¢ = 0.20 Noise AUPRC
Full Model 0.741+0.018 0.704+0.020 0.738+0.018
w/o RT-DES 0.675+0.023 0.689+0.022 0.719+0.020
w/o PC-ERD 0.714+£0.020 0.672+0.024 0.669+0.025
w/o VRSA 0.725+0.019 0.631+0.027 0.681+0.024
w/o feedback 0.702+0.021 0.657+0.025 0.699+0.022

From Table 10, it can be seen that the impact of different
modules varies in different scenarios. When there is a 30%
drop in connection, the performance drops most significantly
after removing RT-DES; under malicious client attacks, the
removal of VRSA has the greatest impact; and in the case of
noise updates, the performance drops the most after removing
PC-ERD. This indicates that RT-DES is more inclined to
enhance the stability of node collaboration, PC-ERD is more
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helpful in stabilizing the representation of information, and
VRSA is more important for handling abnormal updates.
However, these results mainly reflect the performance in the
current experiment and cannot directly indicate that these
modules will have the same effect in all scenarios.
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4.6. Ablation Study

To analyze the respective roles played by RT-DES, PC-ERD,
VRSA, and state feedback, this paper conducted ablation
experiments on AMLSim, AML-Data, and IEEE-CIS.
Besides simply removing the core modules, this paper also
tested different alternative solutions, sub-module variants,
robust aggregation methods, and control models with similar
parameter quantities to determine whether the performance
improvement was due to the proposed method itself or simply
because the model was larger or used common robust
strategies.

Ablation of Core Components, Submodules, and
Replacement Strategies

Based on Table 11, removing any core module will cause the
average AUPRC to decrease, with the removal of PC-ERD
having the greatest impact. This indicates that cross-shard
representation distillation has the most obvious relationship
with performance improvement, while RT-DES and VRSA
also contribute to the overall effect. Further replacement
experiments show that this improvement is not solely due to
ordinary shards, simple prototype sharing, conventional
robust aggregation, or increased model parameters. However,
after Holm correction, the differences between some variants
are not significant, so the interpretation of the effect of
individual modules still requires caution.

Table 11. Ablation Results of Core Components, Submodules, and Replacement Strategies

Type Variant Average AUPRC | AAUPRC | Holm p-value
Full model Full Model 0.765+0.012 — —

Core module w/o RT-DES 0.737+0.014 10.028 0.060
Core module w/o PC-ERD 0.719+0.016 10.046 0.048
Core module w/o VRSA 0.736+0.015 10.029 0.055
Core module w/o feedback 0.748+0.013 10.017 0.096
RT-DES submodule w/o online-rate state 0.746+0.014 10.019 0.092
RT-DES submodule w/o heterogeneity state 0.742+0.015 10.023 0.074
PC-ERD submodule w/o representation noise 0.746+0.015 10.019 0.094
PC-ERD submodule w/o adversarial reconstruction constraint 0.752+0.014 10.013 0.128
VRSA submodule w/o deviation-based weighting 0.727+0.016 10.038 0.049
VRSA submodule w/o consistency checking 0.741+0.015 10.024 0.076
Replacement strategy Random Sharding replacing RT-DES 0.730£0.015 10.035 0.054
Replacement strategy Prototype Sharing replacing PC-ERD 0.730+0.016 10.035 0.049
Robust aggregation replacement SecAgg replacing VRSA 0.739+0.014 10.026 0.060
Robust aggregation replacement Krum replacing VRSA 0.73110.017 10.034 0.052
Robust aggregation replacement Multi-Krum replacing VRSA 0.735+0.016 10.030 0.056
Robust aggregation replacement Trimmed Mean replacing VRSA 0.736+£0.015 10.029 0.058
Robust aggregation replacement Bulyan replacing VRSA 0.731+0.017 10.034 0.050
Parameter-matched control Param-matched backbone 0.681+0.019 10.084 0.018
Backbone baseline FedAvg backbone only 0.667+0.020 10.098 0.011

Note: Holm p-values are obtained from paired t-tests between the Full Model and each variant, with multiple-comparison correction.

Supplementary Analysis
Privacy, and Robustness
On AML-Data, the communication cost of the complete
model is lower, and its convergence speed is faster; however,
this advantage is significantly weakened after removing RT-
DES. Removing VRSA leads to a more pronounced decline
in the model's performance under malicious client attacks,
indicating that it is crucial for mitigating the impact of

of System Metrics,

abnormal updates. Removing PC-ERD makes the model
more unstable in the presence of noisy updates, suggesting
that representation distillation helps maintain the stability of
representation learning.

Further black-box privacy attack experiments showed that
without PC-ERD, the risks of attribute inference and
membership inference will increase, while the reconstruction
error will decrease. This indicates that PC-ERD can reduce
representation leakage but cannot provide strict privacy
protection.

Parameter Sensitivity Analysis

This paper also analyzed the effects of the noise scale oy, the
target piece size Mg, and the summary dimension d, on the
results of AML-Data.

Table 12. Sensitivity Results of Key Hyperparameters

| Parameter Setting |  AUPRC

| Communication (GB) | Privacy Attack AUC | |

2 EA
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o = 0.4 0.81220.014 14.10.9 0.62+0.03
o, = 0.8, default | 0.803+0.013 14.2£0.9 0.56£0.02
o = 1.2 0.78620.016 14.3:1.0 0.53£0.02
Mgy = 4 0.78710.017 15.6¢1.1 —
Myqr = 8, default | 0.803%0.013 14.2£0.9 —
Mgy = 12 0.796%0.015 14.8+1.0 —
d, = 64 0.789+0.016 13.7£0.8 —
d, = 128 0.798+0.014 14.0£0.9 —
d, = 256, default | 0.803+0.013 14.2+0.9 —

As shown in Table 12, g, = 0.8 achieves a relatively
balanced trade-off among model performance, privacy
risk, and communication overhead. Moreover, the overall
performance of my,, = 8 is also relatively stable. Overall,
RT-DES is more inclined to enhance communication
efficiency, PC-ERD is more conducive to maintaining
representation stability, and VRSA is mainly used to
mitigate the impact of abnormal updates. However, these
results still heavily rely on the current experimental setup
and are essentially empirical observations.

5. Discussion

The experimental results show that in the federated
financial learning environment, the model performance is
not only related to parameter aggregation or privacy
protection, but also affected by factors such as risk
distribution, network status, communication conditions,
and aggregation methods. Recent research on federated
learning for credit card fraud detection also indicates that
even if data cannot be directly shared, multi-institutional
collaborative training can still enhance the ability to
identify financial risks [29]. Some anti-money laundering
studies have also found that the structural relationships and
time sequences between transactions are very important for
identifying money laundering behaviors [30]. Compared
with these works, this paper integrates risk representation,
node differences, communication restrictions, privacy-
constrained information exchange, and robust aggregation
into a unified training process for unified consideration.

The ablation experiments show that RT-DES, PC-ERD,
and VRSA correspond to different types of problems. RT-
DES is more focused on improving communication
efficiency and adapting to node disconnections, which is
consistent with some research results on federated learning
based on client grouping and prototype sharing [31]. PC-
ERD is related to stability and a lower risk of privacy
attacks. Existing studies have pointed out that even without
sharing the original data, intermediate representations or
gradient information may still pose a risk of data leakage
[32]. However, PC-ERD is mainly an empirical risk
mitigation method.

The method presented in this paper achieved the highest
federated AUPRC on AMLSim, AML-Data, IEEE-CIS,
and PaySim, but was slightly lower than the DSFL-based
methods on Elliptic Bitcoin. This indicates that this
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framework is more suitable for tabular data and transaction
flow scenarios. Additionally, not all improvements can be
maintained as significant after Holm—Bonferroni
correction. Therefore, these results are more appropriately
understood as overall performance advantages under the
current experimental conditions.

Some security aggregation studies emphasize that, while
protecting the gradient privacy of the client side, it is also
necessary to be able to verify whether the aggregated
results have been tampered with [33]; other privacy
aggregation methods consider how to resist poisoning
attacks as much as possible under the condition of privacy
restrictions [34]. Compared with these approaches, VRSA
merely combines several commonly used methods,
including low-dimensional summaries, weighted by
shards, masking processing, and consistency checks. Its
main function is to mitigate the impact of abnormal updates
and unstable nodes. Experiments have proved that it is
more stable when the proportion of malicious clients is not
high, but when the attack becomes stronger, this advantage
will gradually weaken.

This method is indeed more efficient in terms of
communication and can achieve approximately 95% final
AUPRC with fewer rounds. However, correspondingly, its
model parameters, computational cost, and inference time
will be higher than those of FedAvg, FedProx, and some
security aggregation methods. Therefore, it is more suitable
for application scenarios where communication resources
are relatively limited, but the risk detection effect is highly
valued.

This work also has some limitations. AMLSim, IBM
AML-Data, and PaySim are all simulated or semi-
simulated data, and there is still a gap from the real
financial environment. The privacy assessment currently
mainly relies on tests such as attribute inference,
membership inference, and reconstruction attacks, and
cannot be equivalent to strict (€,0)-DP. The robustness
experiments, although they consider some attack scenarios,
such as more complex adaptive poisoning and
collaborative backdoors, have not been covered. The delay,
memory, and throughput during actual deployment have
not yet been systematically tested. In the future, there may
be a greater focus on real financial environments, lighter
models, stronger attack detection, and easier auditing
designs.

6. Conclusion
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This paper proposes an edge-driven federated training
framework to support collaborative risk identification
across clients.

In the experimental part, multiple datasets such as
AMLSim, AML-Data, IEEE-CIS, PaySim, and Elliptic
Bitcoin were applied. The results showed that the
performance was superior to the comparison methods on
the first four datasets, but slightly inferior to the DSFL-like
methods on Elliptic Bitcoin. Considering the influence of
multiple statistical corrections, the improvements on some
datasets were not stable after significance tests. Therefore,
a more reasonable interpretation is that there is an overall
advantage in the trend, but the magnitude of the advantage
varies slightly among different datasets.

The ablation experiments explain the functions of each
module. RT-DES mainly affects the client grouping and
communication efficiency, PC-ERD improves the
representation stability to some extent, VRSA alleviates
the interference caused by abnormal updates to a certain
degree, and the feedback mechanism is mainly used for the
continuous adjustment of the state during multi-round
training. From the results of the replacement experiments
and parameter matching, these improvements are not solely
caused by changes in model size or general aggregation
strategies. However, accordingly, the computational and
inference costs will also increase. This needs to be
considered separately based on specific requirements
during actual deployment.

The subsequent work can be further advanced in several
directions, such as more realistic verification based on
actual financial business scenarios, lightweight structural
design, uncertainty modeling, graph structure risk
propagation constraints, and more auditable aggregation
mechanisms. These directions mainly focus on enhancing
stability and practical usability.
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