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Abstract

INTRODUCTION: Blockchain technology has gained significant attention across various sectors as a distributed ledger
solution. To comprehend its applicability and potential, a comprehensive understanding of blockchain's essential elements,
functional traits, and architectural design is imperative. Consensus algorithms play a critical role in ensuring the proper
operation and security of blockchain networks. Consensus algorithms play a vital role in maintaining the proper operation
of a blockchain network, and their selection is crucial for optimal performance and security.

OBJECTIVES: The objective of this research is to analyse and compare various consensus algorithms based on their
performance and efficiency in mining blocks.

METHODS: To achieve this, an experimental model was developed to measure the number of mined blocks over time for
different consensus algorithms.

RESULTS: The results provide valuable insights into the effectiveness and scalability of these algorithms. The findings of]
this study contribute to the understanding of consensus algorithm selection and its impact on the overall performance of]
blockchain systems.

CONCLUSION: The findings of this study contribute to the understanding of consensus algorithm selection and its impact
on the overall performance of blockchain systems. By enhancing our knowledge of consensus algorithms, this research aims

to facilitate the development of more secure and efficient blockchain applications.
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1. Introduction

Blockchain is a revolutionary technology that has gained
significant attention over the past few years. Using this
distributed, decentralized, and immutable ledger,
transactions can be made securely and openly without the
aid of a third party you can trust. The technology was
initially developed as the underlying technology for the
cryptocurrency Bitcoin but has since been applied to a wide
range of industries and use cases, including finance,
healthcare, supply chain management, and more[1].

At its core, a blockchain is a database that is made up of
a series of blocks that contain data. The term "blockchain"
refers to the chain of blocks that is formed when each block
is connected to the one before it. The mechanism is safe
and impenetrable to tampering once a block is put to the
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chain.[2] The distributed nature of the technology also
means that the data is spread across multiple nodes, making
it resilient to attacks and ensuring that it doesn't have a
single weak point.

There are several algorithms that are used to secure and
validate transactions on a blockchain. Included in these are
Proof-of-Work  (PoW), Proof-of-Stake (PoS), and
Delegated Proof-of-Stake (DPoS), among others. Each
algorithm has its own unique characteristics and tradeoffs,
and understanding these is crucial for a comprehensive
analysis of blockchain algorithms[3]. In this research
paper, we will provide a detailed analysis of the various
blockchain algorithms, their strengths and weaknesses, and
their suitability for different use cases. We will also explore
the evolution of blockchain technology, its current state,
and its potential for the future.
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Proof of work (PoW) is a widely used consensus
mechanism in blockchain technology, introduced by
Bitcoin's creator Satoshi Nakamoto. PoW is designed to
ensure that transactions are validated in a decentralized
manner by a network of nodes, without the need for a
central authority. The PoW algorithm requires nodes on the
network in order to validate transactions and add them to
the blockchain, one must solve a challenging mathematical
challenge[1]. This process requires significant
computational power, making it difficult for anyone node
to monopolize the validation process. While PoW has
proven to be a successful consensus mechanism, it has also
faced criticism for its high energy consumption and
potential for centralizations[4].

Proof of Stake (PoS) is a consensus mechanism used in
blockchain technology that was developed as an alternative
to Proof of Work (PoW). In PoS, instead of using
computational power to validate transactions, nodes on the
network are chosen to validate transactions based on their
stake, or the amount of cryptocurrency they hold. The basic
premise of PoS is that the more cryptocurrency a node
holds, the more incentive it must make decisions that are
beneficial for the network. This approach can lead to a
more energy-efficient and less computationally intensive
consensus mechanism than PoW. However, PoS also
presents its own unique  set of challenges, such as
potential security vulnerabilities related to stake
concentration and the need for effective distribution of
initial coin offerings (ICOs)[5-7].

C. Delegated Proof of Stake Blockchain networks
employ the consensus mechanism known as Delegated
Proof of Stake (DPoS) to reach network consensus and
confirm transactions. The Proof of Stake (PoS) algorithm
is a version that is intended to use less energy than the more
established Proof of Work (PoW) technique for mining[2].

In a DPoS system, stakeholders vote to elect a set
number of delegates who are responsible for creating new
blocks and verifying transactions on behalf of the network.
The weight of each stakeholder's vote is proportional to the
number of tokens they hold, which encourages them to
choose delegates who will represent the network's interests
in the best way[4]. Once clected, the delegates take turns
producing blocks and verifying transactions. Due to the
fact that it doesn't need a lot of computer power to answer
challenging mathematical problems, this technique is more
energy efficient than PoW. DPoS is a well-liked
consensus method for many blockchain-based applications
since it enables quicker transaction processing and more
scalability. However, DPoS also has some limitations, such
as potential centralization risks and the potential for vote-
buying or vote-manipulation. Nevertheless, it is still a well-
liked consensus algorithm and is employed by a number of
significant blockchain initiatives, such as BitShares, EOS,
and Tron.

The Proof of Authority (PoA) is a consensus mechanism
employed in certain blockchain networks for the purpose
of validating transactions and generating new blocks.
Unlike Proof of Work (PoW) and Proof of Stake (PoS),
which rely on the use of computational power or staked
tokens to secure the network, PoA is based on a different
mechanism. In PoA, validators are identified and
authorized to create new blocks based on their reputation,
identity, or other trusted factors, rather than their
computational or economic power.

PoA is often used in private or permissioned
blockchains, where the participants are known and trusted,
and where the goal is to achieve fast and efficient
consensus without the energy consumption or overhead of
other algorithms. PoA can also enable faster finality and
lower latency than PoW or PoS, as the block creation time
can be reduced, and the network can achieve a higher
throughput[8].

However, PoA also presents some limitations and trade-
offs, such as the potential for centralization if the authority
nodes are controlled by a small group of actors or if the
identity verification process is not transparent or auditable.
PoA also requires a mechanism for selecting and rotating
the validators, and for handling potential misbehaviors or
attacks against the network[7]. Overall, PoA is a promising
alternative to other consensus algorithms, with its own
advantages and challenges, and it is an active area of
research and development in the blockchain space[8].

Byzantine Fault Tolerance (BFT) is a type of consensus
mechanism designed to ensure the integrity of distributed
systems when there are bad or malicious nodes present. It
is particularly relevant in situations where a small number
of nodes may be compromised, but it is critical that the
system as a whole continues to operate correctly[4].
Lamport, Shostak, and Pease initially discussed BFT in
their article "The Byzantine Generals Problem" from 1982.
Since then, several BFT algorithms have been proposed,
each with its own strengths and limitations. In recent years,
BFT has gained renewed attention as a potential solution
for achieving consensus in public and private blockchain
networks.

A consensus algorithm is called Federated Byzantine
Agreement (FBA) designed to address the limitations of
traditional Byzantine Fault Tolerance (BFT) algorithms,
particularly in decentralized systems where participants
may not be known in advance or may change over time.
FBA is based on the principle of quorum slices, which
define a minimum subset of participants required to reach
consensus on a decision[9]. Participants can choose their
own quorum slices based on trust relationships with other
participants, enabling a flexible and scalable consensus
mechanism. FBA has been used in various blockchain
projects and has shown promising results in achieving high
levels of fault tolerance and security[7].
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Ghosh et al. (2023) embarked on a comprehensive study to
assess water quality through predictive machine learning.
Their research underscored the potential of machine
learning models in effectively assessing and classifying
water quality. The dataset used for this purpose included
parameters like pH, dissolved oxygen, BOD, and TDS.
Among the various models they employed, the Random
Forest model emerged as the most accurate, achieving a
commendable accuracy rate of 78.96%. In contrast, the
SVM model lagged behind, registering the lowest accuracy
of 68.29%[15].

Alenezi et al. (2021) developed a novel Convolutional
Neural Network (CNN) integrated with a block-greedy
algorithm to enhance underwater image dehazing. The
method addresses color channel attenuation and optimizes
local and global pixel values. By employing a unique
Markov random field, the approach refines image edges.
Performance evaluations, using metrics like UCIQE and
UIQM, demonstrated the superiority of this method over
existing techniques, resulting in sharper, clearer, and more
colorful underwater images[16].

Sharma et al. (2020) presented a comprehensive study on
the impact of COVID-19 on global financial indicators,
emphasizing its swift and significant disruption. The
research highlighted the massive economic downturn, with
global markets losing over US $6 trillion in a week in
February 2020. Their multivariate analysis provided
insights into the influence of containment policies on
various financial metrics. The study underscores the
profound effects of the pandemic on economic activities
and the potential of using advanced algorithms for
detection and analysis [17].

2. Literature Review

2.1. Proof of Work (PoW):

Proof of Work is the most widely used blockchain
algorithm. It is used by Bitcoin and many other
cryptocurrencies. PoW is designed to prevent double-
spending and to create a consensus mechanism between
nodes in the network. However, PoW is energy-intensive

and requires significant computational power.[3]

2.2. Proof of Stake (PoS):

A blockchain algorithm called Proof of Stake is intended to
solve the PoW method's energy usage issue. PoS requires
users to prove ownership of a certain number of coins or
tokens to become a validator. Validators are chosen
randomly, and they are responsible for creating new
blocks.[9]

2.3. Delegated Proof of Stake (DPoS):

Delegated Proof of Stake is a blockchain algorithm that is
similar to PoS. However, instead of randomly selecting
validators, DPoS allows users to vote for validators. The
validators with the most votes become validators, and they
are responsible for creating new blocks [4].

2.4. Byzantine Fault Tolerance (BFT):

Byzantine Fault Tolerance is a blockchain algorithm that is
designed to provide fast transaction times and finality. BFT
is used in permissioned blockchains, and it is designed to
operate in a fault-tolerant environment. BFT can be used in
situations where there is a limited number of nodes.[4]

2.5. Federated Byzantine Agreement (FBA):

An algorithm for blockchain is called Federated Byzantine
Agreement that is similar to BFT. However, it is designed
to operate in a more decentralized environment. FBA is
used in situations where there are a large number of nodes,
and it provides fast transaction times and finality.[5]

3. Methodology of Consensus
Algorithms

This section discusses the methods of several algorithms.
3.1. Methodology of Proof of Work

Blockchain systems, such as Bitcoin and Ethereum,
commonly employ the consensus algorithm known as
Proof of Work (PoW).PoW involves a complex
mathematical problem that miners have to solve in order to
create a new block on the blockchain[16]. The miner who
solves the problem first is rewarded with a certain amount
of cryptocurrency[3].

Algorithms:-
1. The miner collects a set of transactions that are
waiting to be added to the blockchain.

2. The miner creates a block header that includes the
previous block's hash, a timestamp, and the root
hash of the Merkle tree of the transactions.

3. The miner then creates a random number called a
nonce and adds it to the block header.

4. A cryptographic hash algorithm like SHA-256 is
used by the miner to calculate the hash of the
block header.
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5. If the hash meets a certain difficulty level set by
the network, the miner is allowed to broadcast the
block to the network and claim the reward.

Proof of Authority is a blockchain algorithm that is
designed for private blockchains. It is used in situations
where the identities of participants are known and trusted.
PoA is energy-efficient  and provides faster transaction
times. However, it is not suitable for public blockchains[5].

6. The miner must modify the nonce and continue
the procedure until a valid hash is discovered if
the hash does not satisfy the level of difficulty.

7. Other network nodes check the block's hash once
it has been broadcast by a miner and then include
it in their own copy of the blockchain.

3.2. Methodology of Proof of Stake

The Proof of Stake (PoS) approach involves set of
guidelines and processes which decide how the consensus
algorithm operates within a blockchain network[2]. Here
are some key aspects of the PoS methodology:
Algorithms:-

1. Validator selection: Based on the amount of
cryptocurrency they have staked, select a group of
validators to create the next block. The probability of being
selected as a validator is directly proportional to the amount
of cryptocurrency staked.

2. Transaction verification: Each validator verifies the
transactions that are added to the block, ensuring that they
are valid and compliant with the network's rules.

3. Block creation: Once the transactions are verified,
validators create a new block by adding the transactions to
the blockchain.A challenging cryptographic method or
problem must be solved in this procedure, which calls for
a sizable amount of processing power.

4. Consensus: Validators must reach consensus on the
validity of the transactions and the new block before it can
be added to the blockchain.In order to maintain the
network's security and defense against assaults, this
procedure could include a voting system or other method.
5. Reward and penalty: Validators who successfully
validate transactions and create new blocks are rewarded
with cryptocurrency as an incentive to participate in the
network. However, validators who act against the
network's best interests or attempt to manipulate the
consensus mechanism may face penalties or have their
stake slashed.

6. Repeat: The process is repeated for each subsequent
block, with validators being selected based on their staked
cryptocurrency for each round.

7. The top N delegates (where N is a predefined number)
with the most votes become block producers.

8. Block producers take turns producing blocks in a round-
robin fashion.

D EA

9. Each block producer signs their produced block with
their private key and broadcasts it to the network.

10. By confirming the digital signature and transaction
history, other network nodes authenticate the block.

11. Once a block has been validated by a sufficient number
of nodes, it is added to the blockchain.

12. The block producer is rewarded with transaction fees
and newly created tokens.

13. Token holders can vote to remove a delegate from their
position if they no longer trust them.

3.3. Methodology of Proof of Authority

Proof of Authority (PoA) is a consensus algorithm used in
some blockchain networks to achieve consensus among
network participants. In PoA, a set of pre-approved
authorities or validators are responsible for creating and
validating new blocks[1][26]

Algorithms:-

1. There are a number of previously
approved authorities. These decision-makers are
chosen in accordance with their standing, area of
specialization, or relationship to the network.

2. The authorities take turns creating and validating
new blocks. In a round-robin fashion, each
authority takes turns creating and validating new
blocks on the network.

3. Each block created is signed by the authority that
created it. Each block created by an authority is
signed with their private key to ensure its
authenticity.

3.4. Methodology of Delegated Proof of
Stake

Delegated Proof of Stake (DPoS) is a consensus algorithm
used in blockchain networks to achieve consensus among
network participants. In DPoS, token holders elect a set of
validators or "delegates" to produce and validate new
blocks[4].

Algorithms:-

1. Token holders stake their tokens to vote for delegates.
2. Delegates register their intent to become a block
producer.

3. Token holders vote for their preferred delegates.

4. By confirming the digital signature and
transaction history, other network nodes
authenticate the block. By confirming the digital
signature and transaction history, other network
nodes authenticate the block.

5. Once a block has been validated by a sufficient
number of nodes, it is added to the blockchain.
Once a block has been validated by a sufficient
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number of nodes, it is added to the blockchain,
and the transaction history is updated.

6. Authorities are incentivized to act honestly
through rewards or penalties. Authorities are
incentivized to act honestly by receiving rewards
for creating and validating blocks, or by facing
penalties if they act maliciously.

7. A new authority can be added to the network if
approved by the existing authorities. If a new
authority is to be added to the network, they must
be approved by the existing authorities.

8. A current authority can be removed from the
network if they are found to be acting maliciously.
If an existing authority is found to be acting
maliciously, they can be removed from the
network.

9. The network's nodes are incentivized to act
honestly through rewards or penalties. Nodes
receive rewards for taking part in the consensus
protocol and enhancing network security. If nodes
engage in malicious behavior, they risk
punishment.

3.5. Methodology of Byzantine Fault
Tolerance

BFT is a consensus algorithm for byzantine fault tolerance
designed to enable a distributed system to reach agreement
despite the presence of faulty or malicious nodes. BFT
systems aim to achieve consistency and liveness in the
presence of Byzantine faults, where nodes may fail in
arbitrary and unpredictable ways[4].

Algorithms:-

1. A set of nodes is selected to participate in the
consensus protocol. The number of nodes is
typically predetermined to ensure the security and
efficiency of the network.

2. Every node in the network sends a proposition to
every other node. The proposal contains the
proposed transaction that would be added to the
blockchain as well as its sequence number.

3. Each node receives all proposals from all other
nodes in the network.

4. Each node broadcasts its proposed decision to all
other nodes in the network.

5. Each node receives all proposed decisions from
all others in the network, nodes.

6. Each node gathers all proposed decisions and
computes the final decision.
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An algorithm for blockchain is called Federated
Byzantine Agreement used in some blockchain networks to
achieve consensus among a group of federated nodes. FBA
is based on the idea of a quorum system, where a set of
nodes (called a quorum slice) is required to agree on a
decision for it to be accepted[5].

Algorithms:-

1. To take part in the consensus procedure, a set of
nodes is chosen. Usually, these nodes are chosen
based on their standing, knowledge, or
involvement in the network.

2. Each node maintains a list of other nodes it trusts.
These trusted nodes are part of the node's quorum
slice.

3. Each node receives a proposal from another node
in its quorum slice. The proposal includes the
proposed transaction to be added to the
blockchain and the sequence number of the
proposal.

4. Each node sends its own proposal to all other
nodes in its quorum slice.

5. Each node gathers all proposals from all other
nodes in its quorum slice.

6. Each node computes the final decision based on a
threshold of approvals. A suggestion is recognised
as the final decision if a particular threshold of
trustworthy nodes have approved it.

7. Each node broadcasts the final decision to all
other nodes in the network.

8. Each node receives the final decision from all
other nodes in the network.

9. The final decision is accepted if it is the same
across all nodes in the network. The consensus
technique is repeated until consensus is attained if
the ultimate.

4. Experimental Model

Complete five tests using proof of work, proof of stake
,Delegated proof of stake, proof of authority, Byzantine
fault tolerance, Federated Byzantine Agreement by
comparing the number of blocks mined by each consensus
algorithm. The test is carried out on a computer with an
Intel Core i5-10210U CPU running at 1.60GHz and
2.11GHz with 8GB of AM. These algorithms were
developed using Windows 10 with Intellij Idea 2020.3.1.

5. Evaluation Parameters

The consensus algorithm's performance is evaluated based
on two factors:

A) the number of blocks mined.

B) the time taken to mine each block.
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6. Experimental Result and Analysis
Table 1 and Table 2 list the first through fifth blocks,

along with the times at which each block was mined
using a particular consensus method, in five distinct ways.

Table 1. Time to mined block (1).

Mined Block  Time (ms)

Number of  ~p 0Ff Proof of Delegated proof
block work stake of stake

7 630 1064 641

2 1133 1411 1168

3 1435 515 1248

4 1324 1857 1690

5 2041 2064 3297

Table 2. Time to mined block (2).

Mined Time (ms)

Block Proof of Byzantine Federated
Number authority fault Byzantine
of block tolerance Agreement
1 819 615 720

2 1633 1239 1170

3 1918 1556 1662

4 2128 1786 1700

5 2831 1566 1914

By analyzing the above data, it shows that the
performance of different consensus algorithms varies
depending on the number of blocks mined. Among the
tested algorithms, Byzantine Fault Tolerance (BFT) and
Federated Byzantine Agreement (FBA)  consistently
outperformed Proof of Authority (PoA), Proof of Work
(PoW), Proof of Stake (PoS), and Delegated Proof of Stake
(DPoS) in terms of time taken to mine blocks. BFT had the
lowest time taken in most cases, followed closely by FBA.
PoW and PoS had comparatively higher times taken, and
DPoS and PoA had the highest times taken. These findings
suggest that BFT and FBA may be suitable for use in
systems that require fast block times and high levels of
security, while PoW and PoS may be better suited for
systems that are less performance-sensitive and require
more energy-efficient consensus algorithms.
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Proof of work, Proof of Stake, Delegated Proof of Stake, Proof of
Authority, Byzantine Fault Tolerance...

Time(ms)

4000 == Proofofwork

== Proof of Stake
3000 Delegated Proof of Stake
== Proof of Autharity

== Byzantine Fault

2000 Tolerance

Federated Byzantine
Agreement

Mined Block

Figure 1. Mined Block vs Time

6. Conclusion

The results of our study show that each consensus
algorithm has its own strengths and weaknesses. Proof of
Work (PoW) is the most time-consuming and energy-
intensive of the algorithms studied, while Delegated Proof
of Stake (DPoS) and Proof of Stake (PoS) are faster and
more consistent in their block mining times. However,
DPoS requires a small set of trusted nodes, which may lead
to centralization. Proof of Authority (PoA) is also fast and
stable, but it requires a pre-approved list of validators,
which may also lead to centralization.Federated Byzantine
Agreement (FBA) and Byzantine Fault Tolerance (BFT)
are designed to achieve fast finality, with FBA requiring a
smaller set of nodes to operate efficiently. Ultimately, the
choice of consensus algorithm depends on the specific
needs of the network and its users.

7. Summary

The comprehensive analysis of blockchain algorithms aims
to address specific research questions related to

their performance, effectiveness, scalability,
security, and trustworthiness. The selected algorithms
represent widely used and prominent ones in the field, and
the data for the analysis includes real-world
implementations and theoretical data. Evaluation metrics
are used to assess the algorithms, and their standardization
and acceptance within the blockchain research community
are considered. The analysis makes certain assumptions
that may impact the generalizability of the findings.

Scalability and resource requirements are considered,
and limitations and challenges encountered during the
analysis are addressed to ensure accuracy and reliability.
The analysis contributes new insights and advancements to
the existing body of knowledge on blockchain algorithms.
Comparative analysis is conducted, allowing for direct
comparisons between different algorithms, and the findings
provide key conclusions in this regard. Security and
trustworthiness aspects, as well as potential vulnerabilities
and attack vectors, are considered and evaluated. Ethical

EAI Endorsed Transactions on
Internet of Things
| Volume 10| 2024 |



Comprehensive Analysis of Blockchain Algorithms

considerations,

particularly privacy and

confidentiality, are taken into account during the analysis.
Practical applications and recommendations are provided
for practitioners and developers working with blockchain
systems. Energy efficiency and environmental impact are
considered, addressing the criticism of high energy
consumption in blockchain technology. The strengths and
weaknesses of the analysis impact the overall validity and
reliability of the findings. The analysis contributes to the
selection and design of blockchain algorithms for specific
use cases and suggests implications for future research in
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