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Abstract

INTRODUCTION: The application of blockchain technology to Internet of Things (IoT) systems offers substantial potential
for enhancing security, but traditional consensus mechanisms are ill-suited for resource-constrained environments. While
hybrid consensus solutions have emerged as a promising alternative, a systematic framework for their classification and
evaluation is notably absent.

OBJECTIVES: This study addresses this critical gap by introducing a novel, application-driven framework for analyzing
hybrid consensus mechanisms, underpinned by a quantitative synthesis of performance benchmarks.

METHODS: We analyze diverse architectures—including combinations of Proof of Work (PoW) and Proof of Stake (PoS),

PBFT-enhanced systems, and hierarchical models—through the lens of specific IoT application priorities, such as latency,
energy efficiency, and scalability. Case studies of IOTA's Tangle, IoTeX's Roll-DPoS, and Hyperledger Fabric illustrate
these practical trade-offs.

RESULTS: Our framework reveals not only primary performance trade-offs but also critical "second-order" complexities,
such as emergent vulnerabilities at the intersection of different consensus layers.

CONCLUSION: Our findings demonstrate that this structured, quantitatively-grounded approach provides an effective
methodology for designing and selecting regulatory-compliant hybrid consensus solutions for specific IoT applications.
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1. Introduction end system of operational and security mechanisms has

. . . . been implemented in the sphere of the IoT to protect data
The Internet of Things has experienced impressive growth integrity, privacy, hardware quality, and network security
because the implementation of connected devices and the [3]. The very nature of IoT operation features, combined
resulting addition of bandwidth to the network have spread with the fact that they process very sensitive data, such as
across the globe [1]. Such a fast development of IoT personal financial and healthcare information, requires
technologies, in its turn, has spawned a set of new security compliance with such high standards [3]. Lack of strong
weaknesses, mostly due to sensitive and critical nature of security functions in the IoT environments initiates
data such systems produce [1]. To address this, an end-to- unpleasant consequences that go beyond data leakage.
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Open areas of IoT systems may cause severe financial
damages and loss of confidence of users in these sites.
Therefore, regular systems maintenance is essential to
prevent equipment malfunction that is caused by security
risks of interconnected systems [3]. The IoT statistics are
also essential to facilitate advanced applications based on
the industrial IoT and artificial intelligence technologies
[5]. Blockchain technology stands out as a new technology
that can potentially address essential safety and
information integrity issues in IoT systems [8]. The
blockchain security system grants decentralization,
resulting in tamper resistant and transparent, which
improves IoT security and builds trust among the
connected devices and users [6]. The immutable records,
decentralized  functionality = of  blockchain, and
cryptographic security are the primary qualities that
enhance the security of [oT networks to protect the data and
enable authentic exchange of messages between devices
[23]. It can be stated that blockchain technology provides a
permanent and traceable history of device interactions,
which is guaranteed to be completely authentic and
traceable with the data of each element of the [oT network
[7]. With the support of smart contracts, which involve the
automobile of security measures, blockchain platforms
enable authorized access to the IoT data and enhance
privacy protection, as reported by Oh [7].

The basic infrastructure established by blockchain will
enable companies to build credible decentralized operating
frameworks and at the same time protect the IoT landscape
[9]. Traditional blockchain consensus algorithms that have
been effective elsewhere, however, do not meet the
demanding operation criteria of the IoT-based systems, as
posed by Kim and Kim [45]. The use of Proof of Work
(PoW) and Proof of Stake (PoS) consensus mechanism
create a serious problem to the IoT devices as they are
computationally intensive and consume a lot of energy
which is beyond the capacities of the hardware used by the
devices [12]. PoW mining requires a lot of energy usage,
particularly when run on battery-powered devices that have
limited processing power [12]. This makes PoS systems
significantly more energy-efficient than PoW systems,
which puts serious challenges on large-scale deployments
of IoT networks [41]. The scaling requirement of a large
IoT network make Practical Byzantine Fault Tolerance
(PBFT) ineffective as the complexity of communication
increases with the size of the network [14]. The resource
limitations of the IoT devices introduce a strong deviation
of the typical blockchain consensus protocols, including
POW and POS, which in turn calls upon specific and
effective solutions aimed at IoT-specific settings [20].

loT-Blockchain Integration Framework

IoT Environments Integration Challenges
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Figure 1. loT-blockchain integration and the hybrid
consensus solution framework

Integrating blockchain with IoT necessitates significant
adjustments due to substantial discrepancies between the
capabilities of IoT devices and the requirements of
blockchain, as illustrated in Figure 1. Many IoT devices
function with constrained computational capacity, limited
battery life, and restricted memory availability.
Conventional blockchain consensus methods require
significant computational power, substantial energy
consumption, and ongoing communication bandwidth.
Hybrid consensus mechanisms integrate various consensus
types into a unified system, optimizing security efficiency
by balancing scalability, energy utilization, and transaction
speed. Hybrid consensus solutions in the IoT technological
sector effectively address specific IoT requirements [14].
These models identify optimal configurations for
blockchain performance factors, including security, energy
consumption, network scalability, and transaction speed, to
ensure effective implementation of IoT blockchain [32].
Combinations of multi-consensus algorithms create hybrid
mechanisms that produce robust solutions, addressing
specific weaknesses in diverse IoT applications [32]. The
study indicates that conventional consensus methods by
themselves are insufficient to address the diverse
management challenges present in various Internet of
Things systems [37].

This research paper comprises eight structured sections that
analyze hybrid consensus mechanisms for the application
of blockchain in IoT contexts. The study commences with
an introduction that explores the security challenges of [oT
and discusses blockchain solutions, while highlighting the
shortcomings of traditional consensus methods for loT
devices. The second section elucidates fundamental
concepts of blockchain technology, the mechanics of
consensus, and the unique characteristics of IoT
environments, while also addressing the challenges
associated with integrating these technologies. The third
section examines the issues associated with prevalent
consensus methods such as Proof of Work (PoW), Proof of
Stake (PoS), Delegated Proof of Stake (DPoS), Practical
Byzantine Fault Tolerance (PBFT), and Directed Acyclic
Graph (DAG) systems in the context of Internet of Things
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(IoT) configurations. The fourth section constitutes the
primary focus of the study, analyzing various hybrid
models that integrate different consensus approaches to
address existing limitations. This research examines
combinations of Proof of Work (PoW) and Proof of Stake
(PoS), modified Practical Byzantine Fault Tolerance
(PBFT) systems, multi-level hierarchical methods,
reputation-based mechanisms, and solutions for time-
sensitive applications. The fifth section elucidates the
examination of real-world examples such as IOTA's
Tangle, IoTeX's Roll-DPoS, and Hyperledger Fabric to
comprehend the practical application of these hybrid
approaches. The sixth section analyzes the performance of
various hybrid methods based on critical factors such as
energy consumption, scalability, transaction speed,
security features, fault management, and response time.
Section seven addresses unresolved challenges and
proposes future research directions, including the necessity
for common standards, security issues, scaling difficulties,
and regulatory concerns. The final section summarizes key
findings and concludes that hybrid consensus methods
demonstrate potential for blockchain-IoT integration;
however, significant work remains before widespread
implementation can occur.

1.1 Positioning and Contributions
Relative to Existing Literature

While several surveys have examined blockchain
consensus mechanisms for IoT applications, this work
advances the field through distinct contributions that
address gaps in existing literature. Table 2 positions our
work relative to recent comprehensive surveys in this
domain.

Table 1. Comparative Positioning with Recent
Survey Literature
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Study Year Focus Coverage | Advancement
Taxonom Comprehensi
Resource- y of ve analysis of
Khan constrained traditional | hybrid
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algorithms mechanis | multiple
ms for [oT | protocols
Multi-
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al. 2024 ];%;IIZ rge- algorithm | with
(2024) developm | quantitative
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Aljugh | 2024 security and | " security | consensus
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performance
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Propo Hybrid implemen | consensus
sed 2025 consensus tation select‘ion‘,
Work architecture | case quantitative
s studies, 6 | comparison,
quantitativ | and practical
e deployment
performan | guidance
ce metrics

Our work distinguishes itself through four primary
contributions. First, we present a comprehensive taxonomy
of hybrid consensus mechanisms that have emerged in
recent years (2022-2025), including reputation-based
systems, time-sensitive frameworks, and hierarchical
architectures that have not been systematically analyzed in
prior surveys. Second, we establish a structured
performance evaluation framework that enables direct
quantitative comparison across seven distinct hybrid
architectures using six critical metrics specifically relevant
to IoT constraints: energy efficiency, scalability,
transaction throughput, security guarantees, fault tolerance,
and latency. Third, through detailed examination of three
contemporary implementations—IOTA's Tangle, loTeX's
Roll-DPoS, and Hyperledger Fabric—we provide practical
insights into real-world deployment considerations for
healthcare and industrial automation applications. Finally,
we identify specific open challenges in standardization,
security evaluation, scalability for ultra-large networks,
and regulatory compliance, offering actionable directions
for future research aligned with emerging IoT-edge
computing paradigms.

1.2 Paper Organization

Despite recent surveys on blockchain-IoT integration, this
work provides distinct contributions that advance the field.
First, we present a systematic taxonomy of hybrid
consensus mechanisms that emerged between 2022-2025,
including reputation-based, time-sensitive, and
hierarchical approaches not comprehensively covered in
earlier reviews. Second, we establish a structured
performance evaluation framework that enables direct
comparison of seven hybrid architectures across six critical
metrics specific to [oT constraints. Third, through detailed
analysis of three contemporary implementations—IOTA's
Tangle 2.0, IoTeX's Roll-DPoS, and Hyperledger Fabric—
we provide practical insights into deployment
considerations for healthcare and industrial automation
applications. Finally, we identify specific open challenges
and provide actionable future research directions aligned
with emerging IoT-edge computing paradigms and
regulatory requirements.
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2. Background and Foundational
Concepts

Blocks hold transaction information, time stamps and
cryptographic hash that makes them connected to the prior
blocks [42]. Firstly, networks can be permissioned (limited
accessibility among participants) or permissionless (full
access); secondly, smart contracts provide automatic
implementation of encoded agreements [40].

Visions of consensus mechanisms maintain a consensus
state of blockchain networks [9]. They are primarily sought
to authenticate transactions and prevent fraud using the
protocols of established recording practices that guarantee
participant approval, consequently, data coherence and
operational integrity [26]. This has resulted in the critical
trade-offs between security, speed, scalability, and energy
efficiency with the growing diversity of the consensus
methods [18]. The traditional ones are the computationally
intensive Proof of Work (PoW), Proof of Stake (PoS),
Delegated Proof of Stake (DPoS), Practical Byzantine
Fault Tolerant (PBFT), Proof of Authority (PoA), and
Directed Acyclic Graph (DAG)-based ones [19]. Hybrid
consensus was identified when the scholars tried to achieve
better performance by combining them with traditional
strategies [35]. The choice of consensus mechanisms in
blockchain networks may be a determinant of their
performance and security, and the use of IoT-specific
requirements is a crucial factor in this choice [11].

IoT settings comprise thousands to millions of resource-
constrained devices with limited processing, storage, and
energy capacity [20]. Applications require processing with
very high speed and low latency, and the heterogeneity of
devices poses a major interoperability problem[13][14].
The most important factor is security because there is need
to protect sensitive data against breaches and physical
threats against infrastructure [1]. The particularities of IoT
also require blockchain solutions to address the limitations
that were not of the utmost priority in earlier
cryptocurrency settings, as resource shortages and real-
time requirements were not as acute [13].

The use of the blockchain technology in the IoT faces a
number of challenges. Scalability is an issue since a
traditional network is not capable of supporting the
enormous amount of devices and data streams [6].
Traditional consensus engines require prohibitive power
requirements on battery-powered gadgets [6]. Weaknesses
in computing further hinder the implementation of the
advanced blockchain protocols [6]. The resultant coherent
solution is needed to achieve seamless interoperability
between heterogeneous devices in the IoT and blockchain
platforms [7]. The integrity of the system needs to be
ensured through comprehensive testing and verification of
smart contracts, as automated processes have security
vulnerabilities that pose risks to the system integrity [43].
The adoption of decentralized state blockchains into IoT
systems should find a solution to regulatory uncertainties
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and adhere to GDPR privacy requirements, which
determine the immutability of data [46]. Such technical
collaboration thus requires innovation to establish
customized consensus mechanisms that make it possible to
apply blockchain to the IoT systems practically [49].

3. Limitations of Traditional Consensus
Mechanisms in loT Environments

The use of Proof of Work (PoW) in IoT systems is seen as
a challenge [17]. PoW also requires a lot of energy due to
solving cryptographic puzzles, which are not compatible
with battery- and resource-constrained devices. The
computational requirements and specialized hardware
needs of PoW exceed the capabilities of IoT peripherals
[13]. Additionally, its slow transaction speed and lengthy
confirmation durations fail to meet the data validation
demands of IoT applications, which are often urgent [17].
The IoT is prone to 51 percent attacks, whereby one party
gains a monopoly in the PoW networks through the use of
hash power [22]. The principle of PoW is based on
extensive computation, which is incompatible with the
computational and power constraints of IoT devices,
making it unsuitable for massive implementation [13].
Figure 2 illustrates the resources required by various
consensus mechanisms.

Consensus Mechanisms: Resource Consumption Analysis

Comparative evaluation for IoT-Blockchain integratior

Medium Medium
Medium

very Low
Low

Resource Consumption

Figure 2. Resource Requirements of Consensus
Mechanisms

A more energy efficient approach is Proof of Stake (PoS);
however, it creates a different set of difficulties in the IoT
environment. The key to this type of selection is large
stakes and contributions, which present centralisation
dangers to resource-endowed actors [14][19]. The nothing
at stake weakness enables validators to vote in a conflicting
way without penalty and it may result in forks that
undermine trust and destroy security [59]. PoS networks
are also vulnerable to long-range attacks, in which one side
of the battle gathers stake over time to create historical
forks [18]. Although PoS requires less resources than PoW,
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it is important to consider the resource constraints of the
PoS system in detail, especially since different [oT devices
can have different connectivity needs [13]. Network token
allocation also establishes a new parameter that can lead to
unbalanced results of stakeholders in staking [18].

The Delegated Proof of Stake (DPoS) system allows users
to elect a small group of delegates who have the
responsibility of approving transactions on the network, in
a bid to achieve scalability [13]. This method is faster in
authentication, making the transactions throughput to
increase, which is compatible with Internet of Things (IoT)
developments. The authors argue that the weakening of the
decentralisation is due to the high network performance
that the DPoS has, since the delegates chosen during the
selection procedure assume the roles of ensuring the
security and reliability of the network [13]. The main
trusted risks of the IoT ecosystem include the chances of
collusion and elected delegates being compromised. The
effectiveness of DPoS in IoT depends on the degree of
voter turnout of the token holders, as well as the careful
choice of the representatives and the adherence to the
integrity standards of the representatives. The integrity and
utility of the IoT blockchain can undermine in case voters
do not vote or the unqualified delegates are selected.
Resource requirements of the implementation of DPoS are
significantly less in comparison to Proof of Work (PoW)
and different variants of Proof of Stake (PoS); however,
when implementing the solutions, it is necessary to
consider the limitations of the IoT hardware [21].

Gupta and colleagues present Practical Byzantine Fault
Tolerance (PBFT) system, a leader-based consensus
system that ensures consensus in blockchain networks even
in the case of a malicious or faulty node as a third of the
entire amount [44]. The high fault-tolerance level of PBFT
is required to ensure high reliability of the IoT systems by
ensuring the accuracy and consistency of data processing.
It provides high transaction finality, thus making it an
efficient way to verify data in applications that require the
use of command and validation in real-time [25]. The use
of PBFT in the IoT field has a huge disadvantage due to its
high communication cost that increases quadratically with
the total number of participants [14]. These scalability
drawbacks make PBFT inappropriate when it comes to the
management of large IoT networks, which are usually
constituted of enormous amounts of devices [16]. The
leader (primary) node significantly affects the performance
and security of PBFT; the vulnerability arises when this
node is attacked or lost [25]. Leader election failures create
security vulnerabilities that pose a risk to network integrity
[24]. According to Gupta in [44], PBFT is best used in
permissioned networks, where participants are known and
the network has a small number of nodes, whereas the
implementation in permissionless IoT networks is faced
with challenges as it is difficult to deal with many variable
nodes and the protocol is vulnerable to Sybil attacks [24].

The concept of directed acyclic graph (DAG)-based
systems is a new alternative to the classical blockchains,
and it has significant benefits in terms of the IoT
application. DAG structures allow high parallel processing
and increased transaction speed because multiple parallel
transaction paths are possible to detect, as opposed to using
linear sequencing [50]. This architecture is very
appropriate to the needs of the large data-processing of [oT
devices because it is the parallel processing model. The
confirmation of transaction in DAG systems is faster than
traditional blockchain and therefore suitable in IoT
applications that should validate data in time [30]. Tangle
and other platforms that use the DAG model have no
transaction fees, which is why they fit the needs of IoT
applications that rely heavily on microtransactions [52].
The DAG protocols utilize various approaches to
transaction validation and ordering in their platform;
however, it is still a complicated task to reach a strong
consensus and security [29]. The overall safety of specific
DAG-based systems depends on the level of the
involvement of participants [31]. The framework of DAG-
based techniques has some weaknesses in its relative
newness as it was invented later than the existing
blockchains, and it can therefore afford less time to prove
its security in a wide range of difficult situations [31].

4. Hybrid Consensus Approaches for
Blockchain in loT Applications

Hybrid consensus systems could be seen as a major step
forward in the sphere of blockchain engineering because
they address such limitations of the conventional consensus
protocols that exist when implemented in the context of the
Internet of Things (IoT) [15]. These hybrid schemes
achieve better performance properties by incorporating two
different consensus mechanisms by withstanding high
security levels and providing high energy efficiency,
scalability and transaction throughput [14].

The combination of the Proof-of-Work (PoW) and Proof-
of-Stake (PoS) systems is an example of the hybrid
mechanisms that combine the different proof-of-identity
mechanism aiming to enhance the efficiency and decrease
the power usage [14]. Under the main implementation plan,
validation of blocks is done using PoW, meanwhile, PoS is
used to perform governance functions and consensus [35].
The architecture combines PoW and PoS to provide a
strategy that significantly decreases the energy usage that
is traditionally linked to PoW protocols. The PoS element
reduces total computational requirements, which increases
the wviability of certain IoT components hardware.
However, hybrid mechanisms should reduce compounding
weaknesses and avoid risks of centralization that some PoS
systems may suffer and be more energy efficient than
traditional PoS systems [37].

As detailed by Routh and Thungon in [27], Practical
Byzantine Fault Tolerance (PBFT) is used in conjunction
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with either PoS or PoW components in hybrid protocols to
enhance compatibility of the system with the IoT. Use of
PoS in choosing the leader during PBFT rounds contributes
to increased fairness and less security vulnerabilities of
having a fixed main leader. On the contrary, the
combination of PBFT and PoW security infrastructures
increases resilience, with the complexity of the PoW
solutions meeting the challenging tasks, whereas the PBFT
platform enables fast completion of supporting tasks. Yet,
there is also a trade-off: because of the high communication
overhead of PBFT (O(n?) the scale of the network is also
inherently limited, thus providing a direct trade-off
between high-security assurances and the ability to support
large-scale IoT deployments. Hierarchical consensus
approaches, in turn, offer very specific solutions to the
problem of blockchain use in large-scale IoT networks.
These mechanisms can support massive scale by
organizing the network into a hierarchy of nodes, and
support as many as 106 nodes with throughput rates of up
to 200800 TPS, as explained in Section 6. The hierarchical
model significantly reduces the computational load of the
IoT devices through delegation of computational and
communication as well as the inclusion of reputation-based
systems at every network layer allows authentication
facilities that protect the devices within the cluster to
enhance overall resilience of IoT systems. Figure 4
illustrates how hierarchical consensus models would be
used to resolve the problem of scalability of blockchain in
large IoT networks. This is done by the layered system
architecture, in which cluster divisions do not interact with
each other but they use different consensus mechanisms
that are specific to their requirements.

The Figure 3 shows, the Hierarchical Hybrid Consensus
Architecture describes the framework of deploying
blockchain consensus in IoT scenarios at several levels.
According to this design, there are three levels of operation
of the various consensus methods, which are determined by
the capabilities of the devices and the requirements of a
network. The top level of the Global Layer has sensor-
armed validator nodes that are deployed in cloud and edge
server systems. The following are consensus mechanisms
like PoS and PBFT that can be used in these nodes to
update the world blockchain state and complete transaction
validation. The cluster layer acts as a gateway connecting
IoT devices to global validators through the cluster heads
that have intermediate computing processing abilities. This
layer implements consensus mechanism of DPoS or
reputation to aggregate the transactions and pre-verify the
transactions and perform a cluster management. The
bottom layer consists of the nature of common resource-
constrained IoT devices, which accumulate first-time data
and simple transactions. The consensus methods at this
level are mainly lightweight methods, which make use of a
voting mechanism or directed acyclic graph (DAG) to
decreasing computational requirements and energy
expenses. Information that is emitted by the IoT devices
advances to cluster heads and finally to global validators
whose resolutions are published across every stratum. An
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effectively designed system design supports the effective
management of resources between devices with different
capabilities and security systems of the IoT to provide
scalable operations within the limitations of the available
10T resources.

Global Layer

Validator Nodes

Consensus: PoS / PBFT
High Security, Finality

A

Cluster Layer Consensus Flow

Consensus: Reputation-based DPoS
Balanced Performance

Device Layer Data Flow

IoT Devices

Consensus: Lightweight Voting / DAG
Low Resource Usage

Figure 3. Hierarchical Hybrid Consensus
Architecture for loT environments

The so-called hybrid reputation systems are also a common
practice and can be seen as the framework that involves
node reputation scores into a consensus mechanism, thus,
including the element of trust into the mechanism [14]. In
the consensus process, the rating in terms of trustworthy
and reliable performance of nodes are used to determine
those that have good reputations thus affecting the level of
power a node may have in the consensus process or
validation of critical blocks. Reputation scoring system
acts as a defensive system whereby the network minimizes
the participation of nodes that have been found to be
unreliable. Reputation score of a node will be promoted by
the successful cooperation in the network and compliance
with the accepted standards. Combining a reputation-based
secure system with PoS or PBFT would provide more
flexible, secure consensus mechanisms that are more
appropriate in IoT application systems that require a large
number of untrusted users.

The time-sensitive hybrid mechanisms required by the
urgent hybrid IoT applications, such as Augmented
Reality, Virtual Reality, and Industrial IoT, must support
very low latency, near-real-time transaction processing. It
is a perfectly fit technology to work with industrial
automation and autonomous systems [14]. Hybrid
consensus protocols refer to different consensus algorithms
that have quick finality, including PBFT and voting-based
protocols, and methods, including mechanisms, that
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improve data protection. Transactions are done using fast
consensus algorithms on sensor data, and the control
commands, and slower, yet more reliable blockchain
anchoring algorithms are used periodically. This two needs
strategy meets the requirement of speed and security in
certain loT applications. The high efficiency in terms of
resource utilization is necessary in order to institute
security mechanisms with time-sensitive loT devices.

5. Case Studies and Implementations in
loT

A range of research has conducted studies on hybrid
consensual mechanisms to solve particular issues related to
the implementation of blockchain technology in the context
of Internet-of-Things (IoT) [69]. The presented case study
provides the understanding of what practical advantages
and possibilities are related to the application of these
approaches. An example of a unique implementation is the
use of IOTA as a blockchain that is not structured in a
traditional way because it uses a directed acyclic graph
(DAG) to generate its ledger [2]. The network is critical in
that every new transaction is necessary to verify the
previous transactions and create a web of connected
transactions. One of the major peculiarities of IOTA is to
support micro-transactions as they are likely to be common
in many loT applications [29]. The scalability and
transaction throughput of the intake structure can be high
because of its capability to process many transactions
simultaneously [30]. This means that the more transactions
that are introduced to the community, the higher will be the
rate of transaction validation [53]. IoT is not using a proof-
of-work as a primary consensual mechanism, and instead it
is used to discourage unsolicited and illicit transactions
[29]. IOTA platform has been explored with a number of
uses in IoT applications... It is a DAG-based network, the
Tangle, designed to be highly scaled and transaction
throughput and achieves 800-1000- TPS over networks of
up to 106 nodes with a low power cost of 10-25W. This
renders it specifically applicable to IoTs with high micro-
transactions and energy-limited power options [54].

The Roll-Delegated Proof-of-Stake (DPoS) consensus
mechanism is among the Internet of Things (IoT)
consensus mechanisms developed by IoTeX and made to
achieve scalability and efficiency in IoT settings [60].
Through this system, the randomly selected delegated
Proof-of-Stake is used, according to which a certain
number of representatives is randomly selected to create
new blocks [63]. A community voting system is used in the
process of selecting a set of validator nodes [61]. IoTeX
has got an EVM-compatible blockchain, which allows
using smart contracts [62]. The mission is to have self-
sovereign IoT devices and applications that are interested
in user privacy and data management [60]. To solve the
problems of scalability and decentralization that occur
when traditional DPoS is extended to a large,
heterogeneous resource system like IoT, Roll-DPoS
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introduces a more flexible and less predictable block-
producer selection mechanism [61]. Hyperledger Fabric is
a permissioned blockchain architecture that is designed
with enterprise-level IoT applications that demand high
privacy and access-control [10]. Fine-grained access,
privacy, and organisational policies Advanced controls:
Protection from many industrial IoT applications require
controls which are fine-grained to achieve privacy and
organisational policies [66]. The system has pluggable
consensus mechanisms, which allows organisations to
adjust their blockchain operations to it [65]. The extension
is applied to protect data collection, storage, and sharing in
different ToT settings, which results in an increase in
security, efficiency, and the total system capacity [64]. It
has been shown that it can be optimised to reach high
transaction  throughput, especially with  certain
optimisations [67].

Also, one of the most important uses of the hybrid
consensus approach to blockchain is the reputation-based
hybrid consensus mechanism (HCM) applied to electronic
healthcare systems (EHS) [33]. It is an HCM that uses a
mixture of algorithms, to create, to validate, handle forks,
build Merkle trees and a reward/punishment module, all
positioned on the observed activities of the different blocks
within the system. Another framework is the H-chain
framework, which is specifically aimed at [oT ecosystems
that consist of a number of collaborating organisations
[34]. Routh and Thungon [27] suggested a hybrid
blockchain using Practical Byzantine Fault Tolerance
(PBFT) instances of a private blockchain coupled with a
public blockchain based on permissioned Proof of Work
(PoW) consensus mechanism. The design should be the
balance between the needs to ensure the check of such
transactions privately and to have information that can be
audited publicly. This is a consensus algorithm that is
suggested to implement in IoT applications based on
blockchain, which upgrades scalability by means of
election of master-node and limited broadcast domain,
which makes it suitable to resource-limited IoT devices
[29]. Microchain introduces the high-level architecture of
a lightweight hierarchical consensus protocol in the IoT
optimized with Proof of Concept (PoC) and Voting-based
Chain Finality (VCF) consensus protocol [55] to produce
blocks. The current paper introduces a hierarchical and
location-aware consensus protocol, which is abbreviated
LH-Raft, aimed at IoT-blockchain applications. It forms
local consensus groups founded on reputation and local
information of nodes, thus increasing the network
scalability and decreasing the expenses of communications
[57, 58]. This difference in implementations highlights the
ongoing research and development of the field of hybrid
consensus mechanisms, which are customized to the needs
and limitations of different domains of IoT usage,
including sensitive healthcare data management and large-
scale industrial control systems [36].
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6. Performance Analysis and
Comparison

The performance of hybrid consensus mechanisms in the
applications of the IoT needs a comprehensive framework
based on different performance metrics. The main features
are energy-efficiency, which is essential to resource-
constrained IoT devices, scalability, which is the ability to
serve many devices and large volumes of transactions;
transaction throughput, the number of transactions verified
per second; security guarantees, the ability to resist many
attacks common in an IoT system; fault tolerance, the
ability to withstand several device failures or malicious
activities; and abilities related to a latency, which means
the time that a transaction needs to be confirmed and
integrated into the blockchain [56]. Both options have
trade-offs as explained in a study of many hybrid consensus
mechanisms in the light of these important metrics. Other
design versions, including PoW/PoS hybrids, are of
medium energy efficiency, medium scalability, and
transaction throughput, and of high to medium security
assurance and fault tolerance. These systems are either
probabilistic (PoW based) or stake based (PoS based), and
medium-high latency. PBFT based on PoS or PoW
functionality has moderate energy efficiency and
scalability, medium throughput and high throughput, and
high security and fault tolerance and low or medium
latency [28]. Generally, hierarchical consensus models are
medium to high energy efficient, medium to high
throughput, medium to high security, and fault tolerant, and
vary in layer-dependent medium to high energy efficiency,
and medium to low latency. The reputation based hybrids
have medium to high energy efficiency, scaling, and
medium to high throughput. Their other advantages include
better security and fault tolerance because of the reputation
system, and the latency is medium to low. Hybrids, which
are time sensitive, offer low latency with high throughput
and medium energy efficiency and scalability. Depending
on the combination of mechanisms used security and fault
tolerance differ. The hierarchical consensus models
normally offer medium to high energy efficiency and small
scalability features with medium to high throughput.
Depending on the layer implementation, their security and
fault tolerance are medium to low latency. Reputation-
based hybrids are generally characterized by desirable
energy efficiency and scalability, medium to high
throughput and enhanced security and fault tolerance due
to their reputation systems, and medium to low latency.
Hybrids that are time-sensitive focus on low latency and
high throughput, with medium energy efficiency and
scalability, and security and fault tolerance depending on
the mechanisms used.

The IOTA Tangle (based on DAG) is designed to be more
energy efficient, scalable, and throughput. Their security is
based on network activity, and fault tolerance of the DAG
structure that leads to low latency. TheRoll-DPoS by
IoTeX aims to improve the energy-efficiency, scalability,
and throughput by the use of stake-based security, and
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delegate-based fault tolerance, which, in turn, leads to low
latency [60]. Hyperledger Fabric has adjustable consensus
mechanisms that have performance characteristics. It
usually offers medium scalability, high throughput, and
permissioned network security, as well as, adjustable fault
tolerance and low latency. The reputation-based HCM has
average energy efficiency, scaling, throughput, as well as
better security and fault tolerance with its reputation
module, in addition to medium latency. The H chain
combines Proof of Work (PoW) and Practical Byzantine
Fault Tolerance (PBFT), which show adjustable energy
usage and mediocre scalability, medium throughput, high
security and fault tolerance, and mediocre latency. CBCIoT
which is a voting based mechanism is highly energy
efficient, scalable and has through put, rating based
security, majority based fault tolerance as well as low
latency. Table 2 shows the summary of the performance
comparison across different hybrid consensus mechanisms
of IoT.

Table 2. Comparative Positioning with Recent
Survey Literature
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Note: Performance ranges compiled from implementation
studies and experimental analyses reported in references
[12, 18, 33, 34, 52, 60, 64, 67]. Values represent typical
operational characteristics under standard IoT workloads.
Actual performance varies with specific implementation
parameters and network conditions.

The effectiveness of hybrid consensus mechanisms in the
IoT has a significant impact on the combination of
algorithms and network architecture, and characteristics of
IoT devices. This lack of a universal solution dictates that
the choice of the most appropriate mechanism lies in
carefully considering the peculiarities of the application's
needs and limitations within the context of its use.
Considering constraints such as energy, scalability,
security, and latency tolerance is crucial in determining the
most suitable hybrid consensus for a specific Internet of
Things application.

6.1 Trade-off Analysis Framework

The quantitative comparison in Table 1 synthesizes
performance characteristics from documented
implementations and experimental studies. Energy
consumption values represent operational power
requirements for IoT gateway devices participating in
consensus, with DAG-based approaches (IOTA)
demonstrating the lowest consumption and PoW hybrids
the highest. Scalability metrics indicate maximum network
sizes tested in implementation studies, ranging from
hundreds of nodes for PBFT variants to millions for
hierarchical and DAG architectures. Transaction
throughput measured in transactions per second (TPS)
varies significantly, with time-sensitive mechanisms and
enterprise frameworks (Hyperledger Fabric) achieving the
highest rates. Latency represents average transaction
confirmation time, critical for real-time IoT applications.
These metrics reveal fundamental trade-offs: mechanisms
optimizing for security and fault tolerance (PBFT variants)
sacrifice scalability and energy efficiency, while highly
scalable approaches (DAG-based, hierarchical) accept
reduced decentralization or network-activity-dependent
security. Mechanism selection must therefore align with
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specific ~ application  priorities—healthcare  systems
prioritizing security over scalability, smart cities requiring
extreme scale with acceptable energy costs, and industrial
automation demanding low latency above all else.

6.2 Trade-off Analysis Framework

Hybrid consensus mechanisms for IoT applications
confront fundamental trade-offs among three competing
objectives: security, scalability, and decentralization—
collectively referred to as the "blockchain trilemma."
Unlike cryptocurrency applications, where this trilemma
represents theoretical optimization challenges, IoT
deployments face hard constraints imposed by device
capabilities and application requirements. Understanding
these trade-offs is crucial for selecting mechanisms aligned
with specific IoT scenarios. Figure 5 provides a visual
synthesis of these trade-offs, positioning various
mechanisms within the security-scalability-
decentralization space.

SECURITY

PBFT+PoS

DPoS
(loTeX)

DECENTRALIZATION

DAG
SCALABILITY (1oTA)

Note: Position indicates optimization priorities. Center represents balanced trade-offs.
No mechanism can simultaneously optimize all three dimensions (blockchain trilemma).

Figure 5. The blockchain trilemma in loT contexts.
Hybrid consensus mechanisms position themselves
strategically within this trade-off space based on
application priorities, with no single mechanism
optimizing all three dimensions simultaneously.

Security-Scalability Trade-off: High-security mechanisms
employing Byzantine fault tolerance (PBFT variants) or
proof-of-work components inherently limit scalability.
PBFT's communication complexity scales quadratically
with participant count (O(n?)), restricting practical
deployments to hundreds or low thousands of nodes despite
providing deterministic finality and 33% Byzantine fault
tolerance. Healthcare IoT applications prioritize this trade-
off, accepting limited network scale to ensure
cryptographic guarantees for sensitive patient data.
Conversely, hierarchical consensus architectures achieve
scalability exceeding 10° nodes by fragmenting the
network into clusters with localized consensus, necessarily
reducing global decentralization as cluster heads become
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trust concentrations. Smart city deployments spanning
millions of sensors accept this centralization to achieve
operational feasibility.

Scalability-Decentralization ~ Trade-off: =~ Mechanisms
achieving extreme scalability typically sacrifice
decentralization through delegation or hierarchical
structures. loTeX's Roll-DPoS demonstrates this
compromise: randomly selected delegates enable high
throughput (500-1000 TPS) and support for 104-10° nodes,
yet consensus authority concentrates among validator
delegates rather than distributing across all participants.
Similarly, hierarchical architectures introduce trust
assumptions at cluster head and validator layers. This
trade-off proves acceptable for industrial IoT where
operational efficiency supersedes ideological
decentralization, but problematic for applications requiring
trustless operation across organizational boundaries.

Security-Energy Trade-off: Energy-constrained IoT
devices cannot support computationally intensive security
mechanisms. Proof-of-work components, while providing
robust Sybil resistance, consume 45-60 mW—prohibitive
for battery-powered sensors requiring multi-year
operation. DAG-based approaches (IOTA Tangle)
minimize energy consumption (10-25 mW) through
lightweight proof-of-work solely for spam prevention,
accepting network-activity-dependent security where low
transaction volumes increase vulnerability to attacks.
Wearable health monitors and environmental sensors
prioritize energy efficiency, tolerating reduced security
guarantees achievable within power budgets below 30
mW.

6.1.1 Application-Specific Optimization Strategies
Optimal mechanism  selection requires explicit
prioritization of constraints:

Critical Infrastructure (Healthcare, Financial): Security >
Latency > Energy > Scalability. Deploy PBFT+PoS
hybrids accepting limited scale (10° nodes) and moderate
energy consumption (30-50 mW) for deterministic
Byzantine fault tolerance and cryptographic finality
guarantees.

Large-Scale Monitoring (Smart Cities, Agriculture):
Scalability > Energy > Throughput > Security. Implement
hierarchical consensus enabling 10°-10° nodes with layered
trust models, accepting centralization at aggregation points
while maintaining lightweight device-layer protocols (15-
35 mW).

Real-Time Control (Industrial Automation, Autonomous
Vehicles): Latency > Throughput > Security > Scalability.
Utilize time-sensitive hybrids achieving sub-second
confirmation (0.5-2 sec) and high throughput (500-1500
TPS), balancing moderate energy consumption (25-45
mW) against application-specific security requirements.

Energy-Constrained ~ Networks (Wireless  Sensors,
Wearables): Energy > Latency > Scalability > Security.
Adopt DAG-based or lightweight voting mechanisms
operating below 30 mW, accepting security dependencies
on network activity and reduced decentralization.

Hybrid Mechanisms as Trade-off Optimization: The
fundamental value proposition of hybrid consensus lies not
in eliminating the blockchain trilemma but in providing
tunable parameters to optimize for specific constraint
profiles. By combining complementary mechanisms—
PBFT for finality with PoS for fairness, hierarchical
structures for scale with reputation systems for trust—
hybrid approaches enable application-specific positioning
within the security-scalability-decentralization design
space. However, this flexibility introduces complexity:
each additional mechanism component expands the attack
surface and complicates formal security analysis, as
demonstrated by vulnerabilities emerging from unexpected
interactions between consensus layers in hierarchical
systems. No universal optimal hybrid consensus exists for
IoT applications. The mechanisms compared in Table 2
represent different points in the trade-off space, each
suitable for distinct application scenarios. Practitioners
must conduct explicit constraint analysis—quantifying
energy budgets, scalability requirements, latency tolerance,
and security threat models—before selecting mechanisms,
recognizing that gains in one dimension necessarily impose
costs in others.

7. Open Challenges and Future
Directions

Important issues remain because current developments of
hybrid consensus protocols to blockchain technology,
especially in the field of the IoT, have revealed various
unresolved problems that require the attention of scholars.
One of the most critical challenges is the need to
standardize agreement between hybrid systems, which will
help to implement them on a large scale and interact at the
level of IoT [47]. The absence of standardized or protocol
between the varying versions makes integration difficult
and this may prevent the reusability of solutions that were
provided by other software vendors. This therefore
necessitates standardization of interfaces, data formats and
security requirements in Internet of Things (IoT) consensus
hybrids. Lack of internationally established standards
fosters disintegration, thus halting investments in
individual solutions as a result of vendor lock-in. This
interoperability is therefore limited and limits the
possibility of breakthroughs. Another prominent issue is
one to ensure seam inter-protocol connections in a hybrid
architecture [14]. Even though such mechanisms like PoW
or PBFT are well known, their interplay may introduce
unexpected, second-order attack vectors; e.g. a weakness
in a PoS-based leader election during a round of the PBFT
may discredit the integrity of the system. Such multi-
protocol systems have therefore become a significant and
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unresolved area of research that needs formal verification.
The vulnerabilities to a blockchain-based system design of
an [oT system can be reduced through a thorough security
evaluation and rigorous testing to comprehensively build a
robust system design. Similarly, the interactions between
the many consensus components shall be properly studied
to ensure that the system is not observed to have reduced
strength compared to the constituents. Major issues of
scalability persist especially in massive [oT systems that
involve billions of devices and extreme transaction
volumes [13]. Although there are not many mixed systems
that can exhibit better scalability with regard to the
traditional mechanisms, large volumes of research and
development are required to make the mixed systems
change and adapt to meet the requirements of a large [oT
system with its issue of limited and low-latency
information processing. Scalability of blockchain-based
IoT solutions utilizing hybrid mechanisms of consensus is
a developing field of research.

However, there are certain opportunities and threats of this
landscape. Switching to architectures with distributed
processing would help increase the efficiency and
scalability of hybrid consensus, which has been difficult to
target. This kind of transition imperatively requires the
solution of the problem of data consistency, security, and
synchronization between the heterogeneous layers of
heterogeneous distributed environments [68]. Facilitating a
smooth and safe interfacing between blockchain layer and
distributed computing architectures is a complicated issue.
The regulatory capacity of incorporating blockchain and
IoT is becoming increasingly important, including hybrid
consensus mechanisms [5]. The existing and possible
regulatory frameworks of data privacy, security, and
governance should be considered necessary. The
possibility to adhere to regulations including GDPR, which
grants users with the option to amend or destroy their
information, is rather challenging because blockchain
records cannot be changed [24]. The use of hybrid
mechanisms can thus entail the need to include the
elements of enforcement that would meet those
requirements without compromising the primary benefits
of blockchain technology [48].

8. Conclusion

The introduction of blockchain technology into an Internet
of Things can bring considerable opportunities to the
improvement of security of interconnected systems that are
more and more susceptible to breaches and data
manipulation. Although there are a lot of traditional
consensus mechanisms suggested to use in blockchain,
none of them have been efficient in meeting the particular
needs of IoT. This situation can change with the
introduction of hybrid consensus approaches. These
mechanisms are strategic to combine the advantages of
different consensus protocols in balancing energy and
scalability, throughput and security and fault tolerance, and
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latency, to meet the different needs of diverse IoT
applications. Hybrid consensus mechanisms landscape
includes many different models, including PoW/ PoS
hybrids, PBFT with PoS or PoW components, hierarchical
consensus models, reputation based models and time
sensitive hybrid mechanisms. Examples of apps such as
IOTA - Tangle, IoTeX - Roll-DPoS, and Hyperledger
Fabric that are used to work with the IoT represent
innovation in various fields. Comparative analysis of the
performance has brought to the fore the trade-offs of each
method, to point to the fact that the performance results can
differ dramatically depending on the requirements of the
particular IoT application. Even though progress has been
made, there are still a number of questions that are
unanswered. The problem of compatibility requirements
remains hindrance to intercommunication and the
drawbacks of complex hybrid designs are worth in-depth
investigation. Issues related to scalability in large scale [oT
deployments, compatibility with new IoT standards, and
responsiveness to a changing legal environment are still
unaddressed. Future studies need to focus on establishing
common paradigms of hybrid consensus in IoT, which are
supported by extensive security studies of ongoing and
innovative procedures. In addition, it should work towards
scalability of ultra -scale IoT networks, guarantee a
seamless interface with edge and fog computing models,
and develop blockchain solutions that align with the IoT.
Practitioners need to provide an extensive analysis of the
unique needs that are relevant to their IoT applications.
When choosing a suitable hybrid consensus mechanism,
factors like resource constraints of a device, the kind of
data required to be processed and stored and, possibly,
security needs should be taken into consideration. The
analysis of the performance trade-offs related to the
existing performance with regard to the integration of
blockchain technology requires a specific analysis of the
performance trade-offs. The open problems, whether of
varying perspectives or of lack of resources to deal with
them, are problems that require an in-depth analysis which
is commensurate with the level of knowledge one has in the
field.
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