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Abstract

The performance of the satellite-terrestrial network with (FCs) is conducted in the present
work. More precisely, the air-to-ground link is modeled according to the shadow-Rician distribution to capture
the strong (LOS) path as well as the impact of the shadowing. As a result, we employ the
directional beamforming at both the satellite and relay to mitigate such an ultra-long transmission distance.
We investigate the trade-off between the reliability and security aspects. Particularly, we derive the outage

probability (OP) and intercept probability (IP) in the closed-form expressions. To further facilitate the security
of the considered networks, the friendly jamming scheme is deployed as well. Finally, simulation results based
on the Monte-Carlo method are given to corroborate the exactness of the developed mathematical framework
and to identify key parameters such as antenna gain, and transmit power that have a big impact on the
considered networks.
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1. Introduction It, as a consequence, is not suitable for low-cost devices
such as end devices in long-range (LoRa) networks
and/or sensors in remote areas. To fully exploit the
benefits of the satellite-based services, the relaying

technique is generally combined to form the satellite-

Satellite communications have been considered one of
the key technologies for the sixth generation of cellular
networks (6G) [1]. Particularly, by virtual a strong line-

of-sight (LOS) link, the air-to-ground link rarely suffers
from fading and/or shadowing. Additionally, another
advantage of satellite communications is that it is able
to cover a wide range of geography such as mountainous
and ocean areas. As a result, satellite communications
have gained lots of attention from both academia and
industry. However, the main drawback of satellite-
based services is that they require a high-cost hardware.
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terrestrial networks to serve low-cost terminals [2].

Fountain Codes (FCs), on the other hand, is one
of the most effective codes to significantly ameliorate
the performance of the wireless networks [3]. More
precisely, the messages are divided into unlimited of
encoded packets or Fountain packets. These packets
seamlessly transmit to all users. On the receiver side,
they only need to collect a sufficient number of
encoded packets to decode the transmitted messages.
It, thus, is very suitable for serving multicast and/or
broadcast networks where re-transmission a huge

EAI Endorsed Transactions on
Industrial Networks and Intelligent Systems
| Volume 10 | Issue 4 |

2 EAI |


https://creativecommons.org/licenses/by-nc-sa/4.0/
mailto:<hiennv@ptit.edu.vn>

Nguyen Quang Sang et al.

number of packets will become the bottleneck of the
whole networks [4]. As a result, in the present paper,
we investigate the satellite-terrestrial communications
employing FCs. More specifically, we study two aspects
of such networks, reliability and security via two
essential metrics namely, outage probability (OP) and
intercept probability (IP). Before summarizing the
core contributions and novelties of the considered
networks. We shortly provide the state-of-the-art of the
satellite-terrestrial networks as well as the FC-based
communications in the sequel.

The performance of the satellite-terrestrial networks,
relaying networks, and Fountain codes-based networks
were broadly addressed in [5-19]. More precisely, Guo
and other authors in [5] studied the performance of
the two-way satellite-high altitude platform (HAP)-
terrestrial networks with non-orthogonal multiple
access (NOMA). They derived the outage probability
and ergodic capacity of the considered networks.
However, they do not take the FCs and friendly
jamming into account. The work in [6] also investigated
the satellite-terrestrial networks with NOMA networks.
They, nevertheless, concentrated on the maximization
of the achievable rate while we focused on the trade-off
between reliability and security. The joint bandwidth
and power allocation maximization problem in multi-
user unmanned aerial vehicle (UAV)-aided two-way
relaying networks were comprehensively solved in
[7]. Nguyen and his colleagues in [8] addressed the
reliability and security trade-off in satellite-terrestrial
networks. Nonetheless, the FCs do not apply in
their work. The performance of the integrated free
space optical (FSO)/ radio frequency (RF) in satellite-
terrestrial networks was conducted in [9]. On the
other hand, the performance of the multi-hop with
Fountain codes was given in [10] but the authors
do not examine the satellite communications. The
performance of the broadcast networks in cognitive
radio networks (CRNs) with transmit and receive
diversity techniques was examined in [11-13]. More
precisely, they derived the cumulative distribution
function (CDEF), probability density function (PDF), and
the average number of required time slots to broadcast
a message to an arbitrary number of secondary receivers
(SRs) in the closed-form expressions. Additionally,
they also propose an effective power allocation to
simultaneously satisfy the quality-of-service (QoS) of
the primary networks (PNs) and the reliability of the
secondary networks (SNs). Besides, the all-inclusive
survey on the cooperative relaying networks applying
to physical layer security (PLS) was given in [14]. The
end-to-end (e2e) OP and IP of the integration of energy
harvesting (EH) in multi-hop networks under three
cooperative jamming schemes was studied in [15]. The
trade-off of reliability and security in simultaneous
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wireless information and power transfer (SWIPT)-
enabled in NOMA full-duplex relaying networks was
performed in [16]. They found that increasing the
transmit power of the source node will be beneficial for
reliability. It, nonetheless, also scaled up the intercept
probability. A special issue focused on PLS in satellite-
based communications was published by Trung and
others in [17]. The secrecy outage probability (SOP) and
the secrecy capacity of the CRNs under Nakagami-m
distribution were calculated in [18]. The closest work to
the current manuscript was our previous work which
was given in [19]. Nevertheless, we did not take the
jamming techniques as well as directional beamforming
into consideration. Furthermore, the previous work
solely concentrated on reliability, the present work, on
the other hand, studies both the security and reliability
aspects. The summarized contributions and novelties of
the present work are given below

* We consider the shadow-rician distribution of the
satellite-terrestrial link to take into consideration
of the strong LOS link as well as the impact of
the shadowing. Moreover, the friendly jamming
scheme is considered to improve the security
aspect of the networks. Furthermore, the FCs
are employed to further ameliorate the spectral
efficiency (SE) of the networks.

* We also consider the directional beamforming at
the satellite and relay to overcome the ultra-long
transmission distance and to boost the reliability
and security of the networks.

* We derive both the OP and IP in the closed-
form expression. Additionally, we also compute
the success probability in decoding a packet at
both destination and eavesdropper.

* We corroborate the accuracy of the developed
mathematical framework with computer-based
simulation results based on the Monte-Carlo
methods.

* We point out some key metrics that can either
significantly facilitate the system performance or
have a big impact on the two considered metrics.

The organization of the current paper is given as
follows: The system model is provided in Section 2
while the OP and IP analyses are given in Secion 3.
Section 4 supplies simulation results and the conclusion
is conducted in Section 5.

2. System model

Let us consider a satellite-terrestrial system as shown
in Fig. 1. Here, the satellite denotes by S and transmits
information to the ground terminal denoted by D with
the help of a relay R. Additionally, the considered
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Figure 1. The considered satellite-terrestrial system model.

networks also comprises an active eavesdropper!.
All nodes are equipped with a single antenna. The
extension to multiple antennae is left for future
work. To facilitate the security of the considered
networks, a friendly jammer denoted by ] is utilized
which broadcasts artificial noises (ANs) toward the
eavesdropper.

The whole transmission from the satellite to the
destination is taken place in two phases. In the first
phase, the satellite sends their signals to the relay. It
is noted that both the destination and eavesdropper are
not able to decode the satellite signals owing to low-cost
device. At the end of the first phase, the relay decodes
source information, it, then, re-encodes and forwards to
the destination. Such signal processing is classified as
decode-and-forward (DF) protocol.

2.1. Channel modeling

All transmission links are subjected to both small-scale
fading and large-scale path-loss. However, the channel
coefficient of the small-scale fading is different between
air-to-ground channel and ground-to-ground channels.
Particularly, the small-scale fading is defined as follows:

Air-to-ground modeling. The channel coefficient of the
satellite-terrestrial link is modeled according to the
shadow-Rician distribution. The probability density
function of the channel gain from S to R denoted by

|aS,R|2 is given below [23]

m—1

z(x):cDZG(v)x”exp(—(S—p)x), (1)

v=0

f

as,g|

ITo obtain the channel state information (CSI) of the eavesdropper,
several methods can be deployed, e.g., the energy ratio detectors, pilot
signals, and support vector machines (SVM), etc. [20-22].

—9(2em "t 8 _ D (-m)p*
where @ = S(Zpﬁﬁq) , P = ZPTq-w’ 0(v)= Tzk'
and 9 = 21—p; p and q are the average power of the LOS

v-1
and non-LOS (NLOS) components. (x), = [] (x —k)
k=0

is the Pochhammer symbol [24, p. xliii] and m € N
is the fading severity of the |a5’R‘2. The cumulative

o . 2.
distribution function of the (a5, R| is computed as [25]
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- p)x)- (2)

Ground-to-ground modeling. The small-scale fading of
all transmission links between ground terminals are
subjected to the Rayleigh fading. The channel gain

x exp (- (¥

denoted by (as,o 2, s€{R, ]}, 0 € {D, E}, as a consequence,
follows by an exponential distribution with scale
parameter (), ,. Mathematical speaking, the CDF, and
PDF of the channel gain from node s to node o denoted
by F|aso|2 (x) and fluso|2 (x) are formulated as [26]

X
Flus,olz (x) =1—exp (_Qs,o)

1
f|“s,o|2 (x) :Q_so exp (—Qi - ) (3)

Here we assume that the channel coefficient remains
stable for the whole transmission and varies indepen-
dently between transmissions.

2.2. Large-scale path-loss

The large-scale path-loss from the transmitter to
receiver denoted by O+ o+ is formulated as follows [27]:

Ot o+ = WodZk ) (4)

where ot € {R,D,E}, s* € {S,R,]}, A € [2, 8] is the path-

loss exponent, W, = (%)2 is the path-loss constant
at the reference distance dj and is computed according
to the free space path-loss model [28], f. (in Hz) is the
carrier frequency, and ¢ = 3 x 10 (in meter per second)
is the speed of light. Without loss of generality, d is set
to 1 meter, e.g., dy = 1 m.

2.3. Antenna gain modeling

In the present work, directional beamforming is
considered. In particular, to compensate the severe
large-scale path-loss owing to long transmission
distance from the satellite to the relay, directional
antenna is employed at both the satellite and relay. Let
us denote Gg, Gy are antenna gain at the satellite and
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the relay, it is formulated as follows:

Gy X<oe
G — = max ) e S’ R , 5
o { Ghin 95 <lxl<m (S, R}, (5)
where Gj ., and G’ . are the beamforming gain of

the main and side lobe of s~ € {S, R}, respectively. x €
[-7t, ) is the angle of the boresight direction, ¢ is the
beamwidth of the main lobe of the s~ antenna.

The destination, jammer, and eavesdropper, on the
other hand, are equipped with a single omnidirectional
antenna with antenna gain G,+, 0™ € {J, D, E} [29].

2.4. Received signals

The whole transmission is taken place in two phases.
In the first phase, the satellite will steer its signals
toward the relay and the relay also adjusts its antenna
toward the satellite. The received signals at relay are
then computed as follows:

_ | PsGsGp

YR = “Oen as,rXs + nR
S,R

S R
_ PS GmaxGmax 6
T 0.. USRXS TR (6)
S,R

where Ps is the transmit power of the satellite, ny is the
additive white Gaussian noise (AWGN) at the relay, and
xg is the transmitted signals sent by S. At relay it will
decode, re-encode, and forward the source signals to the
destination. The received signals at the destination is
then given as

fPRGD Gr
Vp = “Owr AR,DXR + Np
RD

R

= @(JR,DXR-FTZD. (7)
R,D

Here np is the AWGN noise at the destination, Py is the

transmit power of the relay, and xp is the transmitted

signals sent by R. Besides, due to the broadcast nature

of the wireless networks, the eavesdropper also receives

signals from the relay and is calculated as

PrGgG P GG
VE = M(ZR’EXR + JE ]ﬂLEX] + Nng. (8)
Ogr.E Ok

Here ng is the AWGN noise at the eavesdropper, x; is the
AN signals sent by the jammer, and P; is the transmit
power of the jammer. Here the second term in (8) is
artificial interference created by the jammer toward the
eavesdropper to limit the wiretap probability of the
eavesdropper.

2.5. Signal-to-noise-ratio (SNR) at receivers

From (6), (7), and (8) the signal-to-noise-ratio (SNR) at
the 0", o™ € {R, D, E}, receiver denoted by Y,+, is given
as

_ PsGya GR

max ~max

2
Tr |as x|

2
OS,RUR
R
T _PRGDGrnax 2
D="=>5 |RD
Or,pop
PRGEGR.
_ Ogrg
E = 2
BGGelae|” | 2
o],E

2
AR,E |

, (9)

where 02 = 0% = -174 + NF + 10log,, (Bw) is the noise

variance of the o* receiver, NF (in dB) is the noise
figure of the receiver, Bw (in Hz) is the transmission

bandwidth. Here we assume that E{|x3|2} = E{llez} =
E {‘x,)z} = 1; E{.} is the expectation operator. From (9),
the end-to-end SNR at D and E denoted by Y5 _and Y5

ele eZe
are formulated as
D _ .
Y.5. =min {Yg, Yp}
Ve = min {Yg, Yz} (10)

2.6. Performance metrics

In the present paper, we investigate both the security
and reliability aspects of the considered satellite-
terrestrial networks with FCs. Particularly, for the
reliability perspectives, we study a vital metric namely,
outage probability. On the other hand, from the security
point of view, the intercept probability is considered
which measures the probability that the eavesdropper is
able to wiretap the secure information from the satellite
to the destination. Let us denote X and Y as the number
of successfully received packets at the destination and
eavesdropper out of N transmitted packets by the
satellite, the OP and IP are then defined as follows:

OP (n) =Fx (n,N) =Pr(X <n),
IP (n) =Fy (n,N) = Pr(Y > n). (11)

Here, Pr{.} is the probability operator and Fx (x) = 1 —
Fx (x) is the complementary CDF (CCDF) of the RV X.
The successful probability of receiving a packet at D
and E, on the other hand, refers to the probability that
the end-to-end SNR at destination and eavesdropper
are greater than a targeted threshold. Mathematical
speaking, it is formulated as

Pyuc (©) =Pr {10g2 (1 + min (Yg, Yp))

> 0}
Pyve (©) =Pr{log, (1 + min (Yg, Yg)) > ©

b (12)
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3. Outage Probability and Intercept Probability
Analyses

In this section, we are going to derive the OP and IP of
the considered networks. Before studying OP and IP, let
us first provide the following Lemma which are useful
to compute the IP of the considered networks.

Lemma 1. Given X and Y are two exponential random
variables (RVs) with scale parameters Ex and Ey and
three real positive numbers, i.e., a,b,c € R*, the CDF
and PDF of the following RV Z = b{;}ic are given as
follows:

— -1
Fy (2) =1 —exp(—@)(l +zbfY) (13)

-1
bE )
fZ(Z):eXp(_“ZECX)(lJrz“E)i) (QECX +(Z+ZE_);) ]

Proof. The proof is given in Appendix A. O

Next, we are going to derive the successful proba-
bility to receive a packet at the destination, Py,.. In
particular, Py, is given by (14) at the top of the next
page.

Proof. Let us begin the definition of the CCDF of the
e2e SNR at D as follows:

Fyg (8) =Py (©) = Pr {sz’e = min {Y, Yp} > @}

=Pr{min {Yg, Yp} > O}
:PI'{YR > @,TD > @}

P S R
=Pr {TR = —SGmaXG;nax )aS,R|2 > @}
OS,RGR
PRGR
x Pr {TD = R ma)z( |aR,D|2 > C"‘)} (15)
OR,DGD

— @O'ZOS R — @O'ZOR D
:F|a § oS R |ago|* SR |

SR PS Gmax Gmax RD PR Gmax
Here the fifth equation is achieved owing to the
uncorrelated between Yp and Yi. Here, we assume that
Gp =1 and the relay steers its main beam toward the
destination. Finally, by substituting the CCDF of the
|aSlR)2 and |aR,D|2 given by (2) and (3), we obtain (14).
We close the proof here. O

Having obtained the P,,., we are going to derive the
OP of the legitimate link.

The outage probability refers to the event that the
number of error-free packets received at the destination
is less than n packets out of N total packets sent by S.
Mathematical speaking, it is computed as

n-1
OP(m) =) ( Y )(Psuc (@) (1~ Bye (©))V
k=0
=1-Ip, (nN-n+1). (16)

D EA

Here (16) is attained because RV X in (11) undergoes
the binomial distribution with the success probability
Pyyc- Here Ip (. .) is the regularized incomplete beta

function [24, (8.392)], ( ' ) is the binomial coefficient.

Proof. Since RV X is defined as the number of
successfully received packets at the destination out of N
transmitted by the satellite. It, as a consequence, follows
by a binomial distribution with success probability
Fye- 0

Similarly, the IP defines as the probability that the
eavesdropper can decode the secure message sent by
the satellite to the destination. Here we assume that the
eavesdropper has prior information on the generator
matrix of the FCs at the satellite thus, it is able to decode
the message if it collects at least n packets without error.
Mathematically, it is calculated as follows:

=Tp

eve

(n,N-n+1), (17)

where P.,. is the probability that E successfully decodes
a packet and is computed as follows:

Peve (8) =Fyt_(©) = Pr{Y, = min (Y, Yg} > ©}

eZe
=Pr {TR > @}PI‘ {TE > @}
@O'ZOS’R

=F, p|———2—|Fy. (©). 18
|aS'R| (PSGr%aXGrlgax) TE( ) ( )

The explicit equation of (18) is given in (19) at the top
of the next page.

Proof. Eq.(17)is immediately obtained by following the
similar steps as (16). Regarding the (19), it is attained by
substituting the CCDF of |a5,R’2 and the help of Lemma
1. We terminate the proof here. O

Remark 1. Here we assume that eavesdropper has a prior
information about the FCs. If eavesdropper does not
have any information about FC, it then needs to collect
correctly all N packets in order to decode the secure
message from the satellite. As a result, it will reduce the
intercept probability of the eavesdropper.

4. Numerical results

In this section, simulation results based on Monte-
Carlo method are given to corroborate the exactitude
of the derived mathematical framework as well as to
reveal the influences of some key parameters such as
the transmit power of the satellite, the jammer, the
relay, and the antenna gain at the satellite and so on.
Without loss of generality, following set of parameters
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0020 p |\ & (-1)'(1-m),p"' [ ©5°0sr | 03?05 (9 - p)
Psuc(@):(aexp(——P 0 ) v (v+1—i)(P 5Ok )exp(——P o5 R . (14)
RYmax><R,D/ ;=0 j=0 V.Z.(S—p) S Umax YU max S YUmax Y max
@G2ORE POREQ]E -1
Puye (©) =@ ex _#)(1*_@]'—’)
eve () p( PRQORE PrOjEQRE
V"Zl - (1)1 )p”( 00”05k ) ( 00”05,k (8 - p) 19)
X ex —_——— |-
=0 i=0 vli! (\9 p) (v +1-0) PSGmaxGr%ax PSGrSnaxGrlilax

are deployed throughout this section: N = 10 packets, n
= 4 packets, Ps = 20 dBm, Pz = P; = 15 dBm, Bw = 500
kHz, NF = 6 dB, A = 3.5, f. = 2.1 GHz, dg g = 2000 km,
drp =300m,dgp=200m,d; g =150m, GS  =30dB,

max

GR,=5dB,GR. =0dB,©®=0.1,Qpp = 2.1, Qrp =
1.3,Qp = 2.9.
(b)
1 1 ‘
0.9t 0.9
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o
o
o
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o
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Intercept Probability
o o
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o
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o
e
o
e

0 0
02 04 06 08 02 04 06 0.8
© )

Figure 2. OP(a) and IP(b) vs. ®. Solid lines are plotted by (16)
and (17). Markers are plotted by the Monte-Carlo method.

Fig. 2 stretches the performance of the OP and IP with
respect to (w.r.t.) the ©. It is no doubt that increasing
© will monotonically increase OP and decrease the IP.
This can be effortlessly explained by directly inspecting
the definition of the Py, and P.,. and the property
of the regularized incomplete beta function. We also
observe a good agreement between the derived math-
ematical framework and computed-based simulation
results. The curves denoted by HS signify that the
system undergoes the heavy shadowing scenario with
the triple parameters (m =1,p =0.0635,4 = 0.0007)

while curves denoted by AS means that the sys-
tem suffers from average shadowing with parameters
(m=5p=0.3,9g=0.279). It is certain that the OP
under HS will approach one quicker than another
because of the deep fade scenario. Besides, if HS is
harmful for the reliability aspect, it is beneficial for
the security as the intercept probability will quickly
approach zero.

Outage Probability
o
>

o
w

Intercept Probability
o
(6}

—+—HSn
1074k —+—HSn
—+—ASn

ASn

¥ »—
-20 -10 0 10 20 30 -20 0 20
Py [dBm]

o
)

4
6
4
6

o
o

Figure 3. OP(a) and IP(b) vs. Pg [dBm] with different values of
n. Solid lines are plotted by (16) and (17). Markers are plotted
by the Monte-Carlo method.

The influences of the relay transmit power on the
performance of the OP and IP are given in Fig. 3.
We observe again that the curves from mathematical
framework and simulation results are undistinguished
with each other. We see that increasing Pz will be
helpful for both destination and eavesdropper. In
particular, the OP is a decrease function while the IP
simply scales up with the increase of Pg. Moreover,
escalating the number of decoded packets will lead
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to higher outage probability but smaller intercept
probability. Additionally, under the AS scenario the OP
achieves less than 1074 with P; = 10 dBm for case n = 4
while under the HS circumstance the best performance
is only 107!. Finally, there exists a lower bound for the
OP and an upper bound for the IP. The rationale behind
this phenomenon is that although the SNR of the second
hop keeps improving by raising the Pg, the e2e SNR is
constrained by the first hop which is independent of Pg.
As a result, a bound is appeared for both metrics.

(a) (b)

-20 -10 0 10 20 30

—020 0 20

Figure 4. P,,(a) and Py (b) vs. Pz [dBm] with different values
of n. Solid lines are plotted by (14) and (19). Markers are
plotted by the Monte-Carlo method.

Fig. 4 illustrates the performance of the P, .(a) and
P.ye(b) regarding the Pg. Unlike OP and IP which
have a contrary behavior, both P, and P, are
simply ameliorating with the increase of Pg. Again,
the heavy shadowing has severe effects on the success
probability to decode a packet of both the destination
and eavesdropper. Particularly, the best performance of
both P, and P, is only above 0.5 while the upper limit
of two considered metrics under AS scenario is over 0.9.
We see that the curves computed by (14) and (19) align
with the Monte-Carlo simulations.

The impact of the number of required packets to
decode the message on the performance of the outage
probability and intercept probability is given in Fig.
5. It is obvious that fixing N and keeps increasing
n will let the OP approach one since the probability
to successfully decode a large number of packet is,
of course, getting smaller. We see that enhancing
the directivity gain at the satellite will dramatically
improve the OP, e.g., the OP under the heavy shadowing
with G35, = 20 dB is equal to 1 unless n = 1 while the

O EA

1 e 14
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=t “/ 0
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Figure 5. OP(a) and IP(b) vs. n packets with various values
of G3.x, N = 15. Solid lines are plotted by (16) and (17).
Markers are plotted by the Monte-Carlo method.

OP under the same fading condition with G, = 30 dB
only accesses 1 when n = N = 15. For the IP, decreasing
G3 .y is beneficial.

(a) (b)
—+—HS P, — 15 dBm ‘
0_9+\ —+—HS P =5dBm | gl

—+—AS P, = 15 dBm
AS P] =5 dBm 0.8t

o
)
.
o
o

e
~
T
o
~

Outage Probability
o o
W 3]

Intercept Probability
<) o
w [,

0.2 0.2
0.1 0.1
-
0 ———+ 0 ! : ;
4 6 8 10 12 4 6 8 10 12
N [packets] N [packets]

Figure 6. OP(a) and IP(b) vs. N packets with several values of
Py, n = 4. Solid lines are plotted by (16) and (17). Markers
are plotted by the Monte-Carlo method.

Fig. 6 studies the behaviors of OP and IP regarding N
packets with different values of P;. It should be noted
that there is no effects of P; on the OP thanks to the
friendly jamming scheme. Nonetheless, augmenting the
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P; will be helpful for combating the eavesdropper. More
precisely, under the average shadowing scenario, when
P; goes from 5 to 15 dBm, the IP declines two-fold from
above 0.9 to under 0.5 with N =5 packets. Additionally,
increasing the P; also overcomes the negative impact of
the heavy shadowing as the gap between IP with P; =
15 dBm under average shadowing and the IP with P;
= 5 dB under heavy shadowing is always less than 0.1
regardless of N. As for the OP, the OP under the AS case
goes to zero faster, i.e., N = 7 packets.

(a) (b)
\ ——HSO =102

09f 09| —+—HS© =10
—— AS© =107
08} 08 ASe =10

o

3

o

3
:

o

=2}

o

=)
.

Outage Probability
&
Intercept Probability
o
(6]

0.4 0.4}
0.3} 0.3}
0.2 0.2}
0.1 0.1
0 : ’ OHHH-HHHHHHHHHHHE R
0 10 20 0 10
s 3
GIII‘(IX [dB] Gmﬂ.x [dB]

Figure 7. OP(a) and IP(b) vs. G5, packets with several values
of ©. Solid lines are plotted by (16) and (17). Markers are
plotted by the Monte-Carlo method.

Fig. 7 depicts the influences of the directional
beamforming on the performance of the OP and IP.
Particularly, the OP and IP are plotted as a function of
the main beamforming gain of the satellite’s antenna.
We observe that increasing G3,,, is an effective approach
to mitigate the long transmission distance from the
satellite to ground terminals. Nonetheless, it also
poses a higher risk in security since the IP is a
proportional function with G3,, too. Additionally,
this figure also confirms our findings in Fig. 2 that
enhancing the predefined threshold will degrade the
system performance. More precisely, the OP under
heavily shadowing with © =1 is always one under the
current setup.

The impact of the transmission distance from the
satellite to the relay is given in Fig. 8. Specifically,
the transmission distance spans from low earth orbit
(LEO) (from 150 - 2000 km) to medium earth orbit
(MEO) (2000 - 35786 km) and geostationary equatorial
orbit (GEO) (35786 km). We see that our proposed
system works well in the range of LEO and parts of
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of GR .. Solid lines are plotted by (16) and (17). Markers are
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plotted by the Monte-Carlo method.

the MEO provided that the directional gain at relay
is sufficiently large. More precisely, the OP under the
heavy shadowing is equal to 1072 with the transmission
distance around 5000 km. For the average shadowing
we even achieve up to 12000 km with the same
threshold. From Figs. 7 and 8, we conclude that by
increasing the directional gain at both the satellite and
the relay, we can straightforwardly transmit signals at
GEO altitude and under the heavy shadowing scenario.

5. Conclusion

The reliability and security trade-off of satellite-
terrestrial communications utilizing Fountain codes
were comprehensively studied in this manuscript.
Particularly, the transmission link from the satellite
to the ground terminal underwent the shadow-rician
distribution in order to capture the strong LOS as
well as the obstacle from the air-to-ground channel.
Additionally, to mitigate the large-scale path-loss, the
directional beamforming was deployed at both the
satellite and relay to enhance the air-to-ground link.
We unveiled that by increasing the antennae gain
at the satellite and/or the relay, we were able to
transmit at the altitude of GEO. We also found that
increasing the jammer’s transmit power is beneficial
in terms of security but there is no impact on the
systems’ reliability. The paper can be developed in
various ways. One of the promising ways is to consider
stochastic geometry (SG) to capture the randomness
of wireless networks. Second, integrating the energy-
harvesting and reconfigurable intelligent surfaces into
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the

considered networks will dramatically enhance

the whole systems’ performance . Third, the covert
communications and LoRa networks are interested in
studying to enhance security in different ways and to
cover the Internet of Things (IoTs) networks. Finally,
taking advantage of the data-driven approach like deep
learning is also a bright extension.
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Appendix A. Proof of (13)

This section provides detail derivation of (13). Particularly,
we are going to derive the CDF, and PDF of RV X. Let us
commence with the definition of the CDF as follows:

aX C z(by +c
irenlgie )  (-oo 52 o
z r zb 1
=1- —exp(—a:X) j eXp(—yaEX - i)d}f
=0

O EA

where the second equation is held by substituting the CDF
of the exponential RV and the last equation is attained
by computing the integration. Regarding the PDF, it can
be straightforwardly computed by taking the first-order
derivative as follows:
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We finish the proof here.
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