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Abstract: In view of the power information security problems such as the blind area, 
noise and the delay of the latest general vulnerability risk perception in the existing 
network asset detection and network security penetration, this paper constructs a set of 
cyberspace surveying and penetration test system based on vulnerability risk matching 
identification. The surveying process of fingerprint identification of network assets is 
described in detail, and the timeliness and noise problems of the whole network segment 
scanning of power information assets are solved by using the parallel optimization of 
prime number domain original root processing. Vulnerability risk matching identification 
and automated penetration test queue are used to generate security situation guidance of 
network assets based on vulnerability risk matching identification to improve the 
accuracy of security perception. 
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1. Introduction 

With the promotion of energy Internet strategy, the wide application of information and 
communication technology and "Internet plus" in the power grid, the power system has 
gradually broken its closeness and exclusiveness, and the construction and deployment of 
open, interactive and widely interconnected power information business system has become 
more and more extensive [1-2]. With the continuous construction and development of various 
power information systems, the interweaving and cross-border integration of artificial 
intelligence, 5G, and energy internet on the network also forms a part of the power 
information network space. The surveying and mapping technology of power information 
network space can detect network resources (such as power dispatch information, relay 
protection signals, substation monitoring information, power market marketing data, etc.) in 
the power information network space, obtain network elements such as IP assets, ports, and 
their fingerprint information in the information network, and provide strong technical support 
for the security management of soft and hard assets in the power system and information 
system anti infiltration and anti theft [3-4]. The traditional network detection method based on 
manual statistics of network assets relying on client probes is no longer able to support 
diversified business scenarios, and gradually reveals its shortcomings in the process of 
network security supervision. 

At present, there are blind spots in network asset surveying and mapping. The existing 
network asset statistics rely on manual form filling and server probes to discover the risks of 
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network asset underreporting and unauthorized port construction, resulting in incomplete 
coverage of subsequent network security inspections and posing significant security risks; At 
the same time, the efficiency of surveying and mapping is low and there is noise. The existing 
server probe based network asset detection methods require the installation of clients on each 
device, which is highly invasive, costly, with incomplete coverage and low efficiency. At the 
same time, it is necessary to enable the Simple Network Management Protocol (SNMP) to 
collect network communication information. The cumbersome process can lead to full risk 
hazards, and in severe cases, it can affect the normal business flow in operation. Finally, the 
potential latest vulnerability risk cannot be perceived in real time. The existing network asset 
security situation is based on the network asset mapping results combined with the result set of 
automated Penetration test script verification, while the Penetration test script cannot 
automatically match the latest generic vulnerability risk. There is a security risk that cannot be 
perceived in real time due to the latest generic vulnerability risk of the existing version of 
network assets. Therefore, based on the current situation of network asset information 
security, this paper studies and designs the network space mapping and Penetration test system 
for power information from three aspects: network asset fingerprint identification, automated 
penetration queue and common vulnerabilities&exposures (CVE) matching and identifying 
security situational awareness, effectively mapping the network space of power information in 
an all-round way, It can improve the stability and execution efficiency of automated 
Penetration test, and enhance the awareness of the latest CVE vulnerabilities. 

2. Management framework and business system of cyberspace 
mapping and Penetration test 

2.1 Management Structure  

The cyberspace mapping and Penetration test system realizes the full life cycle management 
for the security of power information network assets from three stages: cyberspace mapping, 
penetration message queue testing, and security situational awareness analysis[5].  

Cyberspace mapping and penetration message queue test establish fingerprint rule library 
according to the business scenario where the power information is located, including but not 
limited to operating system, support software, Internet of Things equipment, power secondary 
equipment, WEB middleware, Content management system (CMS), development framework, 
application components, etc. Scheduling and distributing network space mapping tasks in a 
load balancing manner, creating diverse business scenarios, configuring typical or custom 
ports, configuring scheduled or patrol tasks, detecting surviving hosts, identifying surviving 
host content, and determining open port parameters and number of surviving hosts. Finally, 
based on the fingerprint rule feature library, the network asset graph information of the 
network spatial mapping result set is established. This architecture uses the penetration 
message queue mechanism to decouple the task strategy preparation, Data and information 
visualization analysis, situation awareness report generation and vulnerability penetration 
detection core business, so as to maintain the independence of core business. This distributed 
deployment mode achieves normal operation without interfering with the power network and 
business system. The web crawler function module with authentication function captures the 
latest vulnerability data of well-known CVE institutions in real-time, uses Elasticsearch full-



 

text search engine technology to establish a CVE knowledge base, matches existing network 
assets through fingerprints, identifies potential CVE risk network assets based on version 
numbers, and provides disposal guidance plans to generate a network asset security situation 
guidance report based on CVE matching recognition. 

2.2 Service Infrastructure 

The service infrastructure of the cyberspace mapping and Penetration test system is divided 
into three layers: ① the data storage layer is used for distributed storage of network assets, 
facility fingerprints, vulnerability data, etc.; ② The business communication layer is 
composed of message queues and communication protocol declarative state transitions 
(Representational State Transfer, REST) and Remote procedure call (RPC) protocols to realize 
the interconnection of data transmission between businesses [6-7]; ③ The business processing 
layer uses Microservices to realize the independent decoupling of each business [8-9]. This 
paper will introduce the construction of network asset space map, automated message queue 
Penetration test, and CVE matching identification security situational awareness. 

3. Penetration test System and Key Technologies 

3.1 Cyberspace Surveying and Mapping Technology Based on Fingerprint Recognition 
of Network Assets  

The cyberspace mapping technology based on network asset fingerprint recognition aims to 
detect all IP assets, ports, and their fingerprint information under the target network segment, 
including but not limited to asset operating systems, port protocols, port services and version 
numbers, software and hardware asset fingerprint information, etc. Perform hierarchical 
Cartesian set matching on a given network fingerprint (IP, port, operating system) to obtain a 
complete network device fingerprint, and then draw a spatial map of enterprise real-time 
network assets. Cascade Cartesian matching first uses an IP address and the corresponding 
port to perform a Cartesian set, mapping the IP and port, with a total of 65535 ports or 1000 
conventional ports according to industry definitions; Then perform Cartesian set matching of 
the operating system based on IP. Considering that the port protocol has default and specific 
attributes, the port protocol is mapped, and based on this, the Cartesian set of port services and 
version numbers is matched to obtain a network asset spatial graph. 

The traditional full connection scanning is the most basic transmission control protocol (TCP) 
scanning mode, which requires the establishment of a complete TCP session and consumes a 
lot of system resources to complete three handshake sessions. Considering the actual scenario 
of asset detection in the entire network segment of an enterprise, this system only sends the 
first Synchronize Sequence Numbers (SYN), and then REST cancels the connection and 
performs a hash stateless scan of the detection address. The value is saved in the cache, and 
the SYN response from the target device is implemented by a dedicated receiving module 
waiting for reception to achieve asset detection. 

This article compares the speed and efficiency of three mainstream scanning technologies, 
Zmap, Masscan, and Nmap, as shown in the following figure.  

 



 

 

Table 1. Comparative analysis of scanning experiments 

Scan Time/min Efficiency Time/min Efficiency 
Scan VLAN 10.*.*0/24 125.*.*0/24 

Masscan 6.45 212/886 2.57 180/454 
Zmap 10.72 224/942 7.4 343/1242 
Nmap 30.65 230/1084 15.92 368/1885 

The experimental results are illustrated in Table 1. In an experimental environment of 
CentOS7/1000 kb×S-1/Intel i7/16 G, conventional TOP1000 port scanning was performed. 
The time consumption of Masscan and Zmap is directly proportional to the number of 
scanning targets, while Nmap takes a long time and has fluctuations in multiple experiments, 
which is related to the runtime environment of the target network segment; In terms of 
scanning efficiency, Nmap is the best, followed by Zmap, and Masscan exhibits significant 
packet loss. All three greatly reduce the cost of state recording. The strategy of scanning 
addresses in this system adopts a hybrid address generation strategy of Zmap and Masscan 
[10], which enhances the randomness of adjacent scanning addresses, reduces the pressure of 
scanning on the target network within the same IP address range, and optimizes the 
implementation of efficient resource utilization [11].  

4  Model Description 

W provide a formal description of the network space expression model, as shown in equations 
(1) to (5). 

                                        M ൌ൏ Oሺtሻ, Eሺtሻ ൐                                                     (1) 

in which  

Oሺtሻ ൌ ሼoଵሺtሻ, oଶሺtሻ, . . . , o୬ሺtሻሽ                                           (2) 

o୧ሺtሻ ൌ ሼpሺtሻ, spሺt, s, lሻ, gሺt, s, lሻ, aሺtሻ, . . . ሽ                                    (3) 

Eሺtሻ ൌ ሼeଵሺtሻ, eଶሺtሻ, . . . , e୬ሺtሻሽ                                              (4) 

eଵሺtሻ=[<o୳ሺtሻ,o୴ሺtሻ>,sp(t,s,l)                                               (5) 

gሺt, s, lሻ,p(t),s(t),...] 

In equations (1) to (5), M represents the network space representation model, O (t) represents 
the multi granularity set of spatiotemporal objects representing nodes in the model, t 
represents time, and each spatiotemporal object oi(t) is composed of multiple time-related 
features such as p (t) attribute features, sp (t, s, l) spatiotemporal features, g(t, s, l) geometric 
features, and a (t) behavioral features. The lifecycle of each object oi (t) is [tb, te], sp(t, s, l) 
spatiotemporal features and g (t, s, l) geometric features, where s represents the viewpoint 
distance in the scale or visualization engine, l represents which layer belongs to the physical 
layer, logical layer, or cognitive layer when expressed, and behavioral feature a(t) is a series of 
behavioral events generated over time; E(t) represents the set of edges representing the 
network spatial relationships in the model. In equation (5), ou (t) and ov (t) represent the two 
nodes corresponding to edge ei (t). sp (t, s, l) represents the position of the edge when drawing 
the representation, which is also related to time t, scale or viewpoint distance s in the 



 

visualization engine, as well as the level l of the representation, G(t, s, l) represents the shape 
of an edge when expressed, such as line width, line color, etc. p (t) represents the attribute 
information associated with the edge, s (t) represents the state information corresponding to 
the edge, such as connectivity, etc. Each edge ei (t) also has a lifecycle [tb, te]. From the formal 
description of the model, it can be seen that O(t) corresponds to the network space resources to 
be expressed, E(t) represents network space relationships, and a(t) represents network space 
events.  

5. Experiment analysis of network space mapping and Penetration 
test system 

This paper develops a network space mapping and Penetration test system covering 
information collection, scanning and detection, vulnerability utilization and other links, aiming 
at multiple scenarios and multiple types of vulnerabilities in the power information network, 
to accurately and proactively troubleshoot potential security vulnerabilities in enterprise 
business systems. The system calls the message notification queue after real-time scanning, 
and the queue notifies the asset responsible person of the scanning result. The asset 
responsible person receives the message through the client, queries the list of asset security 
hazards, and achieves the effect of accurate accountability and accurate repair. The penetration 
report generated by the system accurately counts the number of asset IPs and port data under 
the IP, and provides opening instructions and protocol descriptions for each port, providing 
open security suggestions. The report also covers the results of the Proof of concept (POC) 
special scan for ports, realizing targeted modifications. The inspection report generated by the 
system can be used by enterprises for self inspection and rectification, in order to further 
improve the level of safety protection. The following figure shows the main testing interface 
of the cyberspace surveying and penetration testing system, displaying information such as 
asset overview, asset overview, and asset details. 



 

 

 

Figure 1. Security situation perception process 

Figure 1 shows the business process of security situational awareness analysis report.The 
cyberspace mapping and Penetration test system has been deployed in a provincial power 
company of the State Grid, realizing the management and control of the information system 
equipment account, and the software resources such as IP address, service, port of the full 
caliber information equipment can be checked and managed. This system defines personalized 
scanning by configuring relevant scanning parameters. The intelligent scanning processing 
engine module reads the configuration parameters and quickly scans assets based on the mixed 
address strategy of Zmap and Masscan. POC is used to verify assets one by one and obtain 
asset related security information, including the survival status of registered IP addresses, port 
opening status, illegal IP addresses, and port lists. By logging the scanning process of each 
asset and implementing visual scanning, it is beneficial for process tracking and bug 
elimination [12-15]. Ultimately, the asset safety hazard list and related information are 
recorded in the database and cannot be modified, providing technical support for the company 
to establish a dedicated fingerprint and POC library for power information assets. 

6. Conclusion 

The construction and deployment of open, interactive, and widely interconnected power 
information business systems are becoming increasingly widespread. Electric energy is the 
foundation and pillar of the country, and its information security risks cannot be ignored. 
Aiming at the existing practical production problems, this paper constructs the power 
information oriented cyberspace mapping and Penetration test system from asset mapping, 
CVE security situation quasi real-time awareness, automated Penetration test and other aspects, 
explores the information security supervision technology for diversified business scenarios, 



 

and will continue to deepen the application research from the aspect of asset fingerprint 
feature recognition. 
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