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Abstract. To address the key issue of users’ privacy in future wireless communications,
this work presents a generalized uplink secure code-domain non-orthogonal multiple
access (SCD-NOMA) based on multi-level chaos-shift-keying (MCSK) signalling over
Rician propagation environment. To have cost-effective physical layer security (PLS), the
proposed scheme is designed by employing chaotic drive systems at the users’ side and a
chaotic response system at the base station (BS) receiver. The transmitted signals are
estimated efficiently at the BS through integrated maximum likelihood (ML) and chaos
demodulation techniques. The efficacy of the proposed SCD-NOMA system is validated
by intensive simulation results of the realized error rate, connectivity, and security gap, in
comparison to the reference systems. Besides, the proposed scheme provides a huge key-
space to increase the system’s PLS and compact exhaustive brute-force attacks.

Keywords: code-domain NOMA,; chaotic signals; physical layer security; CSK; wireless
fading channels.

1 Introduction

The rapid advancement in modern technologies has initiated an incredible growth in the
number of wirelessly connected devices worldwide. Therefore, new wireless networks like 5G
and beyond are required to attain the critical issues of massive connectivity, reliability, security,
and affordability [1]-[4]. In the same context, non-orthogonal multiple access (NOMA) is one
of the attractive communication techniques that have been designed over the past years to
achieve the next-generation targets by investing in power-domain NOMA (PD-NOMA) and
code-domain NOMA (CD-NOMA). In such schemes, the connected users' performance
outperforms the traditional orthogonal multiple access (OMA) schemes utilizing spectral
efficiency and connectivity, however, at the cost of increased co-channel interference [5]-[7].

In wireless networks, the possibility of signal interception from unauthorized receivers is
quite high owing to the open transmission nature [8]. Besides, the remarkable increase in the
number of served users and related data traffic in the NOMA schemes may result in additional
data security leakage [7]-[9]. Consequently, using the common security techniques based on
cryptographic methods at the network upper layers becomes ineffective owing to cost,
complexity, and power limitations [3], [4], [7]. Thus, physical layer security (PLS) emerges as
a cost-effective alternative technique by utilizing the main channel features like noise,
interference, diversity, and fading, to expand the realized security gap between the illegal and
the legal receiver [8]-[10]. Moreover, PLS may be used jointly with other cryptography-based
methods to further enhance the overall system security [4].
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In the literature, many PLS systems have been presented by exploiting the properties of the
chaotic signal in chaos-based secure communication (CBSC) like its wideband spectrum,
unpredictable operation performance, and its high sensitivity to the changes in initial conditions
(ICs) [71, [9], [11]-[16]. Moreover, the parameters of the chaotic system can provide an
enormous key-space that remarkably enhances the system security against eavesdroppers brute-
force attacks [14]. For example, various CBSC systems based on NOMA approaches have been
studied such as [9], [16] over Gaussian channels and [6], [12], [17] over fading channels with
multiple-input multiple-output (MIMO) technique integrated with orthogonal frequency
division multiplexing (OFDM) method [11].

The realized security gap based on the performance of bit-error-rate (BER) emerges as an
efficient and practical PLS measure to evaluate the achieved PLS instead of the information
theoretic-based measures such as the secrecy throughput, secrecy outage probability, and
secrecy rate [3], [9]-[14], [18]. Secure communications may be achieved by expanding the
realized gap between the BER performance of legal and illegitimate receivers [17]-[20]. Other
important metrics are considered also like the key-space which is employed to assess the
computational efforts required by an external eavesdropper to guess the secret keys correctly.
Moreover, the key mismatch between the transmitter and the receiver shows the capability of
the illegal receiver to correctly guess the secret keys using extensive search computations [7],
[12]-[14].

The major contributions for this paper may be highlighted as follows:

1) A generalized uplink multiuser communications system design of secure CD-NOMA
(SCD-NOMA) is presented over the environment of a realistic channel. Composite large-
scale propagation and small-scale Rician fading are adopted rather than the simple
Gaussian channel in [9] and [16] or the small-scale Rayleigh fading in [3], [12], and [17].

2) Multi-level chaos-shift-keying (MCSK) modulators and demodulators are used at the
communication ends rather than the binary CSK in [3], [12], [16], and [17] to create an
effective PLS with a large key-space advantage and higher spectral efficiency. At the
receiving base station (BS), maximum likelihood (ML) and chaotic demodulation are
used together for multiuser detection (MUD).

3) The realized results of the proposed SCD-NOMA are verified and compared with the
reference schemes, by extensive simulations for security gap, BER, key-space metrics,
and user connectivity. Moreover, the OMA gains like MIMO [8] and OFDM [11] are
excluded to have a realistic performance evaluation. The realized results utilizing
multiple system configurations, ICs, and chaotic sequence lengths, are attractive and
show many valuable tradeoffs.

The rest of this paper is arranged as follows. In Section 2, a concise chaotic communications
technical background is discussed. Section 3 shows the system design of the proposed SCD-
NOMA. The designed system results and simulations are highlighted in Section 4, meanwhile,
conclusions are presented in Section 5.

2 Chaotic Communications

Various modulation methods are used in CBSC such as the conventional CSK technique
[12]. In this method, the involved chaotic signals can be generated from different mathematical
models that reveal a nonlinear dynamical behaviour like the two-dimensional equations of the
discrete-time Henon chaotic system (HCS) [6]:



x(n+1)=yn) +1-ax?(n)
y(n+1) = bx(n)

where n is the time instance for the chaotic attractor, a = 1.4, and b = 0.3. By using simple
hardware electronic circuits or different software tools (e.g. MATLAB), the chaotic signals (x
and y) of HCS can be found with high sensitivity to ICs (= 1075 /state).

In CBSCs, the data can be encrypted and sent to the receiving end with high secrecy levels
by using the attractive characteristics of chaotic signals. In this case, at the receiver side, it is
hard to correctly decode the transmitted signals without previously knowing the parameters of
the chaotic system such as the ICs, code length (8), chaotic sequence length (£), number of
chaotic states (D), and modulation level (M). The integration of those parameters can form an
essential robust key-space set § = {ICs, 8, £, D, M}. As a result, potential eavesdroppers using
brute-force attacks will not be able to easily discover the transmitted signals owing to the need
for exhaustive efforts of computations (more than 21°°) to scan and break the key-space S [13],
[14]. Hence, effective PLS can be granted in CBSCs since only planned receivers with the exact
system parameters are capable of decoding the transmitted data accurately.

M

3 System Design of SCD-NOMA

Consider a multiuser SCD-NOMA with MCSK modulation/demodulation as given in Fig.
1, in a single-cell cellular system. The proposed scheme consists of K single-antenna users
communicating simultaneously with a single-antenna BS over a wireless fading propagation
channel. For the MCSK units at the user's end and BS receiver, an accurate drive-response
synchronization mechanism is assumed [15]. In addition, the BS is assumed to have complete
channel state information (CSI) to perform efficient equal power control and MUD.
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Fig. 1. General system design of SCD-NOMA over wireless fading channel environment.

3.1 Signal Model

For the considered SCD-NOMA scheme, the digital data symbol of user k is shownas b, =
[biy - bry] With U = log, (M) binary bits. It has an alphabet set B, = {b(kl), ., b, ...,bfcM)}



of size M, where by = [b%) ... b\ ] denotes the i*" possible data symbol. For each user k, a

certain chaotic codebook is assigned as C; = {c,({l), e, ...,c,({M)}, where ¢ = [c) ..} ]

and ¢!

 isthe jt* chip of i*" chaotic code of length § <« L. The active users utilize MCSK as
b - ¢ for k=1,..,K and i = 1,..., M. Throughout this work, is presumed that T, the
symbol duration is 8 times the chip duration T,. Subsequently, user k transmitted signal is given
with equal power allocation p, as s; = [Sk,l ---Sk,ﬁ] € R'*F which represents one of the

possible elements from the overall set S, = {s,(f), ...,s,(f), ...,s,EM)}. The received composite

signal atthe BS r = [r; ...75] € €**F is modelled by

K
r= z his, +n (2)
k=1

where n = [n,; ...ng] € ¢**# stands for the vector of the AWGN with zero-mean and o;2-
variance coefficient, and h, is the fading channel of user k given as [21],

1

K
he = & \/K—Hglﬁ‘\/%—“gk (3)

where gy, is a complex-valued line-of-site (LOS) coefficient, g is the scattered fading of zero-
mean unit-variance elements and it is presumed to be fixed over the symbol duration Ty, K is
the Rician fading coefficient, and &, = £;° stands for large-scale path loss, ¢, is the distance of
user k from the BS, and 9 denotes the path loss exponent.

3.2 Receiver Design

Signal estimation is carried out jointly at the BS using the optimal ML receiver and chaotic
demodulator. For the considered MCSK, there is a set of Q = M¥ probable elements for

T
transmitted signals as S = {S@, ...,§®, ..., s@}, where s© = [s& .. sV .. sP] , and s is
the 1" likely transmitted signal vector from user k. Therefore, MUD can be performed as

S=1[8,..8,.. 8T = argsr(rll)i%”r - hS(l)”2 4)

where ||. || represents the Euclidean vector norm. The output of estimated signals can be sent
then to the chaotic modulator to find the detected data as by, = [by; ... b y| fork = 1,..., K.

4 Results and Security Evaluations

In this section, simulation experiments are accomplished to demonstrate the SCD-NOMA
system performance by terms of the realized security gap, BER, and the users' connectivity for
any considered OMA resource dimension. The effects of parameter g and mismatch of the secret
keys on the BER performance are also studied. The Key-space analysis is shown to validate the
SCD-NOMA improved resistance to fight the brute-force attacks from potential unauthorized
receiver devices. The considered parameters for simulations are: cellular network radius of



300m;9 =4;K=2,3, and 4; L =10* M = 4; § = 50; and the ICs utilized in the chaotic
drive/response systems are {x, = 0.0, y, = 0.0}. The legal BS employs perfect ICs meanwhile
the illegitimate receiver device owns inaccurate secret keys (ICs) of 1071° accuracy. The BER
outcomes are compared for fairness with the reference system of quadrature phase-shift keying
NOMA (QPSK-NOMA) and averaged over 10¢ channels.

4.1 BER Performance and Achieved Security Gap

In Figure 2, the BER curves of the 2-user scheme as a function of the signal-to-noise ratio
(SNR) are given considering different Rician factors. The presented results of all scenarios show
that the legal receiving end achieves a substantial performance gain for all connected users in
comparison to the 2-user QPSK-NOMA reference owing to the extra code diversity. For
example, at BER target of 107> the BERs of SCD-NOMA outperform the references by 21 dB,
27.5dB, and 26 dB when % = 0, X =4, and K =8, respectively. Moreover, it is clear that with
the increase of I from I = 0 to K = 8, the attained security gap also significantly increases.
It is noted that the unauthorized receiver BERSs reveals an obvious error floor due to imperfect
ICs.
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Fig. 2. Average BER of 2-user SCD-NOMA using S = 50 and different Rician factors of X = 0, % =
4,and KX = 8.

Figures 3 and 4 show the BERs of 3 and 4-user schemes, respectively as a function of SNR
considering different Rician factors. The BERs of the authorized receiver for all Rician factor
scenarios display a significant performance compared to the benchmark references over the
entire SNR range. Moreover, the best performance among all considered scenarios with a
remarkable security gap is noticed when i = 0. The BERs of the illegal receiver for those cases
also achieve an error floor over the whole range of SNR. A summary for the attained gains in
dB is presented in Table 1 considering target BER of 107°. As it can be seen the 4-user realizes
a huge dB gain and for all Rician factors compared to the reference systems.



Table 1. SNR gain for the considered scenarios at target BER of 105 compared with the considered
reference systems.

Rician Factor 2-User scenario 3-user scenario 4-user scenario
K=0 21 dB 36.2dB 45.7 dB
K =4 27.5dB 28.4dB 44.6 dB
K =8 26 dB 31dB 45.8 dB

4.2 Effect of code length and User Connectivity

Figure 5, shows the BER curves of 2, 3, and 4-user schemes as a function of the code length
B for two SNR values of 15 dB, 25 dB, and K = 0 Rician factor. It is noticed that the increased
values of 8 have a direct influence on enhancing the BER performance and the level of PLS,
however, at the cost of an increased receiver complexity. Moreover, the increased level of 8 has
no impact on data rate degrading compared to the OMA systems since T, = BT.. On the other
hand, the unauthorized receiver BERs with imperfect ICs also reveal an obvious error floor over
the entire range of 8. The obtained results are based on a very tiny difference in the ICs of about
10715, So, the choice of the appropriate parameters for SCD-NOMA allows cost-effective
information security with robust error rate performance.

The user connectivity effect on the performance of the SCD-NOMA system can also be noticed
from Figure 5 where the BER performance shows very close results as K increased from 2 to
4. This is a remarkable finding since the BERSs are demonstrating high robustness to the number
of users increase in contrast to the considered reference of QPSK-NOMA. Therefore, the
nonorthogonal users who can be served reliably in this scenario are only limited by the target
BER. However, the complexity of BS receiver will be increased as K increased resulting in ML
search effort of O(M¥). This provides a significant tradeoff between the achieved BER
performance, user connectivity, and the required SNRs.

4.3 Effect of Secret Key Mismatch

In Figure 6, the secret key mismatch effect on the BER system performance is illustrated as
a function of the sensitivity to ICs (10™*) considering 2, 3, and 4-user schemes with % = 0 and
two SNRs values of 15 dB and 25 dB. It may be noticed that all configurations” signals reveal
a clear error floor up to 10~ accuracy. Moreover, the BER performance of all served users
can achieve a reliable link at BER target of 10~3 when ultra-high sensitivity levels of < 10716
is used.
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Fig. 3. Average BER of 3-user SCD-NOMA using 8 = 50 and different Rician factors of = 0,% =
4,and X = 8.

100 ; . = . . T
E—— b he ser
1 Unauthorized recei — ST -e
107" nauthorized receiver ~3® - _ -6 - _ E _ _ -
with imperfect IC T~z B2 e~ — © ~ QPSK-NOMA, 7=0
~ \\\\ s
. 102 RAN \\ ~ 3 — & — QPSK-NOMA, % =4
L o ~
m A
) R — - - =
%10& 4 — A —QPSK-NOMA, % =8
5 Authorized receiver
3: with perfect IC
104 | —©—SCD-NOMA, % =0
i
—&— SCD-NOMA, % =4
107
—4A— SCD-NOMA, % =8
107® -
5 10 15 20 25 30 35
SNR (dB)

Fig. 4. Average BER of 4-user SCD-NOMA using f = 50 and different Rician factors of X = 0, X =
4,and X = 8.
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4.4 Key-Space

The SCD-NOMA system's robustness against possible brute-force attacks may be estimated
according to the attained key-space. Many essential parameters are considered in the designed
system that can efficiently provide powerful secret keys with a key-space set § =
{K,B,L,D,M,ICs}. For example in HCS, the employed ICs with 10716 /state accuracy will
attain a key-space of 102*1® = 1032, Moreover, when any of the K-served users employ
different chaotic codes of length § from any D-state chaotic system, the realized key-space will
be increased to K X M X B X L X D times. For example, the key-space for PLS will be of order
0(108 x 1032 = 10%°%) =~ 0(233), which is larger than the bound limit of 21°° in [14].

5 Conclusion

An efficient uplink system design for SCD-NOMA is presented in this work over Rician
channel environments with large-scale and small-scale fading. At the users’ sides, a general
MCSK system has been used while ML and chaos demodulation have been employed for MUD
at the receiving BS. The realized security gap and BER result considering different SCD-NOMA
scenarios have confirmed the effectiveness of the proposed scheme in comparison to the QPSK-
NOMA reference with many appealing tradeoffs. Furthermore, a massive key-space of order
0(2133) is attained to fight the intensive brute-force attacks. The designed system robustness
may lead to possible future integration with the existing OMA techniques for modern secure
wireless communications.
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