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Abstract.Wireless sensor network plays a major role in recent scientific developments 
for transmission of information. It comprises of many sensor nodes which are connected 

virtually to transmit and receive data. But security is the main challenge experienced in 
the WSN to have a proper data transmission. Hence detection and separation of the 
attacks created in the sensor network is necessary. In this paper, a scheme for intrusion 
detection in wireless sensor network is introduced. It is done by using a modified 
AdhocOn Demand Distance Vector (AODV) algorithm as a routing protocol. Here NS-2 
is used for implementing and simulating the proposed protocol and its performance is 
evaluated and analysed considering various network parameters. 
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1   Introduction 

Wireless Sensor Networks are employed in various applications like object tracking, 

process monitoring, home health tracking, traffic monitoring, industrial automation etc., It is a 

framework of several sensor nodes with limited resources, little power and finite bandwidth. 

As the WSN are mostly constructed in unmonitored area it is highly prone to attacks from 

intruder which results in destruction of information. Hence Intrusion Detection System (IDS) 

is introduced as network security scheme to prevent or minimize loss of information.  IDS are 
a set of tools to recognize, analyze and report malicious activity in the network for securing 

the data. The intrusions are of two kinds namely signature based detection and anomaly 

detection. In the first detection, the already executed attack patterns are predefined and the 

when same method of attack is replicated it will be detected and reported. The drawback of 

this type is new attacks can’t be discovered. In the second type of detection the normal 

behavior of the nodes are established and monitored for deviations. If any such abnormal 

behavior is detected it is categorized as intrusion. This often results in false negative rate.  

 

Sensor Network Attacks 

In any network secrecy and authentication has to be maintained. But to manipulate the 

genuineness of a network many types of attacks are created by the intruders. Some of the types 
are discussed below. 
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Denial of Service (DoS) Attacks: This attack is created to crash the network with 
unusual traffic by flooding unwanted requests into the network. It absorbs the network 

resources and drains the energy.   

Spoofing and Altering of Routing Information: Here the nodes are disguised by the 

attacker and rerouting of the traffic is done to create traffic.  

Selective Forwarding: The intruder makes the vulnerable nodes to randomly drop some 

packets during transmission from source to destination. The forwarding of packets is decided 

by the attacker. 

Sinkhole Attacks: In this attack the traffic in a particular region is diverted to a 

compromised node by faking the routing algorithm. This attack is used to initiate other attacks 

like spoofing or selective forwarding.  

Wormholes: It is a brilliant idea where the malicious node entraps the messages between 
two different regions of network at high speed to make distant nodes look nearer. 

The Sybil Attack: The corrupted node will act as many other nodes in the network by 

acquiring false identity. This is used to confuse and divert the routing protocol. 

Black Hole Attack: In this attack the malicious node discards the packets instead of 

forwarding them. This is done by portraying itself as shortest path to the source by giving 

Route Reply (RREP) message immediately. 

2. Literature Survey 

Intrusion Detection plays a predominate role in Wireless Sensor Networks. In this paper, 

Amrita Goshal et al., 2017 [1] summarizes about various parameters involved in intrusion 

detection system in terms of the energy consumption. Here the basics of intrusion detection 

system such as its working model, the challenges faced to maintain high accuracy rate and 

lower energy value are discussed. Since WSN works with moderate power reserve, limited 

transmission bandwidth and low memory dimensions the designing of IDS to achieve efficient 

result becomes complex. Here the various requirements to design energy efficient IDS and the 

classification of IDS are outlined. Further the various approaches of IDS to protect WSN are 
discussed and the accomplishment of existing systems in terms of energy utilization is 

tabulated and studied. It also pointed out the parameters to be considered for upcoming 

development in this area.  

Linlin Li et al., 2018 [2], proposed a model for intrusion detection formulated on Danger 

Theory for danger perception and to find intrusion with a help of multimode system. Here 

Projection Pursuit Algorithm is used for danger perception and to control the problem arises 

due to heavy traffic. It also uses Extreme Learning Machine algorithm to classify the danger 

and Beta distribution for calculating the trust among the nodes. This paper proves that the 

danger theory used here shows better performance in terms of energy usage and false negative 

and positive rate compared to SNS model. The simulations are conducted here on MATLAB 

platform using KDD CUP99 dataset. 
Artificial immune system concept has been adapted in many intrusion detection systems 

and one among them is negative selection algorithms. Some features of this algorithm are not 

given much importance while applying in wireless sensor network which results in lower 

efficiency. Hence Ruirui Zhang et al., 2019 [3], has formulated an improved negative selection 

algorithm based on spatial division. The dispensation of self- set in real value space is initially 

evaluated by the algorithm and then divided into many sub spaces. The selves are allotted to 



 

 

 

 

these sub spaces and the NSA is applied to the sub space. The selves in the sub space with the 
detector only can be put up with the randomly created candidate detector and not all the sub 

spaces. The antigen detection process is fastened due to this operation. The efficiency of this 

proposed algorithm is verified both theoretically and experimentally which shows good results 

in all parameters required for a better intrusion detection system. 

Kenneth RodolpheChabiBoni et al., 2020 [4] has proposed a novel innovation in 

providing security for WSN. Here the intrusion detection system introduced is a device 

incorporated with the features of sensors. The algorithms required for finding and separating 

the intruder or the authentic node is computed by this new IDS device. It refines all the data 

passes through the sensors by constructing a virtual compound around them. This process 

along with the implementation of Trust Table concept helps in isolation process by keeping 

record of all the sensors in the network to prove the genuineness of the sensors and also to 
avoid the breaking of the service. Further this isolation method is also enhanced by bringing in 

the concept of Feedback Signal to alert the other sensors in the network about the suspicious 

sensor to avoid further correspondence from the corrupted one. This IDS also involves in data 

transmission over sensors with other distributed IDS across wide geographical region to detect 

and eliminate threats.  

Rabie .A et al., 2020 [5] has explained about the sinkhole attack in the wireless sensor 

network and has proposed two algorithms for detection and prevention of this attack. 

Multipath based Intrusion Detection System (MBIDS) algorithm and Threshold Based 

Intrusion Detection System (TBIDS) are the two algorithms discussed in this paper. The first 

algorithm is based on routing where the data message is accompanied by a control message 

and the second algorithm works by inspecting the threshold values of each cluster head. 

Further in this paper three recent algorithms namely S-LEACH, MS-LEACH and ABC are 
compared with these two algorithms and the results obtained shows better performance with 

the proposed algorithms.  

MdAlauddinRezvi et al., 2020 [6] describes about a data mining methodology which is 

used to examine the intrusion detection system of a wireless sensor network. Here the various 

Denial of Service attacks like Blackhole, Grayhole, TDMA and flooding are considered and   

different data mining techniques are applied to these datasets to analyze these attacks.  The 

performance of algorithms like Logistic Regression, KNN, Naïve Bayes, support vector 

machine (SVM) and ANN algorithms in classifying and analysing the attacks are also 

evaluated here. 

3. Proposed System        

The aim of an attacker was to influence the user data in a network directly or by attacking 

the underlying routing algorithm. The routing protocol defines about how the communication 

between the nodes takes place and also way by which the data is transmitted. In the proposed 

system the intrusion done by the attacks like sink hole or black hole is detected and analyzed 
by a modified version of the Ad hoc On-Demand Distance Vector Routing (AODV) 

algorithm. This modified protocol also inhibits the features of the existing AODV. 

The AODV falls under reactive protocol category. Here the routing is done only when a 

request arise and hence the name on – demand. When a source wants to send a packet to the 

destination a Route Request message (RREQ) is broadcasted in the network. The fields in the 

RREQ are as follows: 



 

 

 

 

Table 1. Route Request field 

 
The node which receives this broadcast message checks its routing table for the known 

route to the destination. If it does not find any matching, it forwards the message to its 

neighbors. The neighboring nodes or the nodes in the relay in turn checks their routing table 

and if the destination is not found the cycle is repeated. When a node with the route for 

destination address or destination itself is found it sends a Route Reply (RREP) to the source 

which sent the request. The RREP framework is as below: 

Table 2. Route Reply field 

 
The RREQ message is recognized by the combo of its source address and request ID only. 

Every time when a new request message is sent by the source the request ID is increased. 

When a RREQ is received by a node it checks for the combo address of the request message 

and if it already exists then the new request sent will be discarded. If a node does not find a 

route for the destination address the Hop Count of the RREQ will be incremented and 

rebroadcasted to the neighbor nodes.  The RREP message will be sent to the source node only 

if the sequence number of the node with the desired route is equal or greater to the RREQ. 

 
Fig 1. Discovery of route using modified AODV 

4. Results And Discussions 

NS 2 Simulator is used to analyze the performance of the modified AODV algorithm in 

the process of detection of intruders. The performance is measured based on the following 

metrics; 
Average End to End Delay: The network delay is the time taken for the transmission of 

the packet from the source to the destination. The lower the value the efficiency of the 

protocol is higher. 



 

 

 

 

 
Fig 2. Average End to End Delay Graph 

 
Throughput: It is the total packet size received per unit time and expressed as bytes/sec. 

This value has to higher to show a better performance. 

 
Fig3. Throughput Graph 

Conclusion and future work 

In this paper a modified Ad hoc On-Demand Distance Vector Routing is proposed for 

intrusion detection in wireless sensor network. The metrics such as end to end delay and 

throughput are evaluated by using the simulation results. The results show satisfactory 

performance with the modified routing protocol. In future the work can be established with 

higher number of nodes to improve the efficiency of complex network.   
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