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Abstract. This paper discusses some major contributors to offshore Information 

Technology (IT) outsourcing risks and examines some key risk mitigation 

strategies. Offshore IT outsourcing risks emanating from service provider IT 

capabilities in terms of their communication networks and human resource assets 

quality and cultural climate are examined using literature drawn from the areas of 

resource-based theory and culture theory particulary the transaction cost 

economies. The role of service recipient risk mitigation strategies including strong 

contract construction and intelligence gathering in moderating the impact of risk 

drivers on offshore outsourcing risks is discussed. The role of some key service 

provider policies and practices including policies regarding employees’ acceptable 

use of client information, practices that seek to increase employee retention, and 

policies that do not allow employees to work on projects for multiple corporations 

that are competitors with each other in reducing offshore outsourcing risk is also 

examined. 
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1. Introduction 

TechNavio's analysts forecast the Global IT Outsourcing market to grow at a CAGR of 5.71 

percent over the period 2013-2018 [1]. And along with this growth, a drive to achieve cost-

effective operations to tackle high attrition rate remains as the company tries to save billion 

through global IT outsourcing to countries such as Indonesia, India, South Africa, and the former 

Soviet Union where skilled IT workers are plentiful and inexpensive [2]. Most of these 

outsourcing service providers produce software services, such as debugging existing code, and 

perform low-level software development tasks [3]. 

While most of these activities would fall under the category of “support” functions, with low 

strategic impact, there are several firms who are more closely enmeshed with their outsourcing 

service provider, and whose relationship with said service provider has a high impact on the 

success of the service recipient firm itself [4]. This access to skilled labor forces, coupled with 

the cost savings promised by service providers in developing countries, makes offshore 

outsourcing very attractive to US corporations. Particularly due to the recent recession, 
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corporations are attempting to cut costs wherever they can, with IT spending being near the top 

of the list. 

There already exists a wide body of literature analyzing factors that influence a company’s 

decision to outsource [5];[3];[6] factors that affect success in outsourcing [7];[8];[9], as well as 

issues of trust between service providers and service recipients in outsourcing [10]. However, 

the existing body of literature fails to address the unique aspects of global IT outsourcing that 

make its needs different from other types of outsourcing relationships. 

Specifically, offshore IT outsourcing (referred as offshore outsourcing from this point 

forward) has several characteristics that impact the risks of these transactions. Global 

outsourcing involves corporations whose IT capabilities differ vastly from those normally 

present in the United States, as well as employees whose culture and value systems may be quite 

dissimilar to those held by employees  in  the  United  States  [11]. The costs involved in 

counteracting these issues through methods such as strong contracts and pre- emptive 

intelligence gathering need to be taken into account, since cost may prove to be a prohibitive 

factor for effective IT outsourcing [5]. 

The purpose of this paper is to bring together outsourcing variables from the literature in the 

context of outsourcing risk. The risks inherent in these variables are outlined and analyzed using 

resource-based theory, culture theory, and IT capabilities literature. The determinants discussed 

here include characteristics of the service  provider organization. 

The comprehensive global IT outsourcing model put forth in this paper (Fig. 1) should 

serve as a reference point for analysis of current global IT outsourcing efforts, as well as a basis 

for planning future global IT outsourcing efforts. The following sections outlines the research 

model based on theory and describes the constructs involved and the   relationships   they   form   

within   the model. Finally, the last section offers some concluding remarks and directions for 

future research. 

 

2. Method 

This research seeks to find evidence that the risks of offshore outsourcing are determined by 

the several variables inherent to the service provider and the service provider’s host nation. 

These variables include the service provider’s IT capabilities and the service provider’s cultural 

climate. 

 

3. Result 

This section defines and ties to literature the constructs involved in the research model 

(Fig.1). The constructs included in this research model are Offshore Outsourcing Risk, Service 

Provider IT Capabilities, Service Provider Culture Climate, existing Service Recipient Risk 

Mitigation Strategies, and existing Service Provider risk mitigation strategies. 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1. Global IT Outsourcing Model 

 

Offshore outsourcing risk 

 

There are several possible conceptualizations and definitions of the notion of risk. Risk as a 

function of the expected loss from undertaking a certain venture and the probability that said 

loss  will  occur[12].  furthers this notion of risk by adding an actor’s expected utility from 

undertaking  a venture to the risk equation[13]. Thus, risk here is measured not only by the 

probability and value of loss, but by the value of what is to be gained. In this case, however, we 

define offshore outsourcing risk as an expected loss in offshore outsourcing contracts, following 

the perspective used in the context of IT outsourcing in [12]; that is, taking into consideration 

the magnitude of loss from an undesirable situation and the probability of occurrence of such 

loss. In the diagram above, two types of offshore outsourcing risk are mentioned. “Non-delivery 

of product to specifications” refers to a product that does  not  meet  the  specifications  of  the  

original contract, is flawed, or otherwise unacceptable to the service recipient[12]. “Loss of 

Intelectual Property” (Loss of IP) includes the sharing of a service recipient’s intellectual 

property, such as source code and personal company information, with other entities that do not 

have the right to access it [12]. 

Fig. 2 shows a brief graphical overview  of which types of risk correspond to which risk 

determinants from previous literature. The following sections identify several determinants and 

moderators of risk in offshore outsourcing  and their relationship to the risk inherent in offshore 

outsourcing. 
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Fig. 2. Four Types of Risk Situations 

 

 4. Discussion 

4.1 Service provider it capabilities 

The Service Provider IT Capabilities are defined in this research as the quality of reliable, 

secure communications and quality of human resource assets to the offshore outsourcing service 

provider. Since infrastructure can vary from service provider to service provider, this variable 

refers to infrastructure on a corporation level. An organization is comprised of its various 

tangible and intangible resources[14]. The resource-based view suggests that the usefulness, 

quality, and uniqueness of these resources together make up the value of the corporation. This 

is not to say that any resource that the firm possesses automatically gives it a competitive 

advantage. 

RBV describes competitive advantage-generating resources as those which are not easily 

immitatable, substituted for, or transferred to another party [15]. we see that the resource -based 

theory, when taken in the context of information systems research, identifies infrastructure 

variables such as communications networks and human resource assets as resources important 

to the success of an information systems operation. Firms with capabilities specifically in the IT 

area have an inherent advantage based on their ability to better acquire, develop, implement and 

manage IT resources[9]. 

Taking the above information concerning the resource-based theory and information 

systems capabilities into consideration, the conclusion can be made that the quality of 

infrastructure resources of the service recipient can either increase or decrease the propensity 

for loss on the side of the service provider. Since this will also mean a loss for the service 

recipient, any variables that may increase the chance for loss will increase risk as it is defined 

in [12]. 

 

Thus, we arrive at the following: 

 

Proposition 1a: The quality of the service provider’s physical IT capabilities, such as 

communication networks, contributes to the risk associated with an offshore outsourcing 

relationship. 
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In the context of this research, the overall quality of human resource assets of the service 

provider are also being classified as service provider infrastructure variables. Human capital is 

important resources to the firm[16]. The overall quality of human resource assets, for the 

purpose of this research, will consist of the knowledge and skills of the Service Provider IT 

staff, as well as the capability of the Service Provider to retain this knowledge and skill through 

employee retention. 

As evidenced by the preceding resource-based and capabilities literature, these human resource 

variables of employee skills, knowledge and retention can have an impact on the possibility of 

loss in an offshore outsourcing relationship. If these assets are not present and are not leveraged 

to provide value to the firm, it increases the likelihood that the service provider will fail and a 

loss will occur[12]. This is the basis for Proposition 1b: 

 

Proposition 1b: The quality of a service provider’s human resource assets, taken as a part of 

their overall IT capabilities, will impact the offshore outsourcing risk for that service provider. 

 

4.2 Service provider cultural climate 

The service provider’s cultural climate refers here to the cultural norms and social mores of 

service provider's nation and its employees, particularly collectivism and the ensuing level of 

respect for intellectual property ownership. Hofstede defines culture as “the collective 

programming of the  mind which distinguishes members of one group from another[17]. 

Although specific  “cultures” can vary across organizations of individuals as small as teams 

within corporations [18], certain aspects of human behavior are apparent across most citizens in 

any particular nation[19] . Culture variables which are similar across a national or ethnic level 

greatly impact the culture of a particular service provider, since the employee base of that service 

provider is primarily drawn from members of this particular national and/or ethnic culture. 

Although cultural differences among individuals exist at every possible level of analysis (e.g. 

team, organization, region, nation), the scope of this research focuses on risk at a service 

provider level. Thus, we choose to analyze service provider cultural variables as they relate to 

offshore outsourcing risk. 

 

Proposition 2: The level of collectivism inherent in the service provider’s culture, and the level 

of respect for intellectual property ownership inherent in that level of collectivism, will impact 

the offshore outsourcing risk for that service provider. 

 

 

4.3 Service recipient risk mitigation strategies 

    Certain strategies that are put in place by the service recipient organization have the potential  

to moderate the impact of service provider’s IT capabilities and cultural climate on offshore 

outsourcing risk. These practices include any  other corporate policies that, while not 

specifically aiming to protect assets, may be used for that purpose as well. Service recipient risk 

mitigation strategies that could moderate these impacts include establishing intelligence and 

strong contract construction. These strategies may moderate the service recipient’s vulnerability 

to the affects of the capabilities and  cultural variables of the service provider [2]. Thus, with 

the probability of loss being reduced by the usage of these strategies, the overall risk would be 

lowered. 

This brings us to the following proposition: 

 

Proposition 3a: The contract put in place by an offshore outsourcing service recipient will 



moderate the impact of an offshore outsourcing service provider’s cultural climate on the 

offshore outsourcing risk that may be attendant in dealing with this particular service provider. 

 

Culture-driven behavior, in an offshore outsourcing relationship, takes place after the 

relationship has already been established. Thus it is temporally possible to direct and/or change 

this risk factor. The service provider’s IT capabilities, however, exist prior to the relationship 

formation. Although it is possible to change aspects of these capabilities through the updating 

of technology and addition or subtraction of employees, this would require significant time, 

effort and capital. Perhaps the most realistic control mechanism for the risks posed through the 

service provider’s infrastructure is for the service recipient to thoroughly familiarize itself with 

the service provider’s current capabilities climate before the relationship begins, so that it can 

prepare itself for any complications that may arise.  This is known  in the decision-making 

sciences as “intelligence” - the first step in the three-stage decision making model of 

intelligence, design and choice [20]. Thorough, on-site investigation of the facilities where work 

is to be done and their surrounding area are necessary to counteract properties of the service 

recipient that the service provider has no control over, such as communication network structure 

[2]. 

The service recipient’s use of intelligence gathering mitigates the probability that a loss will 

occur through selection of service providers with appropriate levels of IT capabilities needed 

for the task to be outsourced. Taking the above discussion into consideration, the following 

proposition is put forth: 

 
Proposition 3b: The pre-emptive investigation undertaken by an offshore outsourcing 

service recipient will moderate the impact of an offshore outsourcing service provider’s 

capabilities on the offshore outsourcing risk that may be attendant in dealing with this 

particular service provider. 

 

4.4 Service provider risk mitigation strategies 

       The existence of poorly developed infrastructures and cultural environments that do not 

protect the rights of intellectual property ownership can greatly impact the risks of an offshore 

outsourcing relationship. However, service providers may already possess risk mitigation 

strategies that counteract some of the affects that capabilities and social variables can have on 

the risks for offshore outsourcing relationships. 

These service provider policies can reduce the chance that the service recipient may 

experience a loss due to inadequacies in service provider capabilities, or due to cultural variables 

such as levels of collectivism inherent in the service provider organization. This leads to the 

fourth proposition in this research: 

 

Proposition 4: A service provider’s risk mitigation strategies will moderate the impact 

of an offshore outsourcing service provider’s cultural climate on the offshore outsourcing risk 

that may be attendant in dealing with this particular service provider. 

5 Conclusion 

The aim of this research is to expose determinants of the offshore outsourcing risks 

inherent in any offshore outsourcing transaction. Through review of the literature, several 



determinants were found that exist from the perspective of the service provider or vendor. These 

determinants included service    provider    IT    capabilities    and   service provider cultural 

variables. Through a better understanding of the determinants, service recipients can further 

secure their offshore outsourcing partnerships against risk. 

The first step in mitigating any of the service provider risks associated with offshore 

outsourcing risk is to understand the  risk inherent. Many of these risks are caused because the 

environment of the service provider, and thus the environment that the work will be taking place 

in, is vastly different from the environment of the service recipient. These differences need to 

be thoroughly investigated and understood prior to the selection of the service provider and the 

contracts being drawn up. This way, the service recipient will have a better understanding of the 

nature of the relationship they are about to enter, and thus will stand less of a chance for being 

blindsided by any potential hazards that they  were unaware of. 

Also, this understanding will allow for the service provider and service recipient to mitigate 

or reverse risk factors that they have control over. Understanding these service provider 

variables will also aid the service recipients in drawing up contracts and instituting other forms 

of controls (such as reward schedules, penalties, etc) that can mitigate some of the vendor risks 

that cannot be controlled by the service provider or service recipient. Cultural or social norms 

of the service provider’s employee base that run counter to the values of the service recipient 

can be addressed through clauses in the contract dealing with legal vs. illegal sharing of 

corporate data, work being done in the office only vs. being taken home, and other measures to 

combat cultural norms that  may be hazardous to intellectual property rights. 

 This research also brings to light many areas for future study concerning the risks of offshore 

outsourcing relationships. While the cost of risk mitigation may in itself not be a determinant of  

the overall risk of a particular relationship, transaction cost can and does play a significant role 

in any risky situation, particularly one which has the potential to be as expensive as an offshore 

outsourcing     partnership. The     effects     of transaction cost theories on offshore outsourcing 

risks offer a potentially interesting avenue of future research, especially considering the fact that 

many offshore outsourcing projects are undertaken   specifically   to   reduce   costs   in the 

organization. It would be interesting to see if the costs saved by sending work overseas were 

proportionally larger than the costs involved in adequately mitigating the risks inherent in 

offshore outsourcing transactions. 

Another area of research involves determinants of offshore outsourcing risks relative to 

the degree of cultural difference between nations. This research looks at the variables that 

determine risks to offshore outsourcing. However, it would be interesting to look at the degree 

of difference in each of these determinants for the service provider and service recipient as the 

true determinant of offshore outsourcing risk. For example, the difference in cultural 

environments between two developing countries, or two countries in the same geopolitical 

region of the world, might be very small if a difference even existed; for those countries, cultural 

climate may not be a determinant of offshore outsourcing risk because the difference in cultural 

climates was very small. 

However, for a developing country such as Indonesia, the difference in our cultural system 

with that of a developed country such as Canada could make the cultural climate a determining 

factor of offshore outsourcing risk. In researching this it may be found that the degree of 

difference in these variables is the true determinant, rather than the variables themselves. 
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