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Abstract. The transition from traditional pedagogy into modern pedagogy in the higher 

education environment shows that higher education institutions are capable of moving 

toward digital transformation.  However, the shift of education to utilizing technology in 

higher education will never be easy and perfect, even though the transition and change 

are crucial for future higher education development. The paper suggested that higher 

institutions could transform by instilling a digital culture among the members. 

Consequently, various issues and challenges must be highlighted so that the higher 

institutions' strategic level can develop a strategy to overcome the matters.  Due to this, 

the author highlights the crucial issues and challenges to embracing the digital culture in 

higher education institutions, which is lost in digital transformation, particularly from the 

author’s perspective as strategic level personnel in the higher institution. 

Keywords: Digital Culture, Digital Transformation, Higher Education, Lost in 

Transformation. 

1 Introduction 

Digital culture has affected many elements of people’s lives. It is a phenomenon that began to 

exist when people started to use digital technology in so many ways. The digital trends 

through the Industrial Revolution 4.0 have created a pace that required committees of practice 

and operation linked with the technologies. Not only do technologies change, but individual 

also requires appropriate skill, competency, and knowledge to ensure that they have changed 

positively to avoid the disruption of technological changes. The organization or institution 

must embrace the right culture to improve its operation to compete with other organizations or 

institutions in the industry to gain competitive advantages. Various areas began embracing the 

digital culture in the industry, such as business, agriculture, healthcare, applied science, 

medicine, astronomy, etc. Digital culture is identified as both a component of the current 

digital transformation of society and an epistemological obstacle to the sociological analysis 

of the same phenomenon [15]. It is also described as the changing relationship between how 

culture is created and consumed and how new information technology influences the changing 

in people’s lives.  The concept of digital culture focuses on the technology itself [1]. 

Meanwhile, [13] conceptualized that digital culture refers to values, agreements, and thoughts 
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within today’s society and how people communicate. The current definition of digital culture 

has been described by [18], who states that digital culture is about ideas, actions, 

collaboration, and flexibility. Besides that, [37] added that digital culture is a type of culture 

that separates an organization from others and executes digital transformation. Meanwhile, 

[14] has a detailed definition of digital culture. It can be understood as the set of habits, 

practices, and social interactions from digital technological resources. Based on a recent study 

by [30], digital culture is defined as a new form of culture in which the culture of humanity 

will digitalize and turn into a new form. Digital culture is the whole lifestyle and habits 

created by the innovations brought by the age in which human beings live, with technology 

taking more place in daily life. 

2   Visual Framing Digital Culture in Higher Education 

In the spectrum of the education world, the digital culture is an essential social change towards 

innovation, decision-making, effective use of technology, attracting new talents, and 

enhancing the skills and competencies of current educators, learners, and administration staff. 

The innovation aspect is vital in building educators' and learners' creativity and new ideas for 

the sustainability of the higher education sector. Digital culture also refers to students' 

behaviour, ethics, and participation in Internet technology and communication as part of the 

learning process and environment [40].  The educator will create a new innovative generation 

in which the learner will have a high level of thinking, particularly creating new ideas and 

mindset of the graduate student towards the country’s development. The innovative mindset 

graduates will lead the future nation by providing new ideas, initiatives, and strategic planning 

to discover and expand the technology for the nation’s development. Excellent graduates with 

innovative mindsets and ideas will provide the best decision-making for their self-

development and the country’s development. Being creative graduates and educators 

indirectly could attract new talents and enhance the current creativity and mindset of the staff 

of higher learning institutions and the education sector. At the same time, the teaching and 

learning process will be effectively implemented when the educator can accept and use the 

technology properly during teaching and learning. Generally, these are some essential 

components of the digital culture in higher education institutions. The digital culture emerges 

based on the demands from the latest Industrial Revolution 4.0 trends toward digital 

transformation, particularly in higher education. 

Digital transformation brings higher education to move forward by adopting technology 

in the system to improve education quality, which aligns with the Sustainable Development 

Goals (SDG) no. 4.  It is to ensure the inclusive and equitable quality of education and lifelong 

learning opportunities for all [36]. In an established digital culture, human and technological 

factors are crucial in successfully shaping the digital culture in the higher education system. 

The human element consists of students, educators and administration staff who administer the 

institutions. The technological factors include advanced technologies such as artificial 

intelligence (AI), virtual reality (VR), cloud technologies and social media to embed in 

teaching and learning. The emergence of technology concerned with the human factor could 

build a culture of digitalization or digital culture. However, the transition process from 

traditional to modernization raises various issues and challenges from different aspects of the 

institution and human life. These issues and challenges could be a problem for the institution 

to enhance their digital transformation in higher education towards a better quality of 



 

 

 

 

education for students who will administer the nation in the future. Various issues and 

challenges in embracing the digital culture that could be a barrier to higher education 

institutions are the paper’s main focus and will be further discussed.  

3   Resistant to Change 

According to [20], educational changes require a great effort on the part of the entire 

educational community and, above all, the active involvement of educators. However, the 

resistance to change towards educational technology among the academic community is one 

of the issues and challenges that need to be assessed by the leader in a higher education 

institution. Hence, there is a need to change the mindset of educators towards the usage of 

educational technology in the classroom to meet the current trends and demands of learners 

[26].  Consequently, the lack of skill and knowledge in utilizing educational technology 

capabilities in the classroom among educators in higher education institution exist nowadays. 

The transition of the traditional pedagogy towards contemporary culture in which technology 

becomes the tool to deliver information to the learner requires the right and appropriate skill 

and knowledge. Without the skill and knowledge of the technical process, it will become a 

barrier for the educator to utilize the technology entirely. According to [26], there are several 

reasons the educator resistance to technology usage consist of: 

a) Anger - The educator gets angry when the computer crashes. 

b) Fear - Fear that technology will take over their educator role. 

c) Embarrassed - Some educators are embarrassed because they are not experts in 

using education technology. 

d) Time - Teachers resist technology use if adequate and comfortable time is not given 

to them to learn. 

e) Fear of Failure - No teacher wants to be embarrassed in front of his/her students as 

most have not firmly grasped the technology. 

f) No continuing training - The educator not keep practicing in using the educational 

technology 

g) Lack of skill - Some teachers do not possess the adequate skills to implement 

technology in their classrooms. 

 

That reason has hindered educators from using educational technology. However, the 

educator should begin openly accepting the presence of educational technology nowadays. 

The educator should learn and understand the importance of technology that deals with the 

newest generation, e.g., Generation Alpha, who are born with the advancement of technology. 

Generation Alpha is born watching their parents using a mobile phone, computer devices, 

cloud computing technologies, robotics, artificial intelligence-based technology, and many 

more in their daily routine. Some parents give their children the smartphone to watch 

YouTube to make sure they keep calm rather than show tantrums in public places. This 

scenario required the educator to know how to deal with this generation, mainly by using 

digital technology in the field of education. The way Generation Z and Generation Alpha learn 

has never been the same as the past generation. Generation Alpha are babies born within 2010 

and are now in Standard 6. Can you imagine what will occur in this generation when they 

have tutors who are deficient in the technical know-how and usage of this technology?  The 

worst case may be that the educator and learner would not communicate very well, and the 



 

 

 

 

information being delivered to the student will never succeed or be thwarted. So, it is a must 

for an educator to shift their perspective and become a 21st-century educators.  

4   Digital Illiterate 

The current generation has placed technology as an essential tool for developing the country. 

They should be considered and invest in digital talents to compete with other developed and 

developing countries and achieve the goal of building a technological country. However, 

being digital illiterate has become an obstacle to using educational technology. According to 

[19], digital illiteracy is the lack of ability and skills to create, evaluate, learn, and find 

information on online media and digital platforms through technology.  The academic 

community who are not technology literate or semi-skilled in technology adoption will be lost 

in digital transformation.  The resistance to adopting advanced technology will result in a low 

level of digital literacy in the academic community. Besides that, a previous study revealed 

that teachers with low digital literacy prefer to use technological devices less in lessons. In 

contrast, those with sufficient digital literacy skills can use technological devices more 

effectively [4]. This has been influenced by teacher belief in the traditional philosophy of 

education had a negative and significant effect on educators’ digital literacy level through their 

resistance to change in educational technology. The openness to change, flexibility and 

innovative involvement are necessary for the teaching profession and modern teachers. They 

have become a significant part of the value system [39] in today’s education sector.  

Along with technological advancement, digital literacy competence is required in the 

current technological age [4]. The 21st-century educator and learner should be able to utilize 

technological advancement in teaching and learning in formal education.  The academic 

community should have enough capability to evaluate, search and find information and the 

proper techniques in using the technology. The educator also should have the capabilities to 

utilize the Information, Communication and Technology (ICT) capabilities in the digital age. 

They should improve their ICT skills and knowledge to provide a high-quality teaching and 

learning process in the class. [34] state that developing the educator’s skill improves the 

student’s skill. Educators must improve their technical skills and acknowledge the digital 

changes and transformations within the education world. Other than that, higher institutions 

can produce graduate students with a vision and mission for the future nation’s development. 

The learner's behaviour, mindset and thinking should align with trends and evolutions of 

current technologies. Higher institutions must ensure the communities are low digital illiterate 

to implement a highly digital culture.  

5   Lack of Resources 

Another issue or challenge in embracing the digital culture in higher education is the lack of 

resources that equip educators and students during teaching and learning activities in the 

institutions. The educator can be hindered from accommodating the digital environment when 

there is a lack of resources in terms of hardware, software, time, and technical support. 

Routine access to the hardware (i.e., laptops or tablets), software (e.g., reading and writing 

software, internet browsers), and internet connection is a fundamental requirement [17] for a 

digital culture environment in education. The lack of infrastructure, particularly technology or 



 

 

 

 

internet infrastructure, is also responsible for the slow adaptation of digital culture in the 

academic community. The old hardware and software and shortage of technical support staff 

make it more likely for educators to maintain the traditional teaching pedagogy and force them 

to remain in their comfort zones. This has been supported by [5], which states that many 

reasons discourage educators from using the technology, one of which is the absence of ICT 

expertise for teachers. However, possessing digital technology, such as hardware and 

software, does not guarantee the integration of the technology. Other than that, the lack of 

quality internet infrastructure will significantly reduce the motivation of educators and 

students to adopt the digital learning experience [25]. Technology adoption is never an easy 

process. Thus, using digital technology is a part of the learning process in the academic 

community. The educator and learner must practice daily and constantly discover new 

knowledge and technical skill using the technology. This way, adopting technology will assist 

the educator and learner in the immersive learning experience in the digital age.  

In many countries, the lack of resources for technology devices can be seen among 

learners who stay in rural or remote areas. The socioeconomic status and internet 

infrastructure in such areas are relatively minimal compared to the urban areas. The poor 

connections and absence of these technological devices, such as computers, is a considerable 

challenge for rural learners to collaborate in the learning experience via an online platform [3]. 

Besides that, the internet subscription also influences the learner's participation during online 

learning. Usually, the high internet speed will allow viewing the educator’s image during a 

teaching or learning process. However, poor connectivity will hinder the learner and educator 

from fully experiencing online learning. [24] agrees that the availability of resource and the 

way it is spent can influence the student’s learning opportunities. In other words, without 

sufficient resources, the student’s or learner’s performance in the virtual learning experience 

will be highly affected and eventually thwarted. Higher education institutions may not have 

any problem getting good infrastructure, hardware, and software because the universities have 

allocations for these devices. However, some universities have the initiative to hold donations 

among the staff or alums to assist the student or learner in receiving devices such as laptops. 

This scenario has been implemented by many institutions worldwide such as in developed 

countries to hold donations among staff and alums to give learners laptops among the group of 

students whose parents have income below average. Through this initiative, the students in 

this group will receive an affordable laptop that can be used to experience online learning 

from home. 

6   Digital Inequality 

Digital inequality is another challenge in instilling a digital culture among the community in 

higher education institutions. Digital inequality is the digital divide, defined as the disparities 

in knowledge and ability to use digital and information technology among individuals with 

different demographics, socioeconomic backgrounds, digital and information technology 

experience, and competencies [10]. The abilities of these groups of people may be because of 

their socioeconomic status, income generation, geographical restriction, lack of motivation to 

use technology and digital illiteracy, which contributed to digital inequality. Digital inequality 

shows that the accessibility to connected devices must have basic or proper facilities or 

equipment to stay connected to the internet. That is why socioeconomic status is significantly 

essential in assessing digital inequality. The disadvantaged group may be unable to afford the 



 

 

 

 

appropriate devices to connect to internet technology. [38] stated that the dimension of digital 

inequality could refer to the usage, skill, access, motivation, and aim to use the technology. 

Without the skill and purpose of using technology, the individual will never want to know, 

understand, utilize, and explore educational technology. 

In higher education, learners from rural areas may have problems with the internet 

infrastructure, which can affect the online learning experience. The previous studies show that 

the learner does not have stable internet access and is not able to participate in class without 

disruption [6]. Even though there are equipped with internet infrastructures, it will never be 

the same for the learners who stay in urban areas. The internet speed in urban areas is faster 

rather than in rural areas. The learner may have internet connectivity problems, especially 

during lectures when the lecturer conducts the video meeting through an online platform. [22] 

also state that some students argued that the face-to-face online application was ineffective for 

learning due to an unstable network. Besides that, the learner in the Millennial, Z and Alpha 

generations will have no problem gaining skills and knowledge in using the technology. 

However, the silent educators among the Baby Boomers generation may have difficulty 

changing traditional teaching and learning into an online learning environment. [33] raised 

that educators face several obstacles in utilizing technological media, such as not being able to 

use computers, not being able to use PowerPoint as a learning medium, and being unable to 

utilize the internet properly. This leads the educator to resistance to embracing the change 

towards an online learning environment. These issues and problems will hinder them from 

fully utilizing the digital environment in the education sector. 

7   Digital Disruption 

Digital disruption is another challenge to embracing the digital culture in higher institutions.  

Digital disruption refers to a system’s digitalization [12]. The disadvantages of disruptive 

technology will change the traditional culture of the current education environment into 

technological innovation. The advent of technological innovation with the application of 

intelligent devices for various uses, such as social media applications, has reduced face-to-face 

interaction and led to limited acquiring the relevant soft skill such as emotional intelligence, 

communication, and interpersonal skills, especially among the younger population [27]. At the 

same time, the educator faces difficulty in preparing the teaching material for online methods, 

which is time-consuming [32]. Online learning also impacts the disabled, underprivileged and 

marginalized learners with limited access to resources and accessibility to online learning [35]. 

Thus, these learners must put extra effort into participating in online learning environments.  

Technology is the core concept necessary to adopt among the industry and various 

institutions, especially during the outbreak pandemic Covid19. Therefore, the current 

catastrophic pandemic Covid19 has become the path that’s urged education sectors to adopt 

the digital solution by implementing e-learning within the education sector in delivering 

knowledge to the learner. The pandemic Covid19 also generated changes in the teaching and 

learning process as well as influenced the interaction between educator and learner [11]. 

Moreover, people affirming the new technological environment has sparked a bombshell 

experience for the community and are overwhelmed by its advantages. The community of 

practice cannot quickly adapt to the changes in technology as it has suddenly affected how 

they deliver the lesson to the students. This situation will slow down the process of cultivating 

the digital culture.    



 

 

 

 

Even though the convergence and embracing of these disruptive technologies may be 

progressively slow, future education must utilize this technology to disrupt the teaching and 

learning environment worldwide. The elements such as edutainment will become the essential 

core components to make the teaching and learning environment more interactive and 

attractive to the learner to entertain the formal education. According to [23], improving 

learning activities is the only way to handle the digital environment in education. The 

educators had to find ways to adopt online teaching methods and platforms such as web-based 

video conferencing or video meetings. This technology disruption significantly impacts the 

learner, educator, and administration staff. Thereby causing educators to explore the digital 

tools that could be used during the teaching and learning process. On the other hand, learners 

also need to adapt to the video conferencing format, where they focus on the screening rather 

than face-to-face (f2f) interaction. For example, Google Hangout and Zoom are the standard 

video conferencing platforms that educators use in synchronous online teaching and learning 

[16]. Parents are also affected by this kind of environment as they must spend some money to 

purchase technological devices and to learn to set up applications that might be strange to 

them for the sake of their children. [21] state that parents influence their children by providing 

digital technologies, and a proper learning environment, to support them. This new situation 

heavily burdens caregivers and parents [9]. It shows how disruptive technologies have affected 

the higher education sector.  

8   Security and Safety 

The Digital Culture gives users freedom and the ability to creatively use digital technology to 

emerge new paths of knowledge transfer, the democratization of the information-obtaining 

system, unprecedented creativity, and self-realization of its users [7]. Thus, the security and 

safety of users are other challenges that could hinder the adoption of the digital culture in the 

higher education system. The users access thousands of pieces of information without 

considering the risk-related consequence of taking information from unreliable sources when 

using the technology. Excessive technology, such as the internet, will negatively affect 

average communication skills, such as conversational skills, listening, and eye contact [28]. A 

user's physical and psychological well-being is highly exposed to a risk associated with 

emotional management, such as distress, anger, loss of control and pushing others, which may 

cause them to isolate themselves from the real world. The learner may have poor 

communication skills in real life when they only communicate with their classmate on the 

online platform. Moreover, the learner also feels isolated from their educator, the content of 

the courses as well as their classmate [2]. These are all issues related to security and safety. 

In higher education, several studies state that the implementation of online learning will 

decrease the motivation to learn, impair cognitive function and cause harmful effects on 

interpersonal communication skills as well as a healthy lifestyle [8]. Digital learning will 

demotivate the learner to learn because the teaching and learning environment has entirely 

changed. The face-to-face interaction during the teaching and learning process is being 

replaced with online learning, where the learner does not interact with their educator in a 

natural environment may likely affect their motivation to learn. This scenario will affect their 

communication and interaction skills with their educator. Moreover, they also will be 

awkward interacting with their classmate through online platforms. In real life, the F2F 

interaction will teach the learner to respect the educator when they see the teacher or lecturer 



 

 

 

 

outside the classroom rather than in an online platform. In addition, the technology may also 

diminish their health status as some users spend the whole day surfing on the online platform. 

Eye strain and another Computer Visual Syndrome (CVS) can quickly happen to the learner 

[29]. This has been supported by [31]. Eyestrain from too much screen time will result in eye 

irritation, dryness and fatigue, blurred vision, and other problems. This may cause their bodies 

and eyesight to be severely damaged as they give themselves to accomplishing their tasks and 

assignments. Too much screen time will affect their musculoskeletal and nervous systems, 

leading them towards an unhealthy lifestyle of the learner. All these are the negative effect that 

contributes to digital usage and digital culture among learners in higher education institutions.   

9   Conclusion 

This paper discussed the issues and challenges towards digital transformation in the higher 

education sector. The higher education institution needs to handle six issues and challenges to 

embrace a digital culture: resistance to change, lack of resources, digital inequality, digital 

skill and competency, digital disruption, and security and safety. These issues and challenges 

have hindered the higher education institution from embracing the digital culture in the 

community.  Digital culture must be in place and appropriately instilled among the community 

in higher education institutions to implement digital education successfully.  Other than that, 

the institution should also focus on the learner’s behavior and attitudes which are important 

attributes towards embracing technology adoption, which could lead to the development of 

digital culture in the education sector. 
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