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Abstract. Facing the increasingly serious problem of cyber security, the project
proposed a practical and efficient network defence model based on Snort and Wireshark.
Previous studies emphasise the role of IDSes and packet inspection for recognizing real-
time attacks. Rule-based detection tools such as Snort, and packet monitoring tools like
Wireshark are frequently referred to in academic papers. The test environment includes
three VMs: attacker, victim, and monitor to emulate practical scenarios. The attack
classes that have been tested include DoS attacks, brute-force login attempts, SQL
injection, XSS, and command injections. Snort detection rules, which were hand-crafted,
to produce actual time alarms. Wireshark saw use as a sanity check for Snort alerts and
deeper packet dissection. A script automation was integrated in Snort for instantly
dropping malicious IPs. Dynamic firewall rules were used to counter ongoing attacks
applications. The detection-response duality eventually brought about swift
containment. This resulted in an identification of all simulated attacks within the virtual
lab. It provided monitoring and active defence capabilities by open-source software, and
was effective. Results validate the reliability, scalability, and versatility of the approach.
The low availability makes it is convenient to be an appropriate and economical choice
for both cybersecurity education and research. The project underscores the importance
of practical IDS training in strengthening applied IT security capabilities.

Keywords: Intrusion Detection System (IDS), Snort, Wireshark, Network Security,
Attack Mitigation, Real-Time Monitoring.

1 Introduction

There are few people not actually worried about cyber security in today's fast cycling global
world. As technology advances at an unprecedented rate, so too do the methods of attackers.
Old standard threats like DDoS (Distributed Denial of Service), Brute Force Login, SQL
Injection, XSS (Hasty Script Injection) CSSI (Command Hasty Injection) are able be
generating leakage data, service downtime and system crash. Getting knowledge on such
threats and responding them in time can help to protect the network health. Figure 1 below
illustrates how cyber-attacks have risen.

An intrusion detection system (IDS) is a device or software application that monitors network
or system activities for malicious activities. Snort [1], a flexible open-source IDS is appropriate
for this task. It lets users write their own detection rules for specific threats. When used with
Wireshark [2], a powerful packet analysis tool, the system is offered even greater functionality
to inspect network traffic for detailed analysis and verify security alerts.
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Fig. 1. Cyber Surge.[20]

This paper provides an example of an active, hands-on approach to the subject of network
security that uses snort along with wire-shark to interface with a simulated environment via
virtualization. The lab is built on the three virtual machines: attacker, target and monitor. This
is basically a simplified simple real world network setup, good for experimentation and
training.

The performance of the system was evaluated based on several attacks emulated in laboratory
environment, the emulated attacks include DoS, brute-force log-ins, the SQL injection [5], the
XSS [4] and the command injection [3]. Custom Snort signatures were added next to attacks
vectors. When Snort triggered a suspect alert, an iptables automatic firewall rule was thrown
to block the attacker’s IP address. This was an extra precaution, to give a more active and
avoidable IDS.
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Fig. 2. Distribution of Cyberattack Types.[19]

Wireshark facilitated this configuration via capturing and analyzing packet-level data to
indicate the type of each attack, and verify alerts initiated by Snort. [9]



This model shows an efficient and design fast approach for the detection and response against
intruders. Distribution of Cyberattack Types is presented in Fig 2. Its low cost and versatility
make it especially appealing for academic purposes, cybersecurity training and IDS
technologies research.

2 Literature Survey

In a time when digital connectedness is increasing, cybersecurity now plays a more essential
role. Cyber-attacks, ranging from relatively simple attacks such as denial attacks and brute-
force attacks to more advanced mechanisms (e.g., SQL injection, cross-site scripting (XSS) and
command injection), are constantly being employed by users and organizations against
networks and systems. It may also lead to leakage of data, the compromise of systems or service
disruption, therefore, early detection and fast response are important. The Average Cost of a
Data Beach by Industry — includes in fig 3.
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Fig. 3. The Average Cost of a Data Beach by Industry.[18]

IDS: Intrusion Detection Systems (IDS) which look for signs of foul play while examining
network traffic. [12] Among various open-source tools, Snort is noteworthy for its versatility
and efficiency. With its application layer filtering capabilities, via customizable rule sets, Snort
can also detect network level attacks and probe attempts such as buffer overflow traffic,
stealth port scans, and SMB probes. Due to its approachability and strong community behind
it, it is great for educational and professional resources. [14] [10]

Wireshark expands Snort an ability to perform deep packet inspection, making it possible for
user to ’see’ the traffic they have captured and analyse how threats behave. This paper uses
those two tools in a virtual lab environment with 3 virtual machines, one for an attacker, one
for a victim, and the other for an observer. [8] [11]

The system was evaluated in different attacks scenarios, such as DoS, brute-force logins, SQL
injection, XSS and command-injection attacks. One of the main elements was automating the



response when a threat was identified by Snort, the attacker’s IP was instantly blocked at the
firewall to improve security by mitigating in real time.

This method offers low-cost, repeatable methodology that is appropriate for both academic
research, in-classroom education, and for early stage cyber security deployments. They show
how using open-source software in a controlled environment can provide scalable and hands-
on solutions for intrusion detection and analysis by integrating Snort and Wireshark. [6] [13]

3 Methodology

This section describes the current network intrusion detection framework and a discussion of
enhancements developed in this paper to enhance detection, analysis and response.

3.1 Existing Method

The current procedure is aimed at creating a simple intrusion detection environment with
virtual machines, open source software, and manual alerting.

3.1.1 Lab Environment and Tools

Hyper-V Host: It is used to control virtual machines.

* IDS VM (Ubuntu): Contains Snort for intrusion detection [7].
* Client VM (Ubuntu): Produces fair network traffic.

» Attacker VM (Kali Linux): Distributed attack simulation on the use of Metasploit and
Hydra.

* Tools Used:
1. VirtualBox (Virtualization)
Snort (Intrusion Detection System)

Wireshark (if you are traffic analysis)

Rl

Metasploit, Hydra (Simulation of Attack)
3.1.2 Network Configuration

All virtual machines are connected using the Host-Only Adapter in VirtualBox, forming an
isolated virtual network for safe and controlled testing.

3.1.3 Implementation Steps

Installed and configured Snort on the IDS VM.

Generated normal traffic (e.g., ping, curl) on the Client VM.

Executed attacks (e.g., TCP SYN scan, SSH brute-force) from the Attacker VM.
Monitored traffic and Snort alerts using Wireshark.

Manually blocked malicious IP addresses using iptables.

S

3.1.4 Limitations



- No automation for real-time alert handling or response.
. Limited detection capabilities for advanced attack types.
« Manual effort required for firewall configuration.
. Passive detection with no proactive prevention.

3.2 Proposed Method

The proposed method enhances the current system through automation, dynamic response, and
support for a wider range of attacks.

3.2.1 Improved Architecture
- A dedicated monitoring VM integrates Snort and Wireshark.

- Simulated attacks include advanced vectors such as SQL Injection, Cross-Site Scripting
(XSS), Command Injection, and Denial of Service (DoS).

- Snort is extended with custom rules and integrated with automated response scripts.
3.2.2 Automation and Response
. Custom Snort rules detect specific attack signatures.

. Python/Bash scripts process Snort alerts in real-time and apply firewall rules
dynamically.

- The system transitions from IDS to a basic Intrusion Prevention System (IPS).
3.2.3 Enhanced Analysis with Wireshark

. Traffic is captured for all attack scenarios.

. Filters such as tcp.flags.syn==1 and icmp are applied for packet analysis.

- Normal and malicious traffic signatures are compared.
3.2.4 Advantages of Proposed Method

. Real-time detection and mitigation.

« Broader attack detection capabilities.

« Automation minimizes human error and effort.

- Scalable and suitable for academic research and testing.

4 Result and Discussion

The effectiveness of the implemented intrusion detection and prevention system was evaluated
through a series of simulated network attack scenarios. The system, which integrates Snort
with iptables, demonstrated its capability to detect abnormal network behavior and respond in
real time by blocking malicious traffic.



4.1 Denial of Service (DoS)

1) Attack Method: A SYN flood attack was performed using the hping3 tool to overwhelm the
victim VM’s HTTP service on port 80. [15]

A SYN flood denial-of-service attack involves sending a large number of TCP SYN packets
with payloads to a specific port on a target system. Fig 4 shows dos attempt. This overloads
the target’s resources by initiating multiple half-open connections, disrupting normal network
communication and potentially making the service unavailable to legitimate users. [15]

192,168,193, 131

[sudo] passwond for Kald:
HPING 192.,168,193,131 (othd 192,168,193,131): § set, 40 headors + 120 data bytes
hping i Flood mode, no replies will be shown

Fig. 4. DoS attempt (Source: Authors' experimental output results).
4.2 Brute-Force Login

1) Tool Used: A dictionary-based SSH brute-force login attack was conducted using Hydra.
Fig 5 shows Brute force attempt. The simulated repeated unauthorized login attempts targeting
the victim VM’s SSH service using the username admin and a commonly used password list.
[16]

Fig. 5. Brute force attempt (Source: Authors' experimental output results).

4.3 SQL Injection

1) Simulating the Attack Using SQLi-Labs: To simulate a SQL injection attack, we used SQLi-
Labs, a deliberately vulnerable web application hosted on the victim machine. Fig 6 shows
SQLi Attempt. The attack was performed using sqlmap, a popular tool commonly used for
detecting and exploiting SQL injection vulnerabilities. [17]



Fig. 6. SQLi Attempt (Source: Authors' experimental output results).

These actions demonstrate how attackers can exploit improperly validated inputs to retrieve
sensitive data from backend databases.

4.4 Cross-Site Scripting (XSS)

1)Payload Injected: To test the system’s resilience against cross-site scripting attacks, we
carried out a reflective XSS attack by injecting a commonly used JavaScript payload through
the URL. Fig 7 shows XSS attempt.

Fig. 7. XSS attempt (Source: Authors' experimental output results).

This payload uses an image tag with an invalid source and an onerror event handler that triggers
a JavaScript alert () when the image fails to load. If the web application does not properly
validate or sanitize user input, the script will execute in the user’s browser demonstrating a
classic XSS vulnerability.



4.5 Command Injection

1) Example Payloads: A command injection attack was simulated using specially crafted URLs
containing encoded shell commands. Due to lack of proper input sanitization, the vulnerable
server executed these commands, exposing sensitive system information. This confirmed the
vulnerability and enabled successful real-time detection. Fig 8 shows command injection.

Vulnerable XSS Page

O A 192168193131

KaliLinux #8 Kall Tools * KallDocs X Kali Forums o Kall NetHunter = Exploit-DB % Google Hacking DB

Search

Search
Results:

You searched for: command injection
Fig. 8. Command injection (Source: Authors' experimental output results).

These URLs contain encoded characters like; and &&, allowing attackers to inject arbitrary
system commands. The goal is to perform unauthorized actions such as listing directory
contents, identifying the current user, or reading sensitive files like /etc/passwd.

4.6 Alert-to-Block Workflow

1) DOS Detection rule: A custom Snort rule was designed to detect unusually high volumes of
SYN packets originating from a single source within a short period. This behavior is often
indicative of a potential Denial of Service (DoS) attack, where the attacker attempts to
overwhelm a target system by initiating numerous half-open TCP connections. The rule aims
to identify such suspicious traffic patterns by monitoring repeated SYN requests that may
signal malicious activity. Fig 9 shows DOS Attempt.

Fig. 9. DOS Attempt (Source: Authors' experimental output results).

2) Brute force detection rule: An attempt was made to capture and analyse repeated SSH login
attempts by filtering the traffic destined to port 22 using a Snort rule. The rule is intended to
be fired as an alert when several SYN packets are identified from a haven source IP which
may suggest that someone is brute-forcing to access a system with unauthorized credentials.
Fig 10 shows Brute Force Attempt.



Fig. 10. Brute Force Attempt (Source: Authors' experimental output results).

3) Rule for Detecting SQL Injection attack: For detecting SQL injection attacks, system has
implemented a set of custom Snort rule to search SQL injection patterns and keywords that
are being frequently used by the attacker. These hits contain things like ‘UNION SELECT’,
‘sqlmap’ in the User-Agent header, OR 1=1 in an expression, and funny things in the URL
parameters like id=" which are fairly typical things that automated SQL injection tools would
use. Each rule is designed to be an alert on the identification of that content in HTTP traffic
and serve as an early warning for organizations whose information may be threatened by
(D)DOS attacks. These rule flags out HTTP traffic considered as suspicious and being SQL
injection pattern which helps detecting and mitigating a potential impact of a data breach. Fig
11 shows SQLi Attempt.

Fig. 11. SQLi Attempt (Source: Authors' experimental output results).

4)XSS Detection Rule: To detect cross-site scripting (XSS) attacks, a custom Snort rule was
developed. This rule inspects HTTP traffic for potentially malicious HTML elements,
specifically <img> tags that contain JavaScript event handlers commonly used in cross-site
scripting (XSS) payloads. Fig 12 shows XSS attack.



1S sudo snort -A console -q -¢ [etc/ Jconf -1 ens33

Fig. 12. XSS attack (Source: Authors' experimental output results).

This rule continuously monitors HTTP requests directed at the target server. If a request
contains patterns resembling an XSS attack, such as embedded scripts in image tags, Snort
triggers an alert. This proactive detection method helps prevent malicious scripts from
executing in the user’s browser.

5)Command Injection Detection Rule: Command injection prevention was implemented using
Snort rules that identified and effectively blocked malicious traffic targeting vulnerable
parameters. This reactive and adaptive approach promptly stopped further exploitation
attempts in real time, significantly enhancing overall system security, stability, resilience, and
reliability. Fig 13 shows command injection attack.

Fig. 13. Command injection attack (Source: Authors' experimental output results).

Upon detection, Snort logged the event, and a mitigation script automatically added an iptables
rule to block the attacker’s IP address. This effectively transitioned the system from a passive
Intrusion Detection System (IDS) to an active Intrusion Prevention System (IPS), enabling
real-time mitigation of threats.

The system employs an automated workflow that links Snort alerts to firewall rules. When
Snort identifies suspicious activity such as SYN floods, brute-force login attempts, or SQL
injections it logs the alert to the console or a designated log file.



A Bash script, either running continuously or scheduled using cron, monitors the alert log. It
extracts source IP addresses based on specific Snort Signature IDs (SIDs). If a malicious IP is
detected, the script adds a DROP rule to iptables to block further traffic from that source.

This proactive approach minimizes the vulnerability window during repeated attacks like
denial-of-service (DoS) and brute-force login attempts.

5 Conclusion and Future Scope

Here we show how a classic intrusion detection system can be extended with automation so
that it can react immediately. Snort, combined with iptables, became a minimalist intrusion
prevention system that discovers, logs, and defuses unwanted behaviour on the fly —no people
required.

While appropriate to small or academic settings, the current approach could be extended to
cope with more challenging conditions. Potential improvements could be:

* Replacing iptables with more scalable firewalls such as notables.

* Employing external threat intelligence or reputation-based IP lists for more intelligent
blocking.

* Introducing centralized log management and dashboards through tools like the ELK
Stack or Splunk.

* Using machine learning to lower false positives and respond to new threats.

In conclusion, this work demonstrates that even basic tools can be used to build a sound, real-
time security architecture. It is a good starting point to develop more advanced, scalable,
intelligent defence mechanisms in academic as well as simultaneous real networks.
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