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Abstract. The IOMT and big data are newer technologies that can provide extensive
support for healthcare systems, helping them overcome shortcomings. Health is a common
objective pursued by all human beings and people's health is the primary responsibility in
medical systems. As medical techniques and philosophy advance, systems require
technologies to develop new ways to prevent and treat diseases and improve resilience to
public health crises. Technology advancement drives the growth of Internet of Things
(10T) applications in many fields, including healthcare. 10T in healthcare is called the
Internet of Medical Things (IOMT), an emerging subset of 10T referring to medical devices
and applications with internet connectivity. IOMT has revolutionized healthcare services
by providing significant benefits in patient well-being and costs. IOMT devices transmit
health or technical data to cloud or internal servers to monitor patient health parameters
and help prevent, diagnosing or treat diseases. IOMT expedites remote health biomedical
systems and enhances precision, reliability, consistency and productivity of electronic
devices used for healthcare purposes. The integration of Al & ML and Big Data Analytics
holds a substantial promise for transforming healthcare systems. Al & ML capability in
complex data analysis combined with advanced big data analytics models achieves
efficient processing of large amounts of data in a very short time. loMT faces major
challenges, including security vulnerabilities, lack of interoperability, and scalability
constraints in handling massive real-time healthcare data. Energy inefficiency in devices,
Al transparency issues, and regulatory hurdles (HIPAA, GDPR) further limit adoption.
Machine learning (ML) and deep learning (DL) models, though promising, often function
as "black boxes," reducing clinical trust. Integration with legacy healthcare systems
remains difficult due to outdated IT infrastructure and incompatible vendor platforms.
Future research should focus on blockchain-based security, universal interoperability
standards (HL7, FHIR), and cloud-edge hybrid architectures for scalable data processing.
ML and DL-driven predictive analytics can enhance diagnostics, but explainable Al (XAl)
is crucial for clinician trust. Energy-efficient loMT hardware and privacy-preserving Al
will ensure long-term usability and compliance. Integrating IoMT with Healthcare 5.0
technologies (5G, AR/VR, and robotics) will enable real-time, personalized, and globally
connected healthcare.

Keywords: 1oMT, 10T, Big Data Analytics, Healthcare, Research Gaps, Challenges,
Future Directions.
1Introduction

As a tool of smart healthcare, sensors are very important as smart devices that measure heart
rate, blood pressure, sleep patterns, body temperature, brain activity and other data related to
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health. The Internet of Things (10T) is open out from connecting individual devices to the
internet and creating smart software systems and then automates the process and same has been
transformed to the industries [1][2]. The Internet of Medical Things (IOMT) is a subset of IOT
and is specially designed for healthcare systems and enable telehealth and other medical devices.
The evolution from IOT to IOMT represents a specialized branch and it focuses on the
integration of smart devices, sensors, and a medical technology to revolutionize healthcare
sector. Recognizing the unique requirements and opportunities within the healthcare sector
drives the evolution of 10T to IOMT. IOMT provide the solutions to the problems faced by
outdated medical systems like lack of healthcare resources, doctors. Research data collected
through IOMT used by the researchers to diagnose and predict diseases. IOMT mainly focuses
on exploiting 10T technologies, methods and principles to enhance healthcare industry, improve
patient outcomes, and provide patient centric care while addressing the healthcare industry’s
specific challenges and regulatory considerations [3].

The transformation from the 10T to the IOMT is not just semantic shift and it represents a
significant adaptation of technology to meet the specific needs of healthcare. IOMT will
provides huge data and giving to medical clinicians for more accurate insights into the health
conditions of patients. The server is the back bone of an IOMT system.

10T is very deep into medical system and then rise to new model of the IOMT. IOMT is also
known as Internet of things in healthcare. IOMT is the hot technology filed in the healthcare
industry. IOMT devices create a connected healthcare network by facilitating the continuous
flow of patient data. The range of interconnected medical devices continuously collects health
data from patients via sensors and transferring to healthcare providers, such as doctors and
hospitals. IOMT devices collect the crucial signs of patients to store on the cloud by aggregating
them into medical data files. Healthcare workers can access them the same. Regular monitoring
of patients through wearable devices and sensors gained attention. IOMT brings improvements
in live of patients in clinician’s work and health systems. It is very beneficial to examine as a
practical scenario. Recent days IOMT is applying many areas like smart hospital, remote health
monitoring, disease diagnosis, infectious disease monitoring [4].

Al enhances IOT devices by providing intelligence for data analysis and decision making. Al
algorithms process data from sensors, identifying patterns, anomalies and trends in real time. It
enables predictive analytics and also identifying future events based on historical data. The role
of big data, AI-ML and parallel computing is creating digitals twins for various industrial
applications in various levels. In the modern world the use of 10T, big data, parallel computing,
Al-ML technologies had brought new power [5].

The increasing demand for efficient and personalized healthcare solutions in [oMT (Internet of
Medical Things) stems from rapid advancements in Al, 10T, and 5G technologies, as well as a
global focus on improving healthcare outcomes. IoMT enables real-time monitoring, data
collection, and analysis, facilitating remote diagnostics, predictive analytics, and comprehensive
health management [6].

1.1 Key drivers of this demand include:

e Personalization: Individualizing treatment for each patient through genomic,
environmental and lifestyle factors, for better results in a patient with multiple or chronic
conditions.



e Reliability and resiliency: having the ability and capacity to maintain health care services
in a reliable and consistent manner, even in the presence of adverse events, so that
clinical monitoring and treatment are continuous and accurate.

e Interoperability: Ensuring a seamless connection between different medical devices and
systems for meaningful data sharing and insights to support more informed decision
making.

There is a growing need to develop effective personalized health care in loMT, overcoming the
constraints/limitations of traditional systems and embracing the developments in healthcare
5.0. The Internet of Medical things (IoMT) is transforming healthcare delivery because of its
potential to converge innovative technologies and deliver tailored and timely care. Its
transformative possibilities are:

IoMT supports constant collection of information from connected devices, which helps to
monitor patient health in near real-time. It helps to detect early onset of serious conditions such
as heart and diabetes, preventing hospitalization and improving health. Applications vary from
point-of-care biosensors for the detection of infectious diseases, wearable devices for
monitoring chronic diseases, Al-based diagnostic tools, and so on [7].

With Al and machine learning, [oMT customizes physicians’ interventions to patient needs.
For example, IoMT systems empowered with Al achieve high precision in the prediction of
diseases and the customization of interventions. These systems consider genetic, behavioural,
and environmental characteristics to provide a determinant-based optimization of healthcare.

The Internet of Medical Things (IoMT) is transforming health care by driving patient
engagement, operational efficiencies, and the management of at-risk populations with by
enabling real-time monitoring and customized care. But its scalability, security and integration
are very difficult. loMT produces large amounts of data, for which scalable technologies such
as the cloud, the edge, and fog are necessary and, at the same time, there is a need to deal with
interoperability as a result of different formats and communications protocols. Barriers such as
limited network bandwidth, power consumption, and blockchain scalability have also made it
difficult for the implementation on a large scale. Privacy and patient safety are at risk from
malicious access, ransomware and weak encryption. Conformance with the regulatory
frameworks such as HIPAA and GDPR also increases complexity and the integration of loMT
solutions with existing healthcare systems is challenging, due to technology heterogeneity and
deployment costs. The future research needs to target on the improvements of blockchain
scalability, the construction of uniform communication protocols, and the utilization of Al-
based security mechanisms for the efficient, security and authorization of the IoMT in the
world-wide medical systems.

The Internet of Medical Things (IoMT) is changing healthcare through real-time monitoring,
data-based decision-making, and improved patient outcomes. This work also aims to take a
systematic review over the loMT field and investigates the value of monitoring, integrating data
from the healthcare, as well as the process efficiency for healthcare organization. However,
despite its promise, many significant issues remain, including security concerns,
standardization issues, data management, and ethical issues. The primary research challenges
include lack of strong security paradigms, huge interoperability based on heterogenous IoMT
devices, and requirement for scalable solutions with energy efficiency. Furthermore,
explainability, trust, and cognitive health applications are among the challenges for Al-based



IoMT systems. In addressing these deficiencies, actionable research directions are highlighted
including development of standardised security frameworks, Al and blockchain fusion, real-
time analytics, and ethical governance frameworks. Such knowledge bridges can leverage
IoMT’s scalability, security and relevance to global patient-centered care and lead to [oMTs’
constitute adoption and sustainable impact [8].

1.2 Key Contributions of the Paper

e Review of the lIoMT Space — Offers a detailed study of the applications of IoMT in
healthcare, with an emphasis on real-time monitoring, data driven decisions and patient
centric care.

e Challenges and Research Gaps — Identifies some of the most critical issues critical issues
related to lack of security, lack of interoperability, data management issues, and ethical
issues as challenges for adopting loMT.

o Proposed Actionable Research Directions — recommends various solutions that include,
but are not limited to, standard security frameworks, Al-enabled real-time analytics,
sustainable IoMT device design, and secure data sharing using blockchain.

o Future-Proofing IoMT for Scalable Healthcare Solutions — Leverages 10T in healthcare
with the latest technology trends such as Al, 5G, and Healthcare 4.0/5.0 in optimizing
predictive analytics, telemedicine, and customizable healthcare.

2 Background Study

Internet of Medical Things (IloMT) links medical devices and health systems through internet,
supports remote monitoring and collects real-time data. It improves patient care and saves
money, and its telemedicine-friendly. But security and compatibility issues still stump the
average user.

2.1 Overview of loMT

Extending 10T to loMT: Going beyond explicit patient consent the transformation of 10T into
Internet of Medical Things (IoMT) marks a quantum leap in health technology. If 10T created
the base infrastructure of connected devices, then IoMT provided the differentiation of that
infrastructure to meet healthcare needs. With the development of Al, 5G and data analysis,
IoMT is ready to transform patient care, enhance healthcare outcomes and streamline the
operations within healthcare. But the use of Al and big data also have several data privacy,
security, and regulatory compliance issues that need to be resolved to unlock its full value.

Internet of medical things is an application that collects and sends medical data from the device
on a network. additional information shared with medical practitioners for a more precise
diagnosis of the patient’s health situation. Examples of such include that an IOMT enabled BP
meter containing readings for the past several days can deliver a quicker and a more accurate
diagnosis than readings corresponding from single doctor visit [9].

Architecture IOMT with four layers as illustrated in Fig 1. The architecture of Internet of
Medical Things (IloMT) consists of four layers based on effective hospital monitoring. The
Sensor Layer consists of wearable and environment sensors to capture real-time physiological
information. The Gateway Layer makes the data processing smooth over Wi-Fi, ZigBee and



Bluetooth protocols. Data is processed and stored in a cloud-based server and database by the
Cloud Service Layer. Lastly, the Application Layer offers a user interface for those at the end-
points (clinicians and families) to ensure remote monitoring and decision support. It improves
interoperability, scalable solutions, and real-time health management by using a structured
methodology.

2.2 Technological Landscape of loMT

The technological landscape of IoMT includes smart medical devices, wearable sensors, cloud
computing, Al-driven analytics, and 5G connectivity. These technologies enable real-time
monitoring, remote diagnostics, and personalized healthcare. Advancements in cyber security,
blockchain, and interoperability solutions are enhancing data security and seamless integration
across healthcare systems.

2.2.1 lIoMT Devices and Architecture

The Internet of Medical Things (IoMT) is a connected infrastructure of medical devices,
software applications, and health systems and services that collect and monitor patient health
data to improve patient service delivery and efficiency. Wearable, implantable and connected
health loMT Aspects Devices in the IoOMT can be divided into wearables, implantable and
connected health systems. Wearables, such as Smartwatches and continuous glucose monitors,
provide health tracking in real time for proactive health management. Pacemakers and
Neurostimulators, being implanted devices, allow long term monitoring and treatment of
chronical diseases. Integrated health systems combine IoMT data with healthcare providers,
enabling remote patient monitoring, telemedicine and intelligent hospital equipment. These are
the technologies designed to empower patients and clinicians and streamline healthcare.

The 1o0MT architecture is organized around four main layers: the sensor layer, which acquires
real-time physiological and environmental data; the gateway (edge/fog computing) layer, which
pre-processes data, reduces latency, and increases security; the cloud layer, for largescale data
storage, analytics, and remote access; and the application layer, to support healthcare decision
making with telemedicine, personal-health apps, and real-time alarm management. The secure
and efficient communication in loMT is based on TLS, mutual authentication, and encryption
techniques, and wireless technologies like BLE, Wi-Fi, 5 G, Zigbee, and NFC. Burgeoning
blockchain facilities are also improving data integrity and security. These improvements
enhance the efficiency of healthcare and facilitate real-time monitoring, and at the same time
get better patient outcomes and patient data privacy and interoperability [10][36].
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Fig. 1. loMT Architecture for Healthcare Systems.



2.2.2 Role of Big Data and Al

Big data analytics and Al are revolutionizing healthcare through the use of copious data
collected from IoMT devices to enhance patient outcomes, predict diseases, and tailor
treatments. IoMT covers medical devices (wearables, smart implants) which support real-time
data that is stored in the cloud and that can be analysed with cloud computing and machine
learning. Al prediction diagnostics Al and drug/medical treatments plan Personalized Al-
driven predictive diagnostics Al-driven predictive diagnostics facilitate early detection of
disease by employing sophisticated models like the thing666(1\VV) ADV model and SVM, while
treatment applications tailor patient care through reinforcement learning and PGx 11. Al also
facilitates real-time anomaly detection and remote monitoring, lessening hospital visits and
enhancing healthcare efficiency. Nevertheless, there are barriers waiting for being solved,
including data safety and privacy protection, interoperation, and model efficacy, before the
benefits of the Al-and-big-data-based healthcare can be effectively harnessed [13].

2.2.3 Cloud and Edge Computing

Cloud and edge computing are instrumental in improving the scalability, efficiency, and real-
time processing performance of the Internet of Medical Things (IoMT) [14]. Cloud computing
offers a means to centralize storage and analysis of medical data as well remote monitoring of
the patient, and supports interoperability and scalability. But given vulnerabilities and delay
and reliance on third party vendors, new solutions are needed. Edge computing resolves these
problems by enabling data to be processed at source, which reduces latency, saves bandwidth
and allows for real-time decision-making in life-critical applications such as cardiac monitoring
and remote surgery. Furthermore, computation offloading at the edge improves the energy
consumption, and prolongs the battery lifetime of lIoMT devices. Although the data
management is achieved on a large scale by cloud computing, it will guarantee security,
privacy, and response time via both blockchain and edge computing. Cloud, edge and Al based
analytics, especially when combined with 5G could address critical healthcare delivery
challenges and provide great innovations, but issues associated with inter-node communication,
scalability and cost are hindering further adoption 1517.

2.3 Use Cases in Healthcare

The internet of medical things (IloMT) is the connected system of medical devices and
applications that collect, analyse, and transmit health data over the internet. Top use cases
include: Remote Patient monitoring, Smart wearables and implantable devices, P4 Medicine
(Predictive, Preventive, Personalized, and Participatory), Disease diagnosis and management
through 10MT, Telemedicine & virtual care, Emergency Response Systems, Smart
Ambulances, Smart Surgical Instruments and Connected Contact Lenses.

Fig 2 illustrates that, the loMT applications in eHealth are mostly concentrated in Remote
Patient Monitoring (25%), followed by Wearable Health Devices (20%) [74] and, Smart
Hospitals (15%); where smart hospitals mean optimizing the patient tracking and operation of
a healthcare facility. Telemedicine & Virtual Care (10%) and Medication Management (10%)
improve teleconsultations and therapy compliance. It also provides real-time health monitoring
and long-term care services (Emergency Response Systems 8% and Chronic Disease
Management 7%). Al diagnostics and smart surgeries (5%) are other applications that enhance
operational efficiency in healthcare. This spread highlights the scale of IoMT in improving
patient outcomes, streamlining hospital services, and improving medical results.
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Fig. 2. Percentage usage of IOMT in Healthcare.
2.3.1 Remote patient monitoring

Remote Patient Monitoring (RPM) using the Internet of Medical Things (IoMT) enables
continuous healthcare outside traditional hospital settings by integrating smart medical devices,
cloud computing, Al, and secure data transmission. The RPM process follows six stages: data
acquisition via loMT sensors, wireless transmission through 5G and Bluetooth, cloud-based
storage and Al-driven analysis, real-time health assessment, automated alerts and telemedicine
integration, and continuous monitoring with predictive analytics. Key components include
IoMT sensors, edge computing, Al-driven diagnostics, blockchain for security, and early
warning systems. However, challenges such as interoperability, data security, energy efficiency,
and regulatory compliance persist. Future research focuses on integrating blockchain for secure
data sharing, Al-driven triage, 5G for low-latency transmission, and Explainable Al (XAI) for
better clinical decision-making [19] [20].

2.3.2 Smart wearables and implantable devices

Smart wearables and implantable devices are transforming healthcare through the Internet of
Medical Things (IloMT), enabling real-time, continuous patient monitoring. Wearables such as
ECG monitors, Smartwatches, and biomedical clothing track vital health metrics, aid in chronic
disease management, and leverage Al for early disease detection. Implantable medical devices,
including pacemakers, seizure detectors, and glucose monitors, provide automated therapeutic
interventions and remote monitoring capabilities. Despite their potential, challenges such as data
security, interoperability, battery life, and Al accuracy hinder widespread adoption. Future
advancements in blockchain security, energy harvesting, and Al-driven analytics will further
enhance personalized and predictive healthcare solutions [21] [22] [23].

2.3.3 P4 Medicine (Predictive, Preventive, Personalized, Participatory)

P4 Medicine Predictive, Preventive, Personalized, and Participatory leverages the Internet of
Medical Things (Io0MT) to revolutionize healthcare by integrating Al, multimodal data fusion,
and real-time monitoring. Predictive medicine uses Al and wearable devices to foresee diseases



like epilepsy and cardiovascular disorders, enabling early intervention. Preventive medicine
employs continuous tracking through smart wearables to detect health risks, while blockchain
enhances data security. Personalized medicine tailors’ treatments using genomics and sensor-
based data to optimize drug delivery and precision oncology. Participatory medicine empowers
patients through mHealth apps, telehealth, and Al-driven coaching for active healthcare
engagement. Together, these advancements transform healthcare into a proactive, data-driven,
and patient-centric model [24], [25].

2.3.4 Disease diagnosis and management through loMT

The Internet of Medical Things (IloMT) disrupts the diagnosis and management of diseases
because it is going to connect medical devices, Al-based analytics, and cloud computing to
augment healthcare performance. The architecture is composed of sensor layer, network layer
and application layer, and it supports real time data collection, secure wireless transmission and
Al-based diagnosis. Applications of loMT enable early diagnosis of diseases including CT scan
analysed brain hemorrhage and prediction of heart diseases with Al models. It also helps in
chronic disease management, remote patient monitoring, and automated treatment adjustments.
Nevertheless, issues such as data security, interoperability, and computational constraints need
to be resolved by evolving emerging blockchain, standardisation, and Al optimization in order
to exploit the potential of loMT for personalized healthcare [26] [27].

2.3.5 Telemedicine & virtual care

"Telemedicine and Virtual Care are the two interconnected IOMT applications that are even
transforming health care by providing the remote diagnosis, monitoring, consultation etc.
through networking medical devices. This cybernetic network allows continuous data reading
from implanted devices and wearable sensors in the form of real-time data sent from cloud-
connected devices to healthcare professionals. This improves telemedicine through timely
interventions and personalized treatment. In virtual health, the loMT enables remote patient
monitoring (RPM) via continuous monitoring of vital signs, eliminating the need for visits to
the hospital, and increased access for people in remote locations. In addition, Al-powered data
fusion approaches can improve diagnostic accuracy by combining heterogeneous sensor data
together, which is beneficial for better delivery of health care. Yet, the issues of data security,
interoperability, and network accessibility must be solved to fully tap into the potential of loMT
in telemedicine and virtual care [28][18].

2.3.6 Emergency Response Systems

IoMT as an essential enabler for emergency response systems with features including real-time
parent monitoring, MF-driven analytics and networked medical devices. Through the 1oMT,
data can be more quickly transferred from ambulances to hospitals, as emergency patients can
be continuously tracked via wearable biosensors and medical imaging equipment. Lightning-
Fast 5G and Small Cell Networks Medical video streaming for remote diagnosis and timeline
intervention benefit from high-speed 5G and small-cell networks. Al-based event detection, in
conjunction with cloud and fog computing, provides automated emergency alerts and
prediction descriptions that would minimize response times. Furthermore, robotic ambulance
systems and telemedicine platforms based on the Internet of Medical Things (IloMT) enhance
pre-hospital care, leading to decrease mortality in life-threatening circumstances as in the case
of cardiac arrest. However, the paper also discusses issues such as network latency, data



security, and inter-operability, which highlights the requirement of reliable, scalable, and
privacy-preserving loMT Systems for emergency healthcare applications [29][78].

2.3.7 Smart Ambulances

Smart ambulance using the Internet of Medical Things (IoMT) as an emergent concept in the
emergency medical services. loMT integrated smart ambulances are designed with real-time
patient monitoring, Al-based diagnostics, and cloud-based data analytics for improved pre-
hospital care. Wearable and implantable medical devices monitor patients’ vital signs around
the clock —including heart rate, blood pressure, oxygen levels and ECG data — and send wireless
updates over 5G-connected networks to hospital systems, enabling emergency physicians to
prepare themselves before the patient arrives. The edge and fog architectures are used to
analyse data at the local level and limit latency with on-the-spot decision-making. Al-driven
predictive analytics also help to triage patients and to improve ambulance routes. Blockchain
and encryption technologies provide security for privacy of medical data transmission.
Nevertheless, for larger adoption a number of issues, such as interoperability, cybersecurity
problems, and substantial infrastructure costs, have to be solved. The incorporation of loMT in
smart ambulances would benefit patient outcomes by decreasing response time and early
medical management [30].

2.3.8 Smart Surgical Instruments

Smart Surgical Instruments as an exemplary instance of the Internet of Medical Things (IoMT)
improving precision, efficiency, and real-time decision-making during a surgery. This new
generation of smart surgical tools empowered by loMT combines Al, robotics and real-time
data analytics to enable surgeons to probe inside patients with extreme precision and
responsiveness. The devices have built-in sensors and/or actuators and are also capable of
wireless communication for remote monitoring and/or tele-surgery. Al-powered feedback
systems are used to examine surgical data in real-time for error detection and decision support
during the surgery. Additionally, cloud and edge computing support data analysis and
processing to enhance the quality of surgery by the use of predictive analytics and/or machine
learning models. But the paper also identifies standing problems like data safety and real-time
processing latency, proxy to strong network assurance to move things closer to safe 1oMT
acquiesced surgeries. Resolution of such problems will facilitate in robotic assisted surgery,
personalised medicine, and postoperative observations to enhance patient’s safety and surgery
success [31].

2.3.9 Connected Contact Lenses.

Connected Contact Lenses as a sophisticated loMT application for real-time health monitoring
and diagnostics. These intelligent lens systems combine biosensors, wireless communication,
and artificial intelligence for real-time analysis of physiological parameters including glucose,
intraocular pressure, and tear composition, which will be of great value to diabetic and glaucoma
patients. Coupled with 5G networks and edge computing, these lenses give doctors the ability
to receive instantaneous health data from a patient, thereby facilitating disease detection at an
early stage and remote patient monitoring. Al-driven data analysis improves predictive
analytics by providing information on the progression of a disease and treatment response. But
the paper notes that such devices face obstacles, including data security, scaling-down electronic
components to sizes that can comfortably enter the body, and the efficiency of the devices.
Solving such issues can pave the way to potential breakthroughs in personalized medicine and



telemedicine, facilitating easier and simultaneous non-invasive, continuous monitoring of
overall health status [32][12].

3 Challenges in loMT

LTLIT!

Fig. 3. Categorization of Key Challenges in loMT Adoption and Implementation.

The paper structure is illustrated by the given diagram in Fig 3, which aims to provide a
comprehensive view of the main challenges of Io0MT. Loosely abstracted, the identified
challenges can be classified at its top-level into five main challenge domains: Scalability
Challenges, Data Security & Privacy, Integration Challenges, Inadequate Al Models, and Cost
& Accessibility. Each of these areas is divided into subcategories within which challenges
preventing successful loMT adoption and use are given emphasis. Issues of scalability result
from limited storage of data, consensus latency and the computational burden incurred by
blockchain and fog computing. All these sources of threats including cyber risks, Ransomware
threats, poor authentication and non-existence of common security frameworks that are
essential to maintain the confidentiality of patients’ data and operability of a system.

Besides, integration challenges involve interoperability between traditional e-healthcare
systems and current IoMT platforms and security threats during system integration. The figure
also highlights why the role Al technology can play in IoMT is limited with the potential for
high processing efforts, inefficiencies, and a lack of explainability of in Al-based decision-
making integration in clinical use. Finally, issues on cost and accessibility indicate economic
barriers, which involve high installation and operational costs as well as limited infrastructure
in remote areas. To overcome these challenges, technological advances, regulatory framework,
synergy, and continued efforts are essential to drive the scalability, security, interoperability, Al
optimization, and cost-effective deployment for equitable healthcare access of the loMT.

3.1 Scalability Issues

In large-scale deployments of loMT systems, scalability concerns are related to data storage,
network latency, interoperability, energy consumption, and security. The massive amount of the
real-time medial data generated by Io0MT devices (devices of 10MT) overwhelms storage and
computing resource, especially for the crowded mass of adding blockchain and fog computing
technologies. The latencies are high using consensus mechanisms such as Proof-of-Work



discarding the real-time property and the absence of uniform protocols creates barrier in
integrating a device uniformly in both cloud and edge. The energy efficiency is also an issue,
as energy constrained IoMT devices are struggling to satisfy the power requirement of the
blockchain networks [33] [34]. Furthermore, the increase in the scale of IoMT networks
contributes to the growth of cyber security threats, which in turn leads to off-chain storage and
encryption mechanisms, thus incurring computational overheads. The aforementioned
scalability issues will need to be addressed for the loMT to reach its full potential and to fully
harness the proliferation of the devices mentioned previously with the advancements around
efficient data management, alternative consensus models, and energy-efficient security models
which can work to achieve balance between performance, reliability, and security of large-scale
adventure of the loMT future [35][16].

3.2 Data Security and Privacy Concerns

The Internet of Medical Things (IoMT) is an essential aspect for enhancing healthcare systems
through collecting real-time data, but poses serious security and privacy issues such as: cyber
threats, intruder access, data mining and Ransomware. Patient data is left vulnerable to
potential malicious threats due to poor authentication and encryption methods, which could
result in data breaches, impersonation, or device tampering. The security measures available in
IoMT are challenged in terms of standardization, intrusion detection, and obeying the laws and
regulations [37] [38]. Novel methods for securing the process may be those that are tamper
proof, such as Blockchain, Al based anomaly detection, multi-factorial authentication,
lightweight crypto and others, however some of the methods offer not yet proved solutions.
Nevertheless, enforcement of regulations and adoption of formal security standards is required
to protect patient data and enable secure medical device operations [39] [40] [88].

3.3 Integration Challenges

Adoption of IoMTs is cumbersome as incorporation with existing healthcare systems and into
vendor specific platforms become problematic around interoperability, security, scalability
constraints, and absence of regulatory compliance. Many legacy systems do not have the use of
standardized communication protocols, resulting in actualize their compatibility with newer
IoMT devices challenging. Security issues like legacy encryption and cyber-threats, make
integration even more challenging [41] [42] [43]. Further, the wide variety of vendors with
proprietary data formats and communication technologies leads to fragmentation, with
increased expense and decreased efficiency in healthcare. Standardisation activities, blockchain
for data security, federated identity management; and cloud-based integration solutions have
started exploring as methods to overcome these challenges and propagate the adoption of loOMT
[44] [45].

3.4 Insufficient Al Models

Limited Al models in the Internet of Medical Things (IoMT) are faced with real-time data
processing, efficiency and interpretability difficulties. Real-time Al/ML models are critical for
applications such as intensive care monitoring and seizure detection, but face challenges
including large data volumes, end-to-end latency sensitivity, and federated learning delays.
Possible solutions include edge computing, federated learning, and data compression.
Lightweight AI/ML models are also vital since loMT devices are resource-constrained and need
low-complexity algorithms or hybrid techniques for effectiveness [46] [47]. Moreover, the so-
called black box of decisions made in healthcare with Al, it's transparent, reliable, but which



will need to comply with regulations, trust and transparency. More complex Al models tend to
be “black boxes”, which can hinder clinicians' ability to understand their findings. Explainable
Al techniques, for example, SHAP, LIME, human-in-the-loop (HITL) approaches might
improve interpretability to maintain a accountable and trustworthy Al adoptions in IoMT. In the
future, it is hoped that more work will be done to optimise models for efficiency and security,
interoperability and a better understanding of Al and provide an opportunity to enhance the
trust in Al-driven healthcare [48] [49] [50][11].

3.5 Cost and Accessibility

Limitations The current cost and accessibility of Internet of Medical Things (IoMT) solutions
may be a barrier to broad adoption, particularly in low-resource settings. Deployment costs
originate from infrastructure like advanced sensors, edge computing, cloud integration, as well
as cyber security investments and high-performance computing [51]. Moreover, it is rather
challenging to go to remote places that suffer from lack of network, unreliable power supply,
and expensive loMT devices and maintenance. Add a shortage of trained professionals, lack of
awareness, regulation complexity and cyber security concerns to inhibit adoption. Addressing
these challenges calls to cost-effective 10MT solutions, enhanced infrastructure of IT,
government aid, and customized regulatory frameworks to ensure fair healthcare access [52].

4 Challenges in loMT Adoption

Despite its potential, the deployment of 1o0MT is facing the hurdles of security Data risks,
interoperability problems and regulatory compliance. Data security is essential due to cyber
threats and concerns about privacy, and a lack of standardization is a barrier for the integration
of the device in a day to day. What’s more, high implementation cost and apprehension
regarding new technology act as barriers to healthcare uptake.

4.1 Technical Challenges of loMT

IoMT is offering a revolution in healthcare and has potential to provide for patients’ real-time
monitoring, diagnostics at a distance, and automatic medical processes. But there are significant
obstacles of network latency, bandwidth and device reliability, and lifecycle management to
get it widely deployed. These issues must be overcome to provide high quality and efficient
health care [53].

Network latency describes the time delay of the data send between I0MT devices and central
processing units, which is essential for real-time applications, such as remote surgery and
emergency calls. To reduce the response time, technologies like 5G and Mobile Edge
Computing (MEC) are employed to work on the data closer to the devices than having to
communicate over the network with a distance cloud server only. Bandwidth constrains from
the amount of data generated by the IoMT devices are also an obstacle. Apps such as
telemedicine and AR surgical assist need high bandwidth low latency networks. Approaches
like edge computing that locally analyse data are useful in saving bandwidth, whereas protocols
like NB-loT or LoRaWAN support long distance connectivity for non-real-time health
monitoring [54].

Reliability of the device is important for patient safety and appropriate healthcare delivery.
IoOMT devices encounter opportunities and challenges on hardware failures, sensor
moderations, cyber threats such as ransoms, and the incompatible problem. Reliable and



accurate data collection is vital as the use of erroneous sensor reading could result in patients
receiving incorrect medical care. Moreover, reliability of devices may be impaired by security
threats such as unauthorized access and hacker attacks. To facilitate interoperability among
IoMT devices, it is also important to standardize communication protocol [55].

Lifecycle management of loMT systems include updating software, performing maintenance,
remaining compliant with regulations and being able to still connect. Often, these loT medical
devices do not provide remote upgrade functionality and can become outdated and insecure.
Further, maintenance and scalability are complicated by the increasing number of connected
devices. Laws on ownership of data, privacy, and ethics make lifecycle management even more
challenging. Compliance to healthcare regulations and investment in remote software update,
encryption algorithms, and secure data management provide opportunities for prolonging the
life span of loMTs [56]. Fig. 4 shows the Technical Challenges.

In summary, addressing networking and device issues remains central to the success and
growth of IoMT. The incorporation of 5G, MEC, cyber security frameworks and scalable
device management solution will enhance efficiency and reliability. It is imperative for new
healthcare industry players like manufacturers, regulators, and healthcare providers to work
together when building a secure and sustainable loMT ecosystem that improves patient care
[57] [58].
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4.2 Regulatory and Ethical Concerns

The Internet of Medical Things (IloMT) faces significant regulatory challenges due to the lack
of standardized global regulations. The absence of universal security, interoperability, and data



privacy standards across healthcare systems hinders seamless communication among devices
and infrastructures. Interoperability issues arise as loMT devices from different manufacturers
use varying protocols, leading to fragmentation and inefficiencies in healthcare operations [59]
[60]. Additionally, inconsistencies in data security regulations expose patient information to
breaches and cyber threats. Although organizations like the FDA and HIPAA have introduced
regulations, there is no unified global framework, making compliance difficult for loMT
manufacturers. These regulatory gaps also create ethical and legal concerns, such as unclear
policies on patient consent, data ownership, and Al usage. Without clear guidelines, loMT
adoption faces delays, reducing trust among healthcare providers and patients. To mitigate these
challenges, experts propose developing global security and privacy standards, unified
interoperability guidelines, and stronger legal frameworks to govern IoMT devices [61] [62].
Fig. 5 shows the Regulatory and Ethical Concerns.

Al and data usage in healthcare and 10T systems raise several ethical dilemmas, particularly in
privacy, bias, transparency, and accountability. Al-driven systems collect large volumes of
sensitive personal data, increasing concerns about security, unauthorized access, and potential
misuse. Techniques like blockchain and anonymization can help protect data, but they pose
implementation challenges. Algorithmic bias is another issue, as Al models trained on historical
data may reinforce unfair treatment, especially in healthcare. Ensuring transparency is also
crucial, as many Al models function as “black boxes” with unclear decision-making processes.
Additionally, Al-driven recommendations can manipulate user behavior, affecting autonomy
and ethical integrity. In healthcare, Al must be designed to provide unbiased diagnostics and
treatment recommendations while ensuring data ownership and patient control. Legal
frameworks and governance models are necessary to define accountability, particularly for
incorrect diagnoses or biased Al decisions. Addressing these ethical challenges requires
regulatory oversight, transparency measures, and fairness-driven Al policies, with blockchain
offering potential solutions despite its own challenges [63] [64].
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4.3 User Acceptance

Adoption of the Internet of Medical Things (IoMT) for healthcare is somewhat resisted by
professionals and patients, being preoccupied with technology complexity, security,
interoperability and ethical issues. Practitioners grapple with training voids, problems with
interoperation, and the dependability of 10MTs, concerned that malfunctions can result in
catastrophic medical mistakes. In addition, tough privacy laws and fears over cyber security
make them reluctant. From the patient perspective, trust concerns and consent, the fear of over-
surveillance, and digital literacy challenges present barriers to the adoption of 10MT solutions.
Tackling these issues will involve better training, consistent device protocols, strong security
practices, transparent patient involvement, and better infrastructure to enable the use of loMT
[65]. Fig. 6 shows the User Acceptance.

One critical requirement for successful 1oMT acceptance is the user-friendly interface that
facilitates the use of the technology for both healthcare professionals and patients. User-friendly
applications with real-time monitoring, decision-support facilities and smooth interoperability
\can increment healthcare efficiency, and do so while fulfilling security and privacy. By using
blockchain-based authentication, encryption, and common protocols, the stakeholders can
collectively solve these integration and security challenges. Applications that also provide
simple data visualization, give alerts, report on remote access can go a long way in gaining
patient confidence and attention. Future work should aim to develop easy-to-use, secure, and
established IoMT apps with usability and realistic innovation that enhances patient outcome and
ease of health care access [66] [67].
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5 Emerging Trends and Future Research Directions

Emerging trends in 1oMT include Al-driven diagnostics, blockchain for data security, 5G-
enabled remote healthcare, and edge computing for real-time processing. Future research
focuses on enhancing interoperability, cybersecurity, and personalized medicine.
Advancements in wearable technology and predictive analytics will further revolutionize
healthcare delivery.

5.1 Advancing Al and ML for loMT

Advancing Al and ML in IoMT enables real-time monitoring, predictive analytics, and
automated decision-making in healthcare. Explainable Al (XAl) enhances trust, while Federated
Learning (FL) ensures data privacy by decentralizing Al training. Integrating blockchain
improves security, and future research focuses on optimizing Al for scalability, efficiency, and
interoperability in loMT systems [79].

5.1.1 Explainable Al (XAI) for Trustable Decision-Making

XAl in IoMT increases trust, transparency as well as interpretability of Al in health care. This
will also serve to mitigate the “black-box” nature of Al by providing interpretable predictions
and adherence to clinical standards. Approaches such as SHAP and LIME advance
interpretability, while XAl also promotes security through bias and anomaly detection in
medico data. However, the dichotomy between interpretability and diagnostic performance must
be balanced, and there is an issue with regard to the computational power of loMT devices. In
addition, further studies can be conducted on light-weight and real-time xai model, and make
the framework standardized for popularization in health care. [68] [69] [70] [71] [81][73].

5.1.2 Federated Learning for Data Privacy in IoMT

The IoMT transforms healthcare through real-time monitoring and spread diagnostics;
nevertheless, it brings about new privacy issues. Federated Learning (FL) is a step in the right
for direction as it allows to decentralize training of Al models, so that data can be private and
yet collaborate on building a global model. Security is improved with approaches such as
Differential Privacy, Homomorphic Encryption, and Secure Multiparty Computation. Adding
blockchain to the solution along with FL escalation the system security and data transparency.
Yet, issues such as communication overhead and resource constraints remain. In future studies,
it would be very interesting to investigate the optimization of FL and XAl for scalable, privacy-
preserving and real-time healthcare applications [72] [76] [77].

5.2 Enhancing Security and Privacy Mechanisms

Improved security and privacy measures are important for securing sensitive medical
information from cyber threats in loMT. Privacy-enhancing technologies namely Federated
Learning (FL), Differential Privacy (DPM), Homomorphic Encryption (HE), and Blockchain
guarantee a secure data processing and storage. Improving the robustness of encryption,
authentication, and anomaly detection is necessary to improve privacy confidence and trust
levels within the context of loMT systems.



5.2.1 Implementing Blockchain for Secure loMT Networks

Blockchain in IoMT improves data integrity, security, and interoperability by offering a
decentralized immutable distributed ledger that prevents unauthorized access and modification
of data. Smart contracts automatically manage access control and enforce privacy rules.
Methodologies like B-IAKE and BlendCAC enhance authentication and access control and the
implementation of blockchain into fog and edge computing optimizes resource utilization.
Blockchain ensures that risks such as MitM attacks and data integrity are minimized, through
encryption and decentralized identity management. Applications can be found in EHR
management, remote patient monitoring, and pharmaceutical authentication, but challenges of
scaling and machine learning integration require more investigation 7476.

5.2.2 Developing Advanced Encryption Techniques for loMT Security

Advanced encryption is a key factor for loMT security as IOMT carries sensitive medical data
and these devices have limitations. Light-weight cryptographic mechanisms such as optimized
AES, ABE, and hybrid encryption for secure key exchange are also being considered for study
78. Proven Data Possession (PDP)- and smart contracts-based encryption also achieve secure
sharing and integrity in the blockchain (fast and in a fine-grained way: Secured Proven POS).
Security cannot be left out when it comes to Al, as it enhances encryption with dynamic
cryptography model and anomaly detection and supports secure communication based on
federated learning. Recently, new approaches such as homomorphic encryption, crypto-stegno,
multi-factor authentication (MFA) have enhanced the security of networked data. Next-
generation research should centre on quantum-secure encryption, Al-powered protection of
keys, and zero-trust architectures for bolstering security and regulatory compliant adherence
among loMTs [80] [15].

5.3 Energy-Efficient and Sustainable loMT Systems

Energy-efficient and green loMT systems are geared at low energy consumption with reliable
healthcare monitoring. Methods such as low power communication (e.g., BLE, Zigbee, 5G),
edge computing, and adaptive power management contribute to minimizing an energy
utilization. Attachment of renewable sources of energy and energy-efficient Al models adds to
sustainability. Next developments will focus on the green 1o0MT solutions for long-term
efficiency.

5.3.1 Designing Low-Power IoMT Devices for Longer Operational Lifespans

It is important to develop low-power IoMT devices, since such devices must have long
operational lifetimes in energy-efficient manner. Clustering methods including the Fuzzy
Logic-Based Clustering (FC-loMT) limit energy consumption in a manner of data
transmission. Both are what could be considered edge and fog computing, which reduces
reliance on the cloud and power usage. Energy conserving protocols such as BLE, ZigBee, and
optimized Wi-Fi also further contribute towards efficiency. On the other hand, the
nanogenerators for energy harvesting technique are a potential low-carbon power solution,
while the wireless charging is confronted with numerous issues. Next generation improvements
will incorporate power-efficient biosensors and adaptive machine learning for enhanced real-
time monitoring [82] [83].



5.3.2 Energy Harvesting and Algorithmic Optimization for loMT

Energy recapturing methods, such as mechanical transformation, wireless charging, and bio-
energy scavenging, have been proposed to maintain the loMT device function. Al based models
are employed to manage power by predicting transmission requirements and lightweight
cryptographic solutions are also available to provide security while minimizing the energy
utilization [84].

5.3.3 Integration of Renewable Energy for Sustainable loMT Healthcare

The use of RES such as solar, wind, and hydropower combined with IoMT supports
sustainability and reliability, particularly in remote locations. These stand-alone power plants
are characterized by battery energy storage (BESS) and hybrid renewable energy systems
(HRES) for uninterrupted power. The grid smart, Al-support energy management allows for
efficient power distribution and consumption. There are challenges to be faced in terms of
energy intermittency, infrastructure constraints, and cybersecurity exposure. Research
directions Interest targets on potential topics for further research should in fact be focused on
advancement of energy storage technologies, Al-enabled optimization, secure renewable-
powered IoOMT systems that could ensure resilience in healthcare [85][17].

5.4 Standardization and Interoperability

Standardization and interoperability in the loMT allow medical devices and healthcare systems
to communicate with each other without encountering any issues. HL7, FHIR, IEEE 11073 etc.,
are some frameworks that allow for efficient data exchange and to monitor, in real-time.
Overcoming the data silos, security concerns and regulatory issues is essential for the mass
adoption. Unified standards and secure IoMT interoperable mechanisms would promote the
indexed, advanced and personalized patient care.

5.4.1 Establishing Global loMT Standards for Seamless Integration

The standardization of loMT, therefore, is key for smooth and secure integration of devices and
their interoperability in healthcare systems. The absence of universal standards, meanwhile,
poses a problem making different technology-using gadgets, such as Wi-Fi, Bluetooth and LTE,
all talk to each other. HIPAA and GDPR compliance inherently complicate the approach due
to secure data exchange. Moving to an FHIR, IEEE 802.15.6, blockchain and Al enabled
analytics-based platform solutions may enable better interoperability and security in terms of
data protection. Future work could explore Al-based middleware, quantum cryptography, and
worldwide policies for the global IoMT to promote a secure and efficient healthcare system
[86].

5.4.2 Developing Frameworks to Enhance Cross-Platform Compatibility

Interoperability of the loMT across platforms is difficult as there are various devices, operating
systems and communication protocols. These ‘Fog-Cloud Architecture Based IoMT’
standardized frameworks combine heterogeneous systems to achieve cost effective real-time
and cloud-based processing. Security is addressed through the use of blockchain, encoding
schemes and cryptographic hashing to guarantee the integrity of data. Al and ML enable
improved integration of IoMT data, which will help with decision support and anomaly
detection as it relates to malware threats. The process is multi-faceted and spans a series of



activity layers, securing incisive data types effectively and obtaining regulatory approval from
healthcare data [87][75].

5.5 Socio-Economic Considerations

Socioeconomic concerns of IoMT are affordability and accessibility and digital health equity
of care. High cost of implementation and infrastructure gaps may restrict scale-up, particularly
in low-resource settings. Strategies such as cost-effectiveness guarantee, digital gap crossing
and ethical concerns have to be felt, to maximize the potential of IoMT for every population.

5.5.1 Addressing Disparities in loMT Accessibility Across Geographies

Infrastructure barriers, economic constraints, and interoperability issues, particularly in settings
of low- and middle-income countries (LMICs) impede access to loMT. Challenges such as
network availability, high installation cost, and lack of skilled personnel constrain the uptake.
Scaling telemedicine, using Al as well as blockchain for security and investing in digital
infrastructure such as 5G could narrow the divide. An integrated interventional policy, funding
and technological rely initiative is essential for the equitable deployment of loMT.

5.5.2 Strategies to Reduce Costs without Compromising Functionality

Minimizing the deployment cost of the loMT without compromising its efficiency involves
intelligent use of cloud and edge computing, optimizing the storage and processing.
Standardisation, and open-source platforms brings down the cost of development and improves
interoperability. Predictive maintenance by Al minimises machine shut down so that machines
can continue to produce at any time; LPWANSs like NB-loT also offer highly economical
connections. Authentication and data management are simplified via blockchain, with
infrastructure costs reduced. Energy-efficient devices and telemonitoring systems lead to
additional financial savings by prolonging battery life and reducing hospital visits. Scalable and
affordable with cloud-based frameworks and subscription-based models for loMT adoption.

6 Future Directions

Al, security, energy efficiency, standardization, and accessibility as the five aspects that are
driving the future of loMT. Key research areas include:

Al and ML Optimisation for loMT Future work will further optimize the Explainable Al (XAl)
models to make real-time, trustable decisions with still-computationally efficient methods.
Improvement of FL, will mitigate the problem of communication overhead as well as scalability
to guarantee secure privacy reserving Al training.

Enhancing Security and Privacy: The focus will be on quantum-resistant encryption, zero trust
architectures and Al-based anomaly detection for protecting Io0MT networks. The use of
blockchain-based federated learning will enable data protection and compliance with future
regulations.

Sustainable and Energy-Efficient 1oMT: Energy harvesting (nanogenerators, bio-energy
conversion) technology will enhance the sustainability of devices. Al-guided power
optimization algorithms will help lower energy consumption, extend equipment life- cycle.

Strengthening the Interoperability and Standardization: Universal global standards and Al based
middleware solution is needed to enable free communication across platforms. Quantum



cryptography and secure APIs are used to achieve interplay between a variety of IoMT
ecosystems.

Fostering Inexpensive and Equitable 1oMT Technologies: Upcoming efforts will focus on
affordable deployment techniques (e.g., cloud-edge hybrid architectures), and open-source
frameworks. Across the health facilities operating in low resource settings, their current lack of
telecommunication infrastructure coupled with recent findings that loMT was well accepted in
these settings, necessitates that we begin building a 5G and digital infrastructure.

7 Conclusion

The Other Side of Medical I0T: The Internet of Medical Things (I0MT) is transforming the
healthcare in a new light- caring the patients better, making operations efficient and, lowering
the burdening costs. IoMT is a system consisting of interconnected devices, wearables, and
sensors that can gather, transmit, and assess real-time health data. we will get the pros such as
Remote patient monitoring (RPM), Telemedicine report, early disease detection, Operational
efficiency, improve patient safety, reduce cost. Although loMT is promising, obstacles such as
data security, system interface, and regulatory requirements need to be considered. It may be
said that hereafter, with the development of technologies such as Al and 5G, 1oMT will define
the prospects of personalized / preventive medicine. IoMT is transforming medical care,
providing improved medical results and cost savings. But risk and interoperability,
infrastructure, device reliability, and ethical considerations must be considered for growth to be
sustainable. Leveraging Al, blockchain, 5G and robust regulations, IoMT can become a
trustable and scalable healthcare technology. It is also transforming the healthcare system as
well as global healthcare as a whole, both in terms of accessibility as well as the quality of
healthcare services. Its influence is not limited to technological advancement but also to
developing a patient-centric, data-driven, and cost-effective healthcare system. IoMT is a
linchpin for the forthcoming digital healthcare revolution that is delivering a more equitable,
efficient and data-driven global health ecosystem. Though issues around security,
interoperability, and infrastructure to be solved, the potential payoffs in the long-run in terms of
patient outcomes, cost savings, and healthcare access make IoMT an unalloyed positive force
shaping medicine in the 21st century.
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