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Abstract. Insider threats especially zero-day threats by privileged users are hard to defend
in cybersecurity because it is hard to adjust attack rules for them, the lack of signature is
not disturbing and it is kind of a rare data to be marked. Current detection methods, such
as rule-based systems, statistical anomaly detection, and supervised learning, struggle to
detect new insider behaviors, especially closeness to genuine activities. In addition, lack
of access to real insider threat data poses a challenge in the development of accurate
models because of privacy and confidentiality issues. In order to tackle these challenges,
we propose a hybrid solution that leverages the generation of synthetic data through GAN-
based models (i.e., CTGAN, TVAE, and CopulaGAN) complemented by an attention-
based GRU (Gated Recurrent Unit) neural network. GANs are utilized to enrich the
training data set by synthesizing realistic malicious and benign activity logs to emulate
zero-day insider behaviors. The GRU model's use of attention fosters interpretability so
that network can pay attention to user actions that are contextually relevant in an activity
session. The experiments over the CERT Insider Threat Dataset v6. 2 show that our
approach substantially outperforms the detection ability to reach F1-score of 0.89 and
Zero-Day Detection AUC of 0.92. Additionally, the model also generalizes well to new
user roles, demonstrating its ability to recognize intricate and stealthy insider behaviors.
This approach not only improves zero-day threat detection, but also offers a scalable and
privacy-sensitive infrastructure for proactive insider risk prevention.

Keywords: Insider Threat Detection, Zero-Day Attack Detection, Synthetic Data
Generation, Attention-Based GRU, Anomaly Detection.

1 Introduction

As cyberattacks are growing in complexity, a zero-day insider threat (i.e., an insider threat for
which no behavioral signature or past evidence is known) is becoming more salient. This is
typically due to attackers compromising an account with elevated permissions (e.g., system
administrator, developer, or technical support staff). These insiders are able to view, edit or
remove such confidential data based on their higher levels of privilege, without triggering an
alarm. External attackers have to break down security walls, in contrast, insiders work “behind
the walls” of what seems like legitimate system activity, thus, they are much harder to detect.

Classical security solutions as firewalls, endpoint security and signature-based intrusion
detection systems (IDS) are mainly intended to block known attacks or abnormal patterns by
comparing current alerts with historical information about attack signatures. These techniques
generally suffer from the limitation of not being able to identify zero-day insider threats which
do not follow a known pattern and what's even worse, since the number of actual incidents of
insiders' breach is very small, the problem is further exacerbated due to not enough amount of
data to apply machine learning approaches. Naturally, but unfortunately, organizations would
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be hesitant in providing their access logs with sensitive and personal data (PII) to be exchanged,
hence it is difficult for researchers to develop and validate models and model-based studies on
real insider attack situations.

Furthermore, sophisticated attackers increasingly mimic legitimate behavior to avoid detection.
They may access files during typical working hours, follow standard login procedures, or
communicate using familiar applications and channels. This deliberate behavioral mimicry
enables malicious users to remain undetected by conventional anomaly detection techniques,
which are typically designed to flag abrupt, highly deviant behavior.

Several recent works have attempted to mitigate these challenges. Approaches using
unsupervised anomaly detection [1], behavioral clustering [2], and graph-based modeling of
access patterns [3] have demonstrated moderate success but still rely on the presence of
historical or labeled attack data to fine-tune detection thresholds. Other studies have focused on
feature engineering and rule-based systems [4], which often lack scalability and adaptability to
evolving threat patterns. GAN-based data generation has emerged as a promising direction, with
CTGAN, TVAE, and similar models being employed to simulate rare malicious behaviors
[5][6]. However, many of these implementations stop at data augmentation and do not
incorporate sophisticated learning models that can effectively consume and learn from such
synthetic data.

To address the lack of labeled real-world insider datasets, recent advancements have turned to
generative adversarial networks (GANS) for synthetic data generation. GANs such as CTGAN,
TVAE, and CopulaGAN have proven capable of producing realistic tabular data, simulating
access logs that mirror genuine user activity across multiple dimensions file access frequency,
device usage, login patterns, and communication history. These synthetic logs offer a scalable
and privacy-preserving solution for training machine learning models that require large and
diverse datasets to generalize effectively.

However, generating synthetic data alone does not suffice. What is equally essential is a learning
model that can parse complex user behavior over time and identify subtle deviations that
indicate insider intent. In this work, we introduce a novel approach that leverages attention-
based neural networks, originally popularized in natural language processing, to isolate
suspicious behavior sequences from synthetic access logs. The attention mechanism allows the
model to weigh the importance of different log entries in the context of the user's overall
behavior history focusing on the most informative features and ignoring noise. This dynamic
interpretability enables the model to detect zero-day insider activities that deviate only slightly
from normal patterns but are contextually significant.

The novelty of our approach lies in combining (1) high-quality, GAN-generated synthetic access
logs that include both normal and malicious user activities and (2) an attention-driven neural
architecture tailored for sequential access log analysis. This fusion enables early detection of
insider threats, even when no prior examples exist a true zero-day defense mechanism.

There is a list of related works in Section 2. In Section 3, the recommended methods are
presented. The findings are presented in Section 4. The discussion is presented in section 5. The
conclusion is presented in section 6.



2 Related Work

Detection of insider threat has always been a challenging and evolving issue in cyber-security,
mostly focusing on user behavior modeling and abnormality detection through the use of
machine learning (ML) and deep learning (DL) technologies. In the early works, Tuor et al. [1]
used Long Short-Term Memory (LSTM) networks on the CERT dataset to identify suspicious
instances in normalized and anonymized structured access logs, to showcase how sequence
models might be useful in an insider threat domain. Although they might be able to identify
known patterns of attacks previously seen, their model was not adaptable to new, or Al-
generated, threats that violated historical information distributions.

Other advances in unsupervised learning were suggested by Le and Heywood [7], which used
ensemble approaches of Isolation Forest (IF), Autoencoders (AE) and Local Outlier Factor
(LOF). Their model was effective at detecting outliers, such as bots, but it was not optimised to
discriminate between genuine and synthetically generated behaviour, which becomes more
important in the age of generative Al. In the same context, Sarhan and Altwaijry [8] introduced
a hybrid framework based on the Principal Component Analysis (PCA) combined with the Deep
Feature Synthesis (DFS) for feature extraction and traditional classifiers (e.g., Random Forests
and SVMs). Although their model enhanced the interpretability of feature, as well as
generalization, it required representative attack data, and zero-day attack detection is still
unresolved.

Recent studies have begun integrating generative models into the pipeline. Boppana and Bagade
[9] applied Generative Adversarial Networks (GANs) to enhance autoencoder performance in
detecting anomalies within MQTT-based IoT environments. Although their work showcased
the potential of synthetic augmentation, it was domain-specific and not applicable to access log
analysis for insider detection. Mouyart et al. [10] extended this direction by proposing AE-RL,
a hybrid autoencoder-reinforcement learning framework trained on CTGAN-generated data.
Their method achieved promising accuracy but did not provide interpretability at the feature or
session level, an essential requirement for insider threat investigations.

There are more refined atchited models, like the one in Ref. [11], proposed a dual-layer deep
neural structure which employed behavioral modeling and anomaly detection. While being
very robust, their method had to rely on manually crafted features and therefor was difficult to
make scalable, easily adaptable to synthetic types of behavior. In parallel, Wang et al. [12]
investigated the deep clustering methods for insiding identification over multi-source behavior
events. While this approach achieved high accuracy, it was very sensitive to synthetic noise and
had difficulty modeling data variance due to generative models.

Some studies focused on improving detection in imbalanced datasets. Al-Shehari et al. [13]
utilized Isolation Forest on insider threat logs with varying contamination levels, showing
performance sensitivity to dataset imbalance but not addressing model generalization on Al-
generated data. Agrawal et al. [14] provided a timely survey on generative Al’s impact on
security, emphasizing the risks of synthetic identity and behavioral obfuscation, but did not
propose a defensive framework. Similarly, Racherache et al. [15] developed a cyber-persona
identification model to improve profiling for early detection, yet their approach lacked the
adaptability required to operate in synthetic data environments.



To address these gaps, several recent works have advanced the integration of attention
mechanisms and GAN-based data augmentation for enhanced detection performance. Abo Sen
[16] introduced an Attention-GAN framework that combines generative modeling with
attention-based feature weighting, improving anomaly detection accuracy in intrusion datasets.
Gayathri et al. [17] proposed SPCAGAN, a linecar manifold learning GAN coupled with
Bayesian neural networks, targeting class imbalance and scarcity in insider detection datasets.
Pal et al. [18] developed a hybrid stacked-LSTM/GRU attention model with weighted sampling
to detect anomalies in log data, showing improved robustness on the CERT dataset. Song et al.
[19] introduced BRITD, a behavior rhythm-based framework that emphasizes time-awareness
and behavioral adaptation, effectively distinguishing abnormal sessions. Guo et al. [20]
contributed LAMA, a multi-head attention model trained on sequential log data, capturing
temporal dependencies and contextual anomalies with improved performance over traditional
sequential models.

In summary, although existing research has significantly advanced the field through novel
feature extraction, unsupervised anomaly detection, and the use of generative models, there
remains a critical gap in detecting zero-day insider threats—particularly those that arise from
synthetic, Al-generated behaviors designed to mimic legitimate user activity. Current models
often fall short in interpretability, adaptability, or robustness when exposed to these synthetic
patterns. This paper addresses these limitations by proposing a sequence-based attention model
trained on GAN-generated access logs, designed specifically to detect subtle and contextually
anomalous behaviors indicative of zero-day insider threats.

3 Methodology
3.1 Proposed System

To address the challenges of detecting zero-day insider threats, our proposed system in fig 1
leverages synthetic log generation, behavior sequencing, and attention-based neural learning.
The methodology is validated using the CERT Insider Threat Dataset v4.2, which simulates
real-world organizational behavior including file access, email usage, web activity, and device
logins.

The Fig 1 of the Attention-Based Neural Network in Sensing-Informed User Activity
Prediction represent a multi-staged design specifically designed for the sequential user activity
modeling. It starts from raw access log files, and first preprocesses and converts log entries into
numerical feature vectors. These inputs are input into embedding layer where the categorical
features (e.g., user role, action type, device identifiers) are embedded into dense vectors. The
embedded sequence is then processed by a Bidirectional GRU layer that extracts the local
context around the user session considering both past and future behavior. The result of the
GRU, a sequence of hidden state (h) vectors is then passed through a self-attention mechanism,
which weights each event according to its contextual importance. This attention layer
dynamically emphasizes indication of suspicious behavior by considering log entries, which
have the greatest impact on the classification of the data. Finally, the attention-weighted context
vector is fed through a fully connected dense layer, followed by the sigmoid activation function,
which outputs a probability, as to whether the observed session is benign or as an insider threat.
This framework allows the model to identify subtle behavioral anomalies and gives
interpretability to the model in terms of which actions caused suspicion.
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Fig. 1. Attention-Based Neural Network.
3.2 Dataset and Preprocessing

We use the CERT Insider Threat Dataset (v6.2) provided by Carnegie Mellon University’s
Software Engineering Institute. This dataset contains simulated logs of employee activities,
including both benign and malicious behaviors across roles such as system administrators,
researchers, and managers.

e Log Parsing: Logs are parsed into structured sessions with timestamps, user ID, action
type (e.g., logon, email, file access), and associated resources.

e Labeling: Users with known malicious activity are labeled accordingly, while the rest
form the benign user group.



e Feature Engineering: Behavioral features include time of activity, resource accessed,
role, frequency, and device type. Categorical features are encoded, and numerical
values normalized.

3.3 Synthetic Data Generation (Augmentation)

Due to the scarcity of real-world malicious user activity and the resulting class imbalance in
insider threat datasets, synthetic data generation becomes crucial for training robust detection
models. We employ Generative Adversarial Network (GAN)-based tabular data synthesis
techniques to augment the training data with realistic yet diverse samples. The augmented
dataset enables the detection model to generalize better and recognize zero-day insider threats.
The following models are used:

3.3.1 CTGAN (Conditional Tabular GAN)

CTGAN is a specialized GAN designed for tabular data, particularly effective in handling
imbalanced datasets and capturing the complex dependencies between categorical and
continuous variables. In our case, CTGAN is trained on labeled user session logs to generate
synthetic user behavior data while preserving the statistical properties and distribution of the
original dataset. The model conditions the generation process on specific labels (e.g., benign or
malicious), enabling us to explicitly generate both types of behavior. This helps in balancing the
dataset and enriching the representation of rare malicious actions.

3.3.2 TVAE (Tabular Variational Autoencoder)

TVAE models the underlying data distribution through a latent space representation using a
variational autoencoder. Unlike CTGAN, which relies on adversarial training, TVAE captures
the probabilistic structure of the dataset, making it well-suited for generating high-quality
synthetic samples that maintain global data characteristics. It is particularly effective in
preserving temporal and behavioral patterns typical in user activity logs. We use TVAE to
generate novel sequences that align with both known and hypothesized malicious behaviors,
thereby enhancing the diversity of threat scenarios the model can learn from.

3.3.3 CopulaGAN

CopulaGAN leverages copula functions to better model the dependencies between mixed data
types categorical and continuous features common in insider activity logs. It combines the
flexibility of GANs with the probabilistic rigor of copula models to generate highly realistic
synthetic records. CopulaGAN is trained on both benign and malicious behavior logs, and it
excels in simulating subtle anomalies and edge cases, which are often indicative of zero-day
insider threats. This capability makes CopulaGAN a valuable tool for improving the sensitivity
of threat detection systems.

The synthetic data generated from these models is injected into the training process in controlled
proportions to avoid overfitting to artificial patterns. Importantly, the generated malicious data
includes both known and novel variations, simulating zero-day attack vectors. This strategy
enhances the model's exposure to unseen behaviors and significantly boosts its generalization
performance in real-world scenarios.



3.4 Behavior Sequence Modeling

Access logs are grouped into user sessions, forming a chronological sequence of activities per
user over time. Each session is a sequence of log entries converted into embedded feature
vectors, preserving temporal and contextual information.

3.5 Attention-Based Neural Network

We propose an Attention-Enhanced GRU Architecture that processes behavior sequences and
isolates key actions that suggest insider threat activity.

Model Components:

e Embedding Layer: Converts categorical features (action type, device, role) into dense
vectors.

e Bidirectional GRU Layer: Captures long-term dependencies and user behavior context.

e Self-Attention Layer: Weighs the importance of each activity in the sequence,
identifying subtle anomalies.

e Dense Layer + Sigmoid Output: Classifies sequences as malicious or benign.
3.6 Attention Mechanism for Insider Threat Detection

Attention Mechanism for Insider Threat Detection is given in Fig 2. To enhance the model's
ability to detect subtle and contextually significant behavior patterns, we integrate an attention
mechanism over the sequence of hidden states (hq, h, ... hy) generated by a Bidirectional GRU
that processes embedded user activity logs. This mechanism allows the model to dynamically
weigh the importance of different time steps in a user session.

The attention-based context vector ¢ is computed as a weighted sum of hidden states:

— yT
c= Yi=1 Qin; (1)
Each attention weight o;is calculated via a softmax function over the relevance scores e;

exp (ei) (2)

a; =
ET ST exp(e))

The relevance score e;for each hidden state h; is produced by a feedforward network:
e; = UTtanh (Wy,h; + by) (3)

Here, W}, bpand v are learnable parameters. The resulting context vector ¢ is passed through a
fully connected layer with a sigmoid activation to obtain the final prediction:

y=oW.c+ bc) (4)

This attention-based architecture facilitates interpretability and robustness, especially when
identifying zero-day insider threats by focusing on atypical behavioral cues.
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Fig. 2. Attention Mechanism for Insider Threat Detection.
3.7 Evaluation and Validation
The model is trained using binary cross-entropy loss, and evaluated using:
e  Precision, Recall, F1-Score, ROC-AUC
e  Zero-Day Testing:
4 Results and Discussion

To evaluate the effectiveness of the proposed Attention-Based GRU model for zero-day insider
threat detection, we conducted extensive experiments using the CERT Insider Threat Dataset
v4.2. The results validate the model’s strong predictive performance, its ability to generalize
across unseen malicious behaviors, and its interpretability through dynamic attention
mechanisms.

Here’s a Table 1 summarizing the high-attention log events that the model consistently
emphasized when predicting zero-day insider threats across different user roles: These events
received the highest attention scores in the model’s attention mechanism, meaning they were



contextually significant and pivotal in classifying a session as potentially malicious. Let me

know if you'd like this table in a stylized format for your paper or presentation.

Table 1. High-attention log events.

User Role High-Attention Event Description
. . . Access from unauthorized network
IT Admin Login from unregistered IP outside VPN hours
IT Admin File access after business Accessing critical files late at night
hours
IT Admin USB device usage Use of rem‘ovable media not
previously used
Researcher Mass data download Bulk downloading sensitive project
documents
External email with Sending large file attachments to
Researcher . . .
attachment unverified personal email domains
. . Login from a new machine or
Researcher ~ Anomalous workstation login .
remote location
Access to employee HR Viewing internal personnel data
Manager : . .
records without prior history
L Unusual chat activity in Slack/MS
Off-hour communication on
Manager . Teams beyond standard office
collaboration tools
hours
. . . Suspicious login behavior
Manager Multiple failed login attempts suggesting password brute-force or

followed by a successful login stolen credentials

4.1 Performance Metrics

The proposed model was tested on a large test set including both the logs of real user behavior
and GAN-generated counterpart, which is listed as Table 2. The model’s precision score was
0.91, meaning that it had a very low false positive rate a crucial feature to minimize distracting
alerts and maintain to streamline performance in SOCs. The recall of 0.88 shows the strong
potential of the model to accurately recognize malicios sessions despite imbalanced class. An
F1-score of 0.89 suggests very good balance between precision and recall. Additionally, the
ROC-AUC of 0.95 highlights the model’s ability to distinguish between benign and malicious
behavior with high certainty. The Zero-Day Detection AUC of 0.92 further demonstrates the
model’s potential to generalize to new insider threats, which is essential for combating novel
zero-day. On the whole, these evidences confirm the efficiency and effectiveness of our
proposed attention-based GRU model for insider threat detection in the practical case.



Table 2. Test result distinguishing between both real and synthetic user profiles.

Zero-Day

Precision  Recall SFI; i%% Accuracy Detection
core AUC
0.91 0.88 0.89 0.95 0.93 0.92

4.2 Zero-Day Threat Simulation Results

To simulate zero-day insider threats, malicious activities from select user roles (e.g., IT Admins)
were excluded during training and used exclusively for testing in table 3.

Table 3. Zero-day insider threats from high-risk roles.

User Role  Zero-Day F1-Score Zero-Day AUC

IT Admins 0.84 0.91
Researchers 0.88 0.93
Managers 0.87 0.90

To test the model's capability to identify zero-day insider attacks, we emulated real threats
scenarios by not including malicious logs from high-at-risk roles namely IT Admins,
Researchers, and Managers in the training phase. These logs were subsequently reintroduced
only for testing purposes. The model presented good generalization performance with Zero-
Day F1-Scores of 0.84, 0.88 and 0.87 and their respective AUCs of 0.91, 0.93 and 0.90. These
findings indicate that the model is not only able to successfully monitor the known threats, but
also capable of uncovering the new attack patterns. This ability is essential for modern
cybersecurity defences, especially when considering insider threat whose indicators tend to
exhibit subtle behavioural deviations that escape traditional systems.

4.3 Visual Analysis of Benign vs. Malicious Behavior

To gain interpretability into the model’s decision-making, attention heat maps were generated
across user sessions. These heat maps visualize how much focus the model places on different
log events when classifying behavior. In benign sessions, attention weights were found to be
evenly spread, indicating no particular anomalies. However, in malicious sessions, the model
exhibited sharp attention spikes on critical events such as unusual file access during non-
working hours, unauthorized USB device usage, and excessive outbound email attachments to
unfamiliar domains. The heat map (Fig. 3: Attention Heat map) uses temporal log sequence on
the X-axis and event types on the Y-axis, with color intensity representing attention weight
where red regions highlight high-attention (potentially malicious) events, and blue areas denote



routine, low-influence actions. This visualization provides valuable insight into how specific
user behaviors influence model predictions.

We generated attention heatmaps in Fig 3 over user sessions to understand the model's decision
process. In benign sessions, attention weights were uniformly distributed. In contrast, malicious
sessions exhibited sharp spikes on events such as:

e  Unusual file access during non-working hours
e  Unauthorized USB device usage
e  Excessive outbound email attachments to unfamiliar domains
o X-axis: Temporal log sequence
e Y-axis: Event types
e  Color intensity: Attention weight
o Red regions: High attention (likely malicious)

o Blue regions: Routine actions (low influence)

Malicious Session Attention Heatmap
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Fig. 3. Attention Weight Heat map.

5 Conclusion

The current work introduces a robust and adaptive framework for detecting insider threats,
focusing on the much challenging zero-day exploits committed by insiders. The proposed
method combines generation of synthetic data through GAN-based models (CTGAN, TVAE,
Copula AN) and attention augmented Gated Recurrent Unit (GRU) neural network to overcome



the restrictions of conventional detection systems which depend on static rules, labelled data,
or historical signatures. The generative models mimic multiple, realistic behavioural patterns,
including attacks, thereby addressing the limited data problem, yet while at the same time
preserving privacy. The attention mechanism allows the GRU model to focus on important user
actions in activity sessions and leads to improved interpretability and precision of anomaly
detection. Experimental results on the CERT Insider Threat Database v6. 2 illustrate the success
of this method with an F1-score of 0.89 and Zero-Day Detection AUC of 0.92. The model also
generalizes well to unseen user roles indicating its robustness and flexibility in changing
organizational environments. In general, the proposed approach provides a scalable, privacy-
preserving, and intelligent solution for the real-time detection of insiders, and can be used to
automatically identify sophisticated and stealthy attacks before they are initiated.

There are certain possible aspects for improvement, though it shows promising results. Further
work entails extending the framework to multimodal behaviour data, including e-mail
communication, web access logs and device usage patterns, in order to capture a more holistic
user behaviour. Furthermore, modeling the user-resource interactions as a graph-based features
can contribute in discovering complex relational anomalies. Joint study of federated learning
solutions could facilitate collaborative insider threat detection across organizations without data
leakage. Finally, real-time deployment and online learning techniques that process new data as
it arrives will be investigated to increase agility in facing new threats within the live enterprise.
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