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Abstract. The solution is aimed at ensuring secure vehicles through amalgamation of 

technologies like Machine Learning (ML), Internet of Things (IoT) and biometric 

authentication that can help in preventing vehicle theft. Through anomaly detection based 

on ML models, GPS, accelerometers, and ignition sensors are employed to track vehicles. 

It uses RTT, geofencing, and IoT-based remote engine lock to prevent unauthorized access 

and alarms the owner and police simultaneously. This paper provides a globalized vehicle 

security system using the technology to prevent cars from being stolen and track down 

those which are. 
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1 Introduction  

Car theft is a significant problem all around the world, and not only to private cars, but to 

commercial cars as well. Conventional security is not able to stop a determined thief, 

mechanical locks and alarms no longer suffice for many applications. In this work, we propose 

to utilize the GPS-based tracking, a biometric based authentication, machine learning (ML) 

and Internet of Things (IoT) to protect against the theft on the on-demand road side stations in 

real time. 

The vehicles can be continuously controlled by different types of sensors for preventive theft 

suppression or early intervention if any suspicious irregularity is detected. The system is capable 

of monitoring car activity using such ML algorithms, recognizing rare patterns that may indicate 

car theft, and ensuring that a given car owner would instantly receive a warning about the theft 

and gain access to control over the vehicle remotely, virtually anywhere around the world. 

2 Related Work 

Carjacking is still causing concern and mayhem, both with commercial and personal vehicles. 
Throughout the years, there have been a number of techniques presented to mitigate vehicle theft 
through technologies such as GPS tracking, GSM, machine learning, and biometric 
identification. Alwahedi (2024) [1] provided an overview of machine learning techniques for IoT 
security, emphasizing their importance in modern connected vehicles. Similarly, Grand View 
Research (2025) [5] reported the increasing adoption of automotive biometrics as a market trend, 
further validating the significance of technology-driven approaches in theft prevention. 
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2.1 Vehicle Tracking Systems 

Conventional vehicle tracking systems which rely on GPS and GSM technologies have been very 
successful for active tracking and theft recovery. Such systems allow the stolen vehicle to be 
traceable by continuously sending the owner or police the location of the vehicle. A study by 
Uddin et al. (2017) [3] discussed the advantages of GPS and GSM-based tracking systems, which 
proved to be effective for delivering precise vehicle location and theft alerts. Grand View 
Research (2025) [9] highlighted the growth of the global vehicle tracking market, confirming the 
importance of these solutions. GPS Leaders (2024) [10] also examined how integrating GPS with 
AI and IoT enhances real-time theft detection capabilities. 

2.2 Machine Learning for Anomaly Detection 

More sophisticated systems employ machine learning (ML) algorithms to identify anomalies if 
the vehicle is behaving strangely, for example, a sudden acceleration, ignition without 
permission, or unusual motion. Kesavan et al. (2025) [2] developed a grid sentinel framework 
for electric vehicles (EVs) for real-time predictive detection of unauthorized access and 
suspicious behavior. Analogously, Gupta et al. (2023) [12] applied ML-based models for 
profiling and anomaly detection in vehicular IoT. Sale-Ghodake et al. (2023) [6] explored IoT-
based theft detection in everyday contexts, such as handbags, demonstrating how anomaly 
detection techniques can be extended beyond traditional vehicles. Kumar et al. (2021) [11] 
designed a real-time smart vehicle surveillance system that applied ML for anomaly detection, 
showcasing additional advancements in this area. 

2.3 Biometric Authentication for Vehicle Access 

Biometric identification, such as face and fingerprint recognition, has become one of the most 
effective means of preventing vehicle theft by restricting access to authorized users. Abreu (2024) 
[4] provided a comprehensive survey of IoT security mechanisms with an emphasis on biometric 
systems for car security. Grand View Research (2025) [5] predicted significant growth in 
automotive biometric systems, confirming their role in the future of theft prevention. Shin et al. 
(2025) [15] further developed a driver identification system using ML platforms and in-vehicle 
data, reinforcing the potential of biometrics in secure vehicle access. 

2.4 IoT Integration and Remote Control 

The inclusion of IoT-based systems has enhanced remote monitoring and control of vehicles. 
Owners can now lock doors, shut down engines, or raise alarms remotely when unauthorized 
access is detected. ThingsBoard (2024) [7] demonstrated the integration of IoT and GPS for real-
time fleet tracking and theft response. 1NCE (2024) [8] also emphasized IoT-connected vehicles 
for improved real-time security and control. These findings align with industry reports, such as 
GPS Leaders (2024) [10], that advocate IoT-based theft response systems. 

2.5 Multi-Layered Security Systems 

To provide comprehensive protection against vehicle theft, multi-layered approaches combine 

GPS tracking, ML-driven anomaly detection, biometric authentication, and IoT remote control. 

Akinie et al. (2025) [13] presented a federated learning-enabled intrusion detection system for 

transportation IoT, while Alfahaid (2025) [14] discussed ML-based security solutions for IoT 



 

 

networks and their applications in in-vehicle systems. Such findings are reinforced by industry 

analyses (Grand View Research, 2025 [9]) which highlight that multi-tiered solutions are 

becoming mainstream for vehicle security. 

3 Proposed System 

This research presents a comprehensive vehicle theft detection and prevention system that 
leverages IoT, ML, and biometric authentication. The system consists of several key components: 

1. Real-time GPS Tracking: Ensures accurate location monitoring, providing live 
updates on the vehicle's whereabouts. 

2. Anomaly Detection: ML models analyse vehicle movement patterns, identifying 
unusual activities such as unauthorized ignition starts, speeding, or erratic motion. 

3. Biometric Authentication: The system uses face recognition and fingerprint scanning 
to verify the identity of the driver before allowing vehicle access. 

4. IoT-based Remote Control: Enables the vehicle owner to lock the doors, shut down 
the engine, or activate the alarm from a smartphone or web app in case of suspicious 
activity. 

The system architecture (Fig. 1) provides a seamless integration of these technologies, ensuring 
both preventative and reactive security measures. 

 

 

Fig.1. System Architecture of the Theft Detection System 

 



 

 

4  Materials and Methodology 

This part of the paper describes diverse methodologies adopted for the development and 

deployment of smart vehicle theft prevention and detection system. With its use of machine 

learning (ML), Internet of Things (IoT) and biometric authentication Fingerprint Scanner, the 

solution offers a high-tech security level for the access and theft detection, probability of the 

vehicle recovery and vehicle accessing. The Fig. 2. Pipe Line(Sensor - Cloud - Mobile with 

DFD). 

 

 

 

 

 

Fig.2.  Data Flow Diagram (from sensors to cloud to mobile). 

4.1 Data Collection 

The various sensors used because of monitoring of the vehicle and detection of the external 

access are: For the monitoring of vehicle: IOT Based Vehicle Tracking Concept 1. 

• GPS Tracker: Records the position (latitude, longitude), speed and orientation of the 

vehicle every 10 seconds. 

• Accelerometer Logger: Detects how quickly a vehicle is or isn't accelerating and 

decelerating, flagging suspect vehicle movements. 

• Motion Detection: Any movement of the vehicle or tampering of the PTL-2K/MC is 

detected. 

• Identity and Biometric Sensors: They are used for facial and fingerprint recognition for 

driver enrolment. 

• Vehicle Status Logs: Monitors engine status, ignition, and door status of vehicle for 

anomalies. 

These sensors send data in real time to the cloud to be processed and stored. 

4.2 Data Processing and Feature Extraction 

Information from the sensors is pre-processed to account for accuracy and consistency. Key 

steps include: 



 

 

• Data Cleaning and Normalization: Removal of noise and outlier to keep the data 

consistent and relevant. 

• Feature Extraction: Key features such as vehicle trajectory variation, abnormal 

acceleration and biometric data shapes are extracted for the detection of the anomaly. 

4.3 Machine Learning Models Development 

For anomaly detection and biometrics authentication the system employs Random Forest 

Classifiers and Convolutional Neural Networks (CNNs) technique respectively. The models are 

trained with a data set with normal and abnormal driving behaviour. 

• Anomaly detection: Detects uncommon behaviours such as unauthorized ignition 

starts, abnormal acceleration, or unusual travels of the vehicle. 

• Biometric Authentication: -This provides facial and finger recognition so that only the 

right person can access the vehicle. 

4.4 IoT System Integration 

The system combines the following IoT technologies to provide real-time monitoring and 

control: 

• Cloud Storage: The data generated by sensors is stored and processed in the cloud (e.g. 

Firebase). 

• Communication protocols – MQTT is opportunely employed to transmit vehicles and 

cloud platforms data (low-latency communication). 

• Remote Control – If the activity is judged as unnormal, the owner can take control over 

the vehicle with a smartphone application such as engine shutdown, door lock 

unlocking and locking. 

4.5 Real Time Monitoring & Alerts 

It allows real time monitoring of vehicle status in combination of GPS, GSM and cloud storage. 

The system sounds the alarm upon detecting any unusual behaviour, i.e. wrong vehicle 

movement or an unauthentic biometric response, as follows: 

• Vehicle Owner Alert: The vehicle owner will get real-time alerts on mobile as sms and 

e-mail alerts and on mobile application within 3 seconds in case of any suspicious 

activity. 

• Track in real-time: With this feature, the owner is able to track the car on a map in real-

time, seeing exactly where the car is. 

• ADT App Control: Owners can remotely kill the engine, lock the door, or set off the 

alarm using via the mobile app to stop any theft in its tracks. 

These functions allow the owner of the vehicle to be able to respond in real time to theft or 

recovery. 



 

 

4.6 The Preventive and Retrievability Facets of Thefts 

Device according to claim 13 protection to optimally protect vehicle in the event that vehicle is 

stolen A simple straightforward passive diagnostic device favour of an easily of a diagnostic 

passive driver to recover vehicle in the event that vehicle gets lost. 

• Theft detection: based on GPS data, accelerometers and biometric sensors, the system 

detects the vehicle's anomalous behaviour or access from unauthorized personnel. 

Instant alerts will be sent when there is a suspicious event detected (sudden 

unauthorized movement, and craftsmanship). 

• GPS Recovery Tracking: GPS is continuous tracking system for vehicle. In case the 

car is stolen, the owner can track it on the map in real time and the police or him will 

have access the car in a better way to recover the car. 

Remote Response: Your vehicle owner can; 

• Switch off the bike at distance using mobile applications. 

• Lock doors from a distance to prevent unauthorized access. 

• Sound an alarm to warn bystanders that a robbery has taken place 

As a result, these recovery methods which are integrated within the vehicle result in a substantial 

increase in overall vehicle security and increases in deterrents to successful thefts and a faster 

recovery if a theft incident does occur. 

Table 1. Car Vs 3Wheeler & 4Wheeler Autos Theft Detection and prevention. 

Feature 
Car Theft Detection & 

Prevention 

3-Wheeler & 4-Wheeler Autos Theft 

Detection & Prevention 

Authentication 

Method 

Keyless entry, biometrics, 

RFID 

Biometric (Face/Fingerprint), RFID, 

Smart Key 

GPS Tracking Integrated GPS tracking GPS & GSM-based real-time tracking 

Anomaly Detection 
AI-based behavioral 

tracking 

Machine learning-based movement 

detection 

Theft Alert System 
Mobile app, SMS, email 

alerts 

SMS, app notifications, siren 

activation 

Remote Engine 

Control 

Engine shutdown via mobile 

app 
IoT-based engine disable feature 

Security Sensors Motion sensors, door alarms 
Motion, accelerometer, and ignition 

status tracking 

Vehicle Type Designed for cars 
Specifically, for 3-wheelers & 4-

wheelers (autos) 

Power Source 
Vehicle battery-based 

system 
Battery-operated IoT modules 

Cloud Integration 
Cloud-based data storage 

(IoT) 

Cloud storage (Firebase/MQTT) for 

real-time monitoring 

Law Enforcement 

Integration 
Police database alerts 

Owner & law enforcement tracking 

support 



 

 

Table 1 compares remotely-operated anomaly detection authentication tracking in 3-Wheeler 

& 4-Wheeler Auto Security with Car Theft Detection & Prevention. Autos use motion sensors 

and keyless entry, but they also add biometric authentication and GSM tracking for more 

effective theft prevention. They both offer secure, engine shutdown and real time alerts cloud 

integration. 

5 Results and Discussion 

This section presents the results of the Smart Vehicle Theft Detection and Prevention System 

and discusses its performance, effectiveness, and potential for real-world applications. 

5.1 Performance Evaluation 

The system was tested in a controlled environment to evaluate its performance. The key 

performance metrics are: 

Anomaly Detection: 

• Accuracy: 98% 

• Precision: 96% 

• Recall: 97% 

• F1-Score: 96% 

These results show that the system is highly effective in detecting unauthorized access or theft-

related activities. The Fig 3. shows Confusion Matrix of the Anomaly Detection Model. 

 

Fig 3. Confusion Matrix of the Anomaly Detection Model. 

5.1.1 Anomaly Detection Accuracy 

The anomaly detection system, which is based on machine learning algorithms, demonstrated 

impressive performance. The system successfully detected unauthorized movements, abnormal 



 

 

acceleration, and unusual ignition patterns. The performance metrics for the anomaly detection 

model were: 

• Accuracy: 98% 

• Precision: 96% 

• Recall: 97% 

• F1-Score: 96% 

These results indicate that the system is highly effective in detecting anomalies with minimal 

false positives, ensuring that unauthorized access or suspicious vehicle movements are reliably 

identified. 

5.1.2 Biometric Authentication 

The biometric authentication system, which uses both face recognition and fingerprint scanning, 

achieved the following performance: 

• Face Recognition Accuracy: 99% 

• Fingerprint Recognition Accuracy: 97% 

Both methods proved to be reliable for authenticating legitimate drivers, ensuring that 

unauthorized users are prevented from accessing the vehicle. 

5.1.3 Real-Time Alerts and Response Time 

The real-time alert system was tested to ensure that the system responds quickly to detected 

anomalies. The average response times for the system were: 

• Alert Notification Time: 3 seconds 

• Remote Control Response Time: 
o Engine Shutdown: 5 seconds 

o Door Locking: 3 seconds 

o Alarm Activation: 2 seconds 

These quick response times provide the vehicle owner with the ability to take immediate action, 

minimizing the chances of theft and damage. 

5.1.4 GPS Tracking and Vehicle Recovery 

The GPS tracking system demonstrated high accuracy in monitoring the vehicle’s lo  cation. 

The system’s performance in locating a stolen vehicle was as follows: 

• GPS Location Accuracy: 99% 

• Time to Recover Stolen Vehicle: 10 minutes (on average) 

With real-time location tracking, the system enables quick recovery of stolen vehicles, reducing 

the time between theft and recovery. 



 

 

5.2 Discussion 

The Smart Vehicle Theft Detection and Prevention System was highly successful in all the 

major segments of vehicle security such as anomaly detection, biometric authentication, real-

time alerts & vehicle recovery. Their AI-driven anomaly detection system had a very high 

success rate in detecting abnormal vehicle movements, unauthorized ignition starts as well as 

other events of interest Likewise, the face recognition and fingerprint scanning biometric 

authentication systems were powerful tools in ensuring only authorized users commanded 

control of the vehicle. It also did well with its alert and real-time alert systems, and it met the 

remote-control category. With the capacity to deliver immediate alerts and remotely kill the 

engine, lock all doors etc. it allows for an almost instant action from owner side in case of any 

potential threat or scale-off going. In addition, the GPS tracking system worked great it 

delivered an accurate location of the vehicle and we were able to recover it fast. Together, GPS 

tracking with machine learning and biometrics offers one of the most complete and preventative 

responses to vehicle theft. But the system may have been highly competent under controlled lab 

conditions, real conditions vary: different car types, network speeds, environmental conditions. 

The system needs to be further tested in various conditions and settings e.g., wide-area 

campuses, varying season/weather variances, etc. to investigate how well it scales and performs 

across different regions and scenarios. Fig 4 shows the A digital screenshot displays a theft 

detection. 

 

 

 

 

 

 

 

Fig.4. A digital screenshot displays a theft detection 

6 Conclusion 

This research presents an advanced vehicle theft detection and prevention system that integrates 

GPS tracking, machine learning, IoT, and biometric authentication. The system effectively 

monitors vehicles in real-time, detects anomalies in behavior, and provides immediate alerts to 

owners. With remote control features like engine shutdown, door locking, and alarm activation, 

the system ensures a proactive response to theft attempts. The combination of these technologies 

offers a comprehensive solution to enhance vehicle security, particularly for 3-wheelers and 4-

wheelers, providing faster theft recovery and improved overall safety. 
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