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Abstract:In order to improve the communication security of the large-scale wireless communication
system channel during the information transmission process, the probability transmission method is used
to analyze the information transmission risk and provide data reference for the operation of the wireless
communication system.Follow the operating principle of a large-scale wireless communication system to
build a system's information transmission channel model, and install information acquisition equipment
to obtain channel information. Based on this, the optimal risk decision rule is established, and the
channel transmission interference is predicted. At the same time, the channel fading characteristics are
analyzed.The statistical value of the risk probability is obtained by calculating the interference prediction
results and the channel fading characteristics of the system information transmission channel. Through
comparative experiments, it is concluded that compared with the traditional statistical methods of risk
analysis, the statistical error of the risk probability obtained by the design method is reduced by about
56%. Applying this method to the daily work of the system can effectively maintain the stability of
wireless communication and safety.
Keywords : Wireless communication system; communication channel; information transmission; risk
probability statistics;
1 Introduction

A wireless communication system, also called a radio communication system, is a system
consisting of three parts: a transmitting device, a receiving device, and a wireless channel. It
uses wireless electromagnetic waves to implement information and data
transmission.According to the classification of working frequency band or transmission means,
it can be divided into medium wave communication, short wave communication, ultra short
wave communication, microwave communication and satellite communication [1].The new
generation mobile communication system is a stage and goal in the evolution of mobile
communication systems. It not only uses new wireless transmission technologies to improve

the performance of communication systems, but also integrates with existing various wired

EAI MOBIMEDIA 2020, August 27-28, Harbin, People's Republic of China

Copyright © 2020 EAI

DOI 10.4108/eai.27-8-2020.2294701



and wireless networks to ensure system communication. At the same time, the communication
range of the system is expanded, and a large-scale wireless communication system is obtained.

The use of a large-scale wireless communication system for transmission of related data
requires the use of the system's wireless communication channel. The wireless communication
channel is a physical channel for transmitting information, that is, a wireless frequency band,
and it is a data signal transmission channel using wireless signals as transmission media.At
present, the mainstream wireless protocols are all formulated by the IEEE. In the three
wireless standards recognized by the IEEE, IEEE802.11b, IEEE802.11g, and IEEE802.11a,
the number of channels is different.In the case of 802.11b / g, the available channels will
overlap and interleave in frequency, resulting in only three non-overlapping channels in the
service area covered by the network. As a result, users in this service area can only share the
data bandwidth of these three channels.These three channels will also be interfered by other
radio signal sources, because the 802.11b / gWLAN standard uses the most commonly used
2.4GHz radio frequency band.

However, the channels of large-scale wireless communication systems are susceptible to
the influence of radio waves and other channels in the external environment during the
transmission of information, leading to risks such as signal interruption, poor communication,
and signal loss in the communication system.In order to ensure the stable reliability and
security of the system operation, it is necessary to use corresponding methods to carry out risk
statistics and assessment on the channels of large-scale wireless communication systems
before information transmission, and refer to the statistical results to select a more secure
channel for transmission to avoid transmission signal interruption. And loss, thereby ensuring
system communication stability.

After a long period of research and application, it has been found that using the risk
probability as the evaluation index of the system transmission channel can directly reflect the
risk value of the current communication channel, thereby quickly determining the feasibility
of channel information transmission.The risk probability assessment method can generally be
divided into two steps, one is the identification and analysis of the risk, and the other is the
calculation of the risk value.Among them, risk identification refers to identifying potential
problems that may lead to cost overruns, delayed schedules, or reduced performance, and a
qualitative analysis of their consequences [2].Risk assessment refers to quantifying the risks
and consequences of potential problems and determining their severity.This may involve the
comprehensive application of multiple models, and finally get a comprehensive impression of
system risk.Risk analysis is the evaluation and estimation of risk impacts and consequences,

including qualitative and quantitative analysis.By integrating the risk analysis results and



quantifying them, the risk probability value of the corresponding communication channel can
be obtained.However, the single risk assessment is accidental and its application value in
actual work is low.In order to solve the above problems, a probability statistics method is
introduced to realize the risk assessment of channel information transmission in a large-scale
wireless communication system, and the statistical results of the risk probability are obtained.

Probability statistics is a mathematical method to study the statistical laws of random
phenomena in nature.Probability theory, as a branch of mathematics, generally includes the
probability of random events, statistical independence, and deeper regularity.Probability is a
quantitative indicator of the likelihood of a random event.In an independent random event, if
the frequency of an event in all events, it is relatively stable in a larger range around a fixed
constant.It can be considered that the probability of this event occurring is this constant
[3].The probability value for any event must be between 0 and 1.Combining the probability
statistics method in the mathematical category, and merging it with the channel risk estimation
of large-scale wireless communication systems, the transmission communication risk is
quantified, and the statistical analysis results are used as a reference.Indirectly guarantee the
stable and safe operation of the communication system.
2 Design of statistical methods for information transmission risk
probability

In order to quantify the risk of channel information transmission in a large-scale wireless
communication system, the risk is converted into a probability to be expressed in combination
with probability statistics, and the statistical results of comprehensive risk probability are
obtained by following statistical theory.The ultimate purpose of designing the system channel
information transmission risk probability statistical method is to provide data references for
information transmission in wireless communication systems, thereby ensuring the
communication security of information data.The implementation of the channel information
transmission risk probability statistics method for large-scale wireless communication systems

is shown in Figure 1.
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Fig. 1 Statistical block diagram of channel information transmission risk probability

2.1 Construction of a large-scale wireless communication system transmission channel
model

There are two main channel modeling methods based on large-scale wireless
communication systems: statistical channel models and deterministic channel models.The
construction of the statistical model needs to be based on a large amount of actual
measurement data and obtain a large number of time-domain frequency-domain channel
responses through multiple measurements in different scenarios.Related channel large-scale
and small-scale parameters are extracted in further statistical analysis [4].The method used for
deterministic modeling is to physically reconstruct the propagated scene through computer
simulation.The impulse response of the analog signal in the actual channel is calculated based
on the electromagnetic wave propagation characteristics.In order to improve the application
performance of the channel model, a transmission channel model of a large-scale wireless
communication system is established in accordance with the flow of Figure 2 in combination

with two model construction methods.
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Fig. 2 Transmission channel model of large-scale wireless communication system
2.1.1 Establish large-scale wireless communication system
The large-scale wireless communication system must provide many important messages
or services to the target node through the common channel, including synchronization signal,
reference signal, control signal and multimedia broadcast multicast service.For the actual
spatial correlation channel, a reasonable method is to make the transmitted signal of the

system have the spatial omnidirectional characteristics, and then complete the comprehensive



coverage.Within a certain range, the omnidirectional transmission of the system common
signal is shown in Figure 3.
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Fig. 3. Signal transmission diagram of large-scale wireless communication system
2.1.2Connecting communication transmission channels

Suppose he CM™* represents the channel vector between the antenna array and a single
antenna target node in a large-scale antenna communication system, j ~ CN(O, R) .For the
be expressed as:

single ring scattering model under the far-field assumption, the channel covariance matrix can

R=[5w(0)(0))" ploio 1)

In the formula (1), variables (@) and p(@) represent the response vector and angular
power spectrum of the uniform linear array respectively.Angle power spectrum p(@) may
obey different distribution according to different terrain scenes [5].
2.1.3Analog wireless communication transmission
Considering the transmission scenario of large-scale wireless communication system, we
focus on a subcarrier of a symbol to be transmitted.The common signal s & C M

is
transmitted from M antennas of the system to all communication nodes.The signal obtained

from the perspective of a communication receiving node can be expressed as:
y= \/;hH s+z (2)

Formula 2 p is the total average transmission power of the communication system.The
specific information transmission process is shown in Figure 4.
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Fig. 4. Flow chart of information transmission
2.2 Obtain system statistics channel information
In the channel model of the large-scale wireless communication system, the channel
information collection equipment is installed on the corresponding channel location, and the
channel information of the cargo system is collected according to the method shown in Figure
5.
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Fig. 5. Schematic diagram of information collector

Considering the uplink transmission link in beam domain of large-scale wireless

communication system, 3 eC™ represents the received signal of the m-th beam on the

server side of the system, and }Tm e C*" represents the channel from all users to the m-th

beam on the server side of the system, then the received signal of the m-th beam on the server

side can be expressed as:
y,=Xh, +z, (3

Then the received signals of all beams on the server side of the system can be expressed
as:
Y=XH+Z (4

The matrix correspondingto ¥, H and Z is:



Taking the communication information received by the server as the original, the channel
information of the system can be obtained by using the mapping principle.
2.3 Establish the optimal risk decision rules

The purpose of establishing the optimal risk decision rule is to determine whether there is
transmission risk in the channel based on the acquired channel transmission information of
wireless communication system [6].Firstly, the input scan results and matching rules are
processed to determine whether they meet the format requirements.If the format requirements
are met, the scan results and matching rules are split according to the match sub result
separator.

If the format requirements are not met, the corresponding error handling is
called[7].Because there is a corresponding relationship between the scanning results and the
matching rules, the number of disassembly results of the scanning results and the matching
rules is the same, and they correspond to each other.Further processing is carried out for each
scan sub result and matching item pair. The matching item type field in the matching item is
used to determine the category of the matching item. The number type matching item and
character type matching item correspond to different response results respectively.
2.4Prediction channel transmission interference

The transmission interference prediction is carried out for the channel with transmission
risk. The types and modes of channel interference are shown in Table 1:

Table 1. Channel interference factor type

Jamming type Missing part Reason for frame loss
Synchronous PHY head Transmission failure due to frame collision of nodes
jamming in the listening range
Asynchronous PHY head. MPDU Data transmission outside the monitoring range
interference subframe interferes with frame transmission

Physical interference =~ PHY head. MPDU Frame damage caused by channel physical factors

subframe

For any node i, the probability that it is affected by synchronous interference,

asynchronous interference, and physical interference and cause frame transmission failure is

denoted as P, P", and PZ_P hy respectively.Considering that physical interference has

1 1

little and stable influence on frame transmission, in order to simplify interference prediction



method, quantitative value ¢ is used to represent probability Bp hy [8].Then the prediction

of channel interference can be realized according to the flow shown in Fig. 6.
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Fig. 6. Channel interference prediction flow chart

Assume that there are NN, other sending nodes in the monitoring range of node i, and
there may be other sending nodes outside its monitoring range, and use frame transmission
status information to derive the prediction results of synchronous interference and
asynchronous interference.
2.5 Analyze channel fading characteristics

In a complex environment, the propagation path of a signal is diverse. One path may be a
simple line-of-sight propagation, or it may pass through various non-visual paths through
various modes such as diffuse reflection and diffraction. Distance spread.The wireless
communication channel has a strong openness. At the same time, the complex receiving
environment and the mobility of the receiver make the channel analysis extremely complex
and time-varying [9].Based on the prediction results of channel transmission interference, the
characteristics of channel fading risk are analyzed. In general, the channel fading is in a

composite form, as shown in Figure 7.
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Fig. 7. Principle diagram of composite fading

It can be seen from the figure that the composite fading consists of two parts: small-scale
fading and large-scale fading. Among them, path loss and shadow fading describe the intensity
change of the average receiving power within a certain moving distance when the distance
between the transceiver is long, which usually refers to the situation of more than dozens of

wavelengths, so they are collectively called large-scale fading.However, multipath fading is



caused by the different transmission paths, different transmission directions and distances, and
different transmission modes such as reflection, diffraction and transmission.The final
received signal is synthesized by the superposition of multipath signals with different phase
and amplitude, and the phenomenon of fast fading will appear.Sharp changes can be observed
when the relative distance of transceiver changes very little, so the fast changes in short
distance are called small-scale fading. The propagation characteristics of wireless channel can
be expressed by formula 6

g=Ww-0-j (6)

Where W is path loss, q is shadow fading and j is multipath fading.The specific value of
each variable parameter can be calculated by formula 7.

W=1010g10{W’}
W

Yy (7
Q=w(d,)+10n loglO(d]+ X_(¢)

0

j(m):ioal(rx*bW'Jfa(f—r,(t))

1=

Where w, and W, represent transmitting signal power and receiving signal power

respectively. d,, is the reference distance, W(d,) is the path loss at d,, n is the path loss

index, which is determined by the propagation environment. X (t) is the Gaussian random

variable with the mean value of zero and the standard deviation of o .In addition, t and 7

represent time and delay respectively, and L is the number of resolvable multipaths. g, (t) is
the attenuation of each path, z, (z) is the propagation delay of each path, and f}, (t) is the

Doppler shift. By combining formula 6 with formula 7, we can get the result of the fading
characteristic of the wireless communication channel with risk.
2.6 Statistical information transmission risk probability

Based on the channel fading characteristics, the risk value of wireless communication
system channel information transmission is calculated, and the corresponding statistical results
are obtained by means of probability statistics. The calculation process of channel

transmission risk value is shown in Figure 8.
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Call the data collection module to collect the original data, the intrusion detection system
collects the external threat data in real time, the configuration verification system checks the
internal configuration of the target host regularly, and returns the configuration results.The
external threat data is the model observation value, the internal configuration is the internal
threat data, and the internal and external cause correlation matrix is calculated with the
external threat data.After the channel information data is obtained, the internal and external
correlation matrix, observation value output matrix and initial state probability are called to
calculate a new real-time state transition matrix according to the system changes caused by
internal and external threats. Finally, the real-time risk total value of the target host is
calculated based on the model algorithm combined with four probability matrices [10].Taking
the interruption risk of large-scale wireless communication system channel as an example, if
the channel remains constant during the transmission of the whole codeword, the interruption
probability can be used to evaluate the system performance, and the corresponding

interruption risk probability can be expressed as:
p= P{logz(l +]/\)]hHVVHh) < R} 8

By integrating all possible transmission risks, the statistical results of transmission risk
probability can be obtained. The statistical method of channel information transmission risk
probability in large-scale wireless communication system is realized.

3 Experimental results and analysis

In order to verify the statistical method of channel information transmission risk in
large-scale wireless communication system, a performance comparison experiment is designed
in the experimental environment. The experimental environment is a large-scale wireless
communication system, which encodes the channel information in the wireless communication
system. In this experiment, 12 channels are taken as the research object, and the statistical

method of information transmission risk and the traditional statistical method are introduced



into the background program of the system in the form of program code, which ensures the

independent operation of the three statistical methods. The object of study is No.1-4 and

No.5-8, respectively. The communication transmission channel is controlled by two traditional

risk statistical methods, and the designed risk is controlled by two traditional risk statistical

methods The statistical object of probability statistical method is the communication

transmission channel numbered 8-12. The purpose of this experimental verification is divided

into two parts. One is to verify the risk statistical error of the three methods by comparison,

the other is to verify the

risk statistical error of the three methods are shown in Figure 9.
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application results of the three methods. The comparison results of

Figure 9 shows three cycles with 10 slots per cycle. The average error values of the two

traditional risk statistical methods are 16.4 and 15.8 respectively, while the average error

values of the channel information transmission risk statistical methods of the large-scale

wireless communication system are 7.2, which is reduced by about 56%. Then, according to

the results of the three risk statistical methods, the low risk value probability is selected to

transmit the actual data information, and the stability of the system is observed according to

the artificial adjustment of the external environment signal-to-noise ratio Sexual change, as

shown in Table 2.

Table 2 Comparison results of wireless communication system stability

Signal-to-nois

e ratio

Information
transmission
size/MB

Probability
statistics of
transmission risk
based on

quantum secure

Probability
statistics of
transmission risk
based on intuitive

multiplication

Data reception
under the control
of design risk
probability

statistical method




communication preference /MB

1 431 3.58 3.42 3.88
2 14.23 11.26 12.55 13.54
3 4.08 2.34 2.78 3.27
4 5.25 3.22 3.05 4.09
5 8.70 7.25 7.12 8.10
6 9.32 8.74 8.58 9.14
7 3.79 2.08 1.97 3.31
8 5.28 3.99 3.66 5.01
9 11.23 10.81 10.67 11.08
10 18.34 16.53 16.85 17.94

In the calculation experiment, the actual data transmission volume is 84.53mb, among
which the actual data reception volume based on the transmission risk probability of quantum
secure communication is 69.8mb, the packet loss rate is 17.42%, and the actual data reception
volume based on the transmission risk probability of intuitive multiplication is 70.65mb, The
packet loss rate is 18.65%, but in the design of large-scale wireless communication system,
under the constraint of channel information transmission risk statistical method, the actual
received data is 79.36mb, that is to say, compared with the traditional method, the risk
probability statistical method can effectively reduce the packet loss rate by about 11.31%.
Even in the case of serious noise interference, it can accurately select the channel with low
risk probability for data transmission, which has high application value.

4 Conclusion

By collecting and counting the transmission state information of large-scale wireless
communication system channel, this paper puts forward the statistical method of information
transmission risk probability from the perspective of interference probability.The application
value of the risk probability statistical method in the actual system operation is proved by the
experimental verification. However, when the environment interference is large, there will still
be some packet loss in the application of the method, which needs to be further optimized in

the future research work.
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