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Abstract. Passive radar locates the UAV target by processing the reflected signal from
non-collaborative illuminators of opportunity (10s). It will inevitably be affected by the
direct-path interference and multipath interference. The conventional passive radar uses
the reference channel to receive the direct-path signal as the reference signal for
interference cancellation, which is complicated in hardware and susceptible to noise.
However, most of the wireless signals carry the prior information used for synchronization
or channel estimation, such as the preamble of WiFi signal or the CRS of LTE signal. This
paper presents a passive radar system based on the specific sequence in the wireless
network, which is the prior information of 10s. Firstly, we analyze the ambiguity function
of several typical specific sequences and prove their feasibility as the reference signal.
Then we adopt a coherent approach for interference cancellation. The system availability
is proved by simulation. A 9.64 dB reduction of interference is observed.

Keywords: Unmanned Aerial Vehicles (UAVs) localization, interference cancellation,
passive radar, wireless network.

1 Introduction

Unmanned aerial vehicle (UAV) applications are rapidly expanding[1], but they also bring
numerous challenges and security risks. In some sensitive areas, it is particularly important to
quickly detect and locate the UAVs [2]. Common active radars detect targets by emitting radar
signals themselves, but it costs a lot and not suitable for large scale applications. Passive radar
[3] detects and locates the target by processing reflected signals from non-collaborative
illuminators of opportunity (10s). It spends less by utilizing the existing communication
equipments, and works in covert operation. In a word, it is more suitable for positioning the
non-cooperative UAV.

In a conventional passive radar system[4], the receiver uses two receiving channels, in
which one for surveillance and the other for reference. The antenna of the reference channel
points to the 10 and receives the direct wave signal from the 10; the antenna of the surveillance
channel points to the sky and receives the target echo signal. Both channels are susceptible to
noise while receiving valid signals. At the same time, the target echo signal in the surveillance
channel will also be subject to interference such as the strong direct-path signal and the
multipath signals. J. Tong [5] completed a detailed study on joint estimation of target position
and velocity in the passive radar system. The CRLB of the target position depends not only on
the 10 waveform parameters, but also on the values of SNR and INR (interference-to-noise).
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Many broadcast and communication signals have been considered and analyzed as the
possible passive radar sources, including FM radio, DVB-T, GSM, LTE and WiFi [6][7][8].
These wireless signals usually carry signals used for channel estimation or synchronization,
which can be considered as prior knowledge at the receiver. For example, the Long-Term
Evolution (LTE) needs cell specific reference signals (CRS) for channel estimation and
correlation demodulation. And the 802.11n WiFi standard specifies the preamble part for frame
synchronization. Different from the existing passive radar solutions, this paper will use the
sequence carrying prior knowledge in the 10 signal as the reference signal. So the receiver can
only use a single channel to receive the reflected signal from 1Os. It can also avoid the delay
and noise impact caused by the reference channel.

On the other hand, affected by the sidelobes of the surveillance antenna, direct path
interference (DPI) and multipath interference (MPI) are often too higher than the target echo to
accurately detect UAV target in passive radar systems[9]. If the interference is not eliminated,
it is impossible to detect the target only by the conventional processing methods such as
specifying the antenna direction and pulse compression[10]. Therefore, interference
cancellation becomes a key issue in passive radar systems. At present, adaptive algorithms for
interference cancellation mainly include: Least Mean Square (LMS), Recursive Least Squares
(RLS), Extended Cancellation Algorithm (ECA)[11][12], Sequential Cancellation Algorithm
(SCA), and so on[13]. The ECA has been shown to be effective against typical scenarios with a
limited number of iterations.

In this paper, we propose a passive radar system based on a wireless network. The specific
sequence in non-service signal is used as the reference signal, which is known to both transmitter
and receiver. Firstly, we analyze the ambiguity function[14], and it is proved that the specific
sequence carrying prior information is sufficient to replace the reference signal received by the
reference channel. Then, the interference subspace matrix generated by the specific sequence
filters the surveillance signal for interference cancellation. After cancellation, the time delay
and frequency offset estimates of the UAV target can be obtained by the Range-Doppler
processing [15] of the target echo signal. Therefore, the target position can be estimated through
the classic time difference-of-arrival algorithm.

The paper is organized as follows: Section 2 analyzes the ambiguity functions of CRS in
LTE and preamble in WiFi. Section 3 introduces the passive radar system model based on
wireless networks. Section 4 derives an algorithm for extended interference cancellation.
Simulation and analysis are discussed in section 5, in the scenarios which parameters were
generated by Winprop propagation model software. Finally, conclusions are drawn in section 6.

2 Ambiguity function analysis

The sequence carrying prior knowledge in wireless network signals has a very specific
structure designed for channel estimation or synchronization. It is called the specific signal in
this paper. A brief analysis of the relevant factors influencing a passive radar system is provided
here.

Range resolution and Doppler resolution are important parameters used in radar systems
to indicate the ability to distinguish two or more targets. Range resolution AR can be written
as:

c

R= 2Bcos(s/2) ™)



where ¢, B and g are the speed of light, the bandwith of the signal and the bistatic angle

separately. The length of the pulse T determines the Doppler resolution for that single pulse,
which can be written as:

Afy =— )

In this section, we analyze the ambiguity function of the 801.11n WiFi signal and the LTE
signal separately. Considering £ =45 and T =0.05s, Tables.1 shows parameters of these two
10 signals in theory.

Table 1. Parameters of transmitted signals.

Parameters 802.11n LTE
Bandwidth B (Hz) 20M 10M
Subcarrier spacing Af (Hz)  312.5k 15k
sampling frequency f, (Hz) 40M 15.36M
range resolution AR (m) 7.5 9.76
Doppler resolution Af, (Hz) 20 20

Characteristics determined by the nature of the transmitted waveform in Tables.1 can be
evaluated by ambiguity function in simulation:

(e 1) =[] e aser ®
where |§(r, fy )| is the value of ambiguity function of the transmitted signal s(t) , z denotes the

delay, f, isthe Doppler frequency, and s*(t) is the complex conjugate of s(t) . In practice, the
ambiguity function is often digitally implemented on a computer and the equation becomes:
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where s[n]=s(nT,), T, isthe sample period and N is the number of samples in the integration
time.
A simulated ambiguity function of the preamble in the 802.11n signal is shown in Figure
1(a). As can be seen, the ambiguity function has a relatively high peak of 25.05dB at the origin.

Figure 1(b) shows the range profile ( f, = 0) of the ambiguity function, where the sidelobe
levels are 21.41dB and the range ambiguity is 0.8 us . The corresponding distance is 1.2km.
Other range ambiguities are multiple of 0.8 xs, which don't make much sense because the

corresponding distances are beyond radar coverage. Figure 1(c) shows the Doppler profile
(7 =0) of the ambiguity function, where the sidelobe levels are 8.66dB.

Q)




Doppler Frequency(kHz)

i
£.015

e
£.01

0.005

@)
30 30
25 2
@ 20 g 5
3 T .
o o
E 10 E %
3@ 3
N N 5
s 0 ©
£ E
g 2
0 =
‘80z o015 001 o055 0 o005 o001 0015 002 g s P 2 0 2 4
Time Delay(ms) Doppler Frequency(kHz)
(b)
Fig. 1. (a) Ambiguity function of the preamble in 802.11n signal (b) Range profile ( f, =0) (c) Doppler
profile(z =0).

Similarly, the ambiguity function of the CRS in LTE signal is shown in Figure 2(a). The
ambiguity function has a relatively high peak of 26.11dB at the origin. Figure 2(b) shows the

range profile ( f, =0 ) of the ambiguity function, where the sidelobe levels are 20.2dB and the
range ambiguity is 0.39 us . The corresponding distance is 0.58km. Figure 1(c) shows the

Doppler profile (z =0) of the ambiguity function, where the sidelobe levels are 19.63dB.
Through the above description and discussion, the ambiguity caused by the sidelobe in the
ambiguity function will not affect the positioning in a certain small range (< 500m). This paper
proves the feasibility of using WiFi preamble and CRS signal as passive radar non-cooperative
I0s, and estimates the detection capabilities of passive radar systems based on the wireless

network.
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Fig. 2. (a) Ambiguity function of the CRS in LTE signal (b) Range profile ( f, =0) (c) Doppler
profile(z =0).

3 System model

We consider the signal model in a typical passive radar geometry. The signal collected from
the echo channel contains not only the target echo signal, but also DP1, MPI and noise signal.
While the reference channel of conventional radar also contains the direct-path signal and noise

signal. In this paper, the specific sequence with prior information was seen as the reference
signal.
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Fig. 3. Signal model.

As seen in Figure 3, assuming that multipath echoes can be expressed as the collection of
the signal reflected by multiple fixed positions, the complex envelope of the signal at the
receiver is given by:

M

s, (t) = Ad(t) Jrici Md (t—z4)+ > a;d(t-7;)e” " +n, () (5)

=
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where A,d(t) , D c(t)d(t-7,)and Y ord(t—z;)e”*"'" denote the direct-path signal, the
i1 =

stationary scatterers and the target echos respectively. d(t) and A; are the complex envelope
and complex amplitude of the direct-path signal; c,(t) and z,; are the complex amplitude and
the delay of the i-th stationary scatterer (i=1,2,...,N¢), N is the number of scatterers; «;, 7,
and f; are the complex amplitude, the delay (with respect to the direct-path signal) and the
Doppler frequency of the j-th target j=1,2,...,M, M is the number of targets and the value is
one in this paper; ng(t) is the thermal noise contribution at the receiver.

The complex amplitude ¢ (t) are considered slowly varying functions of time, so that they
can be represented by only a few frequency components around zero Doppler:

6, () =ce* " (6)

where f, and c, are the Doppler shift and complex amplitude of the i-th multipath echo.

Assuming operation with a sampling frequency f, which satisfies the Nyquist theorem,
the samples s, collected at the surveillance channel at time instants
t=i/f =iT,i=0,...,N-1, are arranged inan N x1 vector:

Se = [Sel01, 85 [1], S [2], -+, S [N ~1]]' U]
Similarly,we obtain N samples of the reference signal in the following vector:
T
Sret = |:Sref [_R +1]’ * s Spet [O]’ s Spet [N _1]] (8)

where R is the extra simple points to ensure direct path in s; and s, line up exactly.

The detection process in passive radar is based on the evaluation of the delay-Doppler cross-
correlation function (CCF) between the surveillance and the reference signal:
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where |1 =0,...,R-1 is the time bin representing the time delay z[I]=IT,. p isthe Doppler bin
representing the Doppler frequency f,[p]= p/(NT;)

While in the Delay-Doppler cross-correlation function of the received signal s, and the

reference signal, peak of target echo is masked by the sidelobes of the direct-path signal, so it is
necessary to pay attention to the cancellation of interference in practice.

4 Interference cancellation algorithm

An effective cancellation filter for passive radar can be obtained by an Least Square
approach. The algorithm searches for a minimum residual signal power after cancellation of the

interference (direct-path signal and multipath echoes), thus:

min{ s, - Xer’} (10)
where X is the interference subspace matrix and « is the adaptive coefficient.
X=B[A_ S ---ASeSrer ArSper - A S ] (11)
where B is an incidence matrix that selects only the last N rows of the following matrix:

1 i=j-R+1

12
0 otherwise (12)

B={b, |i <[L N]. je[L N +R-1]} bij:{

A, is a diagonal matrix that applies the phase shift corresponding to the p-th Doppler bin:
1 0 e 0

0 ez ... 0
A= .. . (13)

p . . .
0 0 ej2ﬂp(N+Rfl)
S, 1S @ matrix whose columns are the zero-Doppler, delayed versions of the reference
signal s :

S = [s Ds

o DSy D5 - D5 | (14)
D is a 0/1 permutation matrix that applies a delay of a single sample and is defined as:

1 i=j+1
0 otherwise

The columns of matrix X in (10) define a basis for an M-dimensional interference
subspace, where M = (2P +1)K . Solving (10) yields:

D={d, |i,je[LN+R-1]} d, ={ (15)

a=(X"X) " X"s, (16)
Therefore, the surveillance signal after cancellation becomes:
§[:sR—x(x:[l—x(x“x)’lx“]sR:PsR 17)



where the projection matrix P projects the received vector S, in the subspace orthogonal to the
interference subspace.

5 Simulation and analysis

In order to evaluate the performance of the passive radar system mentioned above, we
consider a study case in the open filed of suburb without the dense buildings. A 802.11n WiFi
transmitter is used as 10 with a bandwidth of 20 MHz. The transmit power of the transmitter is
0.1W. The noise spectral density N, is set as —101dBm. Based on the transmission distance of

the 802.11n WiFi signal in a suburb area, the distance between the transmitter and the receiver
is set to 300m. Assuming that the speed of the UAV target is 50Km/h, and the flight direction
is consistent with the direction of the direct wave signal from the transmitter, the value of the
Doppler frequency is calculated to be 111Hz. The propagation modeling software WinProp
provides a more realistic simulation: depending on the scenario, predictions are based on
topographical, clutter, and building databases; different transmission modes can be defined and
the coverage maps are computed individually for each transmission mode.

WinProp outputs the time delay, Doppler frequency and power information of each path in
the scene. Considering the UAV target is in 70m height, the parameters are shown in Tables.2.

Table 2. Parameters of received signals (70m height).

Signal Direct-path Multipath echol Multipath echo2 Taget echo
Time Delay (ns) 1003.97 1056.44 1055.89 1101.17
Doppler frequency (Hz) 0 0 0.5 111
Power(dBm) -84.48 -88.69 -88.36 -98.18

Firstly, considering the sampling frequency at receiver is 40MHz, we assume that cancel
range K = 4 and Doppler area p =100. Then we apply the interference cancellation algorithm
mentioned in Section 4. The delay-Doppler cross-correlation function between the surveillance
and the reference signal was shown in Figure.4.
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Fig. 4. (a) CCF before cancellation (b) CCF after cancellation.

Figure.4(a) shows the CCF output of the surveillance signal and the reference signal before
cancellation. And Figure.4(b) shows the CCF output after removing the direct-path interference



and all multipath interferences laying in the first K range bins (K =4 and P =100). Here, the
weak UAV target now appears as a strong peak. In Figure.4(b), the location of the weak target
is shown obviously. The most prominent peak represents the target echo whose amplitude is
17.42dB. At origin, the value of the function is about 14.26dB, which means that the amplitude
of the direct-path signal was eliminated more than 9.64 dB. After cancellation, the amplitude of
the direct-path signal is 3.16 dB less than the target echo.Then the UAV target can simply be
detected by using a simple constant false alarm rate (CFAR) detector such as the CA-CFAR
detector.

Here, the peak to average power ratio (PAPR) tests are introduced for evaluating the
performance of the algorithm. For calculating the PAPR, a 50m height UAV target echo and the
multipath echo are introduced with characteristics tabulated in Tables.3.

Table 3. Parameters of received signals (50m height).

Signal Direct-path Multipath echo Taget echo
Time Delay (ns) 1003.97 1022.78 1053.41
Doppler frequency (Hz) 0 0 111
Power(dBm) -84.48 -87.56 -96.00

We analyze the performance of the algorithm, assuming that cancel range K = 4 and
Doppler area p = 100.
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Fig.5. Diagram of PAPR versus the number of 10 signal samples.

In Figure.5, a simulated PAPR curve of the interference cancellation algorithm versus the
number of 10 signal samples is shown in the comparison of different height. As can be seen, the
amplitude of the target after cancellation will be increased by increasing the number of samples,
and reduced by increasing the height. This is consistent with the Cramé&-Rao lower bound
analysis. One can observe that there exists a significant performance degradation when the 10
signal samples is under 256.



6 Conclusion

For UAV localization, this paper proposed a passive radar system based on the specific
sequence of the wireless network. Ambiguity function valued the detection performance of the
specific sequence with prior information. The cancellation algorithm was based on the
projections of the received signals in a subspace orthogonal to the interference. Using the
specific sequence as the reference signal makes the system more economical and effective. By
using the propagation model generated by Winprop, the simulation results showed that the
approach counteracted interference more effectively. It is of practical significance to detect
UAV targets by using this radar system in the future.
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