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Abstract. In this paper, we propose a method that can effectively
measure the reliability capability of cognitive frequency hopping (CFH)
communication systems. Considering that various malicious interference
devices and advanced interference technologies have appeared in the
wireless communication environment, a novel method called CFH has
been proposed recently to effectively resist the interference devices. This
method can evaluate the occupation of frequency hopping frequency
slots, and thus dynamically adjust the system parameters based on the
evaluation results. However, we note that the existing literature only
shows that the system is reliable, but few work has been done to analyze
the reliability of the CFH system and the factors affecting the reliability.
Therefore, by analyzing the effects of false alarm probability, missed de-
tection probability, and communication link convergence delay, we obtain
analytical expressions to evaluate reliability. Simulation results evaluate
the proposed method.

Keywords: Cognitive frequency hopping (CFH), reliability capability, false alarm
probability, missed detection probability, and communication link convergence
delay

1 Introduction

Wireless communication, as a method of long-distance information transmission
that can be carried without conductors or cables, has been widely used in many
fields (such as cellular networks, industrial production, etc.). However, while
the wireless communication technology is showing a booming trend, the risk
that the information it brings is easily interfered or intercepted has also caused
widespread concern [1–4]. Wireless communication is different from traditional
wired communication, and it mainly relies on electromagnetic waves to transmit
signals. Due to the open nature of wireless channels and the broadcast nature of
radio transmission, information is extremely vulnerable to external interference
during transmission. In addition to sources of malicious interference in wireless
communication environments, signals from unauthorized users are also consid-
ered important sources of interference. Moreover, when multiple wireless devices
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are working simultaneously, signals sent by other authorized users may also cause
interference to the communication link, thereby reducing the security and reli-
ability of wireless communication. With the increase of the amount of private
information carried by communication networks, the interception technology has
also been continuously improved [5–7], and the importance of information secu-
rity has increased to an unprecedented level.

Focusing on the these security threats and challenges, research on the anti-
interference performance of wireless communications has received extensive at-
tention in the past few years. In communication systems based on different ap-
plication fields, there are many anti-interference schemes [8, ?,10–13], which can
be divided into three categories. The first type comes from the spatial domain,
such as beamforming technology for directional transmission [8, ?]. However, as
the amount of high-rate multimedia wireless services carried by limited spectrum
resources is rapidly increasing, the electromagnetic environment is changing in a
more complex and changeable direction. These factors pose great challenges to
the implementation of this method. The second type comes from the time do-
main, such as time-hopping spread spectrum communication[10, 11]. These meth-
ods achieve the purpose of anti-interference by expanding the signal frequency
band, but at the cost of available resources in the time domain. The third type
comes from the frequency domain, such as frequency hopping (FH) technology [12,
13]. Whereas its performance is limited by the fixed parameters (e.g., the fre-
quency slot number, the frequency gap and bandwidth, etc.), it is difficult to
resist the advanced dynamic interference signals.

Obviously, faced with the situation that the shortage of spectrum resources
is becoming more and more serious, the aforementioned schemes cannot adapt
to the highly complex and dynamic electromagnetic environment. In addition,
a variety of new interference technologies have emerged, and the ability to in-
terfere with devices has continued to increase. Therefore, in order to effectively
resist the influence of interfering devices on the wireless communication system,
a new method called cognitive frequency hopping (CHF) [16, 15, 14] has been
recently proposed. This method can quickly determine the FH frequency slots
affected by interference, and dynamically adjust parameters based on the evalu-
ation results, thereby effectively improving the anti-interference performance of
FH communications. However, because the existing literature only shows that
the CFH system has anti-interference ability, the anti-interference ability of the
system and the factors affecting the anti-interference performance are rarely an-
alyzed. Therefore, we also propose a method for measuring the anti-interference
ability of CFH communication systems.

In this paper, we propose a transmission scheme of the CFH communication
system. Meanwhile, we derive the analytic expression of reliability tolerance by
analyzing the effect of false alarm probability, missed detection probability, and
communication link convergence delay. Compared with the literature that lacks
CFH communication system performance analysis, our analysis provides a theo-
retical basis for studying complex and practical anti-interference communication
systems. In addition, according to our theoretical derivation, the reliability ca-



pability of CFH systems can be optimized by adjusting relevant parameters to
meet different requests.

The remainder of this paper is organized as follows. The infrastructure model
is shown in Section II. Then Section III analyzes the anti-interference perfor-
mance of CFH communication system. After that, the simulation results are
provided in Section IV. Finally, Section V draws the conclusion of this paper.

2 Infrastructure Modeling

Based on the available FH communication system models and cognitive radio
communication system models [15, 17, 16, 14], we construct a typical CFH com-
munication system model in Fig. 1.
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Fig. 1. System model.

In our constructed communication scenario, multiple communication users
Up(p = 1, 2, · · · , N) and different types of interference devices Jq(q = 1, 2, · · · ,M)
coexist, which is consistent with the actual communication environment. With-
out desired and legitimate transmission between authorized users, the useless
interference signal may be transmitted randomly by jammer devices, which will
seriously affect the communication quality, and even cause information loss, com-
munication link interruption and other negative influences. In order to effectively
ensure the security of information transmission and enhance the anti-interference
ability of the CFH communication system, a transmission scheme is shown in
Fig. 2.

As shown in Fig. 2, the proposed CFH communication system has the com-
munication bandwidth of W , which can be equally divided into n frequency slots.
Consequently, a set of frequency slots can be obtained F = {fa |a = 1, 2, · · · , n},
and the bandwidth of each frequency slot is B = W/n. The interference power,
frequency hopping signal power, and noise power within each frequency slot are
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Fig. 2. Transmission strategy.

Ja, Sa, and Na, respectively. In the CFH system, before the communication
user transmits the signal, the occupation of each frequency slot in the wireless
channel can be analyzed through the spectrum sensing technology based on the
high-order cumulant[18]. Therefore, the channel model can be expressed as{

H0 : y(t) = n(t),
H1 : y(t) = x(t) + n(t),

(1)

where state H0 and state H1 represent the frequency slot is only occupied by
the background noise and the presence of the signals transmitted by other users
or devices, respectively. At time t, the signals obtained by the sensing system,
the transmitted signals of other users on the target frequency slot, and the back-
ground noise are indicated by y(t), x(t), and n(t). In addition, n(t) is a complex
Gaussian random variable which is characterized by the mean of zero and the
variance of α2

n. It should be pointed out that no matter which sensing method is
used, it is impossible to achieve completely accurate spectrum detection. With-
out loss of generality, there are false alarm (the state without interference is
judged to be interference) probability and missed detection (the state with in-
terference is judged as no interference) probability in CFH system’s perception
of the interference signal in each frequency slot, which are represented by Pf

and Pmd respectively.
According to the high-order cumulant spectrum sensing method[18], the cor-

responding decision metric value T is compared with the set decision threshold
γ, and the detection probability Pd and the false alarm probability Pf can be
expressed as {

Pd = Pr(T > γ |H1 ),
Pf = Pr(T > γ |H0 ).

(2)

Based on the results of spectrum sensing, it can be determined that k (0 ≤ k ≤ n)
frequency slots in the spectrum set F are occupied by interference signals. The



CFH system removes the k interfered frequency slots from the set F , and the
set of available frequency slots FA, which are not occupied by the interference
signal, can be determined. To avoid the interference frequency slots and obtain a
certain reliability tolerance, the transmitter makes the carrier of the modulated
signal occupy the available frequency FA by up-conversion. The transmitter U1

can select the frequency slots from FA to transmit the information by using FH
method in each time slot T = {tb |b = 1, 2, · · · ,m}.

3 Anti-interference performance analysis

According to the CFH communication system constructed in Section 2, its work-
ing cycle can be divided into four stages: spectrum sensing stage, time synchro-
nization stage, cognitive decision-making stage, and communication stage. Once
the FH communication user enters the system, this user begins to continuously
perceive the spectrum environment to obtain the available frequency slots set
FA. Subsequently, all the FH communication users in this system adjust the
local time of day (TOD) to complete the time synchronization. Combined with
the existing method of generating a FH transmission strategy[12–15], we can
clearly find that these strategy are controlled by the group of FH sequence fam-
ilies. Therefore, based on the idea of block cryptography, a group of basic FH
sequences can be generated by controlling the network identification key of both
communicating parties

S0= {s0a,b, a = 1, 2, · · · , n and b = 1, 2, · · · ,m}. (3)

It is emphasized that the network identification key of the constructed system
will be periodically updated from other systems in the wireless communication
network, and CFH users can only join the cognitive system with the key of
this system. Then, using the Round Function to S0 for y (y ≤ n) consecutive
iterations as {

sya,b = sy−1
a,b−1 ⊕ key,

sya,b−1 = Sboxj(sya,b)⊕ sy−1
a,b .

(4)

Therefore, at time b, we can obtain the sequence families {S0, S1, · · · , Sy}. Con-
sequently, by using the remapping method, the sequence family that generates
the control user transmission information can be presented in the form of an
algorithm

{Xa,b}= g (TODb, key, fa, · · ·). (5)

When the communication user in the CFH system receives the feedback of the
spectrum sensing result, they can identify the frequency slots corresponding to
the FH sequence and transmit information independently from the available
frequency slots FA.

In addition, since the CFH communication system is obtained by adding
cognitive module on the basis of conventional FH communication system, the
reliability tolerance of CFH communication system can be expressed as

C=C0+C1, (6)



where C1 is additional anti-interference gain by introducing a cognitive module.

3.1 Bit Error Rate (BER) of Conventional FH System

Encoding, modulation, and demodulation methods all affect the BER perfor-
mance of FH communication systems. Since the transmitter in the conventional
FH communication system does not consider whether there is an interference
signal in the transmission environment, it directly selects the frequency slots
from the set of frequency slots to send information.

Obviously, when the conventional FH communication system has k frequency
slots occupied by interference signals, the probability that the information trans-
mits in the interfered frequency slots is

Print1 =
k

n
. (7)

Therefore, the BER of FH communication system with interference signals
is

Pe1 =
n− k
n

F (
S

N
) +

k

n
F (

S

N + J
), (0 ≤ k ≤ n) (8)

where F (·) indicates a BER function of the FH communication system when
transmitting information in one frequency slot.

3.2 BER of CFH System

Without interference signal If there is no interference signal in the CFH
communication system, the BER of the system is the same as that of the con-
ventional FH system, which can be given as

Qun = F (
S

N
). (9)

Interference signal exists without missed detection When the frequency
slots occupied by the interference information is completely perceived, that is,
the CFH communication system has no missed detection. The CFH communica-
tion system can select the frequency slots without interference for transmitting
the information through the spectrum sensing results, effectively avoiding all
interference frequency slots. Therefore, the probability of interference detection
is

Prno−miss = (1− Pmd)k. (10)

Consequently, under the condition that the CFH communication system has
interference and no missing detection, the BER of this system is

Q1 = (1− Pmd)kF (
S

N
). (11)



Interference signal exists with missed detection However, when the fre-
quency slots occupied by the interference signals are not fully perceived, there
is a miss detection in CFH communication system. Although the CFH commu-
nication system can select the frequency slots without interference based on the
results of spectrum sensing, the frequency slots used to transmit information
may still occupy the interfered frequency slots due to incorrect sensing results.
Therefore, the influence of interference signals on the transmission process is in-
evitable. Accordingly, for CFH systems, the number of frequency slots occupied
by interference signal is

k∗ = k − i+ j, (12)

where i (0 < i < n) indicates the number of miss detection of the frequency slots
occupied by the interference signal, j (0 < j < n) represents the number of false
alarms, and the number of i and j are independent of each other. Furthermore,
the number of frequency slots without interference signal is

n− k∗ = n− k + i− j. (13)

Therefore, when there is a missed detection and false alarm in the spectrum
sensing results of the interference signals, the probability of the interference
detection is

Prij = Ci
kP

i
md(1− Pmd)k−iCj

n−kP
i
f (1− Pf )n−k−j , (14)

where

Ci
k =

k(k − 1) · · · (k − i+ 2)(k − i+ 1)

i(i− 1)(i− 2) · · · 2 · 1
. (15)

Under this condition, the probability of transmitting information in the in-
terfered frequency slots is

Print2 =

k∑
i=1

n−k∑
j=0

(Pij ·
i

n− k∗
). (16)

In contrast, the probability of transmitting information in the frequency slots
without interference is

Prno−int2 =

k∑
i=1

n−k∑
j=0

(Pij ·
n− k∗ − i
n− k∗

). (17)

Combined with (9), (16) and (17), the BER of the CFH communication system
with the missed detection and interference signals is

Q2 =

k∑
i=1

n−k∑
j=0

Pij(
i

n− k∗
· F (

S

N
) +

n− k∗ − i
n− k∗

F (
S

N + J
)). (18)



Considering Section 3.2 and Section 3.2, the BER of CFH communication
system with the interference signals can be concluded as

Q = Q1 +Q2

=
k∑

i=1

n−k∑
j=0

Pij

(
n−k∗−i
n−k∗ F (

S

N + J
) +

i

n− k∗
· F (

S

N
)

)
+F (

S

N
) · (1− Pmd)k

=
k∑

i=1

n−k∑
j=0

Pij

 (n− k − j)F (
S

N + J
) + iF (

S

N
)

n− k + i− j


+(1− Pmd)kF (

S

N
).

(19)

Consequently, considering the two factors of false alarm and missed detection,
the BER of the CFH communication system is

P2 =



F (
S

N
) k = 0,

(1− Pmd)kF (
S

N
) +

k∑
i=1

n−k∑
j=0

Pij

·

 iF (
S

N
) + (n− k − j)F (

S

N + J
)

n− k + i− j

 k 6= 0.

(20)

Communication links convergence delay The CFH communication system
has no cognitive ability before the communication link converges. At this time,
the BER of the CFH communication system is equal to the BER of the FH
communication system. Once the communication links converge, the cognitive
unit of the communication system begin to sense, analyze, and make decisions
to generate frequency sets and communication scheme that can be used by the
FH system. In addition, it is necessary to make this information pass through a
highly reliable channel in time to achieve the synchronization of the FH frequency
and the adjustment of the communication scheme at both ends of the transmit-
ter and the receiver. Accordingly, the cognitive capability can be achieved in
CFH communication systems. It is assumed thatTL is the period of interference
change, and Ts (TL > Ts) is the link convergence time. It should be noted that
Ts includes interference sensing time, the time required for transmitting sense
information and adjusting the FH transmission scheme. Therefore, considering
the effect of link convergence time, the BER of the CFH communication system
is

Pe =
Ts
TL

P1 +
TL − Ts
TL

P2. (21)

Therefore, cognitive anti-interference gain can be expressed as

C1=F−1(Pe)− F−1(P1), (22)



where the system function F−1(·) is the inverse of the BER function F (·). And
the reliability tolerance of CFH communication system can be rewritten as

C=C0 + F−1(Pe)− F−1(P1). (23)

4 Numerical Results

This section presents the simulation results to evaluate the reliability tolerance
of the CFH communication system. In our simulation, the frequency range used
by the CFH communication system tested is from 2.65 GHz to 2.95 GHz. In
addition, the occupied bandwidth W is 300 MHz and the frequency hopping slots
n is 60. That is, the bandwidth occupied by each frequency slot is B = 5 MHz.
Additionally, the signal-to-noise ratio ranges from 0 to 12dB. Here, the signal-
to-noise ratio (S/N) is converted to a normalized signal-to-noise ratio (Eb/N0).
Moreover, the false alarm probability Pf is assumed to be 0.1. The number of
frequency slots occupied by the interference signals is k = 30.
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Fig. 3. BER performance of three different types of FH communication systems with
Pmd = 0.1 and I = −28 dBw.

When the probability of missed detection Pmd is 0.1 and the interference
power I is −28 dBw, Fig. 3 intuitively reflects the change of the BER perfor-
mance of the CFH system, the conventional FH system without interference and
the FH system with interference as the signal-to-noise ratio (SNR). It can be
seen from the Fig. 3 that the simulation results of BER performance can be
consistent with the theoretical results, which proves the rationality of the pro-
posed reliability tolerance measurement method. Moreover, as the normalized



signal-to-noise ratio increase, the BER performance decreases gradually. This
shows that with a certain background noise power, as the transmission power
increase, the possibility for authorized user to receive complete information in-
creases rapidly. We can also find that under the same signal-to-noise ratio, the
performance curve of the CFH system is between the simulation curves of the
other two systems, which proves that this CFH system can effectively resist the
threat of interference signals.

0 2 4 6 8 10 12

E
b
/N

0
 (dB)

10
-6

10
-5

10
-4

10
-3

10
-2

10
-1

10
0

B
E

R

F(S/N)

F(S/(N+J))

Theoretical result

Simulation result

Fig. 4. BER performance of three different types of FH communication systems with
Pmd = 0.01 and I = −32 dBw.

Different from the Fig. 3, Fig. 4 reflects the BER performance curves when
the probability of missed detection Pmd is 0.01 and the interference power I
is −32 dBw. By comparing the simulation results of the interference signal on
the BER performance of the FH system in Fig. 3 and Fig. 4, it can be found
that the reliability performance of the system decreases gradually as the increase
of interference power. However, since the CFH communication system can ac-
quire the channel conditions and update the frequency hopping sequence in time
through the spectrum sensing method, the CFH system can effectively guarantee
its reliability performance. At the same time, it also reflects that the reliability
performance of the cognitive system is enhanced with the increase of the power
of the interference signal.

On the basis of analyzing the influence of false alarm probability and missed
detection probability on interference tolerance, Fig. 5 adds another consideration
to the key factor of communication links convergence delay, which is a factor that
cannot be ignored in the actual communication environment. It can be seen that
the BER performance of the CFH system has decreased. This is due to the fact
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Fig. 5. BER performance of three different types of FH communication systems with
Pmd = 0.01, TL = Ts/5, and I = −32 dBw.

that the cognitive system’s perception of interference signals, the transmission
of sensing results, and the adjustment of FH sequences, which all cause time
delays. Note that, it is still possible to ensure that the anti-interference gain of
the CFH communication system is stable at 1.3 dB or more when the BER is
10−3.

5 Conclusion

Based on the lack of analysis for the reliability performance of the CFH com-
munication system in the existing literature, this paper proposes an analysis
method that can effectively measure the reliability tolerance of the system. We
first have proposed a transmission scheme of the CFH, and then by analyzing the
influences of false alarm probability, missed detection probability, and communi-
cation link convergence delay, an analytical expression of reliability tolerance has
been derived. Simulation results reflect that this method can effectively measure
the reliability of CFH communication systems, and provide a useful reference
for studying complex and practical FH communication systems. In future work,
based on the above theoretical derivation, the reliability of CFH systems can be
optimized by adjusting relevant parameters to meet different requests.
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