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Abstract.In order to solve the problems of the lack of information management of the
detection data in the traditional pesticide registration test, the detection data is easy to be
tampered with and cannot be effectively traced,and the centralized storage data is
vulnerable to internal and external attacks.In this paper, the technology of combining
blockchain and traceability model is used to link the multi-source heterogeneous data after
Kettle fusion through traceability PROV modeling,thus solving the problem of data
tampering in the detection process and realizing the reliable traceability of data in the
pesticide detection process.Therefore, this research has realized the data in the pesticide
registration test can not be tampered with and that the reliable traceability of the source
and behavior of the data,ensures data security, improved the in-depth development of the
pesticide registration data and expanded the traceability ability of the traditional
blockchain.
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1 Introduction

In the field of agricultural pesticide detection, it is vital to use statistical data to analyze the use
of pesticides and understand the specific process of pesticide use according to traceability
information. However, in pesticide testing institutions, the main task is to generate test reports,
and the degree of integration with the new generation of information technology is not enough,
and the data development is not enough. A few use big data to conduct quantitative and safety
analysis on the creation of pesticides, soil pollution of pesticides, pesticide spraying[1] and
pesticide residues[2], and research on risk early warning model[3].

At present, domestic blockchain traceability technology adopts the cloud environment. For
example, Alibaba Cloud blockchain[4], and Huawei Cloud blockchain[4], these on-cloud
blockchains adopt cloud-based integrated Ethereum and super ledger. The purpose is to
facilitate the rapid implementation of the system and quickly build the service chain.

Many foreign blockchain projects combining traceability technology, such as Provence [6], are
blockchain traceability projects based on Ethereum to achieve Dapp. It is mainly used in the

ICEMBDA 2023, October 27-29, Tianjin, People's Republic of China

Copyright © 2024 EAI

DOI 10.4108/eai.27-10-2023.2341907



logistics supply chain to trace the production, manufacturing, transportation and sales of
products. The ProvChain system solves the problem of data traceability in the cloud [7].

2 Research contents

2.1 Multi-source heterogeneous data

There will be a lot of heterogeneous data in the process of pesticide registration test, especially
in the test process. For example, pictures, documents, videos, audio, etc., this data are tough to
be processed into unified structured data in technology due to their inconsistent format. In
particular, audio, video and other media data can only be traced through their metadata[8]. At
present, the most effective way to deal with multi-source heterogeneous data is ETL. According
to different strategies, data extracted from various sources for unified storage. After data
cleaning, conversion and loading, the data format is correct and the data is consistent and
complete[9].

2.2 Data traceability model

Currently, the main traceability models at home and abroad are OPM, PROV and domestic
ProVOC. OPM is the earliest traceability model in design, but its disadvantage is that the
concept in design is very vague [10], so the W3C improved and formed the PROV traceability
model based on OPM [11].

As shown in Figure 1 below.The PROV model can describe different states and relationships of
entities and trace back to the description and behavior of data at various stages [12]. The
structure of the PROV model shown in the figure below. Its core is three classes and seven
relationships. Among them, Entity represents an entity, Activity represents activity, Agent
represents agent and represents seven relationships between each other.
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Fig. 1. PROV



2.3 Blockchain platforms

The modular and configurable structure of the super ledger and the pluggable consensus
mechanism. In addition, it also has privacy and confidentiality, smart contracts and other
features[13]. It has tremendous application potential in finance, government, supply chain
logistics and other industries. Therefore, the project uses a super account to establish a
blockchain platform.

3  Experimentation

3.1 System design

The project is divided into four parts as shown in the figure. Data collection, data preprocessing,
traceability models, and blockchain nodes. The data collection layer is responsible for obtaining
data, the data preprocessing layer uses Kettle to ETL multi-source heterogeneous data, the
traceability model layer models the fused data, and the application layer divides the entire
system into four blockchain nodes. As shown in Figure 2 below.
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Fig. 2.System architecture diagram

3.2 Multi-source heterogeneous data processing

These data uniformly processed into JSON format through Kettle, which is convenient for each
node to upload the corresponding data.As shown in Figure 3 below.
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Fig. 3. Construction of traceability model

3.3 Node establishment

Data traceability technology is a method of tracking data, mainly for recording information. It
is a record of the metadata of native data, as well as the recording, data flow process, and
dynamic changes of derived data.

By establishing a model, on the one hand, it can fully describe the source and behavior of data,
and on the other hand, it can reduce the storage of large amounts of data and reduce the time
wasted in querying massive amounts of data. Establishing a comprehensive and understandable
data model is crucial.

For the whole testing process, there are four parts.signing an agreement, personnel sampling,
sample testing, and issuing a report. As shown in Table 1 below,These four parts are involved
in the traceability process, that is building blockchain nodes for the user data module, contract
management module, traceability module and detection data module respectively.

Table 1. Node mapping table

Structure name Organization identifier Organization ID
Peer 1 Orgl.example.com OrglMSP
Peer 2 Org2.example.com Org2MSP
Peer 3 Org3.example.com Org3MSP
Peer 4 Org4.example.com Org4MSP

4 Experimental results and summary

4.1 Experimental result

The container and chain code in Docker are successfully started.After all, nodes started and the
chain code installed successfully, you can query the data in CouchDB. Take the detection
traceability data as an example,the results are show in the Figure 4 below.
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Fig. 4. Experiment results

4.2 Experimental summary

The system uses a traceability model and blockchain to realize data traceability and data security
in the process of pesticide registration tests. The function of data tamper-proof and description
of data source and behavior is discovered and the data in pesticide registration test can be
comprehensively managed and traced. Developed the potential value of test data and expanded
the traceability ability of traditional blockchain.

This article mainly consists of three parts. Firstly, using Kettle to process heterogeneous data,
and secondly, using the PROV traceability model to model and describe the source and behavior
of the data. Finally, it will be combined with the blockchain platform Fabric to store traceability
information in Fabric's couchdb.

This system utilizes a combination of traceability models and blockchain to achieve data
traceability and security issues during pesticide registration experiments. The function of data
tampering resistance and description of data sources and behaviors has been achieved, enabling
comprehensive management and traceability of data in pesticide registration experiments.
Developed the potential value of experimental data and expanded traditional blockchain
traceability capabilities.

But the disadvantage is that the traceability data is metadata, which is the description of the data,
and blockchain can only guarantee the authenticity of the data on the chain, and cannot



guarantee the authenticity of the data off the chain. Therefore, in the future, a blockchain based
file tamper prevention system can be established to further ensure the security and reliability of
data under the chain. This makes the data on and off the chain tamper resistant, and can also be
combined with the distributed storage system IFPS to upload and save large files, such as video,
audio, and other data that could not have been uploaded to the blockchain.
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