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Abstract: In order to reveal the current situation and trends of human reliability (HR)
research in China and abroad, we studied the current situation, research hotspots and
development trends of HR in China and abroad using the bibliometric tool CiteSpace. The
results show that: the disciplinary distribution of HR research in China and abroad shows
interdisciplinary and multidisciplinary patterns, and the hot keywords of HR literature
focus on human error tracing, reliability analysis, performance shaping factors, decision
support, system safety, etc. According to the keyword clustering diagram, we can know the
common research hotspots of human reliability analysis methods and complex system
reliability in China and abroad. Relative to the research fields, in addition to the classical
safety critical fields, foreign scholars are more enthusiastic in the research of medical and
cognitive psychological fields. The keyword emergent graph indicates that the emergent
words are fuzzy theory, human factors, uncertainty, dynamic probability simulation,
etc.indicating that these research topics may become the future research frontier trends.
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1 INTRODUCTION

Humans play an important role in socio-technical systems, participating in the design,
construction, installation, maintenance and operation. With advances in materials, technology
and engineering, the reliability of equipment in complex systems has steadily increased, but
it has also increased the complexity and risk of the system. From the point of view of system
safety, human factors have become the main cause of system reliability in most accidents®!.
Recognizing the importance of human factors in safety management, a large number of HR
studies have been conducted in different safety areas, covering nuclear energy('*],
transportation?”), oil sector!!?), healthcare!'!l, etc. HR is described as the probability that
someone will correctly complete the task required by the system within the specified timel'®!.
The method used to assess human reliability can be defined as Human Reliability Analysis
(HRA), which involves identifying, modeling and quantifying the probability of human error. It
aims to systematically analyze the causes and consequences of human failures in various
systems(®].

In order to gain an understanding of the field of HR, many researchers have conducted
corresponding literature reviews. Roughly distributed in terms of scope, methodology and
potential models. Hamer R et al critically reviewed the last fifty years of research on human
factors and ergonomics in nuclear safety’. Salmon Paul M et al reviewed human error models
as well as error management methods and dissected their application in the road transport
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environment!"’!, Alvarenga et al. reviewed the means and models for assessing organizational
factors in HRA!!!, Although the above review studies provide valuable insights into the field of
HR, a comprehensive quantitative analysis of the literature in the field is lacking. Compared to
standard literature reviews, bibliometric analysis is an effective method for gaining high-level
insight into the characteristics of a large body of academic literature within a given research
area. Therefore, this paper intends to provide a systematic review of the HR literature based on
a bibliometric analysis.

2 Data collection and research methodology

To ensure the accuracy and completeness of the data, academic journal papers on HR were
collected from representative and authoritative databases in China and abroad. The data set of
foreign research sample was obtained from Web of Science core collection database. The search
formula "TS = ("human reliability*")", the document type "Article", and the language "English
".The search was refined, and the results were checked and the low relevance documents were
excluded. Finally, 922 valid foreign literature titles were obtained. The data set of domestic
research samples was searched by CNKI with "human reliability" as the theme and "academic
journals" as the literature type, and the search results were manually reviewed to remove invalid
literature such as conferences, journal articles and popular science propaganda, and finally 325
valid Chinese literature titles were obtained. In addition, in order to ensure the comparability of
the time dimension, the search time of both Chinese and foreign literature was set to 1987-2021,
since the research on HR was conducted earlier in foreign countries and later in China.

This study takes innovation diffusion theory as the starting point, bibliometric citation analysis
and co-occurrence analysis principles as the basis, and integrates traditional literature review
methods and scientific knowledge mapping analysis methods to systematically sort out human
factors reliability research in China and abroad, presenting the research paradigm and
evolutionary path of a field in a comprehensive manner and scientifically guiding future research
directions™, and this study uses the software CiteSpace for bibliometric analysis®l. The
software is a visualization tool for detecting and visualizing the distribution characteristics of a
field and has been widely used in many fields to identify new developments in the scientific
literature regarding trends and dynamics . In the process of operation, in order to better describe
and compare the basic profiles of related research fields in China and abroad, and to present the
final analysis map in a visual way of "showing the whole network", the "pathfinding network
algorithm" was used to simplify the relationship of measuring data similarity in the complex
network of "human-caused reliability" knowledge map, so as to establish the most effective
connection path between innovation diffusion hotspot data, and the specific parameter settings
are shown in Table 1.

Table 1: Software operation parameters setting

Software Parameters Setting

time slicing From 1987 to 2021
node types Keywords
selection criteria Top 10%

pruning pathfinder

visualization show merged network




3 General characteristics analysis

3.1 Analysis of annual publications

The graph of annual publication changes in the literature can understand the output of HR
research in China and abroad, and to a certain extent can reflect the academic attention of this
research direction, understand its development and predict its development trend. As shown in
Figure 1.

As shown in Fig. 1, the number of research articles issued by domestic scholars from 1987 to
2021 has shown an overall growth trend. The first peak of HR research in China was in 2012,
when the National Energy Administration issued the National Energy Science and Technology
12th Five-Year Plan, and four fields such as nuclear energy and wind power were emphasized,
which promoted HR research in nuclear energy and other safety fields. In 2015, when Li
Keqiang delivered the Report on the Work of the Government at the National Congress, he
proposed the grand plan of "Made in China 2025" for the first time, which further promoted the
research on HR in China. However, the number of publications has not increased exponentially
since then, which indicates that the domestic research on HR is still in the initial exploration
stage.

In contrast, the number of HR studies abroad grew at a higher rate than in China from 1987 to
2021, mainly due to the fact that research on HR was conducted earlier and more conferences
were held abroad. Among the conferences with high influence in the field of HR include the
International European Safety and Reliability Conference, the International Conference on
Probabilistic Safety Assessment and Management, and International Conference on Reliability
Systems Engineering, all of which have been held for many years. To date, related research
continues to be hot and increasing in depth.
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Figure 1: Annual paper output distribution of domestic and international HR research from 1987 to
2021

3.2 Statistical analysis of journals and disciplines

The statistical analysis of the distribution of journals is useful for scholars to understand the
core journals in the field of data security research and their publication preferences, etc. and
provides scholars with references for further research in the field. From the statistics of the



sample literature published in journals, the research in the field of data security has shown
diversified development, among which the foreign language literature is distributed in 276
journals and the Chinese literature is distributed in 221 journals. The top 10 foreign journals
with the most articles published a total of 439 articles, accounting for 47.61% of the total number
of articles published, among which RELIABILITY ENGINEERING SYSTEM SAFETY has
published the most articles with 209 articles, much higher than other journals, and is in the
leading position in the field of data security research,followed by SAFETY SCIENCE and
ANNALS OF NUCLEAR ENERGY in second and third place with 65 and 42 publications,
respectively. The top 10 domestic journals published 198 articles, accounting for 42.46% of the
total number of articles published; the journal with the most articles is the Chinese Journal of
Safety Science, with 37 articles,followed by Nuclear Power Engineering and Human
Ergonomics, which ranked second and third with 21 and 15 publications, respectively.

Analysis of the current state of development of disciplinary fields helps to understand the state
of development of each discipline, identify research hotspots, and provide reference for
predicting disciplinary development trends, thus guiding researchers in topic selection. The
research in the field of HR is diversified and cross-cutting, and the research in foreign literature
is mainly in the fields of industrial engineering and operation and management science, but also
in the fields of nuclear science and technology, psychology, medicine, and multidisciplinary
engineering. The research in Chinese literature is mainly in the fields of safety science and
electric power industry, and also in the fields of nuclear science and technology, acrospace, and
mathematics.

4 Identification of hot topics in domestic and international research

The keyword clustering function of CiteSpace software is used to extract noun terms from
keywords by LLR algorithm to realize the naming of clusters, thus obtaining domestic and
foreign cognitive computing research topic clusters, as shown in Figure 2 and Figure 3. From
Fig. 2 and Fig. 3, we can see that fuzzy theory is a common research hotspot in the field of HR
in China and abroad. Fuzzy theory is mainly includes fuzzy set theory, fuzzy logic, fuzzy
reasoning and fuzzy control, which can reflect the uncertainty phenomena in life and can reflect
such phenomena through fuzzy functions.

Domestic research hotspots revolve around the following three areas:

(1) Scholars have studied HRA methods, mainly including clustering #0 human error tracing,
#1 quantitative reliability analysis, and #6 data mining. The current domestic research on HRA
mainly involves extending the basic HRA method or combining it with other quantitative
methods. Considering the situational environment and human factors characteristics of aircraft
piloting, Guo et al. adjusted the human error formation conditions in the original CREAM to
make it more reasonable to characterize the pilot working situation in the cockpit®!l. Zou et al.
used the HCR model to introduce a fuzzy logic approach to model the uncertainty and fuzziness
of human error formation conditions using an affiliation function to analyze the HR of offshore
floating nuclear power plants(!7].

(2) Scholars have studied the system safety accident aspects, including clustering #2 safety
evaluation, #3 human-caused accidents, and #5 safety engineering. With the emergence of
complex human-machine systems, making more and more system safety accidents caused by
human factors, system safety assessment and accident investigation focus from the initial



technical aspects of factors to human factors, and then more and more research began to include
the consideration of organizational factors and other factors in the system safety analysis and
assessment, that is, to carry out the system safety management research. Sheng et al.
summarized the research on key technologies for dam risk assessment and management and
looked at future research directions to promote the transformation of Chinese dams from
"engineering safety management" to "risk management" as soon as possiblel'®),

(3) Scholars have extensively focused on HR in major safety areas, mainly including clustering
#4 control room, #8 information technology, and #9 deep sea operations. The first systematic
assessment of HR was started in the military field to predict and quantify the probability of
human error in nuclear weapons assembly, and the second originated from the development of
probabilistic risk assessment in the nuclear power industry. The main research areas of domestic
scholars are related to transportation field (aerospace, ships, etc.), oil field, construction field,
information technology field, etc.

#9deep sea operations

#3 human-caused accidents
#4 control room

#8information technology

#1quantitative reliability analysis reliabilty

#2safety evaluation

#0 human error tracing

fuzzy theor
#7 Y Y #6 data mining

#5safety engineering

Figure 2: Keyword clustering map of HR in China

Foreign research hotspots revolve around the following four areas:

(1) Quantitative assessment of HR, mainly including clustering #0 human reliability assessment,
#2 probabilistic risk assessment, #5 dependence assessment, #6 performance shaping factors.
Initial research in HR first involved the quantification of risk assessment, combining human
factors with established methods of risk and safety analysis, such as probabilistic risk analysis.
At this stage, the research focus of foreign scholars is gathered on the dependency assessment
in HR and the study of performance formation factors. Dependence assessment mainly
addresses two issues: (1) how to assess the degree of dependency between manual tasks; (2)
what is the impact of dependency on the probability of failure of the next manual task. Typically,
the greater the correlation between two consecutive tasks, the higher the probability of failure
of the next task when the current one fails’l. Adequate assessment of inter-task dependencies is
a necessary prerequisite for obtaining reasonable risk analysis results?!. Additional scholarly
research involves collecting empirical data to assess the quantitative relationship between
performance shaping factors (PSFs)and the probability of human-caused failure.

(2) The study of the reliability of complex systems. It mainly includes clustering #1 complex
system accident. The main challenge in system reliability assessment is to efficiently and
accurately determine the probability of joint safety events. Byeng D. Youn addressed this
problem by proposing complementary intersection (CI) events, enabling the development of



complementary intersection methods (CIM) for system reliability analysis®?l. Since some
methods are difficult to obtain models directly from the specification and cannot model the
reliability interactions between components or subsystems, methods such as dynamic fault trees
and dynamic reliability block diagrams have been developed subsequently®l. Additional
methods with high occurrence are Monte Carlo simulation algorithms (MCS), and Robert li
created a hybrid algorithm using MCS and SVM to replace the linear programming typically
used for classification during power system reliability assessment!'?],

(3) Research in the medical field. It mainly includes clustering #4 surgery. In addition to foreign
scholars' research on HR in major security fields like domestic scholars, it is worth mentioning
that the number of HR studies in the medical field is much higher than that of domestic scholars.
From the earliest applications of qualitative methods (questionnaires, interviews, etc.) to study
adverse events in health care.In the middle stage, the HR method was used to evaluate the
surgical performance, and Tang et al. further proposed a combined method, which combined
OCHRA with objective structured clinical examination (OSCE) to evaluate the ability during
laparoscopic surgery!'). The latest proposed approach to the integration of surgical robots into
the surgical environment, Ken R et al. study surgical blood flow disruption associated with the
da Vinci robotic surgical system and relate it to the surgical environment and trainee skill
development!?!,

(4) Research in human cognition. It mainly includes clustering #3 cognitive,#7 information
security, #8 human performance assessment, and the main keywords are operator response,
cognitive model, fatigue, organizational factors, and decision support. Cognition plays a
prominent role in the human decision making process. In addition to research on human
behavior and motivation in the psychological, behavioral, and management sciences, the field
of HR has studied the interaction behavior between humans and their external environment.
Foreign scholars have mainly experienced the earliest proposed models of cognitive
mechanisms in human error, such as the classical SRK model that divides human behavior into
three levels: skill-based, rule-based and knowledge-based, each corresponding to different
human error mechanisms and failure models; to studies involving human thought processes
affecting human behavior in human-environment interaction, such as how to diagnose or control
systems in working conditions; to recent studies of cognitive models based on artificial
intelligence techniques in the computer domain, which focus on revealing how human cognition
is achieved in the thinking process and on particular human cognitive mechanisms and cognitive
behaviors that occur in the real world (e.g., human memory and language comprehension).
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The comparative analysis between domestic and foreign research hotspots reveals that there is
a certain gap between domestic and foreign research on HR at present. On the one hand, in terms
of HR analysis methods, most domestic scholars expand and apply on the basis of HR models
researched by foreign scholars or combine with other quantitative methods to build an
assessment index system suitable for the domestic environment. At present, foreign scholars
mainly focus on the quantitative assessment of HR, involving the assessment of dependency
between tasks and the study of human factors failure probability. On the other hand that is, the
difference in the key research areas in China and abroad, in addition to safety critical areas
(nuclear power and aerospace, etc.) have received research attention, foreign scholars are more
enthusiastic about medical and cognitive-psychological fields, domestic scholars that is, the
research on carrying out system safety management as a research hotspot.

5 Frontier analysis of HR research

The research frontier is the latest and most promising professional field in a certain scientific
research, usually manifested as a set of emergent dynamic concepts, and the keyword surge
index can detect the keywords with high frequency change rate at a certain stage, which
represent the frontier and trend of a certain scientific research to a certain extent. Using
CiteSpace to detect keywords in data security research sample literature, the top 15 keywords
in terms of occurrence rate are finally obtained, as shown in Figure 4, and the future research
directions are prospected based on the burst graph

Top 15 Keywords with the Strongest Citation Bursts

Keywords Year Stwrength Begin End 1987 - 2021

human reliability assessment 1092 56 1992 2006

Human error identification 1995

uman relability 1991

air traffic control 1060
commission 2003
human performance 1992
emor 1993
human error 1992
jhedi

validation

heart 201
human error probability 2006

maritime safety

uncertainty

dynamic probabilistic simulation 2012

Figure 4 :HR Top 15 burst Keywords

5.1 Development of appropriate human factors experimental methods to suit the digital
era

It has been suggested that more HR studies emphasize human factors analysis rather than human
factors experiments!'3l. Therefore it is crucial to develop appropriate human factors experiments
for future research. With the rapid development of computer science, computer simulations can
provide more accurate and detailed scenario evolution and contextual information for HR
studies, and artificial intelligence and software simulation tools should be widely introduced in
the field of HR to predict human errors based on cognitive models. And so would the challenge
of capturing the specific elements of the design that support or hinder the operator's work in an
appropriate manner to enable a realistic and consistent human error probability (HEP)
assessment and comparison of alternative solutions.



5.2 Reducing uncertainty in expert judgment

Many tasks in HR (e.g., assigning values to PSFs and evaluating HEPs) rely heavily on expert
judgment to generate reliability data. In many cases, expert opinions are often vague, uncertain,
or even incomplete due to time pressures, lack of knowledge, and limited expertise related to
the problem area. Therefore, it is promising to use various uncertainty theories, such as
Pythagorean fuzzy sets, probabilistic linguistic term sets, and cloud model theory, to effectively
deal with uncertainty in expert judgment and to propose a traceable and defensible method to
characterize the experience and knowledge of experts.

5.3 Application of emerging technologies in the field of HR

Another possible direction for future work is the use of techniques such as artificial intelligence
tools to address HR assessment issues. For example, deep learning algorithms can be used to
learn the degree of dependence of human failure events from expert assessment data for each
pair of subsequent tasks. Neural networks can augment estimation methods for HEPs to account
for fluctuations in human error assessments in the way the human brain changes. Moreover, the
development of computer-aided tools for performing HRA calculations given in the literature is
certainly an important direction for practitioners to effectively manage large and complex
systems.
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