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Abstract. In the world of education, technology has been widely employed to increase
the quality of learning activities in order to attain the intended results. Students must be
prepared with necessary competences in order to succeed in a highly competitive global
environment. One form of technology that is used as a learning medium is Android-based
media which has benefits and can facilitate many aspects of learning. Learning computer
security with the topic of cryptography involves complex mathematical calculations. This
makes it harder for students to grasp the lesson. For this reason, an Android-based
Computer Security System learning media was created to help students understand and
study learning. This research resulted in the application of learning media for Computer
Security Systems using the RAD method in its development. Application testing uses a
blackbox test and shows that the application runs well on the Android operating system.
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1 Introduction

The development of the globalization era is also in line with the increasing development of
information and communication technology so as to facilitate various sectors of human life.
The presence of information and communication technology with various sophistication and
convenience it brings is able to bring human life to have a better quality and standard of
living. Along with the development of technology, an equal understanding of this technology
is the basis for society to be able to enter the era of globalization. In addition, understanding
the various potentials of technological development allows people to optimize the use of
communication technology in various aspects of life.

In the world of education, technology has been widely utilized to improve the quality of
learning activities so as to achieve the desired results. The role of education in the globalized
world to participate in the fiercely competitive global world, students need to be prepared with
the necessary competences.. In Indonesia, the implementation of technology in education is
that technology can be utilized as a medium of learning, administrative tools, and learning
resources[1].
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One form of technology that is used as a learning medium is android-based media. Android is
an operating system on smartphones that is widely used by students[2]. Smartphones have
various benefits and can simplify many aspects of everyday life. However, students use
smartphones for social media and playing games. Only a small proportion of them use
smartphones for learning[3].

Computer Security is a part of Computer Science that focuses on securing the environment for
using computers. There are 4 studies that focus on computer security: the development of
hardware and software protocols, the study of computer ethics, and the adoption of best
practices. Computer security involves complex mathematical calculations in the discussion of
cryptography[4]. Students find it challenging to comprehend the subject matter as a result..

The development of interesting android-based learning media needs to be done to increase
students’ interest in using smartphone devices for learning needs. By learning through content-
focused media, Android-based learning media is projected to promote student literacy.
Content that can be added in the media such as: text, images, video, audio, and animation.
This research will build android-based learning media with computer security system material.
In this media there are learning materials, questions, and can do simple encryption.

2 Method

The application in this study was made using the Rapid Application Development (RAD)
method. RAD is a software development cycle used to build applications in a short time[5].
This method strongly emphasizes user activeness in providing input on application design[6].
There are four stages carried out in this method, namely requirements analysis, system design,
development, and implementation[7].
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Fig 1. RAD Stages

The requirements analysis stage begins by conducting observations and interviews with users,
namely students and lecturers, to obtain data. Next, the media is designed according to user
needs, and a prototype is made to be evaluated. After the user agrees with the application
prototype, the media is developed. The last stage of the media application is implemented and
testing of all application features is carried out before being used for learning.



3 Results and Discussion

3.1 Requirements Analysis

Observation and interviews are the initial process at this stage[8], observations are made on
the teaching and learning process, course materials, and lesson plans. The results obtained are
that there is no Android-based learning media used. The most discussed learning material in
lectures is cryptography. The results of interviews with lecturers and students show that
cryptography material is quite difficult for students to learn because of the many mathematical
calculations used.

3.2 System Design

Based on the results of the requirement analysis, a system design is made in accordance with
user needs. Furthermore, a storyboard is made to facilitate the development of producing
media applications as needed.
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There are three main pages in the application, the first is the home page which contains
material menus and sample questions, the second page contains learning material which is
divided into six sections. The third page contains a pop up menu to switch materials according
to the user's wishes. Furthermore, a prototype is made to be tested by the user until a prototype
is obtained according to user needs[9].
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Fig 2. Application Prototype



3.2 Development

The third stage is system development, at this stage the application is made based on the
agreed system design and prototype. Users are still involved in the development to ensure all

features and designs are in accordance with the needs.
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Algoritma Kriptografi

Pengertian Kriptografi

Kriptografi adalah sebuah disiplin imu yang
mempelajori teknik enkripsi naskah  asli
(plaintext) menjadi teks yang sulit terbaca
{ciphertext) menggunakan kunci  enkripsi.
Konsep kriptografi berasal dari kata bahasa
Yunani, yaitu kiyptos yang berarti rahasia
atau tersembunyi, dan graphein yong berarti
‘menulis, Secara umum, kriptografi merupakan
proses menulis atau menyampaikan pesan
secara rohasia dan tersembunyl. Dalam
konteks  pengguncan  teknologi  digital,
kriptografi menjadi sangat penting  untuk
menjaga keamanon dota dan pesan yang
dikiim  melalul jaringan. Tujuan  utama
kiptografi adalah melindungi  kerahasiaan
informasi dengan mengubahnya menjadi kode
tertentu yang hanya dapat dibaca oleh pihak
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mengnargai kekayaan intelektual dan wansan
pengetahuan yang mereka tinggalkan dalam
bidang kriptografi. Sejorah kriptografi juga
terdokumentasi secara lengkap dalam buku
David Kann yang berjudul ‘The Codebreakers’.
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empat kelompok orang yang menggunakan
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Kriptografi memiliki beberapa fungsi utama
yang  menjadikannya  penting  dalam
kehidupan kita saat ini. Berikut adalah
beberapa fungsi kriptografi yang melibatkan
layanan yang disediakan:

1. Kerahasiaan (confidentiality): Fungsi ini
digunakan untuk menjoga kerahasioan isi
pesan dari pihak yang tidak berhak. Melalui
enkripsi, kriptografi memastikan bahwa pesan
hanya dapot dibaca oleh penerima yang
memiliki kunci dekripsi yang tepat. Dengan
demikian, meskipun pesan mungkin dapat
diakses oleh pihak lain, mereka tidak akan
dapat memahami isinya.

2. Integritas data (data integrity): Fungsi ini
memastikan bahwa pesan yang dikirim totap
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Kriptografi Kunci-Simetri

Algoritma simetri (symmetric-key
cryptography) adaloh saloh satu jenis
kriptografi yang menggunakan kunci yang

CIpherteks: tASgIUBYrEWOl PIAWGUPIUICX.
kamu dopat mencoba penerapanan plainteks
di bawah ini:

Plaintext:

ENKRIPSI
Hasil Ciphertext:

Dalam algoritma ini, kunci enkripsi juga
digunakan sebagai kunci dekripsi. Kunci
tersebut juga dikenal dengn istilah kunci
simetri, kunci privat, atau kunci rehesia
(secret key). Algoritma kriptografi dalam
kriptografi kunci-simetri disebut algoritma
simetri atou  algoritma  konvensional.
Dalom algoritma simetri, proses enkripsi
dilakukan  dengan  menggunakan  kunci
enkripsi (EK) untuk mengubah plainteks (P)
menjadi cipherteks (C), sedangkan proses
dekripsi dilakukan dengan menggunakan
kunci dekripsi (DK) untuk mengembalikan
cipherteks (C) menjadi plainteks (P) asli.
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ini, sebuah kata kunci digunckan untuk

spi
urutan penggantian huruf.
Untuk plaintext :

Kata kunci : texas
Kemudian kata kunci digunakan  untuk
membentuk :

=7
m
x
>

s]
g
Wl =l 1l
E=0)

L] ® <

3
o
o
|

Fig 3. Learning Application
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Before the application is ready to be used in learning, testing is carried out to ensure that all
features run well and there are no errors in the program made. Application testing uses a black
box test. This test looks at the output of the application in accordance with the input given[10].



Table 2. Blackbox Testing

No  Testing activity Expected output Test results Conclusion
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button the home page . [ JRejected
also a brief
description

Based on the black box test results in Table 2, it can be seen that all menu features and buttons

in the application function properly so that the application can be used in learning.

5 Conclusion

The development of android-based computer security system learning media can be made
using the RAD method. The stages in this research include requirements analysis, system
design, development, and implementation. The material in this application focuses on
cryptography material. The application's successful performance on the Android operating
system, as demonstrated through blackbox testing. All the result of the blackbox on the feature
shown the expected result.
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