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Abstract. With technological advancements, smart homes are becoming increasingly
widespread and integrated into daily life. Their operation relies on rule constraints,
making rule formulation a crucial aspect that urgently needs optimization in the
development of loT-based home appliances. During device operation, the same device
may generate conflicting instructions due to different rules. Effectively identifying and
handling rule conflicts has become an indispensable key issue in loT home rule
formulation. The paper begins with a definition of the rule conflicts in the IoT home
devices and typical types of rule conflicts. It subsequently discusses and examines the
approaches to identifying conflicts of rules and how conflicts of rules are found in
homes. Moreover, the existing mainstream rule conflict resolution methods, i.e., the static
resolution and dynamic resolution, are reviewed and analyzed in this paper. Lastly, this
paper provides a conclusion of the key dilemmas that are being encountered as well as
the outlook of the various trends as far as the future direction of the rule conflict detector-
resolution strategies goes.
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1. Introduction

With the development of loT furniture devices, human-computer interaction is increasingly
used in the lives, and loT furniture devices are a good example. In 10T furniture devices, users
need to set rules for 10T furniture devices [1] to make the furniture devices run in the direction
they like. Such human-computer interaction scenarios frequently occur in 10T furniture usage
scenarios, but they also bring some problems [2]. The linkage complexity of existing loT
furniture devices is rapidly increasing. In a home, the 10T furniture network may connect to
more than ten kinds of furniture devices at the same time. Various sensors or control terminal
devices will give various instructions to each furniture machine and the instructions regulate
the conduct of the devices. Thus, two or more conflicting commands are highly likely to be
issued to the same device in close succession, as in the case of the curtains, where there can be
two conflicting instructions issued to it, namely open and close. How to deal with mixed
orders is a pressing issue that has to be addressed.
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When a set of rules is activated either at the same time or in a sequence, there can be
inconsistencies in the actions taken by the system when they are executed. As an illustration,
there is an automatic rule whereby at temperatures higher than 25 <C, the air conditioner will
be on to reduce the temperature. However, simultaneously, once the temperature decreases to
lower than 25 o C, another automatic regulation will be activated. The complexity of rule
interactions and the complex nature of devices themselves, due to the growing complexity of
IoT furniture networks, has also caused a rising issue of rule conflicts. These may lead to
failures and even breakage of domestic appliances, making the user experience a poor one as
well as resulting in safety risks. In the meantime, not all users have the expertise to compose
rules, and are restricted to the simple and general rules offered by the platform, which are not
able to cater to their unique and varied lifestyle desires [3]. Up to this time, this issue has
drawn a mass of attention from industry participants both locally and worldwide and a verifier
of solutions has risen. Nonetheless, these studies are still disjointed and inactive, as they do
not have systematic organization and summarization. Thus, the rationale behind this paper is
to synthesize, categorize, and survey applicable research on how to resolve conflicts of rules
in 10T furniture devices and thus, form the basis on which future developments can be based.

The proposed paper will serve the purpose of giving the researchers in this field a base of
knowledge to build upon, to enable new entrants into the industry grasp the development of
this industry very fast and provide direction to upcoming innovative researchers. It also has
the aspiration to offer a remedy to the present loT furniture trades, better use of the existing
products, and technical references, hence creating safer, dependable, and user-friendly loT
products at this point and enhancing the user experience.

2. Classification of rule conflict

10T devices also have numerous forms of rule conflicts and various methods of classification
[3]-

Execution conflict. The conflict can happen within a rule system between two or more rules
acting on the same sensor variable at the same time and their triggering conditions overlap in
the value range and the two associated execution actions are at odds. Various rules are
triggered concurrently in this case, however, the system cannot perform competing tasks
simultaneously, resulting in failure of the decision.

Using the example of the rules in Table 1, the rules will be thrived together when the soil
moisture is in the overlapping area between 30 and 40. One of them is rule 1, which says to
turn on the sprinkler, and the other is rule 2, which says to shut-off sprinkler. The conflict
between these two rules at the level of their execution is absolute and the system cannot meet
in the same time these two opposing requirements of action, therefore, creating a standard
execution conflict.

Shadow conflict: A situation of a rule system is called shadow conflict when an entire interval
of sensor values that the triggering condition of one rule satisfies is fully within a triggering
interval of a second rule, and the actions induced by the two rules are identical. There are also
only a few rules that significantly influence this case, and the rules included can not be



activated independently. This is literally a redundancy of a rule, which will lead to the failure
of the rule.

Table 1. Example of execution conflict

Rule 1 If the soil moisture is less than 40%, turn on the sprinkler.

Rule 2 If the soil moisture is >30%, turn off the sprinkler.

Taking the rules in Table 2 as an example, rule 2, soil moisture less than 20%, is
completely within the range of rule 1, soil moisture less than 30%. Rule 1 has ensured that
the sprinkler is turned on when the moisture is below 30%. Therefore, rule 2 is redundant
because the sprinkler has already been turned on by rule 1 when the soil moisture is less
than 30%. Rule 2 is completely contained by rule 1 [3].

Table 2. Example of shadow conflict

Rule 1 If the soil moisture is less than 30%, turn on the sprinkler.
Rule 2 If the soil moisture is less than 20%, turn on the sprinkler.

Independent conflict refers to a situation in a rule system where two rules act on the same
sensor and their triggering conditions may be met simultaneously under different
circumstances. However, the instructions of these two rules to the sensor are exactly opposite.
For example, in the rules in Table 3, when the soil moisture is below 20% in rule 2 and there
is a weather forecast of heavy rainfall, rule 1 is triggered. The system will simultaneously
issue instructions to the sprinkler to turn it off and on. However, the system cannot execute
conflicting operations at the same time, which leads to decision failure [3].

Table 3. Example of independent conflict

Rule 1 If the weather forecast predicts rainfall of more than 5 millimeters
in the next hour, turn off the sprinklers.
Rule 2 If the soil moisture is less than 20%, turn on the sprinkler.

The occurrence of rule conflicts is not accidental, but rather a concentrated manifestation of
the inherent complexity of smart home systems at the technological, interactive, and
ecological levels. The root cause of the conflict lies in two characteristics of the Internet of
Things (1oT) environment: resource sharing and automation and concurrency. During the
operation of 10T devices, multiple 10T device applications, rules, and services run in the same
physical environment. Therefore, when multiple rules or applications are activated
concurrently, they are very likely to issue commands to shared resources simultaneously
without coordination, thus triggering conflicts.

3. Methods for detecting rule conflicts

Rule conflict detection is the first line of defense in building a reliable smart home system. Its
goal is to identify potential risks before or during the execution of conflicting rules. With in-



depth research, detection methods have evolved from early static logic checks to a multi-
dimensional technical system integrating formal verification, semantic reasoning, and data-
driven approaches. The specific classifications of conflict detection methods are shown in
Table 4 below, mainly divided into three categories: formal verification methods, ontology
and knowledge reasoning methods, and data-driven and machine learning methods.

Table 4. Classification of rule conflict detection methods

Method Core idea Key Advantages Limitation
Category technologies&
representative
models
Formal Abstract the Model checking, It is rigorous and State space explosion is a
verification system into a theorem proving, comprehensive, fundamental bottleneck,
methods[4]  mathematical Petri nets, and providing formal severely limiting its
model and prove temporal logic security guarantees.  application in large and
its security (LTL, CTL) complex systems.
through Furthermore, it struggles
exhaustive to effectively model real-
enumeration  or world uncertainties such
logical reasoning. as sensor noise and the
randomness  of  user
behavior[5].
Ontology Construct a OWL ontology, It endows the system Knowledge engineering is
and domain SWRL rules, with the ability to extremely burdensome.
knowledge  knowledge graph description logic, "understand," Building and maintaining
reasoning and use an inference enabling it to a high-quality, complete
methods [6] inference engine engines (such as discover  semantic- ontology requires the
to check semantic Pellet, HermiT)  based target conflicts participation of a large
consistency. and indirect conflicts, number of domain experts
and the reasoning and is difficult to scale
process is with device updates. The
interpretable. complexity of reasoning
also increases
dramatically with the size
of the ontology [6].
Data-driven Learn normal or Association rule Its powerful ability to Performance is highly
and machine conflict patterns mining, sequence learn  from data dependent on a large
learning from historical pattern learning, enables it to adapt to amount of high-quality
approaches data to make graph neural changes in the labeled data, and it
[7] predictions or networks, environment and the performs poorly in the
classifications. anomaly evolution of wuser cold start phase. Its
detection habits, and it is biggest controversy lies in
expected to discover the "black box" decision-
previously unseen making process, making

patterns of conflict.

it difficult for users to
understand  why  the
system  determines a
conflict, thus damaging
trust. Hybrid systems are
an important direction for
solving this problem[7].




4. Rule conflicts resolving strategies

Presently, at least there are several strategies of the resolution of the rule conflicts, which may
be roughly divided into two approaches: one of dynamic resolution and another one of static
resolution. The initial one is the type of static resolution that is used; it entails the pre-
elimination of possible conflicts to the system by means of reconstruction and sorting before
deployment or loading of rules to the system. They are priority sorting, rule synthesis and
reconstruction, and weight-based pre-resolution. The following is an appropriate instance of
static resolution: Zhang Lin et al. [8] suggested that rule weights are computed according to
the TF-IDF concept, and then integrated with the K-modes clustering algorithm in clustering,
which effectively resolves the possible conflicts within a large-scale rule set prior to the
deployment of the system.

Different approaches to weight-based and clustering based, weight-based and clustering based
are common and typical approaches in resolving conflicts. According to this approach, the
two-phase approach involves measuring the weight of each strategy, and the second part
involves clumping of similar strategies, that is, dividing them into smaller groups, thereby
making it far easier to solve conflicts around the world. In the rule implementation, this
approach uses the dynamic situation in the decision-making process, and decisions are made
on conflicts that are not in the static phase or are even emerging. Its strengths are high
flexibility and the capacity to manage unpredictability and the versatility of preference. It has
a low level of runtime computational overhead, but it is also characterized by the drawback of
possible decision lag. In particular, this approach computes the TF (Term Frequency, or
weight of the attribute in the individual strategy) and the IDF (Inverse Document Frequency,
or the weight of the attribute-value pair compared to the whole strategy library) of the
attributes in order to get the weight of a given pair of attribute-value. The total weight of no
strategy is 0, since the weight of any attribute, no strategy, is 0. The weight of any strategy is
equal to the sum of its attribute-value weights. The larger weights represent a more precise
and significant strategy. This approach lifts the conflict resolution process to the level of a
quantitative decision-making between the options of what is better, instead of the option of do
or not and the concept may be applied to the typical home rule settings, where invisible
weights like user comfort and the power required by the device are used.

The other method is the dynamic resolution, which recognizes that not everything that is run
time can be predicted and thus makes decisions depending on the real time state upon conflict.
A suitable instance of dynamic resolution is here: [9] Dynamic resolution algorithm for multi-
objective optimization. This is a dynamic resolution strategy that assumes solving the conflict
with a dynamic multi-objective optimization problem. The system takes environmental
measurements in real-time and autonomously adjusts a combination of best equipment control
parameters (like temperature and brightness of lights) based on optimization algorithms,
arriving at the most effective compromise between a number of competing goals. This is based
on objective functions such as comfort deviation functions and energy consumption functions,
which are solved with the use of genetic algorithms against complex, nonlinear multi-
objective optimization problems to produce a set of elegant solutions, known as the Pareto
optimal solution set, which users may select. The algorithm operates by first getting
environmental information on a system state shift, solving the primary set of Pareto optimality
solutions with an adaptive genetic algorithm and then solving a single solution for



implementation within the solution set according to the personal requirements of the user in
terms of targeting energy saving this month. Meanwhile, the user can at any point in time
switch to other solutions, thus fulfilling the objective of dynamic conflict resolution. Such a
data-driven solution can flex to sluggish evolutions inside the environment and user behavior
and does personalized dynamic optimization as well as symbolizes the progression path of the
level of automation.

In comparison with the two methods, the method of static conflict resolution, which is realized
on the stable attributes and fixed values of the weights of rules, is mainly concerned with
prevention, by which it is hoped to reduce the conflict through the design and preprocessing of
rules. This is a good conflict resolution approach, which is highly interpretable, well
structured and with low operational overheads. In contrast, dynamic conflict resolution is
grounded in real-time data and optimization algorithms, which are usually grounded in control.
It does real time optimization and trade-offs as conflicts arise, which provides it with more
adaptability and the capacity to cope with complicated dynamic conflict situations.

5. Current Challenges and Future Research Directions

The current rules for conflict detection and resolution face many bottlenecks in scalability and
computational efficiency. Many existing methods, especially formal verification and ontology
reasoning, face the combinatorial explosion problem when the number of rules and devices
increases. Static analysis may become computationally infeasible, while the delay of dynamic
decision-making will affect the user experience. For example, a smart home with hundreds of
devices has an astronomical number of potential rule interaction paths, making exhaustive
detection almost impossible. This forces existing research to be verified in small, simplified
pseudo-environments, and the effectiveness of its conclusions in large-scale real-world
scenarios is questionable. How to achieve efficient conflict management on limited computing
resources (such as home gateways) is a key obstacle to practical application. At the same time,
the lack of robustness in dynamic and uncertain environments is also an urgent problem to be
solved [10]. Real home environments are full of uncertainty, sensors have noise and false
alarms (such as identifying people by moving pets), user behavior is accidental, and physical
devices may fail. Most static or deterministic logic-based detection methods are helpless
against such "soft conflicts”. The one false localization of a sensor can lead to a set of false
regulations or the system itself is asking the user for arbitration repeatedly, as it cannot
distinguish between ambiguous situations, making the automated system seem malfunctioning
and putting the onus on the user.

6. Conclusion

Overall, this paper provides a systematic review of the management technologies of the rule
conflicts in smart homes. As the observer, indeed, since they can accurately identify the
conflict, with the abundance of choices of solutions, this sector has gained valuable research
experience, establishing the basis of the creation of a more stable and smarter environment in
the house. In the future, the development of smart homes requires more sophisticated solutions.
The paper is convinced that a computing architecture that unites edge intelligence with cloud



cooperation, coupled with a profound comprehension of the user intent encoded in large
language model will play a major role in overcoming the existing bottlenecks. At the same
time, the liberation of the value of data in a privacy protection system and a promotion of
cross-platform, verifiable policy standards would be the keys to the maturity of the industry
and an open one. Finally, technological advancement will also benefit humanistic care and
artificial intelligence home systems will not only computerize processes but also successfully
fit into family life, be habit-sensitive, adaptable, and reliable home consumers.
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