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Abstract

Secure data transmission within the wireless sensor networks (WSNs) is a critical issue as they are mostly
deployed in the open areas. Moreover, the communication between the cluster head (CH ) and the base station
(BS ) in a hierarchical WSN is required to be more secure since the CH is responsible for data collection,
aggregation and its forwarding to the BS. Thus, this paper aims to design a hybrid key management scheme
(KMS ) for the hierarchical WSNs for enhancing security between the CH and BS by using some asymmetric
cryptographic technique while applying the secret key based communication among the member nodes to reduce
their computational overheads. The security analysis of our proposed scheme exhibits its robustness against the
node capture attack and its ability to support the node revocation. The performances of proposed scheme are
also evaluated in term of data freshness, average number of keys established, throughput and computational
cost to demonstrate its efficiency.
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1. Introduction

Low-cost and small sensor nodes which are equipped
with radio transceiver and low-power batteries can be
effectively used in collecting various kinds of data like
temperature, pressure, motion etc. On the other hand,
wireless sensor networks (WSNs) is a collection of sensor
nodes communicating via the wireless medium and
deployed in a specific area in order to collect data and
forward it to the base station (BS ) or server for further
processing it [1]. Thus, WSNs have significant usage
in various domains such as environment monitoring,
patient monitoring, military operations and so on. Since
the nodes within the WSNs communicate through the
wireless channel and mostly deployed in the open areas,
an adversary can easily eavesdrop on the messages
exchanged between the nodes or can alter the data
carried by these messages and even the adversary
can compromise some node. Thus, WSNs are highly
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vulnerable to various kinds of security attacks and
threats.

The communication among two or more parties,
in general, can be made secured by applying some
cryptographic protocol that uses either some symmetric
key (single secret key) or asymmetric keys (pair of public
and private key) [2]. Managing such cryptographic keys
by the resource-constrained sensor nodes is a major
issue to securing communication among the nodes within
a WSN. Various key management issues related to
WSNs and also the requirements for key management
by the WSNs have been pointed out in [3]. Although
the asymmetric key based cryptographic techniques
provide stronger security, but they require more buffer
space and computations compared to the symmetric key
based cryptographic techniques. Therefore, symmetric
key based various key management schemes (KMS )
for distributed WSNs [4–8] have been proposed in the
literature in the last decade. However, such KMSs
cannot be effectively applied to the hierarchical or
cluster-based WSNs which are partitioned into several
subsets (clusters) in order to carry out in-network
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data processing in an efficient way. Various clustering
algorithms proposed for WSNs have been reviewed in
[9]. Thus, this paper focuses on designing some suitable
KMS for hierarchical WSNs.

In a cluster-based WSN, the cluster head (CH )
is responsible for aggregating the data received from
other member nodes belonging to its cluster and then
forwarding it to the sink node or base station (BS ). For
this reason, any adversary is more interested in attacking
the CH or eavesdropping on the communication link
between the CH and the BS. Hence, the CHs in a
cluster-based WSN are more vulnerable to various kinds
of security attacks compared to the ordinary member
nodes, whereas the former are usually more powerful
nodes compared to the latter if the CHs of a hierarchical
WSN are selected based on maximal residual energy
of the ordinary nodes. To address the above-mentioned
issue, we aim to design a robust KMS based on the
hybrid model, i.e., a combination of both symmetric
and asymmetric cryptography, for the hierarchical WSNs
in this paper. Our proposed scheme applies some
asymmetric key based cryptographic technique on the
communication link between the BS and the CH in
order to make it more secure whereas it uses symmetric
key based communication between any two member
nodes or the CH and any other member node within
a cluster in order to reduce the resource consumptions
of the ordinary nodes. Therefore, the main contribution
of this paper lies in designing a robust KMS based on
the combination of symmetric as well as asymmetric
cryptography for the hierarchical WSNs in order to
provide stronger security to the communication link
between the CH and the BS and also reduce the
computational overhead and storage requirement of the
ordinary sensor nodes. The robustness of our proposed
scheme against the node capture attack and its ability
to support the node revocation have been proved via
the security analysis given in Section 4, whereas the
effectiveness of our proposed scheme is demonstrated via
its performance evaluations in term of the data freshness,
average number of keys established and throughput using
NS-3 [27] along with its performance analysis in terms of
the computational cost provided in Section 5.

This paper is organized as follows. Section 2
reviews several key management techniques proposed for
hierarchical or cluster-based WSNs in the literature over
the past few decades. Our proposed KMS for hierarchical
WSNs is described in detail in Section 3. The security
analysis of our proposed scheme is given in Section 4.
Section 5, at first, defines several performance metrics
and then evaluates the performances of our proposed
scheme in terms of those metrics. Finally, we conclude
in Section 6.

2. Related Work

This section briefly reviews various key management
schemes proposed for the hierarchical WSNs in the
literature over the past few decades. The researchers in
[10] have investigated the problem of designing secure
communication protocols for cluster-based homogeneous
WSNs and also proposed a solution for adding security
to LEACH [11], a well-known protocol to create the
clusters dynamically and periodically, by using some
symmetric key based cryptographic technique. A KMS
that can create secure communication link between the
sensor nodes and the gateways based on public key
cryptography within the cluster-based WSNs has been
proposed in [12]. The proposed scheme does not need
to pre-deploy a large number of keys into the sensor
nodes rather it enables the ordinary sensor nodes to
receive session keys from the gateway for establishing
secure communication link with their neighbors. A
secret sharing based KMS that has paid special
attention to keys revocation and protection issues for
hierarchical WSNs, has been proposed in [13]. The
authors in [14] have proposed two secure protocols for
data transmission within the cluster-based WSNs based
on identity-based digital signature (IBS) as well as
identity-based online/offline digital signature (IBOOS)
technique. Another KMS proposed for WSNs uses a
hierarchical network topology in terms of generating the
keys and their distribution in order to distribute the
tasks of key management among various levels of nodes
and also to minimize each node′s storage for the keys
[15].

An efficient key management scheme that can establish
three types of keys to enable secure communication
among the sensor nodes for a hierarchical WSN has
been proposed in [16]. Apart from the key establishment,
the proposed KMS also includes key transportation and
dynamical freshness of keys. However, the establishment
and maintenance of three different types of keys which
are network key, group key and pair wise key increases
the memory consumption as well as computational
overhead of each ordinary sensor node. A hierarchical
KMS that employs identity-based encryption (IBE), has
been proposed in [17]. The proposed scheme converts a
WSN in the form of distributed flat architecture into
the hierarchical architecture before applying KMS which
is based on Boneh-Franklin and Diffie-Hellman (DH)
algorithms. A polynomial and multivariate mapping-
based triple-key (PMMTK) distribution approach that
generates a collective key (named as triple-key) in
order to establish secure communication between the
ordinary member nodes, CH and BS in the hierarchical
WSNs, has been proposed in [18]. The proposed
PMMTK approach can enhance the security of the WSNs
without increasing memory consumption of the sensor
nodes. A combined approach of pairwise and triple-key
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distribution mechanisms has been proposed in [19]. On
the other hand, Inter-Cluster Multiple Key Distribution
Scheme (ICMDS) that attempts to enhance the security
of the CH in the multi-hop clustering environment,
has been proposed in [20]. The proposed ICMDS needs
to pre-deploy a master key into each sensor node and
implements CH ′s security in two phases by using both
secret key as well as public key cryptographic technique.

Among the recently proposed works on the KMS
for WSNs, a self-managing key scheme, which inserts
the volatile master keys, i.e., master keys having very
short life time, into a subset of all sensor nodes only
in order to reduce their chances of obtaining by any
attacker, has been proposed in [21]. The proposed scheme
uses symmetric cryptography for generating the keys
needed for establishing secure communication between
the adjacent nodes. The researchers in [22] have proposed
a light weight authentication protocol for hierarchical
WSNs, in which the CH is assigned full responsibility
of authenticating all the member nodes belonging to its
cluster, in order to preserve the privacy of data within
the WSNs. Since most of the polynomial-based KMSs
proposed for WSNs are vulnerable to node capture
attacks, a novel polynomial-based KMS integrated with
probabilistic security feature has been proposed in [23]
in order to reduce the security risks associated with the
node capture attacks. Another light weight symmetric
cryptography based KMS proposed by the researchers
in [24], attempts to reduce the size of the secret key,
which is shared among the nodes within the network,
for the purpose of reducing the overall communication
overhead incurred by the key distribution process.
A key establishment scheme for hierarchical WSNs,
which attempts to establish the pair-wise keys in order
to support both intra-cluster communication as well
as inter-cluster communication within the hierarchical
WSNs, has been proposed in [25].

3. Proposed Key Management Scheme

This section presents our proposed key management
scheme (KMS ) in detail. At first, the clustering
procedure along with CH selection mechanism adopted
by our proposed scheme is given in Subsection 3.1. Then
the proposed key generation and distribution technique
is described in Subsection 3.2.

3.1. Clustering Procedure and Selection of
Cluster Head

The network architecture of a typical hierarchical WSN
is shown in fig. 1. A secret value (SV) is assigned and
stored into the memory of each sensor node before its
deployment into the target area. Initially, the network of
sensor nodes is partitioned into a set of clusters in some
random way. After formation of the clusters, each node
is assigned a unique id by combining the cluster number

Figure 1. Network architecture of a typical hierarchical
WSN

Table 1. List of notations used by proposed KMS

Id Description
q A large prime number
G A cyclic additive group of order q
P The generator of G
Z∗q (1,2,· · · , q − 1)

IDCH Node id of cluster head
TCH Timestamps contained in beacon

packet sent by CH
SVCH Secret value assigned to CH,

where SVCH ∈ Zq
∗

SVi Secret value assigned to ith sensor node,
where SVi ∈ Zq

∗
rBS A random number chosen by BS,

where rBS ∈ Zq
∗

and the local node id. The distances between each pair
of nodes within the cluster are also computed. The node
having shortest distance from the other nodes within a
cluster, i.e., the centroid node of the cluster is selected as
the CH in the first step. But, in successive steps, some
centroid node having minimum residual energy is elected
as the CH of the cluster.

3.2. Proposed Key Generation and Distribution
Technique

The proposed KMS generates and distributes both kinds
of keys, i.e., symmetric as well as asymmetric keys in
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Figure 2. Sequence diagram of secure communication
between the CH and its member nodes

order to provide better security to the communication
link between the CH and the BS without increasing
the buffer requirement and computational overhead of
the ordinary sensor nodes. Thus, the proposed key
generation and distribution technique can be divided into
two parts which are described in detail below. Various
notations used by our proposed KMS are provided in
table 1.

3.2.1 Keys Generation and Distribution within a
Cluster

The communication between any two nodes within a
cluster is encrypted using a separate secret key, that
means, a pair-wise secret key (SK) for node i and node j
within a cluster is generated by applying cryptographic
hash function in the following way.

SKij = H1 (i, j) , H1 : {0, 1}∗XG→ Zq
∗ , (1)

where i and j are the positive integers and refers to the
local id values of ith and jth sensor node respectively.
Thus, any data packet sent by an ordinary member
node to the CH is encrypted by the pair-wise SK
corresponding to them and the CH can decrypt it by
using the same SK. The sequence diagram of secure
communication between the CH and ordinary member
nodes is shown in fig. 2.

Figure 3. Sequence diagram of secure communication
along with the key exchange procedure between the CH
and BS.

3.2.2 Keys Generation and Distribution between
the CH and the BS

After formation of the clusters as well as selection of the
CHs, when BS receives the beacon packet from a new
CH, the BS attempts to generate the pair of private and
public key for that CH based on its node id (IDCH),
secret value (SVCH) and the time stamp (TCH) given in
the beacon packet. The procedure of generating the pair
of private and public key for the mobile node by the AAA
server proposed in [26] has been adopted by the KMS
proposed in this paper for key generation purposes. The
BS executes the following set of equations in sequence in
order to generate the key pair for the CH.

CCH = SVCH · P
RBS = rBS + CCH · P

dBS = (H1 (IDCH , RBS) · TCH − rBS) mod q
SCH = (dBS − SVCH) mod q

PKCH = SCH · P

(2)

The BS uses the set (PKCH , CCH) as the private key
and (SCH , SVCH) as the corresponding public key for the
CH. Afterward, the generated public key is distributed to
the CH while the corresponding private key is retained
by the BS without revealing it to the others. Fig. 3 shows
the sequence diagram of secure communication along

4
EAI Endorsed Transactions on 

Internet of Things 
07 2020 - 10 2020 | Volume 6 | Issue 23 | e2



Key Management for Hierarchical Wireless Sensor Networks: A Robust Scheme

with the key exchange procedure between the CH and
the BS. After receiving several encrypted data packets
from the member nodes, the CH at first, decrypts
them using the pair-wise SKs established between the
member nodes and it, then aggregates them and finally
encrypts the aggregated data by using its public key
before forwarding it to the BS. After reaching at BS, the
aggregated data packet is decrypted using the private
key of the corresponding CH.

4. Security Analysis

Our proposed KMS has sufficient potential for network
resistance and resilience against node capture as well as
it supports node revocation as explained below.

• Network resistance: If an adversary attacks the
network by compromising several nodes including
at least one CH and replicates them back into
the network, our proposed KMS prevents the
adversary to gain full control of the network since
each CH is provided a separate pair of private
and public key and also the key pair is renewed
periodically by our proposed scheme.

• Node revocation: Since our proposed KMS
generates the pair of private key and public key
based on the current time stamp, it can easily
revoke any compromised CH by creating a new
key pair for it.

• Resilience: If the adversary captures an ordinary
sensor node, it cannot obtain secret keys of the
other nodes as well as that of the CH since a unique
secret key for each pair of nodes is generated by our
proposed scheme. On the other hand, by capturing
a CH, adversary cannot obtain key information of
other CHs as well as the BS.

5. Performance Evaluation

We have implemented our proposed KMS using NS − 3
simulator [27] and evaluated its performance in terms
of data freshness, average number of keys established,
throughput and computational cost also. At first, various
performance metrics have been defined in Subsection 5.1
and then the graphical results are provided in Subsection
5.2.

5.1. Performance Metrics

The following metrics have been considered to evaluate
the performances of our proposed scheme.

i. Data Freshness - it is defined as ratio of the data
packets received by a CH to the total number of
packets sent by the ordinary member nodes during
one communication cycle [18]. So, it is computed

as follows.

Data freshness(%) =
PCH

PN
× 100,

where PCH ← number of packets received by a CH
and PN ← total number of packets sent by ordinary
member nodes.

ii. Average number of keys establishment - it
is counted for each round. A single secret key
is required between each pair of ordinary sensor
nodes whereas a pair of public key and private key
are used for communication between the BS and
each CH.

iii. Throughput - it is defined as the total number
of bits successfully sent through a communication
network per time unit.

iv. Computational cost - The computational
complexity incurred by our proposed scheme to
generate various keys is as follows.

(a) Key between any two ordinary nodes - Our
proposed scheme applies q − bit hash function
given in equation 1 to generate the secret
key for any pair of ordinary nodes. So,
the computational complexity incurred by
generation of such key is O(q).

(b) Key between an ordinary node and CH - Since
the communication between a member node
and the CH relies on a secret key generated
by the q − bit hash function given in equation
1, hence its computational complexity is O(q).

(c) Key between CH and BS - The Generation
of the pair of private key and public key to
be used on the communication link between
the CH and the BS relies on a polynomial
of degree q as given in equation 2, So its
computational complexity is Θ(q2).

5.2. Graphical Results

Fig. 4 shows that the value of data freshness increases
with longer duration of the simulation time. This
happens because the data packets sent by the ordinary
sensor nodes before the establishment of the pair wise
secret keys between them and the CH are rejected by
the CH as invalid packets.

Fig. 5 depicts that average number of keys established
increases linearly with the increasing number of nodes
within the network. So, the amount of buffer required to
store the keys remain fixed for a static network.

The throughput (in bits/second) achieved by the
network at different time interval during the simulation
is shown by fig. 6. Fig. 6 depicts that the network
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Figure 4. Data freshness vs simulation time

Figure 5. Average no. of keys established vs no. of nodes
within network.

throughput achieved by our proposed scheme remains
good at different time interval during the simulation
period.

6. Conclusions

This paper proposes a robust and hybrid key
management scheme for the large-scale hierarchical
WSNs to provide better security to the cluster heads
without increasing the computational overhead and
memory consumption of the ordinary sensor nodes by
combining both symmetric key as well as asymmetric
key cryptographic techniques. The security analysis of
our proposed KMS given in this paper leads to the
conclusion that our proposed scheme has sufficient
potential for network resistance and resilience against
node capture and also supports node revocation.

Figure 6. Throughput in bits/second vs simulation time.

Moreover, the performances of our proposed scheme are
evaluated using NS-3 in term of data freshness, average
number of keys established and throughput as well as its
performance is also analyzed in terms of computational
cost to demonstrate its efficiency.
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