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Abstract. This In general, a health care clinic provides effective, safe, quality, ability to
always prioritize the best interest of patients. Currently there are many health care clinics
use papers for patient’s medical records for information exchange that may cause
vulnerability data misused. This case is caused by a cost limitation of particular clinic,
time and human resources in providing information technology resources for several
clinics connection. Cloud computing technology offers a great potential for a quick
access for clinical information systems and solves problem in providing information
technology resources. This paper focuses on the design of integrated clinical information
systems along with the adoption of cloud computing services. The combination between
information system development and cloud computing adoption methods is applied with
four different steps including planning, analysis, design, and implementation. The result
of this study is a clinical information system, such as patient administration systems,
patient diagnosis services, pharmacy systems, laboratory service systems and medical
record management systems that are integrated in each brand along with the adoption of
cloud computing technology. The significant impact of the system implementation is
reducing the clinic's operational costs, improving performance, easy and flexible use of
the system as needed.
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1 Introduction

Cloud computing is a form of internet service that can be accessed anywhere on demand
that provides users comfort and quickly run with minimal management of service providers
(11 12].

Roadmap for Cloud Computing Adoption Model (ROCCA) for analyzing and
determining the stages of the application process that can be applied to several cloud
computing domains, as well as organizations, platforms and any cloud computing
infrastructure. Thus, it can open the opportunity to utilize the model framework in various
forms of organization including health services in clinics [3].

Cloud computing in the health sector offers great potential for quick access to clinical
information. It maintains the confidentiality and integrity of information stored in all forms
and provides data backup and recovery processes in extreme
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Cases that is very important in this field. A quick access to patient’s medical history in
any location can speed up the diagnosis process and quality of treatment, avoid complications,
improve quality and save human lives [4].

A clinic is one of the health service providers that covers diagnosis, pharmacy, laboratory
services, and patients’ medical records [5]. The increasing demand for health services impacts
on improving clinics services. There are many clinics with limited cost, time, and human
resources in providing information technology resources to connect with all existing clinics,
thus the utilization of cloud computing is an important requirement in providing the
availability of information technology resources.

Past research has carried out clinical management information systems with medical
records including drug management system, medical records, examinations, and services fees
[6], while developed applications that can be printed on web-based patient medical records so
it can backups data when the computer experiences any damages [7].

Research and development of cloud computing and interoperability in health information
systems [4] and rubbish bank application development using cloud computing services [8].
Whereas the adoption of cloud computing for Small Medium Enterprise (SME) [9] and the
implementation of private cloud for education institutions [10] [11].

Based on previous research, the development of information system uses rapid application
development method [12] [13], however there are only few research on clinical medical record
information that utilizes cloud computing. In this study, researchers conducted a research and
development of clinical information system based on cloud computing with a combination of
Rapid Application Development (RAD) method [14] and roadmap for cloud computing
adoption (ROCCA) [3]. ROCCA is used as a cloud computing adoption roadmap and
developed into a framework called the RAF (ROCCA Achievement Framework) [3]. The
programming language used during the system development are PHP, JavaScript, HTML and
Cascading Style Sheet (CSS), and MySQL used as database management system.

The purpose of this study is to design a clinical information system along with the
adoption of cloud computing services that can creates a better management system with high
speed for medical processes and improves a clinic service quality. At the end of this study, an
information system clinic is produced that consists of patient administration system, nurse
services, diagnosis of doctors or midwives, laboratory services, and clinical pharmacies that
are integrated in each branch along with the adoption of cloud computing technology. This, it
is expected that the clinical management will be better with a high speed for the information
integration to improve the quality of clinical services.

2 Methods

RAD is used during the development of this system, it has four different phases starting
from planning, analysis, design, and implementation. However, during the design to
implementation phase, there is a combination with ROCCA as a roadmap to guide in adopting
cloud computing technology. The cloud computing service on the clinic’s information system
applies the platform as a service (PaaS) service model with a private cloud deployment model.

The ROCCA adoption model has been chosen based on system design requirements and
implementation into cloud computing. It is shown in the Figure 1 below.
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Figure 1. Study Framework

There were four phases that are described in the sections below.
2.1 Planning Phase

A general description of organization is a basic process stage for understanding an overall
view of organization, including profile, both vision and mission, structure, and project
initiation. A project initiation in the organization summarizes a desire information system
needed by a clinic.

2.2 Analysis Phase

An analysis phase is a stage when the study questions were answered. For example, the
stakeholders involve in the system, people who will use the system, time and location where
the system will be implemented. In this phase also researchers understand user’s needs, work
culture, readiness of organization to adopt cloud computing technology. It also produces a
determination requirement that provides an overview of the requirements of the system design
process, furthermore strengths weaknesses opportunities and threats (SWOT) analysis [3] [5]
used to analyze the strength, weakness, opportunity and obstacle of the implementation
organization of cloud computing-based clinic information system.

2.3 Design Phase

The result of the previous phase produces a proposed system requirements and
specifications. Those information is described using the Unified Modelling Language (UML)
use case diagram for business process and functional modeling. The design phase also
generates a database schema as a database design and file specification and produces an
interface picture of system.

2.4 Implementation Phase

This phase produces system construction, choice of cloud infrastructure, and adoption and
migration plan. In the system construction stage, black-box testing technique is used to test the
code during the development process. The choice of cloud infrastructure is used during this
phase along with the adoption and migration plan planning.

In the application and data integration phase, it prepares the process of migrating to cloud
computing by integrating and adapting applications and data that will be migrated with the
target cloud platform and infrastructure.

The final step in this phase is the system user evaluation that involves user application
testing and completion of satisfaction evaluation by users [16] [17][18]. The evaluation is in a
form of questionnaire deployed by researchers where the responses is analyzed using a
percentage calculation to retrieve evaluation results.



3 Results and Discussion

The results of the application integration of the ROCCA and RAD methods resulted in the
design and implementation of a cloud based clinical information system in the form of patient
administration systems, patient diagnosis services, pharmacy systems, laboratory service
systems, and medical record management systems.

There were four results that are described in the sections below.

3.1 Planning Phase

This phase identifies business reasons and expected value from Clinics in developing a
system. In general, system requirement includes five elements, including project sponsor,
business needs, business requirements, business value, and specific requirements.

3.2 Analysis Phase

Analysis phase consists of three main activities, namely requirement determination, SWOT
and business process analysis, and functional modelling. Those activities are described in the
following sections.

3.2.1 Requirement Determination

Requirement determination consists of functional requirements and non-functional
requirements. The functional requirements include:

The system can manage, store, and integrate all patients’ history data properly.There are
three functions in the managing the systems, namely add, edit, and print out. The system can
manage patient queues based on health service requests.Clinical service data and all
information about clinic can be arranged easily the system administrator.The system provides
notification that facilitates doctors, midwives, and clinics for patient queue information.

The system provides user authentication when logged in and distribution of authority.The
non-functional requirements include:The system can streamline the time in the clinical health
service process.The system display is a user friendly, so it is easily learned and used.The
system can reduce human errors.The system presents actual and accurate data and
information.The system can reduce the occurrence of misuse of medical record data.

3.2.1 SWOT Analysis

Keep your text and graphic files separate until after the text has been formatted and
styled. Do not use hard tabs, and limit use of hard returns to only one return at the end of a
paragraph. Do not add any kind of pagination anywhere in the paper. Do not number text
heads-the template will do that for you.

Table 1. SWOT Analysis Metrics

Strengths Weaknesses




The directors have agreed to There is no
develop a medical record system department that handle

and adopt a cloud computing information technology in
technology. the clinic.

Maternity hospital already The directors provide
has an internet network in each of | a limited budget for system
its branches. development.

The majority of clinic
employees have utilized the
internet technology.

Opportunities Threats
Many vendors provide a The need for a stable
cloud computing service at internet connection.
ffordable prices. . .
atlordable prices The risk of security of
Research about cloud medical record data which
computing is still open widely, is fatal to the clinic.

specifically in the health sector.

The government intensively
promotes the use of information
technology in health institutions
to improve health services to the
community.

The description of analysis of SWOT metrics is described in the following section.

a. Strength and Opportunity Strategy

The strategy uses parts of strength and opportunity to maintain, build, and increase the
potential the exists.

The board of directors has agreed to develop a medical record system and adopt cloud
computing technology in line with the government which is aggressively promoting the use of
information technology in health institutions to improve health services to the community.

Computer facilities that use the internet technology supported by cloud computing service
provider vendors that are increasingly developing.

Researchers will more easily implement their research in the clinic because it is supported
by employee knowledge about the use of internet technology.

b. Strength and Threat Strategy

This strategy will use a part of excellence and threat aiming to use the power that is
owned to reduce the impact of threats that may occur.

The commitment of clinic managers to meet the needs of internet services in clinic is
highly needed due to the necessary needs of stable internet services.

Employee knowledge about the internet usage a utilization of medical record data is very
important to anticipate the risk of security for medical record data.



c. Weakness and Opportunity Strategy

This strategy uses weaknesses and opportunity to diminish and minimize the weaknesses
using the opportunities. The existence of cloud computing services vendor that offers many
solution of the general problems, such as a minimum number of employee to manage
information technology, reduction in operational costs, and inadequate infrastructure.

d. Weakness and Threat Strategy

This strategy uses weakness and threat to counteract the worst that will arise from the
impending threat.

A stable internet needs can be overcome by the commitment of clinic managers to
collaborate with s good service provider vendors.

Establish a particular department to handle information technology issues used to
maintain and monitoring systems.

Provide training to employees for the use of the system and utilization of medical record
data

3.3 Design Phase

This phase consists of business process and functional modelling, database schema, and
user interface design. The details for each activity is described in the following section.

1. Business Process and Functional Modeling

Business clinic process information system consists of objects, receptionists, nurses,
midwives, doctors, cashiers, pharmacies, directors, and administrators. The user can do nine
activities: (1) login process to enter the system, (2) service registration process to print out
patient number, (3) the process of printing the patients queue number based on the selected
service, (4) laboratory service process, (5) midwife process or doctor preview the queue list
based on patient registration number, (6) the process of inputting the diagnosis data and
medicine prescription, (7) the pharmacy previews the list of queue after midwives or doctors
observation and then pharmacy confirms the medicine for patient, (8) pharmacy drug
management, (9) bill overviewed by cashier and payment confirmation.

The business process information system clinic consists of a patient administration system,
a patient diagnostic system, a pharmacy system, a laboratory service system, and a medical
record management system.

2. A Patient Administration System

This system is operated by two actors (Figure 2): receptionist and cashier. A Receptionist
has an authorization to register both a former patient and a new patient, then print out the
medical record number so that a cashier able to confirm the service fee and payment.

Figure 2. A Patient Administration System

3. A Patient Diagnosis System



This system is operated by three actors (Figure.3): a nurse, a midwife, and a doctor. Those
actors are able to login to the system to view patient queue, entry a result of diagnosis, and
print out a patient health certificate.

Figure 3. A Patient Diagnosis System

4. A Pharmacy System

This system is operated by three actors (Figure.3): a nurse, a midwife, and a doctor. Those
actors are able to login to the system to view patient queue, entry a result of diagnosis, and
print out a patient health certificate.
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Figure 4. A Pharmacy System

5. A Laboratory Service System
In Figure 5. A laboratorian is the only actor for this system who can view patient queue,

laboratory test result, entry laboratory result, print out the laboratory result, and manage any
services of laboratory test.
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Figure 5. A Laboratory Service System

6. A Medical Record Management System

In the medical record management system there are two actors namely directors and
administrators as in Figure 6. Administrators are super users who have a full access to view
patient data, view medical record data, manage users, manage clinical service schedules,
manage drug data, manage laboratory test service data, organize clinic profiles and see clinical
services. In addition, administrator can also manage data types of actions to patients for the
purposes of diagnostic data by doctors. And the director has access to view patient data, view
medical record data, print medical record reports, and view clinical services.

°



Figure 6. A Medical Record Management System

7. Database Schema

The researchers develop database to store data that supports the system so that it can run
properly. The database schema developed consists of 16 tables. There are clinical profile,
branch_clinic, patient, medical record, registration service, bill finance, operational hour,
type clinical service, prescription medicine, drug receipt, drug, diagnosis, check,
lab_test result, lab_test detail, lab_type service.

3.4 Implementation Phase

There are five activities in the implementation phase, including system construction, choice
of cloud computing infrastructure, adoption and migration plan, application and data
integration, and system evaluation.

a. System Construction

The proposed system is a web-based application. The system was built using the PHP
programming language using the Codeigniter framework, MySQL as a database management
system, XAMPP as a web server, bracket as a text editor, and Mozilla Firefox edition as a
browser to run the system. The main purpose of the system, the researchers used the black-box
method to conduct testing on the information system of the clinical medical record based on
cloud computing at the maternity hospital.

b. Choice of Cloud Computing Infrastructure

Clinics must choose a cloud service model that suits their information system needs.
There are three cloud computing service models that can be chosen, namely SaaS (Software as
a Service), PaaS (Platform as a Service), and laaS (Infrastructure as a Service). In addition, for
the implementation model, you can choose Private Cloud or Public Cloud. Based on the
results of the SWOT analysis there is support from the internal clinic for information
technology information and along with clinical conditions, then SWOT strategy analysts
produce infrastructure services that are easily implemented and can be considered data
security services, then the chosen cloud infrastructure is PaaS services (Platform as a Service)
with the private cloud deployment model. Because the PaaS service does not need to control
the basic cloud infrastructure. Including network, server, operating system, or storage, but has
control over the application deployed and possible configuration settings for the application-
hosting environment.

c. Adoption and Migration Plan

Based on the needs of cloud service providers such as those in the SWOT analysis, the
deployment of the private cloud and service model (PaaS) Platform as a Service will be
implemented. So, at this stage the writer will determine for the needs of the cloud computing
service provider vendors accordingly. Strategy analysts produce strategies for the needs of
cloud service provider vendors that are able to meet the varied and easy service requirements
for their use. Cloud computing service providers make it possible to build and host web
applications in suitable programming languages without managing infrastructure, so as to
support the operating system used and enable rapid and precise dissemination of information
and cost efficiency.

So, for cloud computing needs focused on the clinical information system that will be
built. So, the specifications needed for cloud computing are at minimum core 1, ram 1.75 GB,
10 GB storage according to the standard B1 package. But in this information system prototype
uses a free and shared package. Because this package is intended for the development and



testing of the system to be built. The cloud system scheme for clinical information systems
can be seen in Figure 7. Cloud service providers use Microsoft Azure with PaaS (Platform as a
Service) services for Web Apps. In the WEB Apps service, we install the cloud server and its
database. Each branch of the clinic must be connected to the internet to be able to access WEB
Apps services. The cloud distribution model uses private cloud namely infrastructure and
applications are only used for internal clinics, this can reduce the risk of existing data security.

=5

- - HMeNe L T E T

Figure 7. Cloud Computing Based for Clinic Information System Infrastructure

d. Application and Data Integration

In this stage, it prepares the process of migrating to cloud computing by integrating and
adapting applications and databases that will be migrated with the target cloud platform and
infrastructure. Based on the existing system development, explain the specifications needed
for the system development stage. Then explaining the provider of cloud computing with the
services used, namely PaaS (Platform as a Service) for WEB Apps, it is necessary to adjust it
for data integration and application. There are several different configurations from local
servers with XAMPP that use Apache WEB Server with Microsost's WEB Server. So for the
development of applications with PHP language must be adjusted from Microsoft-1IS / 10 and
the database using the MySQL server type. As is known, the IIS web server is made by
Microsost and can only run on Windows, of course different for setting up the web server
configuration. As in Apache, using .htaccess must be translated in IIS to become a
Web.configh file. While for the PHP programming language and MySQL database there is not
much that must be adjusted.

e. Application and Data Migration
The next step is the migration process for applications and data into the Microsoft Azure
WEB Apps as determined and



Clinic Information Systems Cloud Computing Based
Result Evaluation Graph

Flexibility ==
—————
Ease of Use ===
. [
Performance Efficiency ===
: [
Performance Effectiveness ===
0 20 40 60 80

m Strongly Agree  ®m Agree
® Neutral Disagree

m Strongly Disagree

Figure 8. Clinic Information System Cloud Computing Based Result Evaluation Graph

integrated. Previously to deploy the system we must have an account from Microsoft
Azure to be able to enter porta.azure.com. To get an account can be individual or on behalf of
the organization.

After entering the azure portal, then create a new WEB Apps service by adding a service
and then selecting WEB Apps and selecting WEB App and MySQL. Figure 7 above shows the
process of determining the service configuration for the WEB App that will be used. Starting
from determining domain names, types of server services, and services for databases. For this
reason, the author uses an unpaid trial service to try to use the Microsoft Azure WEB App.
After the process is successful in determining service configuration then you will get detailed
service configuration for the application and database.

f.  System Evaluation

The following is the recapitulation of the results of the evaluation. This questionnaire uses
respondents according to the number of actors, namely 36 (thirty six) people according to the
employee class.

Figure 8 above shows that based on the performance effectiveness aspect, the highest
average value is 55% who agreed. On the efficiency aspect, the highest average score is 60%.
In the aspect of ease in using the highest average value, with a value of 40%, it was agreed.
Whereas in the aspect of system flexibility the highest average value is 55% of the
respondents agree. Thus, it can be concluded that not many agree with the ease of use. This is
realized in the application there are still shortcomings, namely there is no help information on
using the application. But with this system the user agrees that the system effectively helps
users and the system is also able to improve the efficiency of the user's work. In addition, the
system can also be used flexibly. Support with the presence of many branches in the clinic.

4 Conclusion

This study is successfully developed a cloud computing information system based on a
combination of the RAD method and the roadmap for ROCCA model. This clinic information



system consists of a patient administration system, a patient diagnostic system, a pharmacy
system, a laboratory service system, and a medical record management system.

This cloud-based clinic information system is able to reduce paper usage to overcome
data loss, misuse of data, and make exchange and data searching between clinics easier. This
system is also able to integrate information between clinics so that it can cut operational costs.
Using a cloud computing technology, the implementation of the system becomes easier,
flexible, and can be used as needed. It is expected that the future researchers will develop a
system that is integrated with the finance, insurance, and inventory parts of the pharmacy
section. Likewise, the implementation of security systems in networks and databases for this
clinical information system.
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