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Abstract. In Internet of Things (IoT) systems, automation rules are crucial for the intelligent
control of devices. However, their reliance on event-driven logic is vulnerable to various security
threats, such as event injection and command interception, which can disrupt system operations
and compromise safety. Existing approaches typically extract state correlations from event se-
quences segmented by fixed time windows. These approaches struggle to identify long-range,
multi-hop dependencies and can be bypassed by adversarial event sequences that partially mimic
legitimate patterns, leading to false negatives. To address these, in this paper, we propose an
anomaly detection method based on behavior feature correlation. Our approach models inter-
device state correlations using a heterogeneous graph structure. It partitions behavior patterns
through iterative community detection and automated semantic annotation, and represents normal
behavior by embedding and clustering of state sequences. During the detection phase, anomalies
are identified by measuring the similarity between the representation of a test sequence and the
established benign profile. Experimental results demonstrate that our anomaly detection approach
enhances precision by 1 time and recall by 3.2 times, compared to the leading baseline method.

Keywords: Internet of Things; IoT security; community detection; behavior feature represen-
tation.
1 Introduction

With the rapid development of automation technology, Internet of Things (IoT) systems have
been widely applied in various fields, such as smart homes[1], industrial control[2], and smart
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cities[3]. However, related security problems have attracted increasing concern[4, 5], including
device faults[6, 7], network-based threats[8, 9] and side channel attacks [10, 11]. The introduction
of automation rules considerably expands the attack surface. Existing works[12, 13] primarily focus
on extracting state correlations from automation rules, physical channel properties, and historical
event logs. These works typically segment continuous event streams using fixed time windows to
learn normal behavioral patterns and identify deviations. However, as the IoT networks and rule
sets grow in scale and complexity, an increasing number of state correlations exhibit long-range and
multi-hop characteristics, which existing approaches fail to capture. Furthermore, attackers with
domain knowledge can infer physical channel correlations and construct partly expected fake event
sequences to bypass correlation-based detection mechanisms.

Existing methods suffer from two fundamental limitations. First, the prevalent reliance on
fixed-time segmentation artificially fragments continuous activities. This processing obscures the
semantic integrity of behaviors, which often span uncertain time windows and involve complex de-
vice interactions. Second, these methods focus on the co-occurrence or immediate succession of
events without interpreting their higher-level meaning. As they recognize patterns based on super-
ficial event sequences, any injected sequence that statistically resembles a legitimate pattern can
potentially evade detection, even if it is semantically nonsensical in context.

To address such concerns, we propose a novel anomaly detection approach based on behavior
feature correlations. We design a heterogeneous graph to model the correlations among device states.
Based on the graph, we employ an iterative community detection algorithm coupled with automated
semantic annotation to partition the event streams into distinct behaviors. For each behavior, we
generate embeddings from state sequences and cluster them to construct a benign representation.
During the anomaly detection phase, we assess the similarity between the test representation and
the benign representation from the perspectives of edge consistency and node consistency to spot
deviations in state.

In summary, we make the following contributions:

* We propose a novel fine-grained correlation graph representation that can effectively model
the complex dependencies between device states in IoT, providing a structured foundation for
subsequent analysis.

* We propose an iterative behavior partitioning method that automatically abstracts low-level
device state sequences into high-level behaviors. By combining iterative community detection
with automated annotation, our method achieves semantic representation.

* We introduce an anomaly detection approach based on behavior feature representation, which
identifies deviations from two perspectives: edge consistency and node consistency. Com-
pared to the leading baseline method, our approach increases precision and recall by 1 time
and 3.2 times, respectively.

2 Problem Analysis

Existing anomaly detection works artificially fragment continuous activities, obscuring the se-
mantic integrity of behaviors that span variable time lengths. Consequently, an increasing proportion
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Fig. 1. The room layout of the motivating example.

of long-range and multi-hop state correlations remains difficult to capture effectively. To illustrate
this problem, we design a two-story smart home scenario, as shown in Figure 1. The environment is
equipped with five categories of devices. Besides, a sample automation rule is defined: “If T exceeds
28°C and PS is present, open W1 and W2.”

In this system setting, an attacker can inject false events indicating “T is 29°C” and “PS is
present”. Such an injected event may trigger the preset rule, causing the windows to open when no
one is home. Existing anomaly detection approaches extract a correlation: the state of PS should
only change after D is opened. The initial injection would violate this correlation and be detected.
However, an informed attacker can bypass detection by injecting a fabricated event sequence of “D
is open - PS is present”.

The limitations become even more pronounced for multi-hop correlations. For example, if an
intruder enters through W2 and triggers M3, existing methods may fail. At this point, the user can
choose to go to different rooms, causing M1, M4, and M5 to potentially correlate with M3. This
makes it impossible for existing approaches to determine the specific device correlation, leading to
false negatives. Although incorporating the state of the presence sensor PS seems intuitive, as motion
sensors should be triggered only when a user is at home, the time intervals and state interference
between PS and M3 prevent existing approaches from extracting such long-range dependencies from
logs.

This analysis reveals the central challenge: confinement to low-level states. Existing meth-
ods operate primarily at the level of individual device states and their immediate correlations. The
reliance on predefined windows severs the natural semantic continuity of extended activities. Con-
sequently, systems cannot holistically model complete behaviors, making them blind to anomalies
that only become apparent when the complete behavior is considered.
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Fig. 2. The architecture of our work.

To address the challenge, we propose an anomaly detection system centered on behavioral se-
mantic modeling. We construct a heterogeneous graph to comprehensively model the correlations
between device states and employ iterative community detection for adaptive behavior partition-
ing. Using embedding techniques, we transform state sequences within each behavior into high-
dimensional behavior feature representations.

3 System Design

In this section, we introduce the architecture and workflow of our approach, as shown in Fig-
ure 2. Our approach consists of four main modules: 1) Preprocessing, 2) Correlation Graph Con-
struction, 3) Behavior Partitioning, and 4) Anomaly Detection.

The workflow of our work can be divided into two phases: the training phase and the testing
phase. During the training phase, benign logs undergo the Preprocessing, Correlation Graph Con-
struction, and Behavior Partitioning modules to build the behavior correlation graph. The Anomaly
Detection module subsequently models benign behavioral representations. In the testing phase, the
Anomaly Detection module processes the incoming graph solely through state sequence extraction
and embedding representation. It then performs consistency checks between test and benign behav-
ior representations to identify anomalous edges and embeddings.



3.1 Preprocessing

This module performs data refinement to facilitate downstream anomaly detection, comprising
physical channel correlation analysis and log discretization.

Physical Channel Correlation Analysis. To infer physical correlations, we design a novel ap-
proach leveraging Natural Language Processing (NLP) techniques. We encode textual descriptions
and channel information into high-dimensional vectors and compute cosine similarity between these
embeddings. If the cosine similarity of a device and a physical channel exceeds the predetermined
threshold, we consider the correlation to be reliable and mark the device with the physical channel.

Log Discretization. Continuous device values are discretized to prevent state explosion. Un-
like prior work that partitions based only on numerical distribution, our approach intelligently incor-
porates domain knowledge from automation rules to define semantically significant intervals. For
each continuous device, if its value triggers a rule, the rule’s state values are used as discretization
breakpoints; otherwise, we apply the Jenks natural breaks classification algorithm[14] to determine
binary classification breakpoints. Finally, we update the original logs by replacing continuous values
with their corresponding discrete state labels while eliminating duplicates.

3.2 Correlation Graph Construction

To comprehensively capture the complex interactions within a smart environment, we propose
a weighted heterogeneous graph G = (V, E), where the set of vertices V represents device states and
the set of edges E denotes correlation between two states. Each edge e € E is assigned a numerical
weight W (e) that quantifies the strength of the underlying correlation derived from statistical analysis
of the event logs. Each vertex is characterized by five attributes: Name, State, Time, Location
and Channel. We define six fundamental categories of correlation from the sequence of log state
transitions. Formal representations of the correlations are defined as follows:

(1) Time Correlation (R7;,.): This correlation exists between two log records that occur adjacently
or in close temporal proximity, formally expressed as v; = v;.Next U (v;.Time — v;.Time) < T,.

(2) Device Correlation (Rp.yic.): This correlation links log records that involve the same device,
formally expressed as v;.Name = v; Name.

(3) Rule Correlation (Rg,;.): This is a direct causal link where one log record triggers another
through an automation rule, formally expressed as AR € Rules, v;.State € R.TriggerN v;.State €
R Actionn (vj.Time —v;.Time) < T,.

(4) Location Correlation (Ry,.4ion): This correlation connects log records from devices located

within the same geographical region, formally expressed as v;.Location = v;.LocationN v;.Name' =

vj.Namen (v;.Time—v;.Time) < T;.

(5) Channel Correlation (R¢janner): This correlation links devices that interact through a shared
physical channel, formally expressed as v;.Channel Nv;.Channel! = 0N v, Name! =v; Name N
vi.Location = v;.LocationN (v;.Time —v;.Time) < T..



(6) Sequential Correlation (Rsegcnce): This higher-order correlation captures recurring temporal
patterns, formally expressed as v;.State = v;.State N v;.Next.State = v;.Next.State.

During graph generation, each device state derived from the discretized logs is represented as a
vertex. Edges are created between vertex pairs that satisfy any correlation rule, with weights cu-
mulatively updated if multiple correlations apply. The final representation of the correlation graph
G = (V,E) is generated through exhaustive log traversal.

3.3 Behavior Partitioning

This module presents a hierarchical behavioral partitioning framework to transform low-level
device states into high-level semantic behaviors.

Correlation Graph Partition. Our approach employs community detection based on modularity[15].
This approach segments the graph into sub-communities by optimizing the modularity metric, which
quantitatively measures the density of connections within communities. The modularity Q is for-
mally defined as:
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where A;; represents the weight of the edge between vertex i and j, k;,k; indicate the vertex degrees,
m is the total sum of all edge weights and c;,c; denote the communities of the vertices.

The Louvain algorithm[16] is a classical modularity optimization approach for community
detection. Each iteration assigns vertices to communities based on modularity gain and aggregates
communities into super-vertices. We repeat the process until a global maximum of modularity is
achieved and no further changes occur.

Behavior Annotation. To bridge the semantic gap between low-level device states and high-
level user behaviors, we establish a state-behavior mapping model to automatically annotate the
partitioned communities. However, identical device states may occur across distinct behavioral pat-
terns, signifying divergent semantic interpretations. We quantify the contextual significance of a
state within a specific community using an adaptation of the Term Frequency-Inverse Document
Frequency (TF-IDF) algorithm. We formally define the significance of a state s; in a community c;
as:

=9 i logﬁ 3)

where f; . denotes the frequency of state s in community ¢, N represents the total number of com-
munities and 7, indicates the number of communities containing state s.

We calculate the importance of each device state within its assigned community. These states
are then mapped to candidate behavioral labels via the pre-trained state-behavior model. The prob-



ability that community ¢; exhibits behavior b; is given by:
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where S;; denotes the set of states within community ¢; that are mapped to behavior b;, and B
represents the set of all possible behaviors. If the probability P(c;,b;) exceeds a predefined threshold,
the community c; is annotated with the behavioral label b;.

Iterative Optimization. Due to the inherent greedy nature of the Louvain algorithm, a single
execution of community detection may converge to a local optimum. To address this limitation, we
propose an iterative optimization-based behavior partitioning algorithm designed to achieve consis-
tent and reliable behavior semantic extraction.

Specifically, for the initial correlation graph G°, we perform community detection and behavior
annotation. All vertices belonging to communities that are confidently labeled are removed. The
remaining graph is considered the residual graph G' for the next iteration. This process repeats until
the residual graph is empty or its vertex size stabilizes. Any remaining unlabeled communities in
the final residual graph G’ are assigned the behavioral label with the highest probability P(c;,b;).
Finally, we integrate all labeled sub-communities obtained throughout all iterations to form the final
behavior correlation graph.

3.4 Anomaly Detection

This module detects anomalies by performing dual-perspective consistency validation against
established benign behavioral patterns, using representations derived from the Behavior Correlation
Graph.

Behavior Feature Representation. The approach begins by extracting inter-community rela-
tionships from the behavior correlation graph. For any pair of communities ¢; and c;, we define a
binary correlation function p(c;,c;). Specifically, p(c;,c;) = 1 if a time or rule correlation exists
from c¢; to c;, otherwise p(c;,c;) = 0. For each community c;, we identify an outgoing boundary
vertex set O(¢;) and an incoming boundary vertex set I(c;). These sets serve as anchors for verifying
the structural consistency of cross-behavior interactions during anomaly detection.

Within each community, we extract state sequences and transform them into embedding vectors
via a sentence embedding model. All benign sequence embeddings of a community are clustered.
We adaptively determine the optimal number of clusters k* to circumvent the limitations associated
with preset cluster counts. For each cluster Cluster;, we compute its centroid (; and the associated
benign radius d;:
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where N; is the number of points in Cluster;. This process yields two critical sets for the
behavior community: the benign centroid set ; and the benign distance set d;.



Consistency Validation. We perform anomaly detection through edge-level consistency veri-
fication and vertex-level consistency verification.

In edge-level consistency verification procedure, for edge (v;, v;) connecting different commu-
nities ¢; and c;, if p(c;,c;) = 0, the edge is flagged as anomalous. If the correlation is valid, the
condition v; € O(c;) Av; € I(c;) must hold; otherwise, the edge is treated as an anomaly.

In vertex consistency verification procedure, for a state sequence embedding e extracted from
a community ¢ in the test graph, let M, = { /.L,-}?ﬁ | denote the set of benign cluster centroids for
that community, and D, = {di}?ﬁ , represent the corresponding set of benign radii, where N, is the
number of benign clusters in c. The embedding e is flagged as anomalous if it lies outside all benign
clusters:

Vi € Me, || € = pi [[2> d; o

4 Implementation and Evaluation

This section describes the implementation and evaluation of our approach. For semantic em-
bedding of state sequences, we use the all-mpnet-base-v2 model[17] for state-sequence embeddings.
Correlation weights are tuned via grid search. During detection, we apply Principal Component
Analysis (PCA) to reduce the dimensionality and cluster them with K-Means to build normal behav-
ioral profiles.

4.1 Experiment Setting

We construct a smart home testbed with 28 devices across 7 areas to emulate a realistic residen-
tial environment, as shown in Figure 3. Besides, 11 corresponding automation rules are defined in
Table 1. To accurately simulate real-life user scenarios, we design multiple routine behavioral pat-
terns with natural randomness and sensor-value variations. All activities are simulated to represent
a single resident over a continuous three-day period, comprising two weekdays and one weekend
day. Detailed logs are collected using the Home Assistant platform[18], forming a benign training
dataset.

Based on the benign dataset, we construct an anomaly dataset covering three loT-specific threat
categories: false events, event losses, and command failures. We give special attention to complex
anomalies involving long-range, multi-hop correlations and multi-state violations, which are the
main problems we want to solve.

4.2 Anomaly Detection Evaluation

To comprehensively evaluate the performance of our anomaly detection approach, we employ
three standard evaluation metrics: Precision (P), Recall (R), and F1-score (¥1). We perform a com-
parative analysis against two established anomaly detection schemes in smart home environments:
HAWatcher [11] and Veritas [12]. The experimental results, summarized in Table 2, demonstrate that
our approach achieves superior performance in all metrics. Specifically, compared to the strongest
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Fig. 3. The room layout of our testbed.

baseline HAWatcher, our method improves precision by 1 time and recall by 3.2 times, yielding a
substantially higher F1-score.

To further illustrate the practical effectiveness of our approach, we present two detailed case
studies of different attack scenarios.

Case 1: False Event Injection After User Leaves. We assume that an attacker injects a
false event “M3 is active” after the user has left home. In the benign behavior graph, no edge
exists between the “Leave Home” and “Sleep” behaviors, as these activities are semantically and
temporally distinct. However, the injected false event creates an anomalous edge that connects these
two behaviors, violating edge-level consistency. This inconsistency enables our method to detect the
anomaly and precisely localize the abnormal state node.

Intuitively, a correlation should exist: when the motion sensor M3 is active, the presence sensor
PS must be present. While this multi-hop dependency is captured by our behavior-aware approach,
HAWatcher fails to identify this anomaly, as it can only detect correlations between temporally close



Table 1: Automation rules used in our testbed

Rule Trigger Action

R1 PS is present Turnon L1, L2
R2 PS is away Turn off L1, L2, W1, W2
R3 M1 is active Turn on TV

R4 T1 > 30 AND M1 is active  Turn on AC

R5 M2 is active Turn on L3

R6 M2 is inactive for 15s Turn off L3

R7 M4 is active Turn on L5

R8 M4 is inactive Turn off L5

R9 T2 > 28 AND PS is present Turn on W1

R10 CO2 > 1000 Turn on Fan, W2
R11 CO2 < 700 Turn off Fan

Table 2: Comparisons for different anomaly detection approaches

Approach Precision  Recall  Fl-score
HAWatcher 47.83%  2245% 30.56%
Veritas 50.00%  18.37% 26.87%

Our approach  95.83% 93.88% 94.84%

events and is unable to capture such multi-hop logical dependencies.

Case 2: Command Interception During Cooking Activity. In this case, an attacker inter-
cepts the command of automation rule R10 while the user is cooking. We visualize the clustering
results of all state sequences within the “Cooking” behavior community in Figure 4. As shown,
our approach identifies five distinct benign clusters, representing the multiple behavioral modes in-
cluded in the “Cooking” behavior. Among all behavioral representations, an outlier deviating from
all benign clusters is detected, indicating an anomalous state sequence caused by the interception of
the R10 command.

HAWatcher fails to identify this anomaly due to its preprocessing methodology, which discards
continuous values from automation rules. After discretization, it becomes incapable of determining
the specific state transitions that should trigger particular rules.

5 Related Work

For anomaly detection in IoT environments, many studies analyze potential relationships to
predict normal behavior. Such correlations provide reference standards, enabling researchers to per-
form consistency checks between current states and expected states[8, 12, 19, 20, 21]. Zhang et
al.[19] infer a deterministic finite automaton(DFA) from app code and text information. They in-
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Fig. 4. The case of anomaly detection based on node consistency.

fer communication event types via packet size and intervals and compare inferred event sequences
against expected state transitions in the DFA. Fu et al.[12] validate semantic correlations extracted
from rules and configurations using log data and simulate behavior to verify consistency between
predicted and real events. Lin et al.[8] construct a device-centric behavior graph from automation
rules and generate an execution graph by matching normal and runtime traffic to derive causal se-
quences of rules. They verify consistency by learning and comparing topological, node, and edge
features between the two graphs. Li et al.[21] build a knowledge graph with encrypted traffic through
fingerprint matching. A feature separation-based heterogeneous graph attention network is designed
to detect anomalies in the knowledge graph.

Researchers also establish numerical criteria based on probability, distance, or anomaly scores,
where exceeding a threshold indicates a security issue[13, 22, 23, 24]. Ding et al.[22] cluster all
baseline intra-app interactions to form a benign boundary. Any testing interaction behavior vector
that does not belong to such clusters will be marked as risky. Wang et al.[23] extend causal graphs
with temporal factors to define a new device interaction graph. They estimate conditional probabil-
ity tables via maximum likelihood estimation and therefore compute anomaly scores for incoming
events at runtime. Babun et al.[13] build a first-order Markov chain model to compute the probabil-
ity of observed state sequences for anomaly detection. Rieger et al.[24] model the IoT environment
using an unsupervised deep neural network trained on benign data to reconstruct inputs, and detect
malicious events by evaluating the reconstruction error of new events.

6 Conclusion

In this paper, we propose an anomaly detection approach based on behavior feature correlation
to address the challenges of capturing long-range dependencies and detecting correlation bypass
attacks in IoT systems. Our approach models the complex correlations among device states via
a fine-grained heterogeneous graph structure. The correlation graph is partitioned using iterative



community detection enhanced with semantic annotation to transform low-level device states into
high-level semantic behaviors. We construct representations of normal behavioral characteristics by
embedding and clustering state sequences within each pattern. Test behaviors are validated through
dual-perspective checks on edge consistency and vertex consistency. We detect states that deviate
from normal patterns by evaluating similarity between test and benign representations. To evalu-
ate the effectiveness of our approach, we perform a comparative experiment with HAWatcher and
Veritas in a smart home testbed. Experimental results demonstrate that our method significantly
outperforms the best baseline HAWatcher, improving precision and recall by 1 time and 3.2 times,
respectively. It shows superior capability in identifying complex multi-hop correlations and detect-
ing advanced threats, such as correlation bypass attacks.
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