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Abstract. The development of the Internet of Things (IoT) ecosystem confronts two major ob-
stacles: interoperability barriers caused by the coexistence of multiple blockchains and long-term
security threats from quantum computing to classical cryptographic systems. Existing cross-chain
mechanisms generally involve high overhead, long latency, and reliance on non–post-quantum
primitives, making them impractical for constrained IoT devices. To overcome these issues,
this paper presents a lattice-based standardized cross-chain payment protocol designed for post-
quantum security and lightweight deployment. The protocol employs a provably secure lattice
signature scheme and a lightweight interoperability framework to automate cross-chain coordi-
nation. Keyword-driven embedded smart contracts ensure atomic transaction execution, while
integrated IoT communication protocols improve data transmission efficiency. Security analy-
sis proves that the scheme satisfies essential post-quantum security properties, and experimental
results show significant improvements in transaction latency, computational overhead, and scala-
bility. The proposed protocol offers a secure and efficient solution for building the next generation
of quantum-resistant IoT value networks.
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1 Introduction

Driven by the rapid growth of Internet of Things (IoT) devices and significant advancements
in blockchain technology[1], building a secure, efficient, and decentralized IoT value exchange net-
work has become a shared vision for both academia and industry. In such a paradigm, smart devices
are no longer simple data collection nodes but autonomous economic agents capable of performing
value exchange. By establishing trust through blockchain and achieving automated collaboration via
smart contracts, it becomes possible to realize a fully decentralized IoT economy[2, 3].

However, the realization of this vision faces multiple technical and practical challenges. The
inherent resource constraints of IoT devices stand in stark contrast to the high computational and
storage overhead of mainstream blockchain operations, which significantly restricts large-scale de-
ployment. More critically, when IoT devices operate across heterogeneous blockchain ecosystems,
enabling secure and efficient cross-chain interaction becomes a key bottleneck. The advancement of
quantum computing undermines the security of traditional cryptographic systems, particularly ellip-
tic curve cryptography (ECC), which necessitates the urgent adoption of quantum-resistant solutions
for upcoming IoT infrastructures.

To address the dual challenges of resource limitation and cross-chain interoperability, sev-
eral studies have explored lightweight blockchain frameworks. For example, Zhang et al. [4] pro-
posed a keyword-embedded smart contract model that integrates contract deployment into single-call
transactions, effectively reducing latency and resource consumption while establishing a keyword-
matching-based cross-chain interoperability framework. Although promising, this design still suf-
fers from two key limitations: (i) its reliance on classical ECC renders it insecure against quantum
adversaries, and (ii) its customized keyword-based communication lacks a unified standard, hinder-
ing scalability and interoperability across platforms. Similarly, mainstream cross-chain approaches
such as sidechains[5] and hash time-locked contracts (HTLCs) [6] are also ill-suited for IoT scenar-
ios due to high implementation complexity, long response delays, and the use of non–post-quantum
cryptographic primitives.

In response to these issues, this work presents a standardized cross-chain payment protocol
built upon lattice-based cryptography, aimed at providing a post-quantum-secure foundation for IoT
value exchange. The proposed protocol integrates lattice-based cryptography with a lightweight
interoperability framework, enabling secure, scalable, and efficient cross-chain transactions for
resource-constrained IoT devices. Specifically, we design a lattice-signature-based cross-chain pay-
ment mechanism that achieves seamless interoperability across heterogeneous blockchains through
standardized message formats while maintaining quantum resistance. Building upon the efficiency
of keyword-embedded smart contracts, our scheme ensures low resource overhead and high com-
munication efficiency. Through comprehensive security analysis and performance evaluation, this
work substantiates the protocol’s effectiveness and feasibility in practical IoT settings.



2 Preliminaries

2.1 Learning With Errors

At its core, the Learning With Errors (LWE) problem involves distinguishing samples of the
form (ai,bi = ⟨ai,s⟩+ ei) ∈ Zn

q×Zq from truly random pairs, with s being a secret and ei a small
error. This problem is conjectured to be hard for quantum computers [7], forming the cornerstone of
post-quantum cryptography and underpinning the security of schemes like Dilithium.

2.2 Dilithium Signature Scheme

The security of the Dilithium signature scheme, a lattice-based construction, is founded on the
hardness of the LWE and Ring-LWE problems [8, 9, 10, 11]. It operates over the polynomial ring

Rq = Zq[X ]/(Xn +1), (1)

and uses bounded polynomial vectors (s1,s2) as secret keys. SHAKE-256 is employed for hashing
and key derivation. Dilithium consists of three algorithms: KeyGen, Sign, and Verify. As a NIST
PQC finalist, Dilithium provides clear parameter sets and efficient performance, making it suitable
for lightweight cross-chain payment protocols requiring post-quantum security.

2.3 Embedded Smart Contracts

Optimization efforts for smart contracts have traditionally targeted execution efficiency, for ex-
ample by eliminating redundant operations [12] or removing unnecessary components [13]. Build-
ing on this line of work, Su et al. [14] proposed an embedded contract paradigm in which deployment
and invocation are consolidated into a single transaction. In this paradigm, a user can instantiate and
execute a contract in one step by sending a transaction that embeds both the contract code and ex-
ecution parameters. This paradigm shift significantly reduces the resource consumption and time
overhead of IoT devices during cross-chain interactions. Since the contract code does not need to
permanently reside on the blockchain and is instantiated only at execution time, this approach nat-
urally optimizes contract lifecycle management. Consequently, it is particularly suitable for IoT
cross-chain payment scenarios where contracts are executed infrequently or on a one-time basis.

2.4 Zero-Knowledge Proofs

A zero-knowledge proof enables a prover to demonstrate that a statement is correct while dis-
closing no information beyond the fact of its validity. Its core properties include completeness,
zero-knowledge, and soundness [15]. Among various ZKP constructions, zk-SNARKs stands out as
an efficient non-interactive variant characterized by its small proof size and fast verification speed
[16, 17]. A typical zk-SNARKs system consists of three algorithms: KeyGen, which generates the
proving and verification keys; Proof, which produces the cryptographic proof and Verify, which val-
idates the correctness of the proof [18]. In the proposed protocol, zk-SNARKs serves as an optional
privacy-enhancing layer, providing strong confidentiality guarantees for sensitive information such
as transaction amounts and participant identities.



Fig. 1. System Model.

2.5 Constrained Application Protocol (CoAP)

As a lightweight IoT protocol, CoAP leverages UDP for transport and relies on DTLS to ensure
secure data exchange. Compared with the Message Queuing Telemetry Transport (MQTT), CoAP
supports request/response semantics and URI-based resource addressing [19, 20]. Its small header
format and asynchronous messaging model make it suitable for constrained networks [21]. The
proposed protocol employs CoAP as the communication interface connecting IoT devices and fog
nodes, which facilitates efficient network performance when initiating cross-chain payments.

3 Model and design goal

3.1 System Model

This paper presents a lattice-based standardized cross-chain payment protocol that features a
three-tier distributed architecture, as illustrated in Fig. 1, aiming to provide a comprehensive interop-
erability solution for the post-quantum IoT ecosystem. This architecture consists of the device layer,
fog node layer, and blockchain layer from bottom to top. Each layer collaborates through stan-
dardized interfaces and protocols to collectively build a secure and efficient cross-chain payment
environment.

The device layer consists of resource-constrained IoT devices that initiate and participate in
cross-chain transactions. Each device is equipped with a lattice cryptography coprocessor for locally



executing Dilithium signatures and generating lightweight zk-SNARK proofs, ensuring authentica-
tion and privacy at the source.

The fog node layer connects devices to the blockchain network. It aggregates small transactions
into batches for efficiency, verifies zk-SNARK proofs, and facilitates seamless conversion between
the CoAP protocol and blockchain protocols. Fog nodes also provide caching for frequently accessed
smart contract states and verification results, optimizing performance.

The blockchain layer comprises multiple heterogeneous blockchain networks, each supporting
embedded smart contracts and standardized cross-chain message formats. It maintains the global
state, ensuring immutability and traceability of transactions. The layer includes a smart contract
engine, consensus mechanism, cross-chain communication module, and state management, enabling
interoperability and automated payment logic.

3.2 Security Model

This protocol defines a formal security model to outline its security boundaries. It assumes
that the Dilithium signature scheme and zero-knowledge proofs (e.g., zk-SNARKs) are secure under
quantum computing, and that the participating blockchain networks are secure and active. The model
considers a powerful adversary capable of passive eavesdropping, active message injection, tamper-
ing, replay, and collusion by malicious internal nodes, potentially with future quantum computing
power. The adversary aims to steal privacy, disrupt service availability, commit fraud, or under-
mine the cryptographic foundation. In response, the protocol achieves three core security goals:
post-quantum security, ensuring cryptographic operations are resistant to quantum attacks based on
lattice-hardness assumptions; strong privacy protection, selectively hiding transaction identities and
sensitive data using zero-knowledge proofs; and cross-chain atomicity, ensuring payments are either
fully completed or rolled back on all involved blockchains, protecting user assets from cross-chain
transaction failures.

3.3 Design Goal

The protocol aims to deliver a secure, efficient, and practical cross-chain payment solution for
the post-quantum IoT ecosystem. Its design objectives are as follows:

Post-quantum security: All cryptographic operations, including authentication and transaction
signing, are based on provably secure lattice primitives (e.g., the Dilithium signature scheme) to
ensure resistance to quantum attacks. A smart contract–driven state coordination mechanism guar-
antees transaction atomicity, ensuring all cross-chain payments either succeed entirely or roll back
completely, preventing asset loss. The protocol also integrates zero-knowledge proofs for optional
privacy enhancement, protecting transaction identities and sensitive data.

Lightweight and efficient: By combining embedded smart contracts with streamlined commu-
nication mechanisms, the protocol minimizes both delay and energy usage, allowing it to satisfy the
stringent timing and resource limitations of IoT systems.

Interoperable and scalable: Standardized interfaces and communication mechanisms enable se-
cure value and data exchange across heterogeneous blockchains. The architecture supports dynamic



Fig. 2. Protocol Flowchart.

device access and high-frequency transactions, ensuring elastic scalability and forming a solid foun-
dation for large-scale IoT integration.

4 Design of a Lattice-based Standardized Cross-chain Payment Protocol

4.1 Protocol Overview

The lattice-based standardized cross-chain payment protocol adopts a layered architecture to
achieve atomic and secure cross-chain payments through a serialized interaction process. As shown
in Fig. 2, the protocol comprises five core phases—payment initialization, cross-chain message rout-
ing, source-chain contract deployment, target-chain verification and execution, and result confirma-
tion—supported by a comprehensive exception handling mechanism.

A core novelty of the design is its use of lattice-based security primitives together with a
keyword-oriented embedded contract mechanism. Through standardized message formats and state
machine coordination, the protocol ensures efficient and post-quantum-secure cross-chain value
transfer. The design also considers the resource constraints of IoT devices, guaranteeing feasibility



in low-power environments.

4.2 Payment Initialization

In the payment initialization phase, the IoT device acts as the payment initiator, responsible for
constructing a standardized payment request and performing local security verification. The core
objective of this phase is to establish a complete payment credential on the device side, including
generating a post-quantum secure digital signature and constructing a message format compliant
with standardized specifications.

Algorithm 1 PaymentInitiation(λ , payment params)

1: if key pair = /0 then
2: (pk,sk)← Dilithium.KeyGen(λ )
3: end if
4: std msg← ConstructStandardMessage(payment params)
5: σ ← Dilithium.Sign(sk,std msg)
6: secure pkg← {std msg, σ , pk, device id}
7: response← CoAP.Send(’/payment/init’, secure pkg)
8: return (transaction id, response)

Algorithm 1 initiates the protocol flow, constructing a secure payment request on resource-
constrained IoT devices. It leverages lattice-based cryptography (Dilithium) to generate a digital sig-
nature at the source, ensuring integrity and non-repudiation, thus establishing a post-quantum secure
foundation for the cross-chain process. By using a standardized message and the lightweight CoAP
protocol, the algorithm effectively addresses the security, efficiency, and interoperability needs of
IoT scenarios.

4.3 Cross-chain Message Routing

The fog node functions as an intelligent intermediary between IoT devices and the blockchain
network, responsible for validating and routing payment requests. Upon receiving a secure package,
it performs lattice-based signature verification using the Dilithium algorithm to ensure message au-
thenticity and integrity, followed by standardized format validation to filter out malformed requests.
Verified messages are then routed to the corresponding blockchain according to the target chain
identifier. This layered process establishes a secure and modular gateway that isolates device man-
agement from blockchain complexity, enhancing both system security and operational efficiency.

4.4 Source-chain Contract Deployment and Keyword Management

Upon receiving the payment request, the source blockchain network deploys a keyword-
embedded smart contract to manage the entire cross-chain payment lifecycle. This phase integrates
lattice-based cryptographic security with keyword-driven state management to achieve secure and



Table 1: Keyword Definitions of the Keyword-Embedded Smart Contract

Keywords Type Default Value Description

require Numerical 0 Specifies the quantity of target assets needed for a cross-chain
asset swap

provide Numerical 0 Available assets from this contract for the cross-chain swap
completed Boolean false Indicates whether the contract has been executed
paired Boolean false Indicates whether a matching counterpart contract has been

found
timeout Numerical 0 Sets the contract timeout duration (unit: ∆)
disable Boolean false Indicates whether the contract has been disabled
cross-chain Boolean false Indicates whether the contract requires cross-chain interaction
chainID String null Specifies the identifier of the target blockchain for interaction
targetAddress String null Specifies the recipient address or contract address on the target

chain
exchangeID String null Contract identifier for the cross-chain asset exchange
runOnlyOnce Boolean false Determines if the contract is designated for one-time execution

only

efficient asset locking and state tracking. During contract instantiation, predefined keywords are
initialized to specify state attributes and execution conditions. As listed in Table 1, these keywords
collectively form a fine-grained state machine that governs the cross-chain payment process with
precision.

A typical cross-chain payment contract progresses through the following sequence of states:
Initialization and Asset Locking: The contract is created with cross-chain set to true, and the

require and provide parameters initialized according to the payment request. The corresponding
assets are locked on the source chain. At this stage, completed and paired are false, while disable is
also false.

Matching and Execution: The source-chain contract information is routed to the target chain.
When a matching contract appears on the target chain (i.e., require and provide are complementary
and exchangeID matches), the paired keyword for both contracts is set to true, enabling contract
execution.

Completion Confirmation: Once the paired flag is enabled, the contract moves into its execution
phase. After the target chain validates the request and finalizes the asset transfer, the source chain
updates the completed field to true. Depending on the runOnlyOnce setting, the contract is then
marked as disabled, and the locked assets are finally released to the designated recipient.

Exception/Timeout: If no successful matching or execution occurs within the timeout period
∆ defined by timeout, the system automatically sets disable to true and triggers the asset rollback
logic, returning the locked assets to the initiator. This mechanism ensures that assets are never lost
under any failure condition and serves as the core guarantee of cross-chain atomicity.

Through the runOnlyOnce keyword, the contract can automatically enter a disabled state upon



completion, realizing autonomous lifecycle management. This design effectively reduces blockchain
storage overhead, making it particularly suitable for IoT scenarios with frequent micro-payments.

Algorithm 2 represents the core innovation of the protocol, responsible for instantiating and
managing the lifecycle of cross-chain payments on the source chain. By initializing a set of pre-
defined keywords, it transforms the payment contract into a well-defined state machine. Its “lock-
assets-first, then-trigger-cross-chain” execution logic serves as the key mechanism ensuring transac-
tional atomicity. The algorithm’s behavior is driven by operation outcomes that dynamically update
keyword states, thereby achieving automated process control and self-adaptive fault management.

Algorithm 2 KeyContractDeployment(payment data,σ )

1: keywords← InitializeKeywords(payment data)
2: if ¬LockAssets(payment data.sender, payment data.amount) then
3: return (error, ’ASSET LOCKING FAILED’)
4: end if
5: cross chain msg← PrepareCrossChainMessage(payment data, σ , keywords)
6: result← CrossChainSend(payment data.target chain id, cross chain msg)
7: if result.success then
8: UpdateKeyword(’paired’, True)
9: return (success, payment data.transaction id)

10: else
11: UnlockAssets(payment data.sender, payment data.amount)
12: UpdateKeyword(’disable’, True)
13: return (error, ’CROSS CHAIN INIT FAILED’)
14: end if

4.5 Target-Chain Verification and Execution

After receiving a cross-chain payment request, the target blockchain network performs com-
prehensive verification and asset transfer operations. This phase ensures the legitimacy and integrity
of the request through layered cryptographic validation based on lattice signatures. Specifically,
the target chain independently verifies the integrity hash of the received message, authenticates the
Dilithium signature, and checks the validity of embedded payment conditions. Only when all ver-
ifications are successfully completed does the system execute the corresponding asset transfer to
the designated recipient. This independent verification and execution process ensures that target-
chain operations strictly comply with predefined rules, thereby preserving cross-chain atomicity and
maintaining overall system consistency.

4.6 Result Confirmation and State Synchronization

After the cross-chain payment execution is completed, the system enforces final transaction
consistency through a standardized confirmation mechanism. At this point, the fog node manages the
synchronization of states across the source and target chains and updates the status of the keyword-



based smart contract accordingly. If the target chain confirms successful execution, the protocol
finalizes asset settlement on the source chain and records the transaction as completed. Conversely,
if an error occurs, the system performs a secure refund and marks the transaction as failed. This
deterministic “success-or-refund” mechanism ensures that no assets remain locked or lost, thereby
maintaining atomicity and reliability across chains.

4.7 Exception Handling and Recovery Mechanism

To ensure robustness and atomicity in distributed heterogeneous environments, the protocol
incorporates an automated exception handling and recovery mechanism. By assigning a timeout
period ∆ to each cross-chain payment contract, the system automatically marks the contract as timed
out and triggers asset rollback if a transaction fails to complete within the specified time—due to
issues such as network interruptions or target-chain failures—thereby fundamentally preventing per-
manent asset locking. For transient exceptions (e.g., network congestion), the protocol employs a
limited retry mechanism with an exponential backoff strategy to improve transaction success rates.
Furthermore, through the keyword-based smart contract state machine and periodic inter-chain state
verification, the system can detect and correct rare cases of state inconsistency, ensuring that all par-
ticipating blockchains maintain final state consistency and providing strong fault tolerance for the
entire cross-chain payment process.

4.8 Protocol Standardized Interface

To enable seamless integration and interoperability among heterogeneous IoT devices and di-
verse blockchain platforms, the protocol defines a lightweight, standardized RESTful API set. This
interface specification clearly defines the request and response formats for core functions such as
payment initialization, status query, and contract deployment. By encapsulating the underlying com-
plexities of post-quantum cryptographic operations and cross-chain routing logic, the interface pro-
vides a simple and unified invocation method for upper-layer applications. Consequently, resource-
constrained IoT devices can securely initiate and manage cross-chain payments via simple CoAP or
HTTP requests, significantly reducing system integration complexity while ensuring scalability and
usability across the entire ecosystem at the protocol level.

5 Security Analysis

A formal security assessment of the lattice-based standardized cross-chain payment protocol
is conducted herein, considering a quantum adversary model. The attacker is assumed to be poly-
nomially bounded and capable of intercepting or modifying messages, corrupting participants, and
launching man-in-the-middle, replay, or collusion attacks. The security guarantees are founded upon
three pillars: the quantum hardness of M-LWE/M-SIS, the EUF-CMA resilience of Dilithium sig-
natures under the QROM and the collision resistance of the underlying hash functions.



5.1 Post-Quantum Security

Theorem 1. The protocol ensures security against quantum adversaries through its lattice-based
cryptographic component, which relies on the hardness of the M-LWE problem.

Proof. The security reduction proceeds as follows. Suppose a quantum adversary A succeeds in
attacking the protocol with advantage ε(λ ). Then one can construct an algorithm B that uses A
to solve a given M-LWE instance. Given an M-LWE instance b = As+ e),(A ∈ Rk×ℓ, where s
and e are sampled from bounded distributions, B embeds A as the Dilithium public key matrix and
incorporates a transformation of b into the public key. It then simulates the cross-chain payment
environment with keyword-embedded contracts and standardized message routing. Upon receiving
a signature query for a message m, B obtains a valid signature from the Dilithium signing oracle. If
A forges a valid signature or derives the session key, B outputs the corresponding result, thereby
solving M-LWE. Since M-LWE is hard in the quantum model and the protocol strictly adheres to
the Dilithium parameters, it follows that

Pr[B solves M-LWE]≥ Pr[A breaks the protocol]
poly(λ )

−negl(λ ). (2)

Hence, Pr[A breaks the protocol]≤ negl(λ ).

5.2 Standardized Cross-Chain Atomicity

Theorem 2. Under the security of the lattice-based signature scheme and the standardized message
format, the proposed protocol guarantees atomicity of payment operations across heterogeneous
blockchains—that is, all related operations either commit together or abort together.

Proof. The protocol state S is defined as the pair (SA,SB), where SA and SB correspond to the states
on the source and target chains. In the normal execution, SB switches from pending to committed
only if

Dilithium.Verify(pk,{Mstd},σ) = 1 (3)

where Mstd is the standardized cross-chain message. The confirmation returned to the source chain
triggers SA to update from locked tocommitted, completing asset release. If no valid confirmation
is received within timeout period ∆, SA automatically transitions to aborted according to the time-
out keyword, initiating rollback. Therefore, the system cannot reach inconsistent states such as
SA = committed and SB = aborted. The probability of such inconsistency under a valid signature is
negligible:

Pr
[(

Sfinal
A ̸= Sfinal

B

)
∧ValidSignature(tx)

]
≤ negl(λ ) (4)

Hence, the atomicity property holds.

5.3 Resistance to Key-Recovery Attacks

Theorem 3. Under the hardness assumptions of the M-LWE and M-SIS problems, the proposed
protocol prevents any adversary from recovering valid private keys from public information.



Proof. For a key-recovery adversary Akey, recovering sk = (s1,s2) from pk = (A, t1) is infeasible
under standard Dilithium parameters and the M-LWE assumption, even if partial blockchain com-
promise occurs:

Pr[KeyRecovery]≤ negl(λ ) (5)

For a forgery adversary A f orge, each cross-chain message includes standardized fields (source-chain
ID, target-chain ID), preventing replay on incorrect chains. Forging a valid signature would violate
the EUF-CMA security of Dilithium:

Pr[ForgeCrossChain]≤ Pr[ForgeDilithium]+negl(λ ) (6)

For error-based attacks, deterministic and randomized Dilithium signatures eliminate exploitable
bias, and uniform verification across participants ensures consistency:

Pr[ErrorAttack]≤ negl(λ ) (7)

Therefore, the protocol achieves provable resistance against key-recovery attacks.

5.4 Standardized Interface Security

Theorem 4 (Interface Security). Under lattice-based cryptographic assumptions, the standardized
interface design of the protocol prevents security flaws arising from implementation inconsistencies,
ensuring secure and interoperable cross-chain operations.

Proof. Let Istd = {PaymentInit,CrossChainRoute,VerifyPay-
ment} denote the standardized interface set, where each implementation must follow a unified mes-
sage format Mstd . Each interface call is authenticated via a Dilithium signature, binding every request
to specific chains and participants. A successful interface attack implies either a forged lattice-based
signature or a violation of deterministic message parsing. The adversary’s success probability satis-
fies:

Pr[InterfaceAttack]≤ Pr[ForgeSignature]+Pr[FormatExploit] (8)

Since the format parsing is deterministic and publicly verifiable, Pr[FormatExploit] ≤ negl(λ ).
Therefore,

Pr[Inter f aceAttack]≤ negl(λ ) (9)

which concludes the proof.

6 Performance Evaluation

The performance of the proposed lattice-based cross-chain protocol is evaluated in this section.
Our simulation environment, hosted on a platform with an Intel Core i7-12700H CPU and 16 GB
RAM, employs Docker containers to emulate the network of IoT devices, fog nodes, and blockchain
nodes. For faster transaction processing, a Ganache test chain with minimal mining difficulty is
utilized, enabling second-level block creation. Integrating the liboqs and libcoap libraries for cryp-
tography and communication, the protocol’s efficiency, end-to-end performance, and scalability are
benchmarked against 2,000 simulated transactions.



Table 2: Cryptographic Operation Performance Benchmark (Unit: ms)

Metric Dilithium2 Falcon-512 ECDSA

Key Generation 0.32±0.02 36.12±2.34 0.72±0.05
Signature Generation 0.79±0.06 6.28±0.42 0.58±0.04
Signature Verification 0.23±0.02 0.09±0.01 0.01±0.001
Complete Operation 1.34±0.08 42.49±2.67 1.31±0.07

6.1 Cryptographic Operation Benchmark

This experiment measures the execution efficiency of the protocol’s core cryptographic primi-
tives under typical IoT configurations. As summarized in Table 2, the post-quantum Dilithium2 algo-
rithm achieves performance comparable to the classical ECDSA scheme while maintaining quantum
resistance, completing a full signing and verification process in only 1.34 ms. In contrast, Falcon-
512 shows noticeably higher computation time due to complex floating-point operations. These
results, consistent with NIST PQC benchmarks, confirm that Dilithium2 offers a practical balance
between efficiency and post-quantum security.

6.2 End-to-End Performance

The end-to-end evaluation compares the proposed protocol with representative cross-chain
mechanisms, including hash time-lock contracts (HTLC), notary-based protocols, and a Falcon-
based variant. As shown in Fig. 3, the proposed scheme achieves consistently lower transaction
latency and higher throughput. The improvement mainly stems from keyword-embedded smart con-
tracts and standardized message formats, which reduce redundant execution and communication
overhead.



Fig. 3. End-to-End Performance Comparison.

Fig. 4. System Scalability Analysis.



6.3 System Scalability

Scalability was tested by varying the number of concurrent transactions. As illustrated in Fig. 4,
throughput increases nearly linearly at low-to-moderate loads and peaks at around 20 concurrent
transactions, while CPU and memory usage remain stable. These results demonstrate that the fog-
node aggregation and lightweight contract execution effectively maintain system efficiency under
increasing workload.

Overall, the proposed protocol achieves a favorable trade-off among post-quantum security,
computational efficiency, and scalability. Experimental results verify its suitability for deployment
in large-scale, resource-constrained IoT environments.

7 Conclusion

With the continuous expansion of smart sensing, industrial automation, and machine-to-
machine services, IoT systems are becoming increasingly dependent on secure and efficient value
exchange across heterogeneous blockchain platforms. At the same time, the emergence of quantum
computing poses a long-term threat to traditional public-key mechanisms, which makes the integra-
tion of post-quantum cryptography into IoT payment infrastructures an important research direc-
tion. In this context, this paper proposes a lattice-based standardized cross-chain payment protocol
that integrates post-quantum cryptography with IoT architectures, addressing the dual challenges of
multi-chain interoperability and quantum security. The protocol introduces a keyword-embedded
smart contract mechanism based on lattice signatures and a standardized cross-chain state manage-
ment model, whose security is formally proven under the quantum adversary model. Following a
lightweight design principle, it optimizes cryptographic operations and communication protocols
to enhance performance while maintaining post-quantum security. Experimental results show that
the protocol achieves high transaction efficiency, low resource consumption, and good scalability,
demonstrating its feasibility for real-world IoT deployment. Overall, this work provides a solid foun-
dation for building secure, efficient, and scalable IoT value networks and offers a viable pathway for
the post-quantum evolution of distributed systems.
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