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Abstract

E-voting reduced the cost of election and provided convenience to some extent as compared to the traditional approach of pen
and paper but it was considered to be unreliable as anyone having access to the machine physically can obstruct the machine
and alter the votes. Also in order to control the entire procedure from electronic voting to electoral results and tracking the
outcomes, a central system is required. Voters are not completely secure as vote can be targeted easily. It also possesses a

great threat to the right to vote and transparency. This paper provides a solution for removing inconveniences from
conventional elections using blockchain that has emerged as an exciting technology for various application due to its unique
characteristics that outperform other technologies. The goal of this research is to establish a system for e-voting that is
decentralized rather than centralized by using blockchain technology that guarantees protection to electorate’s identity, data

transfer privacy and verifiability by an open and transparent voting process.
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1. Introduction

An election is the procedure of espousing a candidate to hold
a public office or an official position in order to establish a
government through the voters. Elections are considered as
one of the founding pillars in any democratic society where
the citizens make a decision by voting for the competent
candidate to form a healthy democracy. The history of election
dates back to ancient Greece, Rome and across the medieval
period to select the pope and the holy roman emperor. In India
it dates back to the early Vedic period where the raja’ (king)
was elected by the ‘gana’ (people). The modern day elections
emerged only after the 16™ century across Europe and North
America. Modern approach of voting system or EVM
replaced the traditional method of voting, which was a
monotonous process, demanding arduous and taxing efforts,
resulting an ample scope of error and miscalculations. With
the techno-advancement, the mechanical system of voting
proved far more fluent, serviceable and reduced the human
effort, thereby increasing the reliability and accuracy. The
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proposed system employs the technologies like e-voting,
blockchain and smart contract to provide more security and
convenience.

E-voting:

E-voting refers to the process of casting and compiling

votes using an electronic system. Votes are stored in tape

cartridges, diskette, smart cards and sent to a centralized

location for compilation process. The various forms of e-

voting are DER (direct electronic recording) touch

screens, optical scanners. The two main types of e-voting
are:

On-site e-voting where electronic voting machines are

placed / present in the polling boots with some

government official who will supervise the voting process
and people have to be in queue for casting the vote.

Remote e-voting; where people need not be present at the

polling station instead can cast their vote from any remote

location using computers, mobile phones, etc. through
internet, sms, or kiosks.

The security community found electronic voting machines
inaccurate and untrustworthy based on security issues. The
software can be undermined when the device is physically
reached which affects the votes on the machine. Elections need
to be secure and unimpeachable irrespective of the
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organization. People’s privacy and voting protection must
be secured but it should not take too long for votes to be
counted, as it upraises concerns.

Blockchain:

Blockchain proved to be a substitute for the
conventional approach by making system unalterable
and transparent. Blockchain is an organized data
structured that includes blocks where each block is
connected to every other block through a chain. The first
block is called as genesis block. Each new block will be
stacked to form a stack called a blockchain. Each block
consists of data, hash and hash of previous block. If any
change is being made to the data available in a
particular block, consequently the hash of the block also
gets changed but the next block will have the same
unchanged hash of the previous block which invalidates
this block and all other succeeding blocks. This is to
avoid tempering because making change in one block you
will need to calculate hash for every other following
block however hackers now a days can compute hundreds
of thousands of hashes in a matter of seconds. In order to
avoid this problem it makes use of proof-of-work concept
that delays the pace of forming a new block. Moreover it
make use of a distributed peer to peer network where no
central entity is present. Whenever a new block gets
created it is sent to all other nodes present on this network
where each node makes sure that no tempering is done by
verifying the block after which the new block is added to
every other node’s blockchain. Every node on the network
agrees on whether the block is valid or not by creating a
consensus which makes blockchain so secure, safe and
reliable.

Smart contract:

A smart contract is a self-imposed contract that is
embedded in a blockchain managed computer code. This
code includes a set of rules governing the communication
and decision on the contract between the parties, the
contract will be enforced automatically once the already
defined rules are met. Smart contract gives a framework for
efficient control between two or more parties of tokenizes
assets and access rights [1]. Fig 1 [1]; shows the
working principle of smart contract. Blockchain is
just a database that cannot be altered, without smart
contract, which expands and leverages blockchain
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Figure 1. Smart Contract Working Principle.

There are various aspects of smart contract including technical

2 EA

aspect, legal aspect, economic aspect, that can be seen from
the Figure 2 [2].

Aspects of Smart Contracts

Technical Aspects Legal Aspects

Self-verifying
{Auditing on the fly)

Smart conracts can map
legal obligations into an
automated process.
Self-executing

(Enfarcement on the fly) If implemented
correctly, they can
provide greater degree
of contractual security

Tamper resistant
(Mo cheating)

Figure 2. Various Aspects of Smart Contract.

Self-verification of the conditions in a smart contract is done
by data interpretation. Each network node will guarantee the
proper execution of a single contract, which relief the contract
creators from tracking the execution of the contract. Smart
contracts are self-executing, where the conditions of the
agreement between different parties are written into the code.
This means that legal obligations can be mapped using smart
contracts into automated process. The execution of the contract
can be automatically invoked by a trigger like expiration date.
In this paper, we implement blockchain based e-voting system
which overcome the problems encountered in e-voting and
builds trust among voters for legitimate voting. Moreover, it
will also be a helpful step towards the development of smart
governance. This paper contains various sections; section 2
presents recent related work in block chain technology and e-
voting system, section 3 presents proposed e-voting system
based on blockchain, section 4 gives implementation details
and results. Finally, section 5 concludes our work

2. Related Work

E-voting system was a great advancement over traditional pen
and paper approach and became very popular in many
countries. Several countries introduced e-voting system in their
election process. Although it provided a number of advantages
like increased voter turnout, auditability, low cost, convenient
and accessible elections, etc. but there were several important
challenges and issues associated with it.

Abdelwehab et al. [3] in their study discussed a number of
challenges in e-voting system including legal challenges,
social and cultural challenges, technical challenges, attacks,
etc.

Diego F. Aranha et al. [4] in their work identified an
experiment to test the validity of election results and to
enhance transparency and voter participation within
electronic elections. This proposal was based upon two
aspects i.e. distributed collection of pole tape, made by
mobile devices by voters and crowdsourcing election data
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verification by electoral authority.

Kristian Gjosteen and Anders Smedstuen [5] believed
that if voters make use of voting protocol correctly then
there will be no chance of attack on results of elections and
they give a statistical method to improve the security of e-
voting.

Budurudhi et al. [6] explores how to properly develop
voting machine interfaces to promote the role of electors and
electoral administrators and then use such interfaces for
complex elections. The problem of relying on a remote
voting device is said to be firmly linked to the interface
provided which in turn influences votes as verification of
voting is an important issue. Much of the work in remote—
electronic voting involves cryptography voting protocols
design and verification to safeguard desired property.

Neumann et al. [7] states that in order to make specific
recommendations on the type of voting system that is best
suited to that particular context, they introduced a model for
the comparison of voting schemes in any given electoral
setting and the model was applied to the specific context of
Estonian internet voting.

As there were various problems with electronic voting
especially related to physical security, people began to look
for solutions to the problems that’s when blockchain came
into the field of e-voting, initially blockchain was used for
bitcoin. Ahmed Ben Ayed [8] in his work discusses how to
take the advantages of blockchain technology in the process
of e-voting to make it safe, secure, anonymous, etc.

Jen-Ho Hsiao et al. [9] in their work make use of smart
contracts in decentralized blockchain technology for e-voting
to engage all voters in evaluating and recording ballots. It
increases the trust of electorate and decreases the misuse of
election capital.

Jonathan Alexander et al. [10] in their study used NetVote
for user interface of the program, it uses decentralized
application. The dApp admin helps electoral administrators to
decide electoral policy, generate voting, register rules,
opening and closing of voting. Identification of voters is done
by other applications like biometric readers. To test and check
the results of election TallydApp is used. This NetVote
reinforce three kinds of elections: private election, open
election, Token holder elections.

There are many problems in current e-voting system which
acts as a hindrance in accomplishing the accurate results like:

Prone to hacking.

Inefficient auditing

Misinterpretation of voter intent.

Political biasness on behalf of the manufacturer.
Tempering of software programs.

Inefficiency in securing the casted votes.
Hardware malfunctions, etc.
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The main aim of this research is to develop an electronic
voting system based on blockchain technology that meets the
legislation’s longstanding challenge. This model can be
implemented at various levels including school, college,
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offices and even at national level voting. Because elections are
always challenged with fraudulent practices like infiltrating
machine, alter votes, organization of information campaigns
and more. All of these problems will be addressed by our
model.

3. Proposed System

The proposed system utilizes several tools namely ganache,
truffle framework, npm and metamask. Truffle imports the
smart contracts on the blockchain while as ganache operates
the internal blockchain and it will be accessed by using
metamask. With some Ether i.e. Ethereum’s cryptocurrency is
required by a user for an account with wallet address. To write
the transaction to blockchain, user needs to pay a certain
transaction fee which is called as gas. Once votes are cast the
process is completed by a number of nodes on the network
called as minners. These miners compete with each other to
complete the transaction. The miners who succeed in this
transaction is awarded ether paid by users to vote. Instead of
node we will be using ganache software for mining purpose.

Computer/ Laptop
Mobile

LI L]
]

Voter I

Voting Interface Encryption

Blockchain

Figure 3. Proposed E-Voting System Based on
Blockchain

Preliminaries:

Our proposed model can be implemented by using 64-bit
hardware/ machine, windows 7 onwards, NMP dependencies,
Truffle framework, Metamask, solidity toolkit and Ganache.

1. Dependency NPM(Node Package Manager)
2. Truffle framework

3.  Ganache

4. Metamask

S.

Coding language; solidity, HTML, JavaScript, CSS

NPM (Node Package Manager):

NPM is package manager that manages, installs, updates or
uninstalls the node.js packages in an application. It is a
command line based tool. It operates in two modes: local mode
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and global mode. In global mode all node.js application are
affected and in local mode only particular directory of an
application gets affected [11].

Truffle framework:

Truffle is a powerful tool to work with ethereum smart
contracts. It is used for compilation, deploying and linking of
smart contracts, provides testing platform for automated
contracts, manages networks and packages, etc. [12].

Ganache:

It was previously known as Testrpc and comes in both forms
command line and UI. A virtual blockchain establishes ten
standard Ethereum addreses with all and private key
preloading them with simulated hundred ether each. With
ganache there is no mining rather it automatically confirms
every transaction. It is convenient for operating systems like
windows, Linux and mac [13].

Metamask:

Metamask is an open source, user friendly tool having a
graphical user interface for doing transactions in ethereum.
Ethereal Dapps can run without having a complete ethereum
node running your system browser. Metamask is essentially a
bridge between browser and blockchain ethereum [12].

Solidity:

Solidity is a high-level language with JavaScript style syntax
for contracts. It is a method for generating EVM machine-
level code and converts it into simple instructions. It has four
value types namely: Boolean, Integer, Address and String but
has same operators as that of JavaScript [14].

Working:

The voter can log on to the voting website, then he has to log
in with the Chrome Extension of Metamask to connect with
the local blockchain. Once the user is connected, the page is
refreshed and the user can see the candidates and the current
votes. Below that is the option to select the candidate to vote,
the voter selects the candidate and click on vote, a metamask
pop-up comes up which tells the Ethereum transaction that has
to be made, once the user clicks on Vote, the vote is given to
the selected candidate provided that the voter hasn’t voted
before. If the user has already voted and attempts to vote
again, a failed transaction will occur and vote will not be
accounted.

A local blockchain is deployed using Ganache and
metamask is set up to connect with it. Truffle framework
allows to migrate the smart contracts created on solidity to the
local blockchain. When the user clicks to vote, metamask
allows to move Ether from one account to another. Every user
is given a unique ID that is Ethereum Address and a private
key and exact amount of Ether is distributed to all the voters’
accounts. Once the user votes, the Ether is transferred from
the voter’s account to the Candidate’s account, and all the
transactions goes through the blocks, all the transactions will
be visible to everyone once we launch the project. This will
give voters complete transparency and they can cross-check
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their votes. Once the user has voted, the address will not
contain the same amount of Ether, therefore if the user attempts
to vote again, the transaction won’t be completed and the vote
will not be accounted. Mining is performed by all the other
nodes but here, we have given Ganache the power to auto-mine
on behalf of other nodes. The flowchart below explains the
voter side of the process.

Voter comes on
Voting Page and
enter details into

Meta-Mask

Invalid Details alert
pops up

Authentication

User redirected to
another page

Show the current
votes of different
parties

User can choose
which party to vote
and click on vote

User choose to agree

to send transaction
through Ethereum

Figure 4. Flow model of the E-voting system based on
blockchain
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4. Implementations and Results

1. Setting up:
The first thing that we need to do is run local After setting up ganache there will be not any transaction as
blockchain by starting up Ganache. we have not done any transaction yet. As we can see from

the snapshot below there is no transaction.

ACCOUNTS
cmEnEOE  sasrmc casuar e I s s s g
0 2000 4721975 PETERSBURE HTTP:#127.0.0.1:7545 AUTDMINING
MNEMONIC KD PATH
giraffe pair panel visit proof eternal awful pear story bronze umbrella ripple m/4L' /501 /8" /3/acceunt_incex
ADDRESS BELANCE T COUNT INIEX o
@=38aF3720ECEDB25D650159719Ff33587F2B7C27c  180.80 ETH a a &f
ADRESS BALANCE TX COUNT INDEX 2
@x59AAde632960750T459476066b2E6e38b304ETDT 100.00 ETH a 4, 1
ADDRESS BALANCE T4 COUNT WD &
8x3abbFA4C19663d6Ca62D465BARZE2345BAELCACC  100.06 ETH a 2 &
ADDRESS BALANGE T COUNT INDEX o7
B=84Aef9d6b2a99c56A2cBd691507Ch9147c503774  100.80 ETH a 3 4
ADDRESS EALANCE TH GOUNT INDEX &
8=37a26D6A45FFL021C14BEEc]14ceB8F3685B807D4e8  100.00 ETH ] 4 4
ADHESS ELANGE TH COUNT INDEX 4
8x293958T126bEA4ET77CBEDI ce9e406E59629E65EF  100.00 ETH 8 5 &
ADDRESS DALANCE LK GouMT INDEX @5’
@xfBCDa4TBIP58F5280c4T4ESATB4CEER72De37564 180.00 ETH a G £
ADDRESS BALANCE TH COUNT INDE P

Figure 5. Screenshot of Setting up Ganache.

Figure 6. Snapshot of No Transaction.
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Now we use truffle framework to transfer the smart contract

to the blockchain by giving command on the command line. After migrating the smart contract, we start the project using
We have also used NPM directory by cmd. Following NPM directory by emd.

commands are being used for this purpose:

35610ec5ad42 c7ebea7fcf

n to chain.

I Select CAWINDOWS) cmd.exe o X

ti

01453548 ETH

Figure 7. Snapshot of Command Line for Truffle
Framework.
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B lite-server = o X

>npm run dev

Figure 8. Command Line of NPM Directory

2. User Interface:
User interface is through which users can interact with the Below secreen will be displayed when the electorate is
e-voting system. The picture bellow is how user will see the logging in through metamask
interface. The loading screen will continue to display loading
until the electorate login through metamask.

@ Heslua Resadl % | 4 — 0 =

G O localhost: + H ® @@ FE- e

Election

Loadirg...

Figure 9. Snapshot of Loading Screen.
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@ Election Resuls x EE o a b4
@ localhost3000 v @M O
- be voline -
Election - 2=
Loading...
Welcome Back!
Figure 10. Constituency Logging In Via Metamask.
After the user has logged in, main screen comes up with zero The private key is given in advance to the user that will look
vote, the user cannot vote until they import their account by like Figure 12.
entering private key.
@ Hlection Resuls x  + ~ & x
Q@ locahostz000 vt @M O ¢
Election e o ) @
= Impart nhect
& Name Votes
: ap : et oot oo e
maie abou: oriec sccounts here
: Concress o
Salect Candidats Select Type Frivate Key
3JP
Vote Paste your prvate key string hers

YOUr AGCount: OxG6as2edr” 10cd0799ca004 166016805812 e6717

Cancel Import

Figure 11. Main Screen
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@ Ganache

ACCOUNT INFORMATION

ACCOUNT ADDRESS
0x59AAde632960750f459476066b2E6e80b304ET0T

PRIVATE KEY
31aaca8f7053121eb096850b86023b6bT22c60f74f4df4e0beb78ffD518096a3

Do not use this private key on a public bleckchain; use it for development purposes enly!

Figure 12. Private Key.

The electorates choose candidate of their choice, the metamask

Voter imports their account by entering the private key pop-up gets open when clicked on vote to confirm the
above. transaction

@ Election Resulss x4 i a bd

* @ @

Election m (owm ) @

» C @ localhost3000

Create Impart Connect

Ed Name Votes
Importad acczusta will nol be assomated with yocr
2 EHE: o onginally craated MetaMask account sesdzh-ase. Leam
mote about imparted accounts here
2 Congress. 1}
Select Candidats Select Type Frivate Key ¥
3Jp

Paste your private key skring here:

Your Account: 0xG6as2edt 10cd 07990a001 166018068127 26717

Cancel Imgort

Figure 13. Snapshot of Importing Account.
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W hiutausic Notification = am
@ vl 0w O
. Aczpunt 2 - . 0%1261._6CSI
s Election
vore
8 Name Votes
CETARLS 1 BP 0
z Goncress
o
A FEE 40001923
Mo Conversion Rale Available Selent Candidats
. Tongress
o ~
oTAL . Q‘i]fm]qn'% Vote

rsion Raf

Your Accolnt: 0x5933066329607 50f 564T6C6602e68600301a707

Reject H .

Figure 14. Snapshot of Confirming Transaction.

3. Checking the Transactions:

The transaction list will be available publicly to provide the
user with convenience to tally their votes respectively. The
users can check their votes given by them by looking into the
transaction list. An entire transaction list will be like one given

in fig 16.

Once confirmation is done, the voter gets redirected to the
main page where only results are visible but now you can’t
vote. In the similar manner, others can also vote by
importing their account.

@ Election Resul:s x |+

C @ localhozt3000

Election

] Name Votes
1 BJP

2 Congress 1

Yaur Aseount: OxE9RA0CE 37IB07 S 5047 BUHEN 7 HRBCNA40TOT

Figure 15. Snapshot of Result on Main Page.
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(22) mocks () TRANSACTIONS

CURRSNT BLOCX
§

GAT LT HARTHORR NETWORE
6721675 PETERSBURG 5777

B AR
HTTR:)127.0.0,1:7545

VG STATUS
AUTOMINING

AT PRICS
20000000000
TK HASH

€x7ede74ba5e556be85eaa506715df570ccdba5f7a76550216f97a4Fd5d96ec?2a

FROM ADDRESS
BxFahhF&4T 1960 Ad6C A 26 S BARZ F2 4N EARACR

TK HASH
©x51€233791282d1859951e73635d1483387c26df395d54cab6931955deafodded

FROM ADDRESS
O¥EINAEE3 206575011591 76E66bIEGR80RINIETET

TO CONTRACT ADDRESS
O¥12615804

TXHASH
€x7dfc575990dbbbca8atd@b3b98e2f7e9410af16ad8ba%417e27c9c3008667341

FROM AUDRESS
34197 A0 BEPSDEANTRY  1HF 4358/ FR /LS /e

TU CONTRACT AUDRESS

TX HASH
6xc2634c8h0df14cofeadelflefa3bassnia2s1150dbasefca6ensfascaf257cha

FROM ADDRESS
0x13aF97 20ECELA2SDE501097 194 13587 F2BTC27 ¢

TR HASH
©xc3b9d01df7dbof4420d4d01cdafléObbadeases1fB4a2ccl562009846bb33725

FROM ADDRESS
©+33aF97 20ECEL325DE502158719ff33587FABTCITc

TO CONTRACT ADDRESS
@x511dfE566,

WORKSFAE
QUICKSTART

54" FE25Ta1188dDE e FBACTIS3EETFOCS

FO257a1108d0EI fONCIGBEEFFECET

Bx511dfhabbALKRAAL RS FUhFRBEE THIDED J /5detaYd

CREATEN CONTRAGT ADDRFSS

0126155544 ZF225721108dDE el f8AcIGEEETFECET

0434 b5TChfe6cFo81DBE275d% 8a9

AT UBED YALUE
65104 @

348 UISEY VALUE
B416H4 L}

GAS USED vaLuE
iy

YaLUT
L

348 USEY VALUE
LIHPS Ll

Figure 16. Snapshot of Transaction List.

4. Conclusion

The recent development in the area of voting system includes
Blockchain technology, which not only proved to be time and
cost efficient but is also safe and secure, hence is more
reliable and precise than the earlier approaches. In this paper
we have used blockchain based e- voting using smart
contract which includes a set of rules governing the
communication and decision on the contract between parties.
Various tools like Ganache, Truffle framework, NPM and
metamask were used for implementation purpose. As
blockchain technology is decentralized due to which
tempering and alteration in such system is quite attainable.
Our proposed system provides convenience to the voters by
allowing them to connect to the system having easy-to-use
user interface, through which they can cast their vote by
importing their account and can easily review their vote. It
creates a sense of trust among voters, that there vote is being
computed and kept in a safe custody.
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