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Abstract 

Information Technologies (hereinafter – the “IT”) without security functions (hereinafter – the “SF”) are the exception 
rather than the rule nowadays [1 – 4]. Components of IT without SF are not a big problem since they can be replaced by 
analogs, which SF have, or can be supplemented by the necessary "imposed" SF, or we can "import" the required SF from 
the adjacent components of IT, which are an integral part of the information processing system (hereinafter – the “IPS”). 
Speaking further of IT, we will assume that the modern IT components presented in the competitive market for energy 
facilities (hereinafter – the “EF”) already have a certain set of SF and are able to support IT-security tasks (hereinafter – 
the “IST”). 
Many scientists have done enough research on various safety issues at facilities and published their results [5 – 13]. These 
studies also concern the causes of various incidents at key facilities, especially energy ones, risk identification, and the 
analysis of the consequences for safety. 
Against this background, the problem of adequate IT-security assessment of the EF is particularly relevant [14 – 16]. 
Indeed, why should we spend the resources on the implementation of additional "superimposed" SF in IPS, if there is an 
opportunity to optimize costs by using existing and practically "spent" SF? In this case, a reasonable solution would be to 
assess the existing level of IT-security related to the architecture of IPS resulting from the composition of IT-components 
that have SF for key EF [17 – 21]. Based on the results of the evaluation, it is possible to make a decision on the 
implementation of new additional SF in IPS based on documented facts. 
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1. Problem-solving approaches

The problem in this IT-security subject area can be solved 
in the presence of the following types of expertize: 

(i) Individual expertize (IE) inherent to its carrier. This
is the well-known "mega light head". Advantages –
compliance with the principle of "it is".
Disadvantages – a search for a quality carrier is a

non-trivial task, and the aggregation of several 
carriers is often difficult. 

(ii) Template expertize (TE) recorded in the form of
documented requirements. These are all well-known
normative documents for EF of different levels (for
example, IEC 61508, 61511). Advantages – primary
sources are available. Disadvantages – a large
"division price", hence – a significant error.

(iii) Calculation expertize (CE), based on the composition
of measurement and calculation techniques. This is a
typical modern approach to engineering and
scientific problems. Advantages – accuracy due to
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the qualified choice of the measuring instrument. 
Disadvantages – a certain qualification is required to 
select the instrument and determine the correct 
measurement technique that gives reproducible 
results. 

A number of authors have noted only expert 
approaches (like IE), as various experts have been widely 
known and demanded for a long time. At the same time, 
there are very few examples of computational methods 
applications, i.e. those that provide numerical estimates 
(like CE). There are also few examples to ensure the 
safety of objects, complex technical systems, industrial 
facilities and key objects, because it is difficult to derive 
accurate mathematical formulas for them [5 – 13]. For 
key energy facilities, it is particularly important to provide 
a chain of evidence of a particular management decision 
and provide evidence of its effectiveness to ensure safety 
[10, 11]. 

The problems can be successfully solved by using one 
type of expertize, and any combination thereof. Question 
is in search of the optimal combination of types expertize, 
providing for a particular EF mutual compensation of 
shortcomings and strengthening of advantages. 
Graphically, the area of combinations of expertize can be 
represented as a triangle (see figure 1). 

From this follows that for IPS the point of combination 
of examinations "A" lies on the side of the triangle IE-TE. 
It is clear that such position of the point is not a "a limit to 
somebody’s ambitions", and resources for a more accurate 
assessment of IPS safety are available. To do this, it is 
necessary to shift the point of combination of expertize 
from the side of the IE-TE into the triangle in the 
direction of the CE vertex (point "B").  

Figure 1. Combinations of expertizes 

For filling the pole TE is recommended by well-known 
references [18, 19, 22 – 24]. Some comments should be 
defined about what ISO/IEC 15408 can be used not only 
for filling the "pole" of the TE, but also for filling the 
"pole" of the CE, due to a fairly small division and laid 
ISO/IEC 15408 opportunity almost any adaptation of the 
functional safety requirements and the requirements of the 
trust IT-security under the current need for specific 
solutions in the critical energy sector. 

To fill the "pole" CE is also used time–tested tool: 
know-well Data flow diagram (hereinafter – DFD). DFD 

is one of the main tools of structural analysis and design 
of IT-systems and functional analysis. Despite the shift of 
emphasis from a structural to an object-oriented approach 
in the analysis and design of critical IT-systems, structural 
notations are still widely and effectively used in both 
business analysis and IPS analysis.  

Based on known needs to provide the chain of 
evidence specific management decisions and evidence of 
their effectiveness for security for key energy facilities, 
you need to consider the particular factors which will help 
to solve this problem. 

2. The new hybrid method

The main idea of the new proposed hybrid
methodology for IT-security assessment is on the one 
hand shaping out a methodology, applicable to the IT-
security assessment for any IT, on the other hand, a 
possibility to easily adapt the methodology to the specific 
features of a particular IPS.  

None of the existing methods of IT-security assessment 
does allow to evaluate simultaneously and in the context 
of SF its components and in the context of management 
measures of the IST. The new proposed hybrid 
methodology for assessing IT-security based on ISO and 
ISO/IEC standards 15408, 27001, 27005 and DFD allows 
such assessment. Naturally, it implies the presence of 
experts with corresponding qualifications. It should be 
noted that the removal of at least one component from this 
methodology entails its complete disintegration. 

If it is necessary to evaluate the IPS operating in the 
mode close to the real–time mode (hereinafter – RTM), 
the hybrid method of IT-security assessment based on 
ISO and ISO/IEC standards 15408, 27001, 27005 and 
DFD can be supplemented by provisions from the theory 
of automated control, functional safety requirements (for 
example, IEC 61508 and IEC 61511). At the same time, it 
should be noted that elimination of duplication, 
redundancy and inconsistency of requirements when 
adapting the hybrid method of IT-security assessment to 
the specifics of a particular IPS provides significant 
resource savings at the stage of IPS assessment. As an 
example, let us briefly consider the hybrid methodology 
of IT-security assessment based on ISO and ISO/IEC 
standards 15408, 27001, 27005 and DFD, applied to one 
example of the object of assessment (hereinafter – OA) 
functioning in the RTM. Evaluation is a traditional way of 
building trust. 

It should be explained why in our opinion (as 
mentioned above) the new proposed hybrid methodology 
based on ISO and ISO/IEC standards 15408, 27001, 
27005 and DFD is minimum required methodology for 
assessing IT-security. It is not possible to remove the 
ISO/IEC 15408, as this standard is the "core" of the 
methodology and the source of functional safety 
requirements and safety credibility requirements. It is not 
possible to remove ISO/IEC 27005 because this standard 
applies to risk assessment. It is not possible to remove 
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DFD because this tool is used to model IPS and 
determine its structure. It is not possible to remove ISO/
IEC 27001 as this standard applies as the only 
"standard of requirements" when formulating 
requirements to management of IST. 

Taking advantage of the fact that ISO/IEC 15408 
"provides flexibility allowing the use of a variety of 
assessment methods in relation to a variety of security 
properties of a variety of it products", ISO/IEC 
15408 used to the extent, and in a format in which 
it was possible to avoid excessive complication of the 
procedure for assessing the security of such 
complex and multidimensional composition of the 
OA. It was taken into account that "users of this 
standard should exclude the possibility of misuse of 
this flexibility of the standard". That is why the 
hybrid IT-security assessment methodology does not 
provide for the development of a single IST, or a set 
of IST, as could be done if the ISO/IEC 15408 is 
followed literally and dogmatically. 

Therefore, the new hybrid methodology for 
assessing IT-security provides for the decomposition of 
IT, as OA, into two parts: "clean IT" and the 
boundaries of trust, defined as part of IT on the IPS 
model using DFD. It is the boundaries of trust (in the 
notation ISO/IEC 15408 – trusted boundary", TB) that 
are put in line, on the one hand, the functional 
requirements of safety and security requirements of 
ISO/IEC 15408, and the requirements for the 
management of IST based on ISO/IEC 27001, and on 
the other hand, the means of processing information 
in which the boundaries of trust are implemented. The 
new hybrid method of IT-security assessment for EF 
provides the following sequence of steps: • IT structuring;

• Structuring of physical space;
• Formation of the SOY model;
• Definition of security problems;
• Definition of safety objectives;
• Definition of security requirements;
• Brief specification of the object of assessment.

IT Structuring 
Perform structuring of the IT totality, ensuring 
automatization of business-processes of the complex 
objects, several fields (hereinafter – Realm, R).  
The structuring of physical space 
Running the structuring of physical space occupied by the 
assets of the organization, in several locations (hereinafter 
– Location, L).

3. The formation of the IPS model

Formation of IPS model, on the basis of which it is 
implemented, is based on DFD. The number of 
developing models of IPS was determined based on 
considerations of convenience, the sake of completeness 
IT based on the specific details to achieve the objectives 
of the evaluation. 

For one IPS, if necessary, more than one model can be 
formed. At the same time a few IPS are similar to each 
other and can be formed by one model. It is possible to 
form a single partial model for several partially similar to 
each other IPS and the formation of various partial models 
for parts of IPS that are not exactly similar to each other. 
An example of a IPS model of a real OA operating in 

RTM is shown in figure 2. 

Figure 2. An example of a IPS model of a real OA 
operating in RTM 

Here it is necessary to make a retreat and focus 
attention on the fact that threats are determined precisely 
through risks, as typically shown by the international 
practice [18, 19], for the real world objects, first of all – 
for fuel and energy facilities. In accordance with Annex C 
of requirements ISO/IEC standard 27005, a certain list of 
typical threats shall be taken into account.  

In accordance with Annex C of standard [19], 
applicable threats are ranked by defining a risk measure. 
The definition of the risk measure and the results of the 
ranking of the applicable threats are presented in table 1. 
The degree of probability and the magnitude of the effects 
are determined by the ranking scale in ascending order 
from 1 (minimum) to 5 (maximum). The above-
mentioned ST without specification of the type of threat 
source [19] (it can be personnel, natural phenomena or 
manifestations of technical disasters), carries main types 
of threats [22 – 24]. 

Table 1. Definition of risk measure and ranking of 
applicable threats 
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IT-Security 
Threats Severity Probability Risk Risk 

Treatment 
Fire 5 1 5 Need 
Major 
accident 5 1 5 Need 

Disclosure 2 1 2 No 
Criminal use 
of hardware 2 1 2 No 

Criminal use 
of the 
software 

2 1 2 
No 

Equipment 
failure 1 1 1 No 

Violation of 
information 
system 
maintenance 

2 1 2 

No 

Error while 
using 1 1 1 No 

Abuse of 
rights 1 2 2 No 

Denial of 
action 2 1 2 No 

Violation of 
staff 
performance 

2 1 2 
No 

Identify a security problem 
Identification of the IT-security problem for key EF 

implies a consistent identification of security threats 
(hereinafter – STr), security policy of the company and 
security assumptions for the operation environment. 

It is important to take into account that solutions to the 
safety issue of key energy facilities should consider the 
requirements of compliance with the recognized 
international standards in this area ([18, 20, 22 – 24]). 

IT-Security threats 
The threats that should be opposed to the OA are 

determined by the risk register (e.g. increasing 
importance). The register of risks for EF is either formed 
on the model of IPS, or it uses the already existing one in 
the company [18, 19]. In the practice of IT-security 
audits, as a rule, a good "starting point" is the result of 
audits, for example, compliance with the requirements of 
ISO/IEC standard 27001 [14 – 16]. It is important to take 
into account that for key energy facilities the solution of 
the security problem requires to consider vulnerabilities 
and threat analysis, as suggested in a number of works [3 
– 9]. Such requirements may be provided in compliance
with applicable international standards [18, 19].

Safety objective 
The security objectives are a concise and abstract 

statement of the intended solution to the issue outlined 
above. Security objectives have a triple role: 

• provide a high-level natural language description of
the issue;

• divide this decision into two parts (object of
evaluation and the environment of operation),

reflecting that different entities solve their part of the 
problem; 

• show that these parts of the solution form a complete
solution.

Based on the security objectives and justification of 
security objectives, it is concluded that in case all security 
objectives are achieved, the security problem stated above 
is solved, that is, all threats are met, all security policies 
of EF are implemented, as well as all security 
assumptions. 

Brief specification of the object of assessment 
Brief specification of OA contains information for the 

owner of OA about how a specific OA meets functional 
safety requirements, IT-security requirements [22 – 24] 
and the requirements for management of IST [18, 19]. 
The correlation between the IPS model and its 
corresponding real IPS is described in the natural 
language. Each DFD notation of the model is associated 
with the specific tool of IT processing, a communication 
channel, or method of TB implementing. 

4. Assessment results

The new proposed hybrid methods of IT-security
assessment for the EF result in documentary evidences of 
the countermeasures sufficiency and correctness that the 
OA owner receives. Sufficiency level of the 
countermeasures is determined in the measuring units – 
functional security requirements mapped to the TB. The 
correctness of countermeasures is determined in measured 
units – the requirements of confidence in the security and 
management requirements of the IST. Sufficient and 
correct countermeasures minimize the risks to the assets 
of a particular EF. Thus, trust is achieved through 
evaluation of IT-security assessment).  

This methodology provides reproducible and objective 
evidence of the OA assessment, which can be presented 
for verification to an independent group of properly 
qualified appraisers . The assessment report is a strong 
argument in favor of IT-security expressed in measurable 
values, based on the system [22 – 24], which allows to 
operate them for the benefit of any key EF. For key 
energy facilities the solution to the issue of security 
requires mandatory compliance audits. This process 
means that any facility must provide comparable and 
impartial security assessments. These assessments can 
only be obtained by independent groups of auditors that 
perform compliance assessments based on recognized 
standards and reliable data [14, 16]. 

Conclusion 

A characteristic feature of the presented new hybrid 
method is that it allows to conduct IT-security assessment 
on key energy facilities (like OA) of any scale, including 
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complex EF that work in RTM mode, when the 
appropriate level of detail is set. At the same time, the 
evaluation process must stay within the normative field of 
the relevant International standards, adequate to the 
current level of their development in the world (for 
example, ISO and ISO/IEC standards series 15408, 
27001). 
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