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Abstract

This paper evaluates outage probability (OP) of a cooperative underlay cognitive radio network in the presence of a
passive secondary eavesdropper under joint impacts of limited interference from a primary network and hardware
impairments. With intercept probability constraint required for the eavesdropper and interference constraint given by a
primary receiver, we derive closed-form expressions of transmit power for the secondary transmitters, including source

and relays, only relying on the knowledge of statistical channel state information (CSI). Then, a relay selection method is
used in the cooperative phase to enhance the OP performance of the considered protocol. For performance evaluation, we
derive an exact closed-form expression of OP over Rayleigh fading channel. Finally, we perform Monte Carlo simulations

to verify the derived formulas.
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1. Introduction

Recently, physical-layer security (PLS) [1]-[3] has
gained much attention of researchers as a potential
solution to protect the legitimate users without using
complex cryptographic methods. In principle, PLS
exploits physical-layer characteristics such as channel
state information (CSI), link distances to obtain security
for wireless communication systems. In [4]-[6],
cooperative relay selection methods were proposed to
improve secrecy performances in terms of average
secrecy capacity, secrecy outage probability, probability
of non-zero secrecy capacity. In [4]-[5], the relays are
selected in the cooperative phase to protect the destination
against the eavesdropper. In [6], the authors proposed a
joint beam-forming and relay selection method to obtain
PLS for dual-hop relaying networks. To further enhance
secrecy performance, cooperative jamming (CJ)
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techniques [7]-[9] can be used, where jammers are
employed to transmit artificial noises on the
eavesdropper. In [7], the authors proposed joint relay and
jammer selection methods, where the selected relay is
used to forward the source data to the destination, while
the chosen jammer generates interference on the
eavesdropper. The published work [8] evaluated secrecy
performance of cooperative cognitive networks with
various relay and jammer selection schemes in underlay
spectrum sharing approach. In [9], the authors proposed a
harvest-to-jam method, where the jammer harvests energy
from radio frequency signals for generating noises.
However, the implementation of the CJ methods is very
complex due to high synchronization between the nodes
[10]. Different with [4]-[9], the authors of [10]-[13]
evaluated performance of secure communication
protocols via intercept probability (IP) of the
eavesdropping links and outage probability (OP) of the
data links. As showed in [10]-[13], there exists a trade-off
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between security and reliability which can be improved
by using relay selection methods.

To obtain high secrecy performance, CSI estimation of
the eavesdropping channels has an important role. Indeed,
references [14]-[17] assumed that the eavesdroppers are
active nodes and hence, the legitimate
transmitters/receivers  can  perfectly obtain  the
eavesdropping CSIs to optimize the secrecy capacity.
However, when the eavesdroppers are passive, the
protocols proposed in [14]-[17] cannot be completely
applied. In [10], [18]-[19], the authors considered passive
eavesdropper schemes, in which the secure transmission
is enhanced by knowledge of statistical CSIs of the
eavesdropping links. Particularly, the reference [10]
proposed two power allocation strategies to reduce the IP
value below a desired threshold, while the best relay
selection using max-min strategy is used to enhance the
end-to-end OP. In [18], the authors proposed a joint relay
selection and power allocation method to enhance secrecy
performance of a cooperative relaying network in the
presence of untrusted relays and passive eavesdroppers.
The authors of [19] designed a CJ method for secrecy
enhancement in MIMO systems with multiple passive
eavesdroppers.

In this paper, we evaluate outage performance of a
secure cooperative cognitive radio protocol operating on
the underlay approach [8], [13], in terms of OP. In the
considered scheme, a secondary source communicates
with a secondary destination via the assistance of
secondary decode-and-forward (DF) relays, in presence of
a passive secondary eavesdropper. Assume that only
statistical CSIs of the interference and eavesdropping
links are available, we propose a simple power allocation
strategy for the secondary source and relays to satisfy
both the interference constraint and the IP constraint.
Then, we propose a relay selection method to enhance the
OP performance for the secondary networks under impact
of the co-channel interference from the primary network
and the hardware impairments [20]-[22]. For performance
evaluation, we derive exact closed-form expression of OP
over Rayleigh fading channel. Finally, we perform Monte
Carlo simulations to verify the theoretical results. The
results presented that the transmit power of the primary
transmitter, the number of relays and the position of the
relays significantly impact the outage probability.

The rest of this paper is organized as follows. The
system model of the proposed protocol is described in
Section 2. In Section 3, the exact closed-form expression
of OP is derived. The simulation results are shown in
Section 4. Finally, this paper is concluded in Section 5.

2. System Model

D EA
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....... » Eavesdropping Link
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Figure 1. System model of the proposed protocol.

In Fig. 1, the system model of the proposed protocol is
shown. In the primary network, a primary transmitter (PT)
transmits its data to a primary receiver (PR). In the
secondary network, a secondary source (S) attempts to
transmit the data to a secondary destination (D) with help
from M secondary relays denoted byR, , where
m=12,...M . Also in the secondary network, an
eavesdropper (E) tries to overhear the source data
transmitted by the source and the relays. Assume that all
the terminals are equipped with a single antenna and
operate in half-duplex mode.

Let dy, and y,, as the distance and channel gain of

the X->Y link, respectively, where
X,Y €{PT,PR,S,R,,D.E}. Assume that all of the

channels follow a block Rayleigh fading distribution
which remains coherently constant over the length of a
data cycle, hence the channel gain y,, follows an

m?2

exponential distribution whose cumulative distribution
function (CDF) and probability density function (PDFs)
are given, respectively as

F, (x)=1-exp(~Ay¥),
Sy (%)= Agy oxp(~Ayy ),

where Ay, =djy, and B is path-loss exponent [23]-

(1

[24]. Assume that the secondary relays are close together,
which form a cluster, and hence dyy =dyg,

dRWY =dyy or ﬂxm = Agr » ﬂRY =y forall m.

2.1. Operation of the proposed protocol

At the first time slot, the source (S) broadcasts its data
to the destination and all of the relays. Next, the relays
attempt to decode the source data from the received
signal. Let us denote Z, and Z, as the set of the relays
that decode the data correctly and incorrectly,
respectively. Without loss of generality, we can assume
that Z ={R,R,,...,R} and Z, ={R,, . R,,,...R,},
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where K is the number of the successful relays,
0<K <M. For example, if K =0, there is no relay
which can retransmit the source data to the destination. If
K >1, one of the successful relays is selected by the
following method:

R, 7%, p :k:rll}f?ik(7Rk,D)~ (2)

Equation (2) implies that the relay providing the
highest channel gain to the destination is chosen for the
cooperation. Indeed, the R, relay will re-encode, and
transmit the encoded data to the destination at the second
time slot. Finally, the destination attempts to decode the
source data from the signals received from the source and
the selected relay. It is also noted that if K =0, the
destination only uses the signal from the source for the
decoding process.

Furthermore, S and R, can employ the randomize-and-
forward (RF) technique [25]-[26] to confuse the
eavesdropper. Particularly, random code-books are
generated by S and R, to avoid E to combine the

received signals with maximal ratio combining (MRC).

2.2. Interference Constraint

The instantaneous signal-to-interference-plus-noise
ratios (SINRs) obtained at PR at the first and second time
slot of the secondary data transmission can be expressed,
respectively as

l//(l) _ ForVerpr
PTPR — )
Klzf)PT}/PT,PR +EYsm + o’
. ()
2 P17 PTPR
Verpr = 3

P 7
KpLprYVerpr 4R, VR, R TO

where x; is the total level of hardware impairments of
the PT —> PR link [20]-[22], R, F, [, are transmit

powers of PT, S and R,, respectively, and o’ is variance

of additive white Gaussian noise (AWGN).
Then, the channel capacities between PT and PR in the
first and the second time slot can be given, respectively as

1
Cl(an),PR = EIng (1 + V/IEIT),PR )v
1 @
2 2
Cl()T),PR = E 10g2 (1 + !//l(’T),PR )r
where the factor % indicates that the data transmission of

the secondary network is split into two orthogonal time
slots.

To protect quality of service (QoS) of the primary
network at any time slots, we have to focus on the

. ) o .
minimum value of Cpppp and Cpppp s e,

D EA

Cll;nTi}R =min (Cl(’lT),PR > Cl()?,PR )
(5)

1 .
= Elng |:1 +min (l//r(llT),PR »l/ll()zT),PR ):| :

Then, the outage probability of the primary network
can be formulated as
OP, =Pr(Cpiy <Cy)

= Pr|:min (‘//1(>1T),PR 9l/ll(jl'),PR ) < Pp :| (6)

= 1_Pr(‘//l()lT),PR 2 pPDl//l(jl'),PR 2 Pp )7

where C, is target rate of the primary network, and
pP:2’\(2CP)—1. (7
Combining (3)-(6), we can rewrite OP, under the

following form:

O.F, 0.0°
OP, :l_Pr[}/PT,PR 2;_575,1’11 +

PT R’T

6,P, 0.0°
a *’G] ®)

Verpr 2 “ Ve, bRt
B P b P

PT PT

=1- Pr[yPT,PR >max(Z,,Z, )]
where

9 pP Z — HPPS gPo-2

P spr T >
PT

B
B o, PR;, 6,0

) ©)

P_th,PR +P_

PT

=max(Z,Z,), its CDF can be

Z,

Denoting Z

max
formulated as

FZmax (z) = Pr(Zl < z)Pr(Z2 < z)

P o’
:Pr{ys’PR <6%Z_?j (10)

P°S S

P o’
x Pr <z —|
[7Rh,PR QPPR,, P J

Ry

We can observe from (10) that if z< o6, /P, , then
.. (Z) =0,andif z> 06, / B, we have
2
o P
FZ (Z): l_exp ASL exp _ﬂS,PR PT z
R —0PPS
(11)

A’R,PRO-2 ﬂ’R,PR})PT
x| l—exp exp| ————z ||
R R, 6.k R,
Therefore, ifz <6, / P, , then I (z) =0, and if

z>0°6, / B, we can obtain PDF of Z__ as
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_ )lS,PRPl’T /,iS,PRGZ )lS,PRPl’T
I, (z)— exp exp| — z
‘max QPPS

ﬂ'R,PR PPT { /IR,PR o’ j ( j'R,PR PPT j
+ exp P exp| — z

gPPR,, R,

2 2 (12)
[AS_L]P [zs an® ]

—€X
I

Xexp| — —ﬂS’PR +—ﬂq{’PR iz .
R@. R R, ep
Then, we can rewrite (8) as follows:
+o0

op, =1- | [I_Frm (z)]fzm (2)dz.  (13)

o'zﬁp
Por

Substituting (1) and (12) into (13), after some
manipulations, we obtain

/IS.PRPPT ( A’PT,PRQPGz ]
exp| —
Aprpr O B + Aspr For By
Axpr Bor [ Aprpr 9130'2 ]
Aot O i R, T Axpr Frr For

, (14)
ﬂS,PR ﬂ"R,PR [ A’PT,PRQPG ]
+ + exp| —R T |x
K R, By

OoP, =1-

P

PT
A’PT,PRQP +(AS,PR IR+ Z’R,PR /PR,, )PPT
Next, we propose a simple power allocation for the
secondary transmitters to satisfy the QoS of the primary
network, i.e., OP, <g,,, where &, is a pre-determined

OP value. Now, we observe that if the S-PR distance is
longer than the R, — PR distance, then £, should be higher

than £, , and vice versa. Hence, we have

P B
S =8 — g (15)
ﬂ'S,PR ﬂ’R,PR
Substituting (15) into (14), which yields
2p
OP, =1- , (16)
! (o +D) (2, +2)
where
(7 0,0°
0.’1 — ﬂ’PT,PR P ,ﬂ — exp[_ j’PT,PR P ] (17)
By Py
Solving OP, = &, , we can obtain
-3+£49-48
HnE—— > (18)

2a,
where 9=2-2u/(1-¢,), and 9> 49.
Because the transmit power £ and B, are not

negative, we have

2 EA

P <P {{—3+\/9—49]ﬂm]’

2a
1 . (19)
. -3+4/9-439
PR[) SPRh =|:[TJAR’PR:| >
1

where [x]+ =max (0,x).

2.3. IP Constraint

Similar to (4), the instantaneous channel capacity
obtained at the eavesdropper (E) at the first and second
time slot can be expressed, respectively as

1 P,
CS,E = Elogz (1 + S}/S‘E J,

Képs7s,E +FBrVere +o’ 20)

R, 7R,.E
K.P, +P +o’ |
elRr, 7R, E T Lp1/pPrE

where ] is the total level of hardware impairments of all

1
CR,,.E = Elog2 (l +

the eavesdropping links, i.e., S— E ,R, — E. Moreover,
when P, ? o, we can approximate (20) as

1 P.
Cyp ~~log, [1 P J
2 KeBVse + ForVere

(21)
1 B, 7,k
CR,,.E ~—log,| I+— ,
2 Kely,Vr, e + By Vere

Moreover, because the RF technique is employed by S
and R,, the intercept probability (IP) can be formulated,

similar to [10] as
P = Pr| max (Cy;., Gy ) 2 G |, (22)

where Cg is a target rate of the secondary network.
Substituting (21) into (22), we obtain (23) as

2

P,
IP zl—Pr[ L < Ps,
KEl)S}/S,E +PPT7PT,E

PRhth,E <p 23)
S
KéPR,) Tr,e T ForVere

PO P.6
zI_Pr(?/s,]s <%SE}/PT,E’7/R,7,E <%{)E}/PT,E]‘

where
ps =27(2C5)-1,0, =—5—. (24)
1- KEPs
It is noted from (23) that IP = 0 if 1—x;p, <0. Hence,
in the following, we only consider the case of
1- &} pg > 0. Now, setting Ypre = X, IP conditioned on x

is given as
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R,

N AS,ER’TQE A’R,EPPTHE
R exp| ————x |+exp —P—x (25)

R[J
—exp| — ﬁ+ﬁ P.6.x |
KR,

Then, IP can be approximated by
IP= jom IP(x)f, (x)dx
.
Aorg t A BonOp I B Ay + A Bl | B,
) Do
A +(Asp | B+ Ay | B, ) Pony

Similar to [10], IP must be below a designed value ¢,

IP(x) ~1-F, [—R’;HE ijyR ) [—P;GE x]
S

(26)

ie., IP<g,. Moreover, similar to (15), we propose a
simple power allocation strategy as

B, @)
Mg A
Substituting (27) into (26), we obtain (28) as
+3a
P ~ X (Zz 2) , (28)
()(2 +a, )(Zz +2a, )

where @, = B0, / Ay .

Using (28) to solve equation IP=¢, , we have

9-&, a, 3a,
= |——=-— 29
X 1/1_% 5 (29)

From (29), the transmit powers of the source and the
selected relay are constrained as

- 9-¢, a, 3a
P <P = /_IP_Z__Z ,
S S [ l—glp 2 2 JJ‘S,E
- f9—g a, 3a
p <p = |2 72 .
R, R, ( 1—45'", 2 2 Jﬂ'R,E

2.4. Transmit Power and OP Formulation

(30)

From (19) and (30), we can give an exact closed-form
expression of the transmit power for the source (S) and

the selected relay (R,) as
R =min(F,R"), B, =min(F; B ). (1)

Next, the instantaneous channel capacity of the
S—D, S—>R, and R, > D links can be expressed,

respectively as
1 P
Csp =—log,| 1+— /s ~. (32
2 KDPS?/S,D +PPT7PT,D to

2 EA

1 Ry,

Cop, ==log,| 1+ SR, -1, (33)
2 KDPs7s,Rm + PPT?’PT,RM +o
1 Ry

Cop ==log,| 1+ En " R D ~ |, 34
2 KDPRm 7r,,.D +BVorp +0

where ;) is the total level of hardware impairments of all

the data links. Then, we can formulate OP of the
considered protocol as follows:

OP; =Pr(K =0)Pr(Cy,, < C)

M
S Pr(K =P < o <) 3
2. Cu Pr( )15144&42442144%42442%

where Pr(K =k) is obtained by

Pr(K =k)=Pr(Cyy, 2 Cy,.n Gy, 2 G,
(36)
Con,, < CsrnCo, <Cs)-
In case that k£ =0, we have
Pr(K =0)=Pr(Cyp, < Cs.Csp, <CyoonCsp, <Cs)-(37)

3. Performance Analysis

In this section, we derive the exact closed-form
expression of OP;. At first, we attempt to calculate the

probabilityPr(K :k)in (35). By combining (33) and

(36), we can write
k

Pr(K =k)=HPr(7/s,R,,, 2 D Fpr R, +a)2)

m=1

” (38)
X H Pr(}/S,Rm <O Ypryg, + O, )
m=k+1
where

2 P 0’0
O, = Sz 0 =—10,,0, = = (39)

1505 K K

Furthermore, equation (38) can be expressed as

Pr(K =k)
= ﬁ[ J‘Ow(l_me (wx+ a)z)) . (x)dx} (40)
x lM—[ [J‘OWF«/S.RM (wx+o, )J‘A/Pmm (x) dx].

m=k+1
Substituting (1) into (40), after some manipulations, we
obtain (41) as

2'PTR
Pr(K:k):{—ﬂ? +’ls "

A’PTR
" |:1 ) /’LPT,R + ’A’S,Ra)l exp(_ﬂS’sz ):|

Then, when K =0, from (41), we have

exp (_;lS,R , )}
w (@D

EAI Endorsed Transactions on
Industrial Networks and Intelligent Systems
03 2019 - 06 2019 | Volume 6 | Issue 19| e4



P. T.D. Ngoc, T. T. Duy and H. V. Khuong

M

Pr(K=0)=|1- s exp(—Ap@, ) | - (42)

Apr T A @,
Similar to (38)-(41), we can calculate Pr(C;, < C) in
(35) exactly as
Pr(CS’D < CS) = Pr(yS’D <OYprpt a)z)
Ao
mexp (—ﬂs‘Da)z )
Finally, the probability I="Pr(Cs, <Cq,Cy , <Cy)
in (35) can be formulated as
I= Pr(}/s’D <OYprp + OV, p <Oprp T O ), (44)

where

. (43)

2
_PPTQ _O-QD
3 = D> @y =

—_— 45
B, B (45)
Setting yy;, = x, the probability I conditioned on x
can be given as
I(x)=F, (a)lx+a)2)><FyR’D(a)3x+a)4). (46)

7s.p
Since 7y, p = jgl,IQaf_(,k(;/Rf’D) , the CDF F, (ox+,)
can be given as

RpD

F (a)3x+a)4):Pr(;/Rb’D<a)3x+a)4)
47
:[l—exp(—iR,D (a)3x+a)4))]k.( :

Combining (1), (46) and (47), we have
I(x)= [1 - exp(—ﬂs‘Da)2 )exp (—ﬂS’Da)lx)J

(—1)1' c/ exp(—jﬂR’Da)A‘)exp(—jﬂR,DQ;}x)

X

M- 14

Il
=}

(1) €] exp(=j 2@, )exp (/A p®,x) (48)

J

-

Il
=}

(_1)j C/ exp[—(ﬂs,pwz + A @, )]

X exp [—(ls’Da)l + J A p @ )x]
From (48), the probability / can be calculated as

I= j(:oo]()c)fmD (x)
_ £ (_l)j CI{A’PT,D
/Z:(; Aorp + T A p®;
‘ (_l)j Clgﬂ?T,D
"L g
Xexp[_(ﬂs,nwz + A p@, )]

Finally, substituting (41), (42), (43) and (49) into (35),
we obtain an exact closed-form expression of OP;.

€Xp (‘jﬂm,n @, )
(49)

D EA

4. Simulation Results

In this section, we present Monte Carlo simulations to
verify the theoretical results. In a two-dimensional
network, we assume that the co-ordinates of the source,
the destination, the relays, the eavesdropper, the primary
transmitter, the primary receiver are (0,0), (1,0),
(x2,0), (xz,»:), (0.5,1.5) and(0.5,0.75) respectively.
In all of the simulations, we fix the path-loss exponent
(B) by 3, the variance of AWGN (02) by 1, the
required QoS of the primary network (&, ) by 0.05, and

the target rate of the primary network (C, ) by 1.

20

<

N
a

A
]
25

e

(dB)

—e—Pg (alp =01

Transmit Power

—¥—Pg (p= 0.2

)
—8— P (5p=0.1)| ]

)

)

—*—Pg(ep=02)|_|

15 20 P 25 B
pr (dB)

Figure 2. P, and P, as a function of P, (dB) when
xg =0.5, x;, =y, =0.5, x; =0.01, k7 =0.05, and
C, =0.25.
Figure 2 presents the transmit power of the secondary
transmitters including source and relays as a function of
P, in dB. As we can see, the transmit powers P, and F,

increases as increasing F,; . It is due to the fact that at high

transmit power F,;, the QoS of the primary network can

be still satisfied with high transmit power of the
secondary transmitters. It is also seen from Fig. 2 that the
source and the relays can use high transmit power with
higher value of &, .

In Fig. 3, we present the outage probability of the
primary network (OP,) and the intercept probability at

the eavesdropper (IP) as function of P, in dB. As shown
in Fig. 3, OP, and IP are below the values of &,, and ¢,

, respectively, which means that the proposed power
allocation not only guarantees the QoS of the primary
network but also reduces the intercept possibility of the
eavesdropper as expected. It is worth noting that the
simulation results (Sim) in Fig. 3 match very well with the
theoretical ones (Analysis), which verify our derivations.
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0.22
0.2
N —
0.18 e i
® OP,(Sim=,=0.1)
0.16 / B OP,(Sim,=02) ||
IP (Sim-¢_ = 0.1
o 014 v P(Simgp=01)
= *  IP(Sim-g,=02)
] )
n 0.12 OP, (Analysis) H
o IP (Analysis)
(@)

Figure 3. OP, and IP as a function of F,; (dB) when
xg =0.5, x, =y, =0.5, k7 =0.01, x; =0.05,and
C, =0.25.

® Sim(M=2) |_
B Sim (M=5)

¥ Sim (M=10)
Analysis -+

\\v\'\'_

0.2
15 20

25 30 35
P, (dB)

Figure 4. OP as a function of F,; (dB) when x, =0.5,
xp =y =05, xp =0.01, x =x; =0.05, C; =0.25,
and g, =0.25.

In Fig. 4, we present the outage probability of the
secondary network (OPy) as a function of F,; in dB with

different values of M . As seen from this figure, the
outage performance of the considered protocol is much
better with high number of relays. It is also observed that
the OP; values decrease with the increasing of F,,.
Again, the simulation results verify the theoretical ones.
Figure 5 shows OP of the secondary network (OP;) as

a function of «; with different positions of the relays. As

we can see, the outage performance is worse as the
hardware impairment level increases. In addition, we also

see that the value of x; also significantly impacts on the

D EA

outage performance. Indeed, the considered protocol
obtains the best and worst performance as x, =0.7 and

xz =0.3, respectively. Moreover, the gap between the
best and worst performance is very high.

0.7 T T
® Sim(x3=0.3)

oef| ® Sim (XR =0.5)

v Sim(xg=0.7) '/./"

Analysis

./«/’/“/./‘

0.4“/-

OP4

— v
0
0 0.2 04 o5 06 0.8 1
“p

Figure 5. OP, as a function of x;, when B, = 25(dB),
X, =y, =0.5, k7 =0, k2 =0.3, C; =0.25, M =15,and

£p =0.25.
1
H——ik—#—i
0.9
-
0.8 -
Y
0.7
0. e
2
o 0.5'\-
o '\t-\.\
0.4 o
03[ @ sim(yz=05)
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Figure 6 presents OP; as function of x, with different

positions of the eavesdropper. We can see that the
positions of the relays significantly impact on the value of

OPy . Furthermore, optimal values of x; at which the

system obtains the best performance exist. In this figure, it
can be seen that the positions of the eavesdropper also
affect on the outage performance. Indeed, when the node
E is near the secondary transmitters, the OP value is
higher, and vice versa.
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5. Conclusion

In this paper, we designed the simple and efficient
power allocation strategy for the secondary transmitters to
satisfy the primary QoS and to control the IP at the
eavesdropper. To overcome the limited transmit power
issue, and to mitigate the impact of the primary co-
channel interference and hardware imperfection, the best-
relay selection method was used to enhance the outage
performance for the secondary network. Moreover, the
performance of the considered protocol was evaluated via
both simulation and analysis. The obtained results
presented that the outage performance can be enhanced by
placing the relays at optimal positions, increasing the
number of relays, and equipping the legitimate nodes with
good transceiver hardware.
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