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Abstract. The application of 10T in Vehicular Ad-Hoc Networks (VANET) allows the
realization of intelligent transportation systems to ensure the comfort and safety of road
users. However, as an implication, attacks that can interfere with this aim certainly need
to be a significant concern. It is because the stakes are not only network security but also
the safety of the driver and its passengers. One of the attacks which had a substantial
impact on VANET was the Sybil attack. Sybil attackers illegally change into several
different identities to carry out malicious activities such as disrupting routing, causing
traffic jams, bottlenecks, and even accidents. Various security methods are introduced to
VANET to detect Sybil attacks, but there are still several issues that have not been
resolved. In this paper, we proposed the design of a defense mechanism against Sybil
attacks. This mechanism aims to be suitable for application on IoT networks that have
limited resources an also considering accuracy, privacy, safety, and real-world
implementations. The proposed design uses a hybrid scheme with a trust-based method.
Each node has an obfuscated identity to guarantee privacy. The trust center in the form of
a Road Side Unit (RSU) will give a reputation value to each identity that will be
evaluated periodically when in the range. Nodes form a fully distributed network when
there is no RSU. It will use a data-centric neighbor trust scheme where its neighbors will
assess each node based on the exchanging data. Each node reports on suspicious nodes to
the RSU for evaluation. This mechanism allows RSU to evaluate suspicious node, which
decides to isolate that Sybil node out of network.
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1 Introduction

Currently, the Vehicular Ad-Hoc Network (VANET) is an area of a research topic that is
being widely discussed. With the existence of VANET, intelligent vehicles can communicate
with each other (Vehicle to Vehicle / V2V communication) and with Roadside Infrastructure
(Vehicle to Infrastructure / V21 communication). These two communications enable the
realization of an intelligent transportation system to provide security, safety, and comfort to
road users.

Following its purpose, the safety and security of the VANET are mandatory, because the
stakes are not only the security system but also the driver and its passenger's lives. One of the
significant attacks on VANET is a Sybil attack. Sybil attack is defined as an intrusion where
malicious devices get or change into several different identities illegally, by forging or
impersonating legitimate nodes. The objective is to disrupt the proper functioning of
VANETSs. This type of attack disguises itself as legitimate devices, and it is done by the
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attacker camouflage its intrusion packet data is similar to regular data packets. Security
systems would find it difficult to distinguish between the two types of data packages. Prior
knowledge of Sybil's characteristics is needed to design a suitable defense mechanism.

Several defense mechanisms have been proposed to detect these Sybil attacks. In general,
we group them into defense mechanisms based on Cryptography, Location verification based,
Network Behavior-based, resource testing, and Trust-based. However, there are still several
issues that cannot be resolved related to the accuracy, privacy, safety, and implementation in
the real world. So this research was conducted to solve several problems related to Vanet that
are still an open problem, including as follows. Accuracy issue is that the defense mechanism
can detect Sybil at each phase, and it must be able to discover the large percentage of Sybil
nodes in any properties [1]. Privacy issue is that most vehicle users hope that their identity
information can be stored in VANET because they are afraid that their trip will leak with that
identity [2]. Safety issue is that VANET does not allow a decrease in reputation after a severe
traffic accident to prevent another attack, because damage to life and things in this attack
cannot be repaired [3]. Real-world implementation issue is that The installation of such
infrastructure nationally is challenging to achieve in the early stages of VANET. Even in the
medium term, there may still be many places that are not covered by RSU[4].

This research aims to design a defense mechanism that can accurately detect Sybil
attacks, and it is expected to discover all the properties of Sybil attacks and ensure all issues
that have been mentioned are covered. The rest of this paper is organized as follows. Section 2
discusses Sybil attack properties to be addressed in the defense mechanism. Section 3 presents
the classification of current defense mechanisms and its limitation. The proposed system and
its goals are discussed in Section 4. Finally, in Section 5, we present some concluding remarks
and future works.

2 Sybil Attack Defense Mechanism

Sybil attack is an intrusion with malicious devices trying to connect to legitimate
networks using some illegally obtained identity. Some of the effects of the Sybil attack on
several protocols are described in [5], including distributed storage, routing protocol, data
collection system, voting system, and fair allocation of resources mechanism. Especially in
Vanet, this attack has severely impacted, such as disrupting routing, causing traffic jams,
bottlenecks, and even causing accidents.

To avoid the Sybil attack effects, defense mechanisms that can detect Sybil attacks
accurately are needed. Mishra [1] classifies Sybil attacks based on nature and tasks carried out
during this attack into three phases, namely the compromise, deployment, and launch phases.
This property is significant to be considered in the design of defense mechanisms so that these
defense mechanisms can recognize behavior and predict the likelihood of the actions of Syhil
attackers appropriately.

Considering the characteristics of Sybil in defense mechanism design is vital to improving
detection accuracy. We have reviewed several defense mechanisms from Sybil attacks on
Wireless Ad-Hoc Networks. Table 1. showed the taxonomy of the detection mechanism of
Sybil attack in VANETS. In applying these defense mechanisms to VANET, in Table 2
mentioned several weaknesses to be considered. These deficiencies should be addressed to
enable defense mechanisms that can detect Sybil attacks accurately, thoroughly, and suitable
for VANET.



Table 1. Defense Mechanism Taxonomy

Method Reference
Cryptography Based [3], [6]-[14]
Location-Based [4], [15]-[35]
Node Behavior [36]-[42]
Resource Testing [43], [44]

Trust-Based

[45]-[50, 51]

Table 2. The weakness of each defense mechanism

Method Weakness

Cryptography ~ — Cryptographic Hardware and software dependencies.

Based — Low scalability when adding new points which can increase resource requirements
exponentially.

— High memory usage, computing, and communication overhead that is not suitable
for limited resource networks

— To ensure the network has secure keys and algorithms and high costs are needed
for key generation and key distribution.

— Detection time must be adjusted to the possibility of changes in network or node
location

— Compatibility issue with network types and routing protocols on loT.

Location — Some methods are not suitable for use on VANET networks because the accuracy
Verification of the estimated location decreases due to rapid changes in network topology and
Based node position changes.

— The accuracy of the method depends on the environment interference, multipath
fading, and shadowing caused inaccurate location estimation [52].

— This method is not enough if implemented as a single mechanism [4]. It will be
challenging to detect nodes that can manipulate signal strength or decrypt
conspiring nodes.

— With increasing node density, it is possible when two or more honest nodes that
have adjacent positions will be identified as Sybil nodes.

— Possible privacy violations where identity is needed to send position information so
that the route of movement of the node can be traced

Network — Only detect Sybil nodes according to the context expected by the detection method,
Behavior so that Sybil nodes with specialized knowledge can escape detection.

— It usually requires specialized hardware that has a large capacity to collect and

analyze data.
Resource — Exponential increase for each node addition.
Testing — Extensive power consumption due to the need to carry out testing at all times.

Trust-Based

Assuming a single channel, attackers who have more than one channel can
manipulate the results of resource testing.

Valid nodes that have resource problems due to DoS or conditions such as power
blackouts, overloaded processors, and others can be considered Sybil nodes.

This method cannot detect if the Sybil node dominates the number of nodes in the
process of determining the value of trust, so additional arrangements are needed to
overcome this.




4 Proposed Defense Mechanism

4.1 System Model

The defense mechanism proposed in this study can be seen in Figure 1. The proposed
design has adopted the concept of a hybrid scheme with a trust-based method. The phases of
this method are explained as follows. Each node has an obfuscated identity to guarantee
privacy with the ID-Based Privacy Preservation scheme. The trust center in the form of a
Road Side Unit (RSU) will give a reputation value to each identity that will be evaluated
periodically when in the range. Nodes form a fully distributed network when there is no RSU.
It will use a data-centric neighbor trust scheme where its neighbors will assess each node
based on the exchanging data. Each node reports on suspicious nodes to the RSU for
evaluation. RSU to evaluate suspicious node, that has been reported. Then decides to isolate
that Sybil node out of network.
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Fig. 1. System Model
4.2 Design Goal

The use of trust-based methods is used to allow the detection of individual nodes to
increase the level of detection accuracy for each Sybil property. With reputation calculation,
the RSU does not require detailed data related to identity, so together with an ID-based
privacy preservation scheme, privacy and accuracy can be guaranteed.

In safety consideration, a detection system is implemented on a data-centric basis so that
no nodes will be immediately ejected, for example, when there is misbehavior due to accidents
and emergencies. It can prevent other accidents that result in the loss of both life and other
material that cannot be repaired. By using a data-centric approach, trust is ensured on the
information itself rather than on the information source [53], if there is a suspicious node then
all nodes cooperatively provide a report to the RSU that will evaluate the suspicious node

Also, hybrid schemes are used, taking into account real-world implementation. So that
although not all regions are covered nationally by the RSU, each node can still detect Sybil
attacks with guaranteed privacy and safety.

For reputation calculations, each RSU will receive a report regarding a suspicious node
from all nodes in its vicinity. The reputation value calculation is done using a machine
learning-based reputation system by calculating the suspicious node report feedback received,



including assessing whether the report is honest, dishonest, fake, or even incorrect because of
a mistake. As an illustration, a comparison of defense mechanisms with previous research is

shown in Table 3.

Table 3. Comparison of proposed defense mechanism

Parameter Hamed, et al. Feng and Tang Yao, et al. [4] Proposed
[33] [3] Mechanism
Metode Location-Based Cryptographic Location- Trusted Based
based & Trust based: RSSI (centralize:
(event-based) Trust-based reputation/trust
value &
neighbor trust: data-
centric/event-based)
Operation Centralized Centralized Decentralized  Hybrid
Topology Vanet Vanet Vanet Vanet
Lightweight yes no yes yes
Specialized HW/Sw  RSU Trusted Authority ~ no need RSU
DMV RSU OBU
GPS / DSRC OBU
Crypto Sw/Hw
Overhead Communication: Communication: Communicati  Prediction~Commu
low high on: high nication: low
Computation: low  Computation: high ~ Computation: ~ Computation: high
Memory: high Memory: high low (on RSU)
(on RSV) Memory: high  Memory: low
Scalability Poor Poor Good Good
Mobility yes yes yes yes
Conspiracy Sybil no yes no yes
Fabrication/Stolen  both Forge only Forge only both
Random/ selective both both both both
Simultaneous/non-  non-simultaneous  non-simultaneous  both both

simultaneous

only

only

5 Conclusion

In this paper, we propose the defense mechanism to address the accuracy, privacy, safety,
and real-world implementation of issues in Sybil attack detection in VANET. The defense
mechanism is based on a hybrid scheme with a trust-based method. RSU provides central trust
by using a machine learning-based reputation system, and neighbor trust is run with a data-
centric approach using message exchange. As future work, we plan to implement the proposed
defense mechanism and to evaluate its detection accuracy and efficiency to detect the Syhil

attack.
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