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Abstract. The rapid evolution of deepfake technology, which uses artificial intelligence to 

fabricate realistic media content, presents a growing threat to cybersecurity and digital 

integrity. This paper examines the origin and development of deepfakes, analysing their 

impact through recent high-profile cases, including the manipulated video of Indian actress 

Rashmika Mandanna. The incident sparked national debate on privacy and digital consent. 

Alongside this, we explore how AI-generated content such as the viral “Studio Ghibli-

style” trends flooding social media, crafted using tools like ChatGPT and image 

generators, reflect a growing normalization of synthetic content. The research reviews 

current detection mechanisms ranging from forensic media analysis to advanced AI 

classifiers and evaluates the ethical, legal, and technological challenges posed by deepfake 

proliferation. We argue that although advancements in detection methods offer hope, the 

pace of deepfake sophistication demands continuous innovation, stronger legislation, and 

public awareness to safeguard against potential misuse. 

Keywords: Deep Fake, Artificial Intelligence, Cyber Security, AI-generated Media, Deep 

Learning, Misinformation. 

1 Introduction 

The advancement of Artificial Intelligence (AI) has led to significant developments across 

various sectors, including healthcare, finance, education, and entertainment. However, this 

technological progress has also given rise to concerning innovations such as deepfakes 

synthetically generated media designed to appear convincingly authentic. Deepfakes leverage 

advanced AI techniques, particularly deep learning and Generative Adversarial Networks 

(GANs), to superimpose or alter visuals and audio in a way that mimics real individuals with 

astonishing accuracy [1]. 

While originally conceptualized for creative and entertainment purposes, deepfakes are 

increasingly being weaponized for malicious activities. They have been used to manipulate 

public opinion, defame individuals, impersonate public figures, and execute sophisticated 

cybercrimes such as identity theft and financial fraud [5]; [6]. What makes deepfakes especially 

dangerous is their accessibility many deepfake tools are freely available online, allowing even 

amateur users to generate convincingly realistic forgeries [6]. 
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This paper aims to critically assess the evolution, threats, detection strategies, and ethical 

dilemmas posed by deepfake technology. Using real-world cases such as the Rashmika 

Mandanna incident and viral trends like AI-generated Studio Ghibli-style videos, this study 

explores how synthetic media is reshaping digital communication and cybersecurity dynamics. 

Technical approaches were analysed to deepfake detection, review academic literature, and 

offer policy and technical recommendations for mitigating risks in an increasingly AI-driven 

digital ecosystem. 

 

Fig. 1. Growth of Deep-Fake Content online. [10]; [11] 

2 Evolution and Mechanics of Deepfakes 

The term "deepfake" is derived from "deep learning" and "fake," signifying media content 

generated or manipulated using deep neural networks. At the heart of most deepfake systems 

lies a type of machine learning algorithm called a Generative Adversarial Network (GAN). A 

GAN comprises two neural networks: a generator that creates fake media and a discriminator 

that evaluates the authenticity of the content [1]. The generator iteratively improves its output 

by learning from feedback provided by the discriminator, resulting in highly convincing fake 

images, videos, or audio clips. 

Initially, deepfake technology gained traction in hobbyist and academic circles, with early 

examples seen in AI-powered face swaps or lip-sync experiments. Over time, the technology 

became more accessible and accurate due to the rise of open-source libraries such as 

DeepFaceLab and FaceSwap, leading to its adoption in areas ranging from meme culture to 

professional video production [6]; [7]. 

Unfortunately, this accessibility also paved the way for exploitation. The viral spread of 

deepfake videos on platforms such as TikTok, Instagram, and X (formerly Twitter) reveals how 

easily misinformation can be disseminated.  
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For instance, a malicious actor could create a fabricated video of a political leader making 

controversial statements, potentially influencing elections or inciting social unrest. The rapid 

improvement in voice cloning further complicates the issue, making it possible to impersonate 

individuals not just visually, but vocally. 

3 Recent Incidents and Case Studies 

One of the most high-profile recent examples of deepfake misuse involves Indian actress 

Rashmika Mandanna [8]. In late 2023, a deepfake video surfaced on social media that appeared 

to show the actress engaging in inappropriate behavior. The video was later proven to be an 

altered version of a fashion influencer’s content, with Rashmika’s face seamlessly 

superimposed. The incident drew national attention, sparked public outrage, and triggered a 

broader debate on digital consent, emotional harm, and the inadequacy of current cyber laws. 

Another widely discussed trend is the viral wave of “Studio Ghibli-style” AI-generated art 

circulating on social media [9]. Tools like MidJourney and DALL·E were used alongside 

ChatGPT prompts to generate stunning illustrations of ordinary people, pets, or fantasy 

landscapes mimicking the visual style of the Japanese animation studio. Although these 

artworks may appear harmless or entertaining, they demonstrate how generative AI blurs the 

line between reality and fiction, fostering a culture where synthetic media is increasingly 

normalized. 

Such cases not only highlight the creative potential of AI but also underscore the ethical and 

legal gaps that arise when synthetic media is misused [5]. Without proper labelling, regulation, 

and detection mechanisms, even benign trends can contribute to a larger ecosystem where 

deepfakes become indistinguishable from reality. 

4 Detection Techniques 

As deep-fake technology becomes more sophisticated, its detection has emerged as a critical 

area of focus within cybersecurity research. Multiple detection strategies have been developed, 

each with distinct advantages, limitations, and use cases: 

AI-Based Detection 

Artificial Intelligence remains the frontline defense against deepfakes. Convolutional Neural 

Networks (CNNs) and Recurrent Neural Networks (RNNs) are commonly employed to identify 

irregularities in facial movements, inconsistencies in eye blinking, mismatched lip-syncing, and 

other unnatural visual artifacts [2]; [4]. 

One widely used approach is leveraging spatio-temporal convolutional networks, which analyze 

both the spatial (image) and temporal (motion) elements of a video. These models can detect 

frame-by-frame inconsistencies which are typically missed by human viewers. For example, 

deep-fake generators often fail to accurately reproduce the physiological details of human eyes 

blinking or the way shadows fall on a face during speech [3]. 



 

 

 

 

In 2021, Microsoft launched a deep-fake detection tool called Video Authenticator, which 

analyzes still photos and videos to provide a confidence score indicating the likelihood of 

manipulation. 

Despite their effectiveness, AI models are in a constant arms race with generative models like 

StyleGAN, DeepFaceLab, and others, which continue to evolve and bypass existing detection 

techniques [1]; [4]. 

Manual and digital Forensics 

Digital media forensics remains a valuable supplement to AI-driven methods. Experts inspect 

metadata, image compression artifacts, color tonality, and other forensic clues to detect 

anomalies. 

For instance, manipulation often introduces compression artifacts unusual pixel-level noise, 

mismatched lighting, and inconsistent shadows. These can sometimes be manually detected 

through magnified frame analysis. Metadata analysis, such as camera model details and editing 

software traces, can also reveal evidence of tampering. 

However, this method is labor-intensive and does not scale well for widespread social media 

monitoring. 

Blockchain-Based Watermarking 

Emerging solutions are beginning to explore blockchain technology and digital watermarking. 

By embedding invisible identifiers or hashes at the time of video or image creation, platforms 

can later verify content authenticity against the original blockchain record. 

The Content Authenticity Initiative (CAI), led by Adobe, Twitter, and The New York Times, is 

developing open-source tools to verify the origin and modification history of digital content. 

Although promising, these solutions require universal adoption by device manufacturers, 

content creators, and platforms to be effective on a global scale. 

Policy and Platform-Based Interventions 

Social media and tech platforms have started to implement algorithmic filtering, flagging 

systems, and human-in-the-loop moderation. YouTube and Meta have developed AI moderation 

tools that automatically flag and downrank suspected deepfakes. 

However, these mechanisms often struggle with balancing freedom of expression against 

misuse, leading to debates about censorship, algorithmic bias, and false positives. 

  



 

 

 

 

Table 1. Comparison of Major Deepfake Detection Approaches. 

Detection Method 
Accurac

y 

Scalabilit

y 

Human 

Interventio

n 

Notable 

Tools 

AI-Based (CNN, RNN) High High Low 

Deepware, 

Video 

Authenticato

r 

Manual Forensics Medium Low High 
Forensic 

Toolkit 

Blockchain/Watermarkin

g 
High Medium Low 

CAI, TruePic 

Platform Policy  Variable High Medium 
YouTube AI, 

Meta Filters 

5 Ethical and Legal Implications 

Deepfakes not only pose technological challenges but also deeply ethical ones. Consent, 

identity, trust, and accountability are at stake. In the absence of clear global legislation, most 

legal responses remain reactive. While countries like the US and India are beginning to discuss 

regulatory frameworks, enforcement is complex due to jurisdictional boundaries in cyberspace. 

Ethically, the use of deepfakes even in entertainment raises concerns. Satirical or artistic content 

might seem harmless, but it risks normalizing manipulation and desensitizing the public. It also 

raises philosophical questions about the authenticity of experiences and the potential erosion of 

trust in visual evidence [6]; [9]. 

6 Literature Review 

The literature surrounding deepfake technology spans multiple domains—from computer vision 

and artificial intelligence to ethics, law, and cybersecurity. The earliest academic discussions on 

synthetic media were centred around Generative Adversarial Networks (GANs), introduced by 

Goodfellow et al. in 2014 [1], which form the foundational framework for deepfake creation. 

These networks pit two models: a generator and a discriminator against each other to produce 

increasingly realistic synthetic content. Over the years, variants such as CycleGAN, StyleGAN, 

and DeepFaceLab have further enhanced the realism of generated videos and images. 

  



 

 

 

 

Recent works by Afchar et al. [2] introduced MesoNet, a compact convolutional neural network 

(CNN) architecture tailored for detecting deepfakes by analysing mesoscopic properties in 

videos. Meanwhile, Li et al. [3] proposed techniques focused on detecting inconsistencies in eye 

blinking an anomaly common in early-generation deepfakes due to lack of training data on eye 

movements. More sophisticated detection methods like DeepFake Detection Challenge (DFDC) 

by Facebook and the open-sourced FaceForensics++ dataset [4] have spurred the development 

of more robust benchmarks [7]. 

Ethical discourse also continues to evolve, with scholars like Chesney and Citron [5] arguing 

for the incorporation of stronger legislative frameworks and liability mechanisms. The literature 

increasingly highlights a gap between technological advancement and policy enforcement, 

signalling the need for a more interdisciplinary approach to tackle the growing threat. 

7 Recommendations and Future Work 

Given the evolving complexity of deepfake generation tools, the following recommendations 

are proposed to address technological, legal, and societal dimensions: 

Adopt Multi-Layered Detection Systems: A combination of AI-driven models, metadata 

analysis, and blockchain watermarking can improve detection accuracy. A layered defence 

mechanism ensures redundancy and broader coverage. 

Promote Digital Media Literacy: Public awareness campaigns, especially targeted toward 

social media users, can foster scepticism toward viral content and reduce the spread of 

disinformation. 

Mandate Platform Responsibility: Social media companies must be held accountable through 

regulations mandating real-time content scanning, user flagging systems, and algorithmic 

transparency. 

Invest in Open-Source Detection Tools: Governments and institutions should fund open-

source initiatives to democratize access to detection frameworks and training datasets for 

smaller platforms and developers. 

Enact Comprehensive Legislation: Laws should criminalize malicious use of synthetic media, 

including impersonation, identity theft, and non-consensual deepfake creation, while protecting 

freedom of expression and artistic creativity. 

Additionally, academic institutions, tech companies, and policymakers must collaborate to 

ensure the responsible development and deployment of AI tools.  



 

 

 

 

8 Conclusion 

The rapid growth of deepfake technology poses a pressing cybersecurity and societal threat. 

From high-profile misinformation campaigns to psychological damage inflicted on individuals 

especially women and public figures deepfakes are no longer a hypothetical danger but a 

present-day reality. The Rashmika Mandanna case illustrates the personal toll such media 

manipulation can take, while the Ghibli-style AI art trend demonstrates the dual-edged nature 

of generative AI both fascinating and dangerous. 

Detection techniques have evolved but are still in a race against increasingly sophisticated 

generation methods. While AI-based models, manual forensic strategies, and watermarking 

offer temporary respite, these solutions are only as effective as the pace of their adaptation. 

Regulatory frameworks lag significantly behind technological progress, creating a vacuum 

where malicious actors thrive. 

As this study concludes, the need for a collaborative, cross-disciplinary approach is paramount. 

Technologists, policymakers, educators, and platform providers must align their efforts to curb 

the malicious use of synthetic media and protect the integrity of digital communication in the 

age of artificial intelligence. 
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