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Abstract. This research proposes a smart predictive maintenance system that connects the
car's OBD II unit with artificial intelligence to allow drivers to prevent mechanical failures
from happening. The system pulls real-time sensor data from the vehicle, processes it with
machine learning, and sends good maintenance alerts in real-time through a simple mobile
application built using Flutter. Cloud storage using Firebase allows real-time observation
and trend analysis of engine performance and fault codes. Tests indicate that the Al model
can effectively detect problems early, and this cuts down on surprise breakdowns and saves
repair bills. The methodology is practical and cost-effective, providing daily drivers with
a simple method to monitor their vehicle's health. Future enhancements will be through
better Al models, support for electric vehicles, and voice assistance so that the experience
is even more intuitive and interactive.
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1 Introduction

Vehicle maintenance is critical to safety and long-term performance. Most drivers only react to
problems after they occur. However, with the availability of On-Board Diagnostics 11 (OBD II),
modern vehicles can provide useful data in real time. Unfortunately, this data is often unused
by drivers everyday.

This research focuses on using OBD II to create a predictive maintenance system that warns
users of problems before they become severe. Through an Al-powered mobile app, drivers
receive alerts about speed, temperature, battery issues, and more. This solution is targeted at
helping everyday drivers maintain their cars easily and affordably. The increasing demand for
smart transportation solutions and connected cars makes this type of research highly relevant in
today’s digital automotive landscape.
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2 Problem Statement and Proposed System

2.1 Problem in Existing System

Most existing car maintenance systems are reactive. Drivers rely on warning lights or manual
inspections. Often, this results in last-minute repairs, unexpected breakdowns, and high costs.
These systems lack prediction, real-time feedback, and user-friendly access to diagnostics.
Furthermore, non-technical users may find it difficult to interpret dashboard warning lights,
leading to delays in addressing issues. These problems become more severe in regions with
limited access to professional workshops.

2.2 Proposed Research Solution

This research proposes an OBD II-based predictive maintenance system connected to a cloud
platform. The system reads real-time data from the car, analyzes it using machine learning, and
notifies the user via a mobile app. The app includes clear displays, historical logs, and a feedback
option. Technologies like Flutter, Firebase, and Python were used to keep the solution simple
and scalable. The mobile app interface is designed to be intuitive so that anyone, even with
minimal technical background, can use the system effectively and make informed decisions
about vehicle maintenance.

3 Literature Review

Predictive maintenance using machine-learning models such as neural networks and decision
trees reduces repair costs and prevents system failures [1]. Early intervention enabled by
predictive maintenance can decrease unplanned vehicle downtime by about 50 percent [2].
Effective user-experience design in maintenance applications enhances user engagement and
adoption [3]. Integrating OBD-II data with artificial intelligence significantly improves fault-
detection accuracy [4].

These studies support the development of a smart, user-friendly predictive maintenance system
as proposed. They also reflect the trend of combining hardware sensors with cloud-based
software and Al analytics to build intelligent transportation ecosystems. The insights drawn
from these works laid the foundation for choosing technologies and designing the system
architecture for this research.

4 Methodology
The research followed an Agile methodology to allow iterative development and testing. The
steps included, shown in Figure 1 [5]:

1. Requirement gathering (user needs, vehicle issues)

2. System design (hardware and software integration)

3. Development of mobile interface using Flutter



Firebase setup for cloud storage and user authentication
Al module creation using Python for data analysis

Testing with sample OBD II data
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Fig. 1. Agile Methodology [5]

Each phase was tested for usability and functionality before moving to the next. The iterative
process allowed adjustments based on continuous user feedback. This flexible approach ensured
that the final outcome was both functional and aligned with real-world user expectations. Agile
helped manage time efficiently and allowed the researcher to focus on features that add the most
value to end users.

5 Data Collection and Analysis

OBD II devices were used to gather vehicle data such as:

1. Engine speed (RPM)

2. Coolant temperature

3. Battery voltage

4. Speed and sensor signals
5. throttle position



The collected data was uploaded to Firebase. Python-based scripts processed the data using
anomaly detection methods. Alerts were generated if values exceeded thresholds or showed
unusual patterns. Data was also visualized in the app through live graphs and tables.

This step helped users understand vehicle behavior over time and catch recurring issues. The
collected dataset, although limited in size, proved effective for simulating real-time conditions
and building reliable machine learning models.

6 Security and Privacy Considerations
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Fig. 2. Proposed Systsem Security Architecture

Since the suggested system transmits real-time vehicle sensors information (via Bluetooth) to
an application on a mobile device and then store it on a Firebase cloud system, the aspect of
security and privacy is a critical issue that needs to be discussed. Any linked automotive system
collecting, transmitting, and storing data is predisposed to risks of both malicious interception
of unauthorized data and identity impersonation and cloud-based data breaches.

There is a prime attack surface, the Bluetooth communication channel, between the OBD 11
dongle and the mobile application. Connections that use Bluetooth in the automotive context
are also susceptible to man-in-the-middle attacks, BlueSnarfing, and impersonation attacks [6].
To mitigate these threats, it is necessary to apply Bluetooth Secure Simple Pairing (SSP) with
Security Mode 4, which provides encrypted key exchange and also mutual device authentication
before transmission of any data. The mobile app must be able to authenticate paired devices
identities every time a connection is made to avoid rogue devices injecting fake sensor data.



In addition to the wireless connection, the OBD II port of the vehicle is the vulnerability that is
well documented. It has been established in prior studies that the unauthorized physical or
wireless access to the OBD II port may enable attackers to read the ECU memory, modify any
vehicle programs and even take control of systems that are crucial to the safety of the vehicle
[7]. Even though the proposed system is read- only since it is designed in its current form, there
should be stringent access control at the application layer, whereby unauthorized commands
cannot be passed to the vehicle in future implementations.

Firebase has in-built security measures on the cloud such as security rules that can be configured
and encryption of transport layer encryption. Nevertheless, cloud-integrated IoT and threat-
related decisions include data exfiltration, replay attacks, and unauthorized access because of
inaccurately configured access rules [8]. The app should apply user-specific rules of Firebase
security such that sensor data are only available to authenticated users and the communications
between the mobile app and Firebase are only done over HTTPS with TLS. It has been proven
that IoT-to-cloud architectures, where access control is not strictly followed, are highly
vulnerable to these threats [9].

The privacy of the users is also significant. Vehicle sensor information such as speed, location-
based patterns and driving behavior in most jurisdictions is a personally identifiable
information. Saving this data in an unanonymized or user consent underdeveloped manner can
contravene the data protection laws. The connected vehicle systems should have transparent
disclosure of data collections and should grant the possibilities of deleting the stored data to the
users [10]. The proposed system should be further enhanced in future to apply data minimization
principles, i.e. only the data that is absolutely required to perform maintenance diagnostics must
be stored and long-term trend data must be anonymized prior to their retention.

By polishing these issues, the system will be more acceptable and can be spread further in order
to make sure the advantages of predictive maintenance are not overshadowed by the risks of
being exposed to cyber attacks or the invasion of user privacy.

7 Results and Conclusion
The final system was successfully tested with sample OBD II data and displayed the following
outcomes:

- Users could connect their car via Bluetooth and view live sensor readings.

- The app gave alerts when sensor readings exceeded normal limits.

- History and feedback pages helped users track issues over time.

- The interface was simple and suitable for non-technical users.

This research proves that predictive maintenance using OBD II is possible, affordable, and
practical for everyday drivers. It improves road safety, reduces repair costs, and enhances user
control over vehicle health. The mobile app created for this research provides a useful tool for
any driver who wants to stay informed about their car’s condition. Future work can expand to
more sensors, multilingual support, and automatic booking with service centers. Additional real-



world testing with live data from various vehicle types is also recommended to validate the
robustness and scalability of the system.
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