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Abstract. Drawing from cue utilization and signaling theory, this study aims to examine
the effect of trust seals, information disclosure, gender, and its interactions on customers’
trust and willingness to disclose personal information in the context of small B2C E-
commerce website. A full factorial 2X2 between-subject experimental design was
conducted and there were 280 participants participated in this study. Our findings suggest
that: 1). The presence of trust seals in the small B2C e-commerce website has a strong
positive impact on trust and willingness to disclose. 2). The presence of trust seals is only
useful when online retailer requesting a high degree of information disclosure. 3). Under
conditions of a high degree of information disclosure, the effect of trust seals on
willingness to disclose is more significant in male than in female. 4). There is a positive
relationship between trust and willingness to disclose.
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1 Introduction

Over the past few years, the use of e-commerce has created an environment in which
individual behaviors are altered. The current e-commerce technologies have aggravated the
traditional perceptions of trust [1] as we know it since the customers’ data collection and
processing capacities have dramatically increased. These challenges are more prominent for
small online retailers such as small medium enterprises (SMEs) wishing to go online and take
their business to the Internet [2]. Moreover, it is shown that there is a growing trend that many
SMEs have been shifting their traditional businesses into online, for instance by developing
their own B2C e-commerce websites [3]. These small online retailers who have their own B2C
e-commerce website may experience serious difficulties in gaining customers’ trust as well as
requesting customers’ personal information. A common and widely known approach to
cultivate trust is through the use of trust seals [4], [5], such as those provided by the more
popular ones like TRUSTe and VeriSign. However, studies have consistently shown that there
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is still some confusion as to its impacts on transaction outcomes [6] and on behavioral issues
such as information disclosure [4], [7], [8]. To date, there has been a plethora of prior studies
examining the effect of web assurance seals on customers’ related behaviors [9]-[12].
However, to the best of our knowledge, still little is known as to the effects of trust seals,
information disclosure, gender, and its interactions on customers’ trust and willingness to
disclose personal information in the context of small B2C e-commerce website.

This study therefore tries to fill the research gap by answering the following research
question “what are the effects of trust seals, information disclosure, and gender on customers’
trust and willingness to disclose personal information in the context of small B2C e-commerce
e-website”. Thus, the main objective of this study is to empirically examine the effects of the
three independent variables on the two dependent variables aforementioned. To better explain
the link between independent variables and dependent variables, cue utilization theory and
signaling theory are used. This study consequently contributes to the applicability of cue
utilization and signaling theory in e-commerce context. Besides, this study also contributes to
the extant e-commerce literature by providing some new insights with regard to the effect of
trust seals, information disclosure, gender, and its interactions on customers’ trust and
willingness to disclose personal information in the context of small B2C e-commerce website.
The findings of this study can shed light on the small online retailers (SMEs) who have just
designed their B2C e-commerce website, and started their online businesses.

2 Literature review

2.1 Theoretical foundation and research framework

Cue utilization theory and signaling theory will be used as the theoretical foundation of
this study. Cue utilization posits that an individual’s process of evaluating a particular
observation can be drawn from two sets of cues, intrinsic and extrinsic cues. But in the
absence of intrinsic cues, extrinsic cues take over [13]. This situation can occur wherein
customers have no prior experience (no intrinsic cues) dealing with a particular online retailer
[4] such as small online retailers (SMEs). Therefore, when customers encounter a new online
retailer, they are forced to draw from extrinsic cues (in this case the trust seals and information
disclosure), and based on those cues they will make their evaluations [14]. Meanwhile,
signaling theory posits that when in uncertain situations or there is information asymmetry,
consumers attend to particular kinds of information cues that can help them to make a decision
[15]. Meanwhile, signaling theory can explain how effective the infrastructure is in providing
cues [2]. In the context of online environments, customer may draw upon the content and
network information available in the website to make decisions [16]. Drawing from cue
utilization and signaling theory, we propose our research framework as seen in Figure 1. There
are five variables included in this framework, namely trust seals, information disclosure,
gender, trust, and willingness to disclose personal information.
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Fig. 1.Research framework.
2.2 Trust and willingness to disclose personal information

In any instance of online activity, trust will always be a central consideration. Trust is
considered to be a very valuable business asset [17] especially in online environments where
not all the parties involved necessarily know each other. For most cases, the burden of proving
trustworthiness falls upon the retailer, especially if that retailer is a relatively new one, with no
prior interactions with consumers to base trust on [6], [18], and hence, no reputation and
feedback as of yet. Consumers prefer exchanges that are explicitly built on trust to encourage
willingness to provide information [19], [20]. This further implies that if customers trust the
company, they will provide complete and truthful personal information [21]. This is most
especially true for new and small companies and products with little or no prior public
exposure [4].

2.3 Trust seals, information disclosure, and gender

Seals of approval, or more commonly known as trust seals, are a common alternative to
convey these signals and cues of a website’s trustworthiness [5], [22] and reducing
uncertainties [6], especially for small, lesser known online retailers that face harder and more
difficult challenges to develop and cultivate trust [4]. Trust seals are predominantly provided
by third party assessors, which add to the credibility of the online retailer since third parties
are supposed to be independent and unbiased [17]. Some of the more notable third parties are
TRUSTe and VeriSign [6]. Ideally, these trust seals provide opportunities for customers to
assess these online retailers’ trustworthiness [23], thereby increasing customers’ trust [9], [11],
[24] and willingness to disclose their personal information [8]. Along the lines of online
personal information collection, another concern is related to the customer’s perceptions on
information sensitivity [25], which has been observed to also influence information disclosure
behavior [7]. Companies have grown more intrusive and comprehensive about the quantity of
personal information being collected and the practices to collect personal information [26],
violating traditional boundaries of information privacy. In other words, the more information
and the more sensitive this information is being asked for, the lesser the trust, and ultimately
the lesser the willingness to provide personal information [27]. Furthermore, it was found that
gender can predict information disclosure [28].



2.4 Hypotheses development

In this study, we propose nine hypotheses based on the theoretical foundations, the reviews
of related literature, and some arguments that were made aforementioned. The following four
hypotheses are related with the main (direct) effect of trust seals (TS) and information
disclosure (ID) on customers’ trust (T) and customers’ willingness to disclose personal
information (WD): Hla: The presence of TS will induce greater T; H1b: The presence of TS
will induce greater WD; H2a: Higher ID request will induce lesser T; H2b: Higher ID request
will induce lesser WD. Since ID was found to be influenced by T [27], we argue that TS might
also interact together with ID. The following two hypotheses are related with the interaction
effects of TS and ID on T and WD: H3a: There will be interaction effects between TS and ID
on T; H3b:There will be interaction effects between TS and ID on WD. The effect of gender
on ID was demonstrated by previous study [28]. It is also possible that gender will interact
together with TS and ID influencing T and WD. Hence, the following two hypotheses are
proposed: H4a: There will be interaction effects among TS, ID, and gender on T, such that
gender will interact (moderate) with TS and ID influencing T; H4b: There will be interaction
effects among TS, ID, and gender on WD, such that gender will interact (moderate) with TS
and ID influencing WD. The final hypothesis is related with the relationship of T and WD:
H5: T is positively associated with WD.

3 Methodology and data analysis

3.1 Research methods

An online experiment was chosen as the research method in this study. We employed a full
2X2 factorial between-subject experimental design [29], in which two independent variables
(trust seals and information disclosure) were manipulated into two treatments (high and low)
There were four scenarios (A, B, C, and D) and each of the scenarios had its own specific
manipulated treatments based on the two independent variables combinations. For instance,
scenario A had high trust seals and high information disclosure, whereas scenario D had low
trust seals and low information disclosure. These scenarios were represented by four distinct
experimental websites simulating a small B2C e-commerce website which sold fictional
innovative technology products to the customers. The included measurement items were
mostly adapted from previous studies, measured by 7 point Likert scales (1 = strongly disagree
to 7 = strongly agree), with some trivial modifications to fit this study’s context [21][30].
There were 280 participants took part in our online experiment. The participants were
undergraduate and graduate students, and they were recruited using the convenience sampling
approach [31] in one of the well-known universities in southern Taiwan. After filling the
consent form, the 280 participants were randomly and equally assigned into one of the four
specific scenarios (websites), thus each scenario consisted of 70 participants. Each participant
was then required to read the instructions and take careful attention to the user interface on the
given website. A series of manipulation check procedures were performed to ensure the
treatments’ manipulations were effectively perceived by participants. After spending a few
minutes viewing the website, they had to fill the survey (trust and willingness to disclose
personal information measurement items) and finally they were thanked and dismissed.



3.2 Data analysis

Based on the collected data (data source = 280 participants), several data analysis
procedures were performed using SPSS version 19, namely descriptive statistics, confirmatory
factor analysis (CFA), multivariate analysis of variance (MANOVA), and multiple regression
analysis [32]. First, demographics information (n = 280) was analyzed, for instance, there
were 137 males and 143 females. Second, the CFA was performed on the two dependent
variables to confirm that all items were reliable and valid to be used for further data analysis.
We followed CFA rule of thumb, such as factor loading > 0.6, KMO > 0.5, commonality >
0.5, Eigen-value > 1, cumulative explained >60%, and Cronbach’s Alpha (o) > 0.7 [32]. Our
CFA results showed that all the requirements were met, thereby all items were considered
reliable and valid. Third, MANOVA was performed to test hypothesis 1-4. All items in each
dependent variable (T: T1-T5 and WD: WD1-WD5) were averaged accordingly and then used
in MANOVA mean comparisons. The results showed some significant results. For trust
variable, there was a significant difference between low TS and high TS (3.697<4.517; F =
34.540, p<0.001), hence supporting hypothesis 1a. There were interaction effects between TS
and ID (F=22.790, p<0.001), hence supporting hypothesis 3a. Meanwhile, for WD, there was
also a significant difference between low TS and high TS (3.171<3.858; F=15.350, p<0.001),
hence supporting hypothesis 1b. There were interaction effects between TS and ID (F=9.671,
p<0.001), hence supporting hypothesis 3b. The other interaction effects among TS, ID, and
Gender were also shown (F=5.524, p<0.001), hence supporting hypothesis 4b. Based on
MANOVA results, the unsupported hypotheses are hypothesis 2a, 2b, and 4a. Finally, multiple
regression analysis was performed to test hypothesis 5. We followed the evaluation criteria as
suggested by [32], such as R*>0.1, Durbin-Watson value should be between 1.5-2.5, t >1.96,
and F>4. The regression was performed by including control variables (gender, age, computer
skills, and online shopping experience) and T variable. The regression model was performed
twice, model 1 (only control variables) and model 2 (both control variables and T included).
Based on model 2 results, it was shown that there was a very strong positive relationship
between T and WD (Beta coefficient = 0.618, p<0.001, and adjusted R®= 0.427), hence
strongly supporting hypothesis 5.

4 Research results and discussions

Based on the data analysis results, out of 9 hypotheses formulated in this study, there were
six supported hypotheses (1a, 1b, 3a, 3b, 4b, and 5) and three unsupported hypotheses (2a, 2b,
and 4a). Hypothesis 1a and 1b are supported, showing that the presence of TS do have a strong
positive impact on both T and WD. Our results are consistent with some previous studies [4],
[9], [24]. There are some evidences that T was served as one of the important predictors of
customers’ intention to buy [22], [33]. This means, the presence of TS in a small B2C e-
commerce website, will greatly affect customers to have positive evaluations regarding the
online retailer’s website through T and WD, which in turn might also contribute to their
purchasing decisions. The purpose of this study is to empirically investigate the effect of TS,
ID, and gender on customers’ T and WD within the context of small B2C e-commerce
website. We used cue utilization theory and signaling theory as the theoretical foundations for
our research framework, in which it consists of five variables and nine hypotheses. To test our
hypotheses, an online experiment with a full 2X2 factorial between-subject experimental



design was conducted by involving 280 participants. Based on data analysis results, out of
nine hypotheses, six hypotheses are supported, while three hypotheses are unsupported. This
study has four major findings, they are: 1). The presence of TS in the small B2C e-commerce
website has a strong positive impact on T and WD. 2). The presence of TS is only useful when
online retailer requesting a high degree of ID (much personal information requested in the
website). 3). Under conditions of a high degree of ID, the effect of TS on WD is more
significant in male than in female. 4). There is a positive relationship between T and WD.
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