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Evolutionary Feature Reduction and Edge-Optimized CNN Inference for Large-Scale loT DDoS Detection

reactive single metric under the extreme class
imbalance [38] and is given as

TP-TN -FP-FN

MCC = p
(TP + FP)(TP + EN)(TN + FP)(TN + FN)
(56)

* ROC-AUC gives threshold independence to the
discrimination and is given as
Z,

ROC-AUC =  TPR(t) d(FPR(t))
0

(57)

* Balanced Accuracy involves an average of the recall
per class

TP TN

TP+EN TN+ EP
(58)

Balanced Accuracy =

1
2

* NPV is a measure of the trustworthiness of benign
predictions and is given by

TN

NPV = TN T EN

(59)

* Following two metrics quantify the failure modes
of the classifier.

— False Alarm Rate measures the proportion
of normal instances incorrectly classified as
attacks and is given by

FP

False Alarm Rate = TPITN

(60)

— Miss Rate measures the proportion of actual
attacks incorrectly classified as normal and is
given by

FN

Mi = —
iss Rate N TP

(61)
Deployment Metrics for Edge Inference. Four metrics are
used to determine viability at the gateway level of
operation. Average latency Average inferences time of
10000 timed inferences at batch size 1. P95 and P99
latency capture worst-case tail behaviour, which is more
important than the average since in the case of IoT
traffic bursts, latency spikes cause classification queue
backlog.[34]. Throughput is the measure of how fast the
classification is sustained on flows per second.

Classification P erformance. Table 7 shows the main results
of the classification for all 12 models. The proposed W-
GA+CNN displays the best F1 score i.e. 0.9963, MCC
that is 0.8745, ROC-AUC that is 0.9959 and balanced
accuracy which is 0.9754 with respect to all classifiers.
It is better than any neural network or SVM variant
explored. The nearest neural network competitor is the

EAI

standalone ANN at F1 = 0.9865 which is surpassed +0.98
percentage points (pp) in F1 and +11.03 pp in MCC
by the proposed model. One comparison of F1, MCC,
ROC-AUC is shown in the grouped bar representational
comparison of all classifiers in Figure 9, where the
predominance of W-GA+CNN in MCC can be visually
seen.
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Figure 7. Classification performance heatmap across all classifiers
and metrics
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Figure 8. Classification performance heatmap across all classifiers
and metrics

Figure 9. F1 Score, MCC, and ROC-AUC comparison across all
12 classifiers

The Fig. 10 represents a broad view of all 12 models
and 8 metrics via a heatmap. The colour gradient goes
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Table 7. Classification results across 12 models on CIC-loT-2023 test partition

Model Acc. Prec. Recall  Specif. F1 MCC ROC Bal.Acc
W-GA+CNN 0.9921 0.9984 0.9941 0.9610  0.9963 0.8745 0.9959 0.9754
W-GA+ANN 0.9701  0.9980 0.9707 0.9553 0.9842 0.7384 0.9913  0.9630
W-GA+SVM-Linear 0.9800 0.9855 0.9938 0.6684 0.9896 0.7332 0.9587  0.8311
W-GA+SVM-RBF 0.9682 0.9895 0.9771 0.7658 0.9833 0.6600 0.9593  0.8714
W-GA+SVM-Poly 0.9693 0.9893 0.9785 0.7603 0.9839 0.6656 0.9592  0.8694
W-GA+SVM-Sigmoid  0.9695 0.9892 0.9788 0.7585 0.9840 0.6664 0.9585  0.8687
CNN 0.9716  0.9968 0.9736 0.9284 0.9850 0.7388 0.9863  0.9510
ANN 0.9745 0.9978 0.9755 0.9518 0.9865 0.7642 0.9924  0.9636
SVM-Linear 0.9800 0.9855 0.9938 0.6684 0.9896 0.7332 0.9587  0.8311
SVM-RBF 0.9442 0.9901 0.9513 0.7854 0.9703 0.5472 0.9576  0.8683
SVM-Poly 0.9606 0.9896 0.9690 0.7708 0.9792 0.6166 0.9551  0.8699
SVM-Sigmoid 0.9517 0.9897 0.9595 0.7747 0.9744 0.5736 0.9574  0.8671

from red (poor) to yellow through to green (strong)
so cross-model and cross-metric patterns are readily
apparent. W-GA+CNN lies in the greenest row with
SVM-Linear variants exhibiting a clear separation — high
recall and deep red specificity (0.6684) which reflects
that the SVM-Linear variants classify everything an
attack.

Ci i ion Performance
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Figure 10. Classification performance heatmap across all

classifiers and metrics

The supplementary metrics and confusion matrix
(counts) are reported in Table 8. W-GA+CNN shows
the best NPV (0.8452) for all the models, i.e. 84.5% of
flows predicted benign indeed are benign. Its false alarm
rate of 3.22% is the lowest of neural network classifiers,
and the miss rate of 0.40% corresponds to only 35,278
undetected attack flows from almost 8.95 million.

The ranking of all 12 classifiers with respect to MCC,
the one most informative metric for imbalanced binary
classification, is given in Fig. 11. W-GA+CNN performs

2 EAI

the best at 0.8745 followed by ANN (0.7642) and CNN
(0.7388). The 11.03 pp difference between W-GA+CNN
and the closest contender gives an insight into the
significant classification boost given by the evolutionary
feature reduction.

Correlation Ci
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Figure 11. Classifier ranking by Matthews Correlation Coefficient

7.2. Impact of Evolutionary Feature Reduction

The most prominent of the W-GA effect is to the CNN
architecture. W-GA+CNN is better than CNN only by
+1.13 pp in F1 (0.9963 vs 0.9850), +13.57 pp in MCC
(0.8745 vs 0.7388), +3.26 pp in specificity (0.9610 vs
0.9284) and +2.44 pp in balanced accuracy (0.9754 vs
0.9510). The 13.57 pp MCC gain is the best single-model
improvement seen in this study, thus confirming the co-
design hypothesis: the order of importance 5 features
sequence from W-GA is specifically exploitable by the
convolutional receptive fields of the 1D CNN. (Here pp
is percentage points.)
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Table 8. Supplementary classification metrics and confusion matrix counts

Model NPV FAR Miss Rate TP TN FP FN

W-GA+CNN 0.8452  0.0322 0.0040 8,912,450 385,620 14,032 35,278
W-GA+ANN 0.5908  0.0447 0.0293 8,679,913 377,970 17,682 261,815
W-GA+SVM-Linear 0.8263  0.3316 0.0062 8,886,152 264,450 131,202 55,576
W-GA+SVM-RBF 0.5969  0.2342 0.0229 8,737,145 302,978 92,674 204,583
W-GA+SVM-Poly 0.6103  0.2397 0.0215 8,749,612 300,818 94,834 192,116
W-GA+SVM-Sigmoid  0.6131  0.2415 0.0212 8,752,315 300,096 95,556 189,413
CNN 0.6084 0.0716 0.0265 8,705,261 367,318 28,334 236,467
ANN 0.6319  0.0482 0.0245 8,722,386 376,570 19,082 219,342
SVM-Linear 0.8263  0.3316 0.0062 8,886,152 264,450 131,202 55,576
SVM-RBF 0.4163 0.2147 0.0487 8,506,045 310,725 84,927 435,683
SVM-Poly 0.5242  0.2292 0.0310 8,664,925 304,972 90,680 276,803
SVM-Sigmoid 0.4585  0.2253 0.0405 8,579,706 306,498 89,154 362,022

For SVM variants, W-GA gets increase only in non-
linear kernels: the gain of W-GA+SVM-RBF on SVM-RBF
is+1.30 pp (in F1) and +11.28 pp (in MCC). W-GA+SVM-
Linear & SVM-Linear have same results as linear kernel
cannot make use of reduced feature space in a different
way. The false alarm rate comparison is striking — W-
GA+CNN reduces FAR to 3.22% from CNN’s FAR of
7.16%, which is a relative reduction of 55%.

ONNX Edge Inference Performance. The Table 9 presents
the edge inference benchmarking results across all
twelve models. Inference latency is a necessary but not
sufficient criterion for model selection in edge-deployed
IDS: a model must be both fast enough to sustain real-
time traffic classification and accurate enough to reliably
detect attack traffic with low false-alarm rate.

The proposed W-GA+CNN achieves an average
latency of 50.7 us (P95: 56.9 us, P99: 87.0 us) at 19,721
flows/s, comfortably exceeding a typical IoT gateway
throughput requirement of 10,000 flows/s. Crucially, it
also achieves the highest classification accuracy (0.9921),
F1-score (0.9963), MCC (0.8745), and ROC-AUC (0.9959)
across all models (Table 7), with the lowest false alarm
rate (0.0322) and miss rate (0.0040) (Table 8). No other
model in the comparison achieves this combination:
the pure ANN records the lowest latency (17.0 us) but
trails W-GA+CNN on every classification m etric; the
pure CNN matches W-GA+CNN on latency (51.4 us) but
without W-GA feature selection achieves lower accuracy
(0.9716) and MCC (0.7388). The linear SVM variants
(W-GA+SVM-Linear, 61.6 us; SVM-Linear, 65.2 us) are
the only kernel methods competitive on latency; RBF,
Polynomial, and Sigmoid kernels incur latencies of
1,380-1,817 ps due to Nystroem kernel approximation
cost, with no compensating accuracy advantage. W-
GA+CNN therefore represents the optimal operating
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point across the accuracy-latency frontier for IoT edge
DDoS detection. Figure 12 visualises the latency ranking
across all twelve models.

Average Latency Distribution

Average Latency (ms)

Figure 12. Average inference latency ranking across all classifiers

Methodology for Edge Inference Benchmarking. Edge infer-
ence latency was measured using a single-sample
benchmarking protocol. Each model was loaded via
its production deployment runtime — the CNN and
ANN variants via ONNX Runtime InferenceSession,
ORT_ENABLE_ALL graph optimisation, CPUExecution-
Provider), and SVM variants via their serialised scikit-
learn pipelines — and timed individually on one feature
vector at a time using time.perf_counter(). A warmup
phase of 500 calls was discarded prior to measurement
to allow ONNX Runtime’s graph optimisation and
kernel selection to fully settle and eliminate cold-start
overhead. The timed phase comprised 100,000 calls per
model (5 independent repeats of 20,000 samples each)
drawn from real held-out CIC-IoT-2023 feature vectors.
Reported Avg, P95, and P99 latency figures are pooled
across all five repeats. No model quantisation (INT8 or
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Table 9. Edge inference benchmarking results (corrected: single-sample protocol)

Model Avg Lat (us) P95Lat (us) P99 Lat (us) Throughput (s~!)
W-GA+CNN 50.7 56.9 87.0 19,721
W-GA+ANN 24.3 26.1 39.8 41,147
W-GA+SVM-Linear 61.6 73.5 101.9 16,224
W-GA+SVM-RBF 1816.3 3467.1 4980.0 551
W-GA+SVM-Poly 1396.9 3018.3 4449.0 716
W-GA+SVM-Sigmoid 1379.3 3021.5 4524.4 725
CNN 51.4 60.2 90.0 19,452
ANN 17.0 18.2 32.0 58,878
SVM-Linear 65.2 93.5 124.0 15,341
SVM-RBF 1812.7 3451.7 4996.6 552
SVM-Poly 1386.9 3007.4 4456.2 721
SVM-Sigmoid 1381.3 3037.3 4650.6 724

Single-sample inference (batch=1); 100,000 calls (5% 20,000); 500 warmup discarded;
time.perf counter(); CIC-I0T-2023 vectors; i7-12700H, Ubuntu 22.04; FP32; no quantisation.

otherwise) was applied; all models run at FP32 precision.
All experiments were conducted on an Intel Core i7-
12700H CPU (Ubuntu 22.04); no GPU acceleration was
used.

The kernel SVM variants (RBF, Polynomial, Sigmoid)
exhibit substantially higher average latency and
standard deviation compared to the neural network
models, reflecting the input-dependent computational
cost of kernel approximation via Nystroem feature
mapping; the linear SVM variant avoids this overhead
and achieves latency comparable to the ONNX-deployed
neural network models. Fig. 13 compares retrospectively
the complete distribution of latency (mean, P95, P99) for
each classifier on a logarithmic scale. W-GA+CNN has
the tightest spread of latency with all three percentiles
below 0.6 ms. In contrast, SVM-Poly has more severe tail
latency variance with P99 higher than W-GA+CNN for
120 times - it means classification queue backlog would
occur under high traffic burst.

Latency Distribution: Average, P95 and P99 per Classifier

Latency (ms)
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Figure 13. Latency distribution showing average, P95, and P99
per classifier (us, log scale)

A ranking of all models by sustained throughput
is shown in Fig. 14. Among the W-GA variants,
W-GA+CNN achieves the highest throughput at
19,721 flows/s, followed by W-GA+SVM-Linear (16,224
flows/s) and W-GA+ANN (41,147 fl ows/s — noting
that W-GA+ANN is faster on raw throughput but lower
on classification accuracy, as discussed in (Section 7).
The pure ANN records the highest throughput overall
(58,878 flows/s) o wingt oi ts c ompact feedforward
graph, while kernel SVM variants (RBF, Polynomial,
Sigmoid) fall below 750 flows/sd uet o Nystroem
kernel approximation cost. The 10,000 flows/s minimum

gateway requirement is exceeded by W-GA+CNN (1.97x
headroom), W-GA+ANN (4.1x), W-GA+SVM-Linear
(1.62x), ANN (5.9x), CNN (1.95x%), and SVM-Linear

(1.53x%); the remaining kernel SVM variants fall below
this threshold and are unsuitable for real-time edge

deployment without batching. This headroom directly
translates to the gateway’s ability to sustain burst traffic
without classification backlog.

8. Discussion

The experimental results establish W-GA+CNN as the
only classifier in this study that simultaneously ranks
firsti n F 1 ( 0.9963), M CC ( 0.8745), N PV (0.8452),
throughput (19,721 flows/sec), and latency (50.7 us). No
other model achieves top-rank on more than two of these
five dimensions. The co-design between W-GA and the
1D CNN is the enabling factor: the importance-ordered
feature sequence places the joint Rate-Srate-Magnitude
volumetric DDoS signal within a single k=3 receptive
field Figure 5, while the 89.6% dimensionality reduction
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Figure 14. Inference throughput ranking (flows/sec, log scale)

compresses the model to 54 KB with sub-microsecond
ONNX inference.

The 3.22% false alarm rate, while the lowest among
neural networks, translates to approximately 17 false
alarms per second at 10,000 flows/sec — manageable
through the two-threshold scheme from Section 5.6. The
P95/P99 tail latencies reported here are, to the best of
the authors’ knowledge, the first published tail latency
benchmarks for any feature-selection-augmented IDS
on CIC-IoT-2023, addressing the gap identified by Chen
et al. [34]. It is observed that, W-GA+CNN maintains
both classification superiority and deployment efficiency
across every evaluation dimension.

9. Conclusion

This article has introduced a single system of large-scale
IoT DDoS detection that closely incorporates three
systems: a Weighted Genetic Algorithm (W-GA) to
reduce evolutionary features, an edge-optimised 1D
CNN to classify features, and ONNX runtime to
infer features in real-time at the gateway. The W-GA
obtains 48 dimensional CIC-IoT-2023 feature space
to a dimensionality reduction of 5 ordered weighted
influence f eatures F low D uration, P rotocol Type,

Rate, Srate, and Magnitude that generate redundant
features and a positional sequence which the CNN can
utilize by its convolutional receptive fields. Evaluated
against 11 baseline classifiers o n a pproximately 9.3

million test flows, W-GA+CNN a chieved the highest
F1 score (0.9963), MCC (0.8745), and NPV (0.8452)
across all models, with a 13.57 percentage-point MCC
improvement over the standalone CNN that confirms
the architecture-specific ¢ o-design s ynergy between

W-GA and 1D convolution. On the deployment side,
the 12,800-parameter ONNX model delivered an
average inference latency of 50.7 us, and throughput of
19,721 flows/s — nearly d oubling the 10,000 flows/s
IoT gateway requirement, with a tight tail latency
distribution (P99/Avg ratio of 1.72) — the lowest among
all neural network classifiers — confirming consistent
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sub-100 ps response under realistic traffic load. The
54 KB model footprint and C/C++ ONNX Runtime
dependency make the framework directly deployable
on commodity ARM Cortex-A gateways without GPU
or Python requirements. These results represent the
first published P95/P99 tail latency benchmarks for a
feature-selection-augmented IDS on CIC-IoT-2023.

10. Future Work

The present study establishes W-GA feature selection
paired with a lightweight 1D-CNN as an effective and
edge-deployable framework for binary IoT DDoS detec-
tion on the CIC-IoT-2023 dataset. Several directions
extend this work.

Broader Baseline Comparisons. The current evaluation
compares the proposed W-GA+CNN framework against
twelve models spanning Convolutional, feedforward,
and kernel-based classifier families. A natural extension
is to benchmark against lightweight architecture
families increasingly used in resource-constrained
deployment settings, including MobileNetV3-style
depthwise-separable 1D convolutions, SqueezeNet-
style fire-module architectures, and gradient boosting
frameworks such as LightGBM. Such a comparison
would clarify whether W-GA feature selection offers
complementary or redundant benefits when paired
with these more parameter-efficient architectures, and
would more directly situate the present work relative
to current state-of-the-art lightweight deep learning
research. A systematic comparison of alternative class-
imbalance handling strategies — including SMOTE
oversampling and Focal Loss — against the inverse-
frequency weighting adopted here also represents a
valuable methodological extension.

Multi-class Attack Classification. The present study
formulates DDoS detection as a binary classification task
(Benign vs. Attack), appropriate for the primary edge-
deployment scenario of real-time traffic flagging. The
CIC-I0T-2023 dataset, however, contains finer-grained
attack-type labels distinguishing among DDoS sub-types,
DoS sub-types, and Mirai-derived botnet behaviours.
Extending the proposed W-GA+CNN framework to
multi-class attack-type discrimination introduces several
non-trivial challenges. First, the class imbalance already
pronounced in the binary setting (95.8% attack vs.
4.2% benign) becomes substantially more severe when
subdivided across fine-grained attack subtypes, several
of which are likely to be critically under-represented in
any balanced training sample. Second, the W-GA fitness
function — currently a binary Random Forest evaluated
on F1 and Accuracy — would require reformulation
as a macro-averaged or per-class signal, which may
alter the feature subset selected by the evolutionary
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search. Third, the lightweight 1D-CNN architecture,
optimised for sub-100 us binary inference on resource-
constrained edge devices, would require a wider output
layer and likely additional representational capacity
to discriminate among multiple attack types without
sacrificing the latency advantages central to this work’s
edge-deployment claims.

Ablation and Generalisation Studies. The current evalu-
ation fixes hyper-parameters across all model variants
to isolate the contribution of W-GA feature selection
as a controlled ablation. A fully-tuned comparison, in
which each baseline architecture undergoes indepen-
dent hyper-parameter optimisation, would provide a
stronger claim of absolute state-of-the-art performance.
Additionally, validating the selected five-feature subset
and the trained CNN on independent IoT traffic datasets
beyond CIC-10T-2023 would assess the generalisability
of the feature selection outcome across different network
environments and attack distributions — an important
consideration for real-world deployment.

We may also work on to explore multi-class extension
to all 33 attack sub-types, INT8 quantisation for
microcontroller-class deployment, federated W-GA
across distributed gateways for privacy-preserving
collaborative feature selection, and online chromosome
adaptation to track emerging botnet variants without
full retraining.
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