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ABSTRACT expected in the waypeople us the network as in few years

everyone will be miltimedia conént producer (bypublishing
digital pictures, video recordingggmote e-health services, home
surveillance, etc.), oitimedia content mediator (by
storing/forwarding streaimg content) andmultimedia content
consumer (digital television, video on demand, mobile
broadcasting and alike).

In the present paper a noveksmfor scalable angersonalised
media management and its architectuge presented. The
proposed solution is based on theeation of a secure and
adaptable content deliverarchitecture and the underlyng
mechanisns to ensire the correctontent managenent which,
alongwith the content protection @ehanisms, can be useful for
on one hand, ensuring user privaend, on theother hand, So it is important to offer the ws's adaptable and pemsalized
enabling the possibilityof offering commercial IPTV services contentsthrough multiple kinds of networks and teinals [1]
over a mobile environmenthe aim of the sgtem is to enable  Oneof the main coding technologies to offer both features is SVC

personalised viewscalable, seantess and trusted uitimedia (Scalable Video Coding) and MVC (Multi-view Video Coding)
content delivery, while protecting content from unauthorised technologies
acces.

For a conmercial ue and becaes of privacy isuies when
i . ) deliveredoveran overlay mobile P2P network, contentteuld be
Categories and Subject Descriptors properly protected to be able to be decoded uniqusfythe
C.2 [Computer-Communication Networks]: Miscellaneous targeteduser. Adaptable and peomalized content®ver nobile
P2P networks need pecial tailored content protection

General Terms mechanisms which we will further describe in the paper.

Management, securignd experimentation. In section 2, we descibe the key technologiesised in the
propogd gstem Later, in gction 3, we prese the ystenis
Keywords architecture, with gecial enphass in the contentprotection
Mobile IPTV network, SVC, MVC, DRM, content protection procedure. Finally in section 4, weexposethe conclusions
' ' ' ' ' obtained.
LINTRODUCTION 2. TECHNOLOGY PILLARS

Widespread and affordable broadbarakccess opens up

- . . i . In our work on personalized content protection for moBigP
opportunitiesfor delivery of new streaming services. A change is

networks, we have found that tbesire several technologpilars
that sipport the development @fsuccesful contentmanagenent
system These technologyillars are described deepip the
following subsections.
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2.1Multi-layered/multi-viewed content coding

The solution proposed asrto establish newnedia protection

For the proposed architecture we considered H.264 Svc Paradigms and solutions for P2P mobile networkirgng a

andH.264 MVC as the major foreseen contedtlivery

technologies over heterogeneous rwekwFor this reason, one of
these technologies pillar ighe Multi-layered/Multi-viewed

content coding.

ScalableVideo Coding(SVC)is a highlyattractive solution to the
problemsposedby the characteristics of multi-networks, multi-
sources, mltimodal video transission sytens.

Multi-view Video Coding (MVC) addresses efficient integration
of data and will provide for personalized views and extergizd
video functionalities.

Whereas SVC offers layed temporal/spatial/qualitycontent
scalability MVC allows the usetto select amonthe different
views embedded in a single video stream.

These two technologiegive the end users a truly personalized
video delivery experience, bychoosing the suitable content
quality for his/her terminal and allowing thend user to
interactivelychoose from differentiews embedded in one video
stream, with reduced data ratanhsimulcasting different views.

2.2DRM System

In order toprotect digital content fronunauthorized access, the
DRM (Digital Rights Managemensystem proposed uses device
contentpackagingtechniqueghat are applied to the digital item

lightweight asset management.

The liceng system containsall necesary information to enable
the licengs creation and reproduction at thmnsimer. The
licenses areODRL [3] documents, which specify permissions and
congraintsassociatedwith a piece of DRM content. Thgsgemis
desgned in sich waythat DRM protected contenainnotbe used
without its associatelicense;in other words, it maynly be used
according to the penssions and consaints specified withinthe
licene. The licens acconpanying protected digital itens
contains all necessaipformation, including the&key to decrypt
the content.

2.3Multi-source/multi-network streaming &

adaptation

The last technologypillar used is multi-source/multi-network
streaming & adaptation. The proped gstem placesthe ugr

acting as content consmer,content mediator and content
producer. Although the syem is prepared for mesh PRRgical

overlay technologies, it habeenalso prepared to broaddasg

networks e.g. terrestrigDVB-T), satellite (DVB-S/S2), cable
(DVB-C), interactive/on demandbidirectional networks e.g.
xDSL, WiMAX, mobile networkse.g. 3G/4G, GERAN, UTRAN,
DVB-H.

Under building a service architecture upon the aeibed variety

being protected. The packaging techniques used comprise conterf access networks, it is necesstwyhave asnuch information

encryption and asociation of the encipted contentvith a Digital
Rights Object or license.

The systemproposedaimsto provide an end-to-end solution for
content protection management f8rand P2P mobile networks,
exploiting the full potential of the content protection anelator’s
rights maintenance. The aim is to offer innovative content
protection via a personalized interoperable content protection
solution, aiming to target alltypes of networks described in
section 2.3 Thus, new business models for large scale content
distribution will be facilitated side-bgide to a proper content
protection and asset management mechanism.

In the following sections, thivo technologies that are part of the
DRM system proposed will be deemyplained.

The design of our solution is nonly focusedon developinga
beyond state-of-the art conteptotection technologybased on
thesetwo sides of the issue (specialigrgeting private content
protection and superdistribution), kalsoto studythe consumers’
acceptabilityof the developed content protection mecharism

2.2.1Content potection

The presented syem coversthe media protection mechanisms,
using contentprotection based on ISMACpy[2] extensions for
point-to-multipoint and point-to-point topologies, in the seoke
real time encoding and decodifthis technologyis embedded in
the encoder and decoder of H.264 MVC/SVC.

2.2.4d.icense system

Another important point is thenanagement of media asseds,
really necessary improvement fidre handling of user generated
content and to be readily combined with content protection
technologies.
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and adaptationsit the lower lagrs as possible, alongwith the
scalabilityfunctionality coming fromthe nedia codec.

2.4Interoper ability of the system

The RELsthat cover a proment role are ODRL (used in
OMA) and MPEG-21 REL[4]. In the designedystem,the
contentcreatoralo createghe liceng in ODRL. In order to e

the sywtemconpatible with otherstheinteroperabilitywith other
systems has beentaken into account,osa converion between
ODRL licenses and MPEG-21 REL and OMA licenses tesan
consdered.

RegardingOMA, the DRM proposed in the sgem follows the
general concept scheme of the OMA DRM architecture. In fact,
The OMA DRM Version2.0 specification5] extended the profile
adopted in the OMA DRM Version 1.@pecification The
extensions included new elements, specific to the OMA
community and reuse of some of the standard ODRL data
dictionaryelenents

Regarding MPEG-21, bofRELs, ODRL and MEEG-21 REL are
basel on XML. To tranform an ODRL licens into an MEEG-21
REL license, or vice vers, it is equivalent to trarisrm a XML

docurrent into another XML docurent, where the informtion to
represent is identical but with different XML structure.To

obtain thistrangormation, XS (Extensble SylesheetLanguage)
is used, more gecifically XSLT (XSL Trangormation) asshown

in Figure 1



Translator
|
ODRL Masitle MPEG-21 REL
License License
XSLT
Transformation

Figure1l. XSLT Transformation

3. ARCHITECTURE FOR SECURE AND
ADAPTABLE CONTENT DELIVERY

The architecture can be distributed or semi-distribute@)].
Distributed P2P architecture clients do not estaldishnection
with a server to download a license necessafgr content
presentatiorin a secure content delivenplthough licenses are
delivered through the network enptgd, this network
architecture entails serious seity problems. This model is
inefficient if we want to encrpgt and have consumption control
over a set of media content. Digital contean be copiedand
redistributed without any restridion, which is in many cases
undesired. Therefore, a first requirent is to design andevelop
a content managementssgm with data encpgion.

The content encption entailsa conplex managenent system
Several mdules perforimg different functions are necessdoy
develop a secure stem for ensuring content availabilitirough
the network.

Therefore, the stem to be implemented has tlelowing
functions:

e Users’ registration andupportof an updated database,
containing information related to the available
contentsand licenss.

e License generation, eng@ton and management.
e Identification of which licenses belong to which content

e Establish communications between the clientsthaf
P2P network and the server.

Taking into account these requirements,dtehitecturechosernis
a semi-distributed P2P based &metture: the cordunctionsare
located in the separated DRM server whereas thdieest the
peer nodes.

The sywtem proposed is a SVC/MVC contananagemenand
secure baring ystem The ystemis divided into server sidend
client side. The Server carries the DRM functions,nigansof
the following basic actions:

a) Processing peers’ registry
b) Generating and issuig ECM messages.
c) Providing the EMM datagram, including thieense,to
the peer who ha®quested a piece of content.
d) Managing databases with the information of the content

and its licenses.

Compared to a centralized system, the functiofscontent
storage and download services haeen reraved. But compared
to a distributed rights syem, we take théunction of issuing
licensesand publishing content information back from peers to
the server side. The kapanagemensystemis includedin the
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server,so thatit entailsall the functionalities the client needs to
manage its content.

On the other side, the Client, has the function abemal peer,
which can be resuad in the following:

a) Encrypting content

b) Generating keyfor encrypting the content

c) Creating, encrpting and seding licenss to the srver
d) Reading and interpreting licenses

e) Providing contents to other peers

3.1Solution implementation

In this section, we detailed alhe elenents implicated in the
architecture we propose as a solution for lightweight
managenent of scalable and peysalied nedia in nobile IPTV
networks.

In order to provide securitio thesystem we need to en@tthe
content that will be sent to tHe2P network. This functionality
has been iplemented usinghe ISMACryp standard. Moreover,
to create a wre ecure gstem the control word (CWused to
encnypt the contents encryted and sent in an ECM (Entitlemnt
Control Message). To achieve this, we have followedDN®
SimulCrypt specification[7]. Then we end the licens by an
EMM (Entitlement Managerent Message) as explained|iry.

Besides, we need to manage the content licenses to peowde
with the correct license for content presentation. Kegnagement
is also inportant and is awsidered in our solution.

Therefore, as it can be seen Higure 2the principalsystem
moduleslocatedat the server are the ECM Generator (ECMG),
the EMM Generator (EMMG)the key management sgem and
the licene managenent system In next lineswe explain deeply
the function of each odule.

On the one hand, the ECM generator creatrsECM nessge,
which includes the Control Word (CW) that has bemedto
encnypt the content, following the ISMACpy standard, and some
other parameters needed tatabsish connection between this
particularmodule and the SCS module. On the other hand, the
EMM messages are generated tyy EMM generator module,
alo included in the sger. An EMM containsthe license which
indicatesthe actionghat a uer can takeipona specified content
andthe necesary key to decryt the encrpted CW of the ECM
messae

ECMG EMMG

KEY MANAGEMENT SYSTEM

LICENSE MANAGEMENT SYSTEM

Figure 2. DRM system at the server side
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Figure 3. Interaction between ECM and EMM messages.

Figure 3 showsthe ECM and EMM messages functions and the
interaction between the information thegrry inside, at thelient
side

In order to control all the kesthat get into the actiorthe system
we propose includes a keymanagement syem. The key
management involves the generafigelection, and distribution
of the keydata to be used in the algorithm for the eption. In
the proposed DRM system, two different set of key are
implicated. One of thens needed to encpy the CWgenerated
by the ISMACHnp encryption module. Thisencryption is donein
the ECMG module. The other set of keis needed to encpy the
license. This is done in the license managemesiery.

Finally, regarding the license magementsystem, it is divided
into a client side and a server side.

At the client side, the syem proposed includesliaense creator
and interpreter module. Both modules are integrated in the
terminal media player. The licens creator createdicenses
including therights that the content creator wants to give his/her
content. The license interpreter moduteluded in the player
reads the rights within the license and plélyecontentaccording
with the rights.

At the server side, we haviacluded a license management
system to provide the correct license to the user who has
requested and paid for it (in case he neexgay). To help
acceleratepeer discovering and licens downloading we s a
data base which is storeddapublished in the server side.

f ]
Peer X
Enhacement layer &
# Base layer
Generate key, encrypted
content and license /

%) Encrypted Digital

Server D Register Peer1 Content and ECM

o ez R ——

license
EMMG
management

License
management

P2P
Network

6 Request and pay license

““Encrypted
Content and ECM
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K
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!
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content with the key

Figure 4. Content protection system over a mobile IPTV
network
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Figure 4shows the sstem proposed for content protectionain
mobile IPTV network.

In orderto clarify all the functions of the modules previously
explained and the interaction between thenmornal proces of
file sharing is shown ifigure 4

1) Peer 1 hasa content to fwre. First it regigersto the

server. The sever createsit thismoment auser_ID

2) Peerl generatesnetadata (e.g. file nae file type, file
length), and g8 acces rights to the content (e.ghe
enhancerant layer that the uer can acce$. With this
entire information peer1 createsthe liceng in XML

and sends it to the server.

3) The server identifiesthe content and createsy ECM

which is send to the user.

4) At this point, Peer 1 is able to enptythe content. At
the same time, the srver gdores the liceng in the
databas and asociatesit with the content.A license
consistsof right object, cliens information (ser_ID,
content_ID and encrption key. Right object is
expresed in ODRL. The Sever publif©ies content
information on the Data Base to let other pdarew

that Reer 1 hassaued a piece of content.

5) Peer 2 discovers fronthe databasethat a piece of
content isbeing disributed. It ®archesand obtains

encnypted content in regularZ® manner.

6) At this moment, Peer 2 lesthe server for a license.

The sever nds an EMM nessage thatcontainsthe
license to Reer 2. RRer 2 decrpts the contentwith the
key included in the ECM that can be deaigd with the
key of the EMM ma&sage, and executethe contentas
the right object authorizes it to.

To conplete this systemwe need to add saplug-ins intothe

media player of the nobile device. kstly, an S/C codec plug-in
to the client's media player is added. Thusthe content is
available in several resolutions satisfy different clients’ needs.
Also is added a plug-in to the mi@ player to m&e it able to
createand understandhe licenses and execute the content the

right object authorizeso. Another fundamntal action, included

in the client environmnt, conssts of a proxy that adds
ISMACryp encryting and decrgting capabilitiesto the media

player.

3.2Use cases

According to the consumtion pemission given to the media
content, we candistinguir ®veral ug caes that bould be
treated in our mdel. The encrgtion scherme conmbined with the
proposed network architecturallows implementing a P2P
network in which content can be introduced unemtegd if the
author wants to distribute it freelpr encrypted if the author
wants to take control over the ess authorized to view that
content. Thes ue cagsare desribed below:

1. Content that can be camsed by any user. A piece of
content is introduced in theetwork without anyrestriction
of consumption. Any user caacquire and consume it.
Thereis no key for this kind of content because it is not

necesary to decnpt it. The content carriesthe



corresponding signaling information showing that ist There are everal technologiesmee@dto create astem with all

unencryted. these functionalities. Thegechnol@ies have been described in

2. Encrypted content resicted to a et of usrssdlected bythe section2 and proof the complexityof the whole sgtem. It is
author. A user (creator) creates some content and givesimportant to mention the different kind efivironmentsvherethe

permissiongo consume it to a reduced group of users, for YStemdesribed can be iplemented and esl.
example, his friends. He engtg it with a keyand he A general architecture hd®en degibed, including thdicenses
introducesthe content in the network. Now it can be managers encnption mechaniss, key managenent elenents

distinguished two cases: mediators, etc., whichis fully conpatible and adapted to a

SVC/MVC content deliverynetwork. In addition, the content
management sgem haseen defined to bmteroperablewvith as
much gandardsas posible, ensuring a reateaniess content
delivery across heterogeneous networks and terminals.

a) Thecreator allows his “friends” to distribute the content
to other peers, so he/she sends them the(&ey by
email, phone call, etc.) givinghem the freedom to
consime it whenever thegesre.

b) The creatorwants tohave control over the content and 5 ACKNOWLEDGMENTS
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