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ABSTRACT
In large-scalesensornetworks, sensornodesareat high risk of be-
ing capturedand compromised.Oncea sensornodeis compro-
mised,all thesecretkeys, data,and codestoredon it areexposed
to theattacker. Theattacker caninsertarbitrarymaliciouscode in
the compromised node.Moreover, he can easily replicateit in a
largenumberof clonesanddeploy them onthenetwork. Thisnode
replicationattackcanform thebasisof a varietyof attackssuchas
DoS attacks,andSybil attacks.Previous studiesof nodereplica-
tion attackshave hadsome drawbacks;they needa centraltrusted
entity or they becomevulnerablewhen manynodesare compro-
mised. Therefore,we proposea distributed protocol for detect-
ing node replicationattacksthat is resilientto manycompromised
nodes. Our methoddoesnot need anyreliableentities andhasa
high detectionrateof replicatednodes.Our analysisandsimula-
tions demonstrateour protocol is effective even whentherearea
largenumberof compromisednodes.
Keywords
Security, Algorithm, Wirelesssensornetworks,Nodecompromis-
ing attack,Node replicationattack

1. INTRODUCTION
A wirelesssensornetwork consistsof a large numberof low-cost
and low-powersensors.The sensornodescollectinformationabout
their environment.Sucha network is suitablefor military surveil-
lance,forestfire monitoring, etc.To join thenetwork, newnodes
should passcertain authenticationphasesof neighbordiscovery
protocols[3, 7]. Theseprotocolsdeterminewhetherthenewnodes
arelegitimateor not by checkingtheir IDs andcorrespondingkeys.
A problemis that attackersmaycaptureandcompromisesensors.
They canobtainthe secretkeys storedin the compromised nodes
and insertarbitrarymaliciouscode inthe nodes. Moreover, they
can replicate alargenumberof clonesanddeploy them tothenet-
work. Becausethesereplicatednodeshave legitimateIDs andcor-
respondinglegitimate keys, neighbordiscovery protocolscannot
detectthem.
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Figure 1: Replicated nodes and witness node (the numbers rep-
resent the node IDs)

Relatedstudies[5, 15,23]haveproposedseveralprotocolstodetect
node replicationattacks.Thebasicideais asfollows. Every node
broadcastsits nodeID andlocationto one-hopneighbors.We call
thismessageaclaimandthenodethatbroadcastsaclaimaclaimer
node. Theneighborsof theclaimernodeforwardthisclaimtoward
a witness node. A witnessnode is determinedby the nodeID
of the claimer node.If the witnessnodereceivesmore thanone
claimcontainingthesamenodeID but from differentlocations,the
witnessnodecanconcludethatmorethanone node withthesame
nodeID exists (Fig.1).

RED[5] candetectreplicatednodesefficiently, butit needsatrusted
entity (e.g.,thebase station).Wecannotassumeall wirelesssensor
networkshave atrustedentity. For example,whenasensornetwork
is deployed ina hostileenvironmentsuchasa battlefield,thebase
stationis an attractive targetto theattackers.In this paper, we pro-
posea protocolwhich doesnot need anytrustedentities.B. Parno
et.al. proposedtwo distributed detectionprotocols[15]. First,
Randomized Multicast(RM) distributesnodelocationinformation
to randomly-selectedwitnesses.Second,Line-SelectedMulticast
(LSM) is anefficientdistributed detectionprotocol.However, both
have relatively low detectionrates. SDCandP-MPC[23] areother
distributed detectionprotocols. They do not requiretrustedenti-
ties andcandetectreplicatednodeswith high probability. How-
ever, if an attacker compromisesmanynodes,the detectionrates
will greatly decrease.Our goalsis to proposea replicatednode
detectionprotocolwhich doesnot need anytrustedentities andis
resilientto manycompromised nodes attacks.

Therest ofthis paperis organizedasfollows. Section2 presentsa
modelsensornetwork anddescribesnode replicationattacks.Sec-
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tion 3 discussestherelated methodsandtheir problems.Section4
presentsthe designof our algorithmof replicatednode detection.
In Section5,weevaluateourmethod byusingamathematicalanal-
ysisandsimulations.Section6 concludesthepaper.

2. SYSTEM MODEL
In this section,we defineour assumedsensornetwork model and
themodelof node replicationattacks.

2.1 Sensor Network Model
We take into accounta sensornetwork composedof a largenum-
berof small sensornodes.Sincethey aredesignedto beinexpen-
sive,thesensornodesare assumednot to beequippedwith tamper-
resistanthardware. Oncedeployed, eachnodecan determine its
geographiclocationby usinga localizationscheme[2, 19].

Thecompromised nodescanlaunchmanyattacks.However, these
threatsare addressedin other research. We assumethat sensor
nodescandetectanattackinvolving droppingandfabricatingmes-
sagesby usingdetectingprotocolssuchas [12,22] andfurtheras-
sumethatnodescannotalter theirIDs by detectingfalseIDs proto-
cols[13].

Theseassumptionsarethesameasin otherreplicatednodedetec-
tion protocols[5, 15,23].

We do not assumethe existenceof a trustedentity. In military
applications,sensornodesmay bedeployed in hostileregions. A
basestationwould bean attractive target to the attackers. Many
studieson wirelesssensornetworksdevisedvariousprotocolsthat
do not needtrustedentities[11, 6]. The sensornodesareloosely
timesynchronizedasin µTESLA [16].

2.2 Node Replication Attack
An attacker maycompromisemultiple sensornodesin a network.
Oncea sensornodeis compromised,all thesecretkeys, data,and
codestoredonit areexposedto theattacker. Theattackercan easily
replicateit in a largenumberof clonesanddeploy them tothenet-
work. This node replicationattackcanbe the basisfor launching
a varietyof attackssuchasDoSattacks[21, 14] andSybil attacks
[13]. If therearemanyreplicatednodesin the network, they can
multiply thedamage tothenetwork. Therefore,we shouldquickly
detectreplicatednodes.

3. RELATED WORK
We introducefiveprotocols:RED[5], RM andLSM [15], andSDC
andP-MPC[23]. First,weexplain their commonmethod andgoal.
In all of theseprotocols,eachnodeis preloadedwith auniquenode
ID, a sharedfunction which calculatesthe location of a witness
nodeof anarbitrarynodefrom thenodeID, anda privatekey for
creating asignature.They useID-basedpublickey crypto-schemes
[18, 1] for creatingand checkingsignatures. Eachnodecan easily
calculatea correspondingpublic key for a given ID. However, we
cannot calculatethe privatekey for an arbitraryID becauseof its
computationallycomplexity. Whenadetectionprocessstarts,each
nodeni sendsits nodeID i, location, andsignatureto one-hop
neighbornodes(referredto asa claim). Theneighbornodes create
a correspondingpublic key for the nodeID i; then it checksthe
correctnessof thesignature.Next, eachnodecalculatesthelocation
of thewitness node for ni. They forwardthereceivedclaimtoward
the witnessnode byusinga geographic routing protocolsuchas
GPSR[8] with probabilityp. We call thenode whichforwardsthe

claim a reporter node. If thewitnessnodereceives severalclaims
that containthe samenodeID but different locations,the witness
nodeconcludesthat these sending nodeshave beencompromised
andthatanattacker replicatedthem.

If the locationof the witnessnodeis staticallydeterminedby the
given nodeID, anattackerwhocompromisedone nodecanspecify
thewitnessnodesof all nodes.For example,if anattackercompro-
misesanode andobtains a functionthatdeterminesthelocationof
thewitnessnodefrom a givenID, hecancompromisethewitness
node. Thenthe attacker cancreateanddeploy a large numberof
replicatednodeswithout detection. Therefore,we need toavoid
specifyingthe witnessnodefrom an attacker even if the attacker
compromisedmanynodes.

In theREDprotocol[5], atrustedentitybroadcastsa one-timeseed
to thewhole network. The locationof thewitnessnodeof a node
is determinedfrom the nodeID and the seed. Becausethe seed
changesevery time, an attacker cannotspecify the location of a
witnessnode in advance.Theauthorsof REDsaidonecanalsouse
distributedprotocolwithout a trustedentity suchasa local leader
electionmechanism[4] to createa one-timeseed. However, the
authorsdid not mention how tocreateit; moreover, thelocal leader
electionmechanismcreatesa local leaderfrom a smallnumberof
sensornodes.Even worse,themethoddoesnot considertheexis-
tenceof compromisednodes.Therefore,we cannotuseit to create
agloballeaderof asensornetwork composedof a largenumberof
nodeswith someof themcompromised.

In the RM andLSM protocols[15], the neighbornodesof node
ni determineseveral witnessnodesrandomly. By exploiting the
birthdayparadox,at leastone nodeis likely to receive conflicting
locationclaimsfor a particular node.In the LSM protocol,each
node whichforwardsclaimsalsosavestheclaim. That is, thefor-
warding nodesarealso witnessnodesof anode whichhasthenode
ID in a claim. Therefore,LSM givesa higherdetectionratethan
that of RM. However, both protocolshave relatively lower detec-
tion ratescomparedwith RED.

In theSDCandP-MPCprotocols[23], thesensornetwork is con-
sideredto bea geographicgrid. In theSDCprotocol,witnessnodes
candidatesof one nodeareall nodesof agrid. Thegrid is statically
determinedby the nodeID, but whichnodesin the grid actually
becomewitnessnodesis determined randomly. In P-MPC,to in-
creaseresiliency to manycompromisednodes,the candidatewit-
nessnodesfor one nodeareall nodesof severalgrids (three grids
by default). The numberof nodesin a grid wassetto 100 byde-
fault. If anattackercompromisesanode,learnsthewitnessgridsof
thenode,andcompromises100nodesof oneof thegrids, thede-
tectionratewill decreaseto about1/8 (seetheevaluationin section
5). Moreover, if the attacker compromisesall nodesof the three
grids(i.e.,300nodes),these protocolscannever detectnoderepli-
cationattacks.Many recentstudieson securityin wirelesssensor
networks have proposedmethodsthat areresilientto manynodes
beingcompromised(e.g.,a thousandcompromisednodes)[17, 10,
9, 20]. Therefore,we need toproposea replicatednodedetection
protocol resilientto manycompromisednodes.

4. DISTRIBUTED DETECTION PROTOCOL
This sectionpresents ourdesignfor detectingreplicatednodes.

4.1 Overview
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To preventanattacker from learningthelocationof awitnessnode
of a compromised node,our protocol usesa one-timeseedfor
each replicatednodedetectionprocess.In the RED protocol [5],
a trustedentity givesit to all thenodes.In our protocol,eachnode
sendsa one-timeseedto other nodesin turn. Thatis, eachnodehas
therole of startinga detectionprocessandit is preloadedwith the
assignedturn numberandseedfor theturn.

When nodeni hasa turn startingdetectionprocess,it sendsthe
seedandits ID with a signature.Other nodesverify thesignature
andexecutethedetectionprocess iftheverificationsucceeds.Here,
we shouldconsiderthatsensornodes breakdowneasilyand anat-
tackermaycompromisea largenumberof nodes.Wedividenodes
into groupsto increaseresiliency to fault nodesandcompromised
nodes.Therole of thestartingdetectionprocess isnot assignedto
eachnode but toeachgroup.

We assigneachnodeits nodeID andits role ID andgroup nodes
accordingto their role IDs. Thereasonwhy weintroducerole IDs
is to preventattackers fromlearningthe locationsof thenodethat
hasa turn startingdetectionprocess.Attackerscan learna node
ID anda locationof the correspondingnodebecauseeachclaim
contains alocation of a node andits nodeID. Therefore,nodes
shoulduserole IDs for startingdetectionprocess.ni,j denotesa
nodewhosenodeID is i androle ID is j.

In eachgroup,nodesare sortedaccordingto their role IDs. The
numberof nodesof a groupis Np. Whena groupGi hasa turn
startingdetectionprocess(the turnis calculatedfrom the elapsed
time andthetime interval of detectionprocesses∆), thefirst node
of thegroupsendstheseedandits role ID with its signature.If the
processhasnot startedafter an internal interval time of detection
processδ becauseof a failure, compromised node,or otherreason,
thesecondnodeof thegroupsendstheseedandits role ID with its
signatureto thefirst node’splace(seeFig. 2). NotethatNp · δ can
belessthanbut notgreaterthan∆.

If at leastone nodeof a group survives, the group can start the
detectionprocessduring its turn. An attacker must compromise
thefirst nodeof a groupwhich hasthenext turn startingdetection
process ifhe wantsto learnthelocationof thewitnessnode inthe
nextdetectionprocess.

Thefollowing subsections describethedetailsof ourproposal.We
usethenotationpresentedin Table1.

4.2 Preparation of sensor nodes
We preloadeachnodeni,j with a hashfunctionH, a time interval
of detectionprocesses∆, aninternaltimeinterval of detectionpro-
cessδ, a functionthatcalculates alocationof a witnessnodefrom
a seedanda nodeID FL, a functionthat calculates apublic key
for nodeIDs FE , a privatekey for nodeID K−1

i , a functionthat
calculates apublic key for role IDs F̂E , anda privatekey for role
ID K̂−1

j .

4.3 Tasks of node ni,j

• Calculatethecurrent turn numberat fixed intervalsof δ. Let
thereferencetime bets andthecurrenttime betcurrent. The
current turn numberis Tc = b(tcurrent − ts)/∆c. Thecur-
rentinternalturn numberis tc = b[(tcurrent − ts)%∆]/δc.

• Calculatetherole ID of thenodethat will startthedetection
processduring this internalturn. Therole ID is RID = Tc

t
s

t
s
+∆ t

s
+2∆

Turn 0 Turn 1

Node n*,0

Node n*,NG

Node n*,2NG

Node n*,1

Node n*,NG+1

Node n*,2NG+1Assigned to 

ts+δ ts+2δ ts+3δ ts+∆ +δ
Time

Group 1 Group 2

(a) Role of the startingdetectionprocess isassignedto each
group(Np = 3. ‘*’ representsanarbitrarynodeID.)

At �me ts, 

node n0 starts the detec�on process.

At �me ts+δ, if node n0 has not started the detec�on process, 

node nNG
starts the detec�on process.

At �me ts+2δ, if nodes n0 and nNG
have not started the detec�on process, 

node n2NG
starts the detec�on process.

At �me ts+∆, 

node n1 starts the detec�on process.

At �me ts+∆+δ, if node n1 has not started the detec�on process, 

node nNG+1 starts the detec�on process.

At �me ts+∆+2δ, if nodes n1 and nNG+1 have not started the detec�on process, 

node n2NG+1 starts the detec�on process.

(b) Tasks ofeachnode

Figure 2: Overview of our protocol

mod NG + tc · NG.

• If j = RID andif in this turn Tc, thedetectionprocesshas
not beenstarted,nodeni starts process A.

• If nodeni receivesmessageMA, it starts processB.

• If nodeni receivesmessageM ′

A, it starts processC’.

4.3.1 Process A
• Nodeni broadcastsamessage

MA(i) = 〈i, li, SK−1

i
(H(Tc||i||li))〉

to one-hopneighbornodeswhereli representsthe location
of nodeni. Thesymbol|| representsastreamconcatenation.

• Nodeni thenbroadcastsamessage

MA2
= 〈S

K̂−1

RID

(H(Tc))〉

to one-hopneighbornodes. This value is the seedof the
detectionprocessin this turn.

4.3.2 Process B
Assumethatnodeni hasreceivedamessageMA(j).

• Nodeni verifiesthelocationlj .
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Table 1: Notation

N Numberof nodesin thenetwork
ni SensornodewhosenodeID is i

ni,j SensornodewhosenodeID is i androle ID is j
(We can identify anode by nodeID or role ID only.)

Ka Publickey of anodewhosenodeID is a
(calculatedby a functionFE(a))

K−1
a Privatekey of anodewhosenodeID is a

K̂a Publickey of anodewhose roleID is a

(calculatedby a functionF̂E(a))
K̂−1

a Privatekey of anodewhosenodeID is a
NG Numberof groups
Np Numberof nodespergroup(N = NG · Np)
Cn Numberof compromised nodes

SK(M) Signatureof stringM by key K
FL(s, i) Locationof witnessnode

obtainedfrom seeds and nodeID i
H(M) Hashof M

∆ Time interval of detectionprocesses
δ Internaltime interval of detectionprocess
r Average numberof reporternodesof oneclaimernode

• If nodeni doesnot know the valueof S
K̂−1

RID

(H(Tc)), it

starts processB’. If nodealreadyknows thevalueof
S

K̂−1

RID

(H(Tc)) or theverificationin processB’ succeeds,it

starts processC.

• If nodeni succeedswith the verification in processB’, it
starts processA only once.

4.3.3 Process B’
• Nodeni receivesamessageMA2

from nodenj .

• Nodeni calculatesthepublickey of RID; K̂RID
= F̂E(RID)

andcalculatesH(Tc). Thenit verifiesMA2
.

4.3.4 Process C
Assumethatnodeni hasreceivedamessageMA(j).

• Nodeni calculatesthe locationof thewitnessnodeof node
nj ;

ldst = FL(S
K̂−1

RID

(H(Tc)), j).

• Nodeni forwardsamessage

M ′

A(j) = 〈j, lj , ldst, SK−1

j
(H(Tc||j||lj))〉

to anapplicablenode.

4.3.5 Process C’
Assumethatnodeni hasreceivedamessageM ′

A(j).

• If nodeni is thedestinationof ldst, it starts process D.If not,
it forwardsthemessageto anapplicablenodefor ldst.

4.3.6 Process D
Assumethatnodeni hasreceivedamessageM ′

A(j).

• If nodeni doesnot know the valueof S
K̂−1

RID

(H(Tc)), it

suspendsthis processuntil it receivesamessageM ′

A.

• Nodeni calculatesFL(S
K̂−1

RID

(H(Tc)), j) andchecks whether

or not thecalculatedvalueis thesameasthevalueof ldst.

• Nodeni calculates apublickey of thenodewhosenodeID is
j; Kj = FE(j), andcalculatesH(Tc||j||lj). It thenverifies
S

K−1

j
(H(Tc||nj ||lj)).

• Nodeni savesthe messageM ′

A(j). If in this internalturn
it receivesanothermessageM ′

A(j) which containsnodeID
j, it checks whetheror not lj is also the same. If it is not
the same,it concludesthat it detecteda replicationattack.
It broadcaststhesetwo messagesto all thenodesin thenet-
work.

4.4 ANALYSIS
If an attacker compromisessomenodes,he maylearn the loca-
tionsof witnessnodesfrom them.To learnthelocationsof witness
nodes,heneedsto compromisethefirst nodeof agroupif nonodes
arebroken. We call a turn in which anattacker compromisesthe
first nodeof a groupa compromised turn. If an attacker knows
thelocationsof witnessnodesof severalconsecutive turns,hecan
performreplicatednodeattacksfrom thefirst compromisedturnof
the sequenceof compromisedturns to the last compromisedturn
of thesequence.Therefore,we need to analyzetheexpectedmaxi-
mumnumberof consecutive compromisedturnsfor thenumberof
compromisednodes.

We alsoneed to analyzeanotherfeature.If someof thenodesare
faulty (i.e., compromisedor broken), some turnsmay not beable
to start a detectionprocess. We call a turn that cannotstart the
detectionprocessa faulty turn. We analyzetheexpectedaverage
numberof consecutive faulty turns.

4.4.1 Maximum number of consecutive compromised
turns.

AssumethatCn nodesarecompromised.Theprobabilitythatnum-
berof groupsof which thefirst nodecompromisedis CG is

Pc(N, NG, Cn, Gc) =

 

NG

CG

! 

N − NG

Cn − CG

!

 

N

Cn

! (1)

EachgrouphasanID. TheID of thefirst groupis 1,andtheID of
thelastgroupis NG.

We requirethe expectednumberof maximum consecutive com-
promisedgroups.For example,if anattacker compromisesnodes
in groups3, 4, 5, 7, and10, the numberof maximum consecutive
compromisedgroupsis three(groups3, 4, 5). Here,thenextgroup
of groupNG is group 1. The maximumnumberof consecutive
compromisedgroupsis the maximumnumberof turns in which
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theattacker canlearnthelocationsof witnessnodesfrom compro-
misednodes.Weassumethatthenumberof executingthedetection
processes isV .

First, we requirethe numberof combinationssuchthat the maxi-
mumnumberof consecutive compromisedgroupsis equalto MS

when anattackercompromisesCG groupsfrom NG groups.Here,
let usassumethatthenextgroupof groupNG is nonexistent.The
numberof combinationsfsc(NG, CG, MS) is

fsc(NG, CG, MS)

=

8

>

>

>

>

>

>

>

>

>

<

>

>

>

>

>

>

>

>

>

:

if (CG = 0 & MS = 0) ||NG = CG = MS then 1,

elseif NG ≤ 0 ||NG < CG ||CG < MS then 0,

else
MS
X

i=0

fsc(NG − i − 1, CG − i, MS)

+

MS−1
X

i=0

fsc(NG − MS − 1, CG − MS , i).

(2)

We cangettheexpectednumberof maximum consecutivecompro-
misedgroupswhen anattacker compromisesCg groupsfrom NG

groups. Here, let us assumethat the next groupof groupNG is
group1. Theexpectednumberof maximum consecutive compro-
misedgroupsEm(NG, CG) is

Em(NG, CG) =
1

 

NG − 1

CG − 1

!×

8

>

>

>

>

<

>

>

>

>

:

if NG = CG then V,

else (CG)2

+

CG−1
X

j=1

CG
X

i=1

[j · max(i, j) · fsc(NG − j − 2, CG − j, i)] .

(3)

Finally, we canget theexpectednumberof maximum consecutive
compromisedturnswhen anattacker compromisesCn nodesfrom
equations1 and3.

EM (N, NG, Cn) =

Cn
X

i=1

Pc(N, NG, Cn, i) · Em(NG, i). (4)

4.4.2 Average number of consecutive faulty turns.
Assumethat Fn nodesarefaulty (broken or compromised)of N
nodes.Theprobabilitythatthenumberof groups whosenodesare
all faulty is Fg is

Pf (N, NG, Fn, Fg)

=

 

NG

Fg

!

Cf (NG − Fg, N/NG, Fn − Fg · (N/NG))

 

N

Fn

! ,

whereCf (NG, Np, Fn)

=

8

>

>

>

>

>

>

<

>

>

>

>

>

>

:

if Fn = 0 then 0,

else

 

NG · Np

Fn

!

−
min(NG,Fn/Np)

X

i=1

NG
Ci · Cf (NG − i, Np, Fn − i · Np).

(5)

Whenthenumberof fault turnsis Fg, theaverage numberof con-
secutive faulty turnsis

Ef (NG, Fg) =

8

>

>

<

>

>

:

if NG = Fg then V,

else
Fg
X

j=0

j ·
"

NG − Fg

NG − j

j−1
Y

i=0

Fg − i

NG − i

#

.

(6)

Finally, we can get the expectednumberof averageconsecutive
faulty turnswhenFn nodesfrom equations5 and6.

EF (N, NG, Fn)

=

min(NG,Fn·NG/N)
X

i=1

Pf (N, NG, Fn, i) · Ef (NG, i). (7)

5. EVALUATION
We conductmathematicalanalysisand simulationsof our proto-
cols.

5.1 Mathematical analysis
Weconductmathematicalanalysesof thedetectionprocess(1. max-
imum numberof consecutive compromisedturnsand2. average
numberof consecutive faulty turns)andour reporternodedeter-
mination protocol. We set the numberof nodesof a network to
10,000.

5.1.1 Maximum number of consecutive compromised
turns.

Figure 3 representsthe relationshipamongthe numberof com-
promisednodes(Cn), the numberof nodesof a group(Np), and
theexpectedmaximumnumberof consecutive compromisedturns
(EM ). In Fig. 3, thenumberof thedetectionprocessesV wasset
to 10, and inFig. 3, V wassetto 1,000. Assumethatanattacker
compromisesmorethanNG nodes.Although theprobability that
the numberof compromisedturns (EM ) is equal to NG is very
small, it is not zero. If EM is equalto NG, theattacker canlearn
all witnessnodesin all turns. Therefore,NG shouldnot be very
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Figure 3: Expected maximum no. of consecutive compromised
turns (N = 10, 000)

small. If V is greate,a relatively greaterNG is better. However,
NG shouldnotalsobe verygreatevalue.If NG is greate,thenum-
berof nodespergroupis small. Therefore,theprobability thatan
attackercompromisesthefirst nodeof agroupincreases.

We know from the Fig. 3 that EM is only 1.0 - 1.7 even if the
attackercompromises3,000of 10,000nodes.

5.1.2 Average number of consecutive faulty turns.
Figure 4 representsthe relationshipamongthe numberof faulty
nodes(Fn), thenumberof groups(NG), andtheexpectedaverage
numberof consecutive faulty turns(EF ). In Fig. 4, V wassetto
100. We conductedanalysesof varyingV from 10 to1,000,how-
ever, theresults arealmostthesameaseachother. To reduceEF ,
we knowfrom thefigurethatNG shouldbesmall.Thisis becausea
faulty turn meansa turn whoseN/NG nodesareall faulty. Evenif
5,000of 10,000 nodesarefaulty, thenumberof consecutive faulty
turnsremainsverysmall.

5.2 Simulations
We conductedsimulationsto demonstratetheeffectivenessof our
detectionprotocolof replicatednodeattacks.Table2 lists the re-

1
1000

2000
3000

4000
5000

1.E-251

1.E-200

1.E-149

1.E-98

1.E-47

1 
10 

20 
30 

N
o

. o
f 

b
ro

k
e
n

 n
o

d
e

s

E
F

NG

Figure 4: Expected average no. of consecutive faulty turns
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Figure 5: Communication overhead

sourcesrequiredby RED [23], LSM [15], P-MPC [5], and our
protocol. RED usesa centraltrustedentity (e.g.,a base station).
Theauthorsof [15] proposedtheLSM andRM protocols.Because
LSM is a modificationof RM, we only comparedLSM with our
protocol. By thesametoken,theauthorsof [5] proposedtheSDC
andP-MPCprotocols,but we onlycomparedP-MPC.

Thenumberof nodeswas10, 000. The ordersin Table2 aretheo-
reticalvalues.Thenumericvaluesrepresentthesimulationresults.
Thevaluesof s andps in theP-MPCprotocolaretheprotocol’ssys-
temparameters.We usedthedefault valuesfor therelatedstudies
if they hadsystemparameters.The resultsof our protocolare al-
mostthesameasthatof RED.In ourprotocol,eachnodemustdoa
signaturecheck andsaveS

K̂−1

RID

(H(Tc)). Therefore,ourprotocol

needsonemorememoryoccupancy andsignaturecheckcompared
with RED.

Next, we conductedasimulationof communication overhead. Fig-
ure5 showstheresults.Wevariedthenumberof nodesfrom 1,000
to 10,000. We found that LSM neededa large overheadand the
other protocolshadalmostequaloverheads.

Next, we conductedasimulationof thedetectionratewith nocom-
promised nodes.Theresults areshown in Fig. 6. Weknowthatthe
detectionratesof RED andoursarealmostthe same.That of P-
MPCwasa little smallerthanours,andthatof LSM wasrelatively
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Table 2: Comparison with related work
MemoryOccupancy SentMessage ReceivedMessage SignatureCheck Detectionrate

RED(Central) O(r) O(r ·
√

N) O(r ·
√

N) O(r)
1.00 20.49 49.35 6.02 0.914

LSM O(r ·
√

N) O(r ·
√

N) O(r ·
√

N) O(r ·
√

N)
19.62 20.55 48.36 12.52 0.338

P-MPC O(r · s · ps) O(r ·
√

N) + O(s) O(r ·
√

N) + O(s) O(r · s · ps)
7.60 167.21 195.62 13.62 0.866

Ours O(r) O(r ·
√

N) O(r ·
√

N) O(r)
2.00 20.67 48.59 7.00 0.912
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Figure 6: Detection rate with no compromised nodes

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

0 1000 2000 3000

D
e
te

c
ti

o
n

 r
a

te

No. of compromised nodes

RED(Central)
LSM
P-MPC
Ours

Figure 7: Detection rate depending on no. of compromised
nodes

small comparedwith otherprotocols.

Finally, we conducteda simulationof the detectionratewhenthe
numberof compromised nodesvaried. If a witnessnode was a
compromised node,thereplicatednodeattackwasnotdetected.In
ourprotocol,thedetectionalsofailedif theattackerknewtheloca-
tion of thewitness nodes.We setthenumberof nodesto 10,000.
RED, LSM, andour protocolshad highresiliency to manycom-
promised nodes.However, P-MPCwaseasilyaffectedby compro-
mised nodes becauseall witnessnodescandidatesareleaked to an
attacker if hecompromisesonenode.

6. CONCLUSION
We proposeda detectionprotocolfor nodereplicatedattacks.We
realized fulldistributed detectionby assigningthe processinitial-

ization role to eachnode. Eachnodeis preloadedwith a unique
seedandusesit to initialize thedetectionprocess. Wedividenodes
into groupsto increaseresiliency to manycompromisednodes,and
we verifiedtheresiliency of our protocolin mathematicalanalyses
and insimulations.Wealso proposedareporternodedetermination
protocol.This protocol canbeusedfor our detectionprotocoland
otherdetectionprotocolsdealingwith node replicationattacks.By
using this protocol, the detectionrateof node replicationattacks
was significantly higher than thatof existing nodedetermination
protocolswhentherewere severalcompromisednodes.
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