A Simulation-based Approach to Highly Iterative
Prototyping of Ubiquitous Computing Systems

Eleanor O'Neill, David Lewis, Owen Conlan
Knowledge and Data Engineering Group | KDEG
School of Computer Science and Statistics

Trinity College Dublin, Dublin, Ireland
{Eleanor.ONeill | Dave.Lewis | Owen.Conlan} @cs.tcd.ie

ABSTRACT

Ubiquitouscomputing (bicomp), asenvisaged byWeiser [22], is

heavily user-centric and largely concernedth applications
specificdly designed to meeenduser needs. Senspopulated
ubicomp environmentsdifferentete these pplications from
existing mobile and disbuted sytems throwgh context

awaeness For the system developer, th@roblems of

heterogeneityand scalabilityare felt moskeenlywhen designing
this adaptivebehaviou. A contextaware ubicomp sgtem needs
to operde reliably overthe widevariety of stuationsthatmay be

enountered. In this paper we presmit a technical archéctue

which hes bean implemented tosupport sdable, cog-effedive,

runtime experimentation gy aframework ofmodelsto support
informed decisbn making in an érative design cgle.

Categories and Subject Descriptors

1.6.8 [Simuldion and Modellingl Types of Simulation,
Animation and Gaming; C.4 [Perfoamce of Systemg: Design
Studies D.2.m [Miscellaneuq: Rapid Prototyping

General Terms
Design, Experimentation.

Keywords

Ubiquitouscomputing, adaptivbehaviour, ontex awareness

1. INTRODUCTION

Ubiquitouscomputing(ubicomp), & envisaged byWeiser [22], is
heavily user-centric and largely concernedth applications
specificdly designed to meeenduser needs. Senspopulated
ubicomp environmentsdifferentete these pplicaions from
existing mobile and digbuted swems through context
awaeness Cortext awaeness means that thes systems mug
reppond and adapto the social, taskand environmentatontext
[21], in which theyare deplogd, if they are to achieve Weiser's
application-centric vign.
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For designes of thes systems heterogeneityof sensa dataand

scalability of environments are major challenges ding the
design cycle [17].

Specificdly when demgning this adative
behaiiour. A context-ware ubicanp system needgto opeate
reliably over the wide variety of dgtuations that may be

encourtered. This wide variety of situations encounterk arises
from the combinationsof physical settings envirormental and

location sensg and, mos unpredictably the behaviour of s
in swch situatons.

The® design challengeshave resulted in even bas, eveyday

ubicomp sgtems such as isnple motionsensor drivenlighting

systens and snart airconditioning units failing due to the
designernat fully appreiating the specific factos presentin a

specifc situation e.gthe lighting timeris setto too short a cycle

for a paticular ugr. The® nuances in howsers actually carry

out ther daily activities and how they differ from the way
designers iad developersxpected theystem tobe ugd, present
challenges thatiwces$ul applcations reed toovercome.

Although existing desgn tools for digributed gstems, using
traditional software dégn andevaluationtechniquesare auseful

basisfor design in ubicompthey cannotddresghe complexity
introduced by context-avareness A rapid iterdive prototyping
approachalleviatesthis poblemby speeding up the desigcycle
and enaling developergo evaluate earlgystem inplementations

with low invegment and fewer repercsisns if asystem fails.

Probtyping apppateshave proen a succesiul choicefor many
ubicomp degn tools[3, 13, 14, 15]

Howeve, to date these toolkitshawe largely favoured rapid
creation and deplayent ofappliations[9] with less emphas on
stiuctured feedbdc as pat of the cylical design proces to
suppet informed dedsion making during te next design
iteration. New fectars affecting user acceptance of ubicomp
systemsraise the ned to develop new anatical epproaches that

will enable invetigation of the wndelying causl relationips
which precede anyingance of unwanted behaviourbeing

exhibited to an end &s.

Through this research, we havielentified the following isues
which can beaddres®d through emulation-ba®d tool support to

help developersand desigers as they explore this relativdy
immatue field. There are tkee coeissues:

e Systematic investigation of relevant context ait&l change
overtime to deterrme areas of unwanted adaptive behaviour
in the sygtem



e The capabilty to relibly configure enviromental
conditions torepeatedlyvisit a $enario which is problematic
for the ubicomp ystem under tgt (SUT).

e  Suppating tools to determine cawas relationshipsbehinda
SUT behaving in an unexpected and unwanted manner.

In this paperwe startin sedion 2 bydiscusingrelated work with
afocuson the role of both real-tira and non-reatime smulaion

in contextaware gstem deggn, the swcces of rapid-pototyping

for ubicomp devdopment and finally issues surrounding
requirements engineering foubicomp. In section3 we diguss
our requirement consideratiofar this work, followed in gction

4 by a brief case tady of a real-world problematic ubicamp

system which we have ob®rved. Section 5 deribes the

framework of models we us to support thisnformed design
approach and section 6 ddbes the technical architeture

implemented forruntime experimentation. Finally section 7

discusses our evaluationso farand some future work, followa by

section 8which drawscondusiors about this paper.

2. RELATED WORK

Ubiquitouscomputinghas seemanyusesof smulation in desgn

tools [2, 3, 4, 16] and has allowed researchers to conduct

otherwie wstly and time-consuning researis more affordably.
Ubiwise [2] ore of the eiiest ubicomp smulators enabled
prototyping of hardware and low-lev&bftwaree.g. protocols. At
the time of Ubiwise's developrent, the ultomp reseech
community were @ught in a stuation where appliation
developerswere waiting for protocols and hadware to be
developedwhile hardwae developersvere waiting to seewhat
kind of applicationsvould need to run on ttiedevices Ubiwise
offered smulation asa way to breakthis circle of dependence.
Ubiwise was developed as first person interactive simulator
beaus it needed to allowsersto interact with device intefaces.

Discree eventsimulations havealso proveduseful forubicamp
systems specifically smart trafic management sems
Reyndds et al [4] have developed a laeyscale 2D grid
simulation tool tomodel &nsors, actuatas and theenvironnent.
For added flexibility, theypropog an emulation framework for
testing applicationsand middleware.As an iniial teg case they
focuson city-wide traffic $Smulations andnodel awide range of
ubicomp senaios. Their 2D digrete simulation approads very
well suited to issiessuch agraffic light communication hovever
we propo® a moreuser centric approackhat is neededvhen
trying to anticipate s accetance ofubicomp sgtems.

Rapid prototyping is another teclque which hasbeen very
succesll for ubicomp development. Carteand Mankof [7]

found pape pratotypesvery useful when tring toidentify useful
aspectf their system design. Thiss only really a \ery eaty

stage desig tool asthey alsouncovered that thisechniquejust

doesn’t sde and socan only addres very narrowly defined
questions. A more advancedibicomp design toolvas context
widgets [18] which insulded developersfrom the underlying
sen®r néwork in much he same wayas gephical user imrface
tools do. These widgets provide benefitef abdraction and
reusbility and are very useful when creating newubicomp

applications or retrofitting existing applicaions to support
context-awarenas Wdgetsare specifically an implemenégtion
tool and peed up the development process
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The team behind Topiay have demonstrated a lot oficeess
providing a graphia tool to rapidly prototype both ubiomp
scenariosand ubiomp appliations. Topiary is specifialy
designedo look atapplicationsfor mobile @vices andis capable
of generating a deployable protpe from very high level
instruction. Prototges can berun on a 2D desksimulation
where usrsare noved aroundn much the sme wayasa board
game. Alternativiy prototypes can be depleg on devices ithe
wild so that ugrs can inteact with the system ierface on a
mobile device. This latter fom of testng takesa sort of Wizard
of Oz approabh since a teter nustfollow the testuser to play the
role ofthe SU.

As dreadymentionel simulationand prototyping hae provedto
be very useful toolsin the desgn and developrent of ubicomp
systems. We will build on this proven saces to enable ser-
centic testing of adaptive context-awargsems butincluding
model-driven experientaion with prototypes to pport
feedbackon causil relationshipsin the aaptive behaviou and
asgst informed decison making in gbsequent it@ations of the

prototygng cycle.

3. REQUIREMENTS

3.1 Requirements Considerations

The ubiconp applicatims we are targting with this platform are

thos that the user experiencesn their environment but not

specificdly on mobile devices.We are not cmncernedwith user
interface deggn butmore withevduaing the adaptivitypreented
to enduses at un time. We are patticularly interested in

evaluation of ubicomp applications which adapt alonghe

temporal andpatial dmensions.Bandiri et al [8]haveidentified

orientatian, proxinity and containrent as tle key spatialrelations
for ubicomp in theirCommon Sense btlel. As part of their
future work they list enabling applicationso rea®n along the
time axisabout changes in the enviroamhas a key concern.

The approachin this document uss thefadors in figure 1 to
descrbe the pimary factoss that influenceusers acceptancef
thesetarget contextaware apptiations. The factos congered n
this diagram are expiaed as follows:

e Behavioural Envelope: The boundsof potential srvice
behaviour that cabe exhibited.

e Contextchanges: Changes inthe task, social or physical
context srounding an ubicompystem.

e  Exhibited Belaviour:
user.

The behaviou as &en by the end-

To find a ®lution that univerally resolveghe® factorsis a stuly
that intersects many fields taking in both technical ssiesand
human fators, manyof which are highly subjective and difficult
to concretelymeasve. In addition, o sngle $andardied ®t of
criteria exig¢ to define good behaviour in aadaptiveservice,
althoughwork is underway on this front [1]. To help alleviate
this situation, themethod preserd heres aimed at conducting
thoroughinvedigation of both theadaptivebehaviour pace and
the contextspaceof a SUT, to identify ocaurrences of unwanted
behaiiour thatmay lead toa prdotype rvice being rejectetly
end users.
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Figure 1. Factors affecting Ubicomp Service end user
Acceptance

3.2 Requirements

Our overdl objective isto enable dentification of the causal
relation$ips leading to urwanted occurrencesof adeptive
behaviour. Based on thisthe factors la out abovethe need for
cost effectivenes and both Davidoff's [9] and our own
identification of a gap inthe esearch ér ubicomp analsis tools,
we set out the following requingents for this evaluatiotool:

1. An iterative experimental approach rmime developedhat
supports reasoning about uers the system and the
enviromment with a vier to identifying unwanted ystem
behaviour.

2. A technicalarchitecture musbe implemented to actuadis
the resit from requirement 1.

3. The tool mu$ have accessto a costeffective teg
environment aifficiently flexible b teg many situations and
provide a divers, heterogneous flow of ontext
information.

4. Tool must enable rapid reconfigurations of the teg

envirommment andmodelsto support the iterative ntotyping
cycle that hasproven succeskul for ubicomp apptation
development.

4, CASE STUDY

Beforewe go onto discussourimplementationwe present here a
shot cag gudy of areal-life problematicsmart lighting system.
We have ued thiscase study to suppement our rgquirements
gathering processfor this evaluationtool and will refer to it
througlout the remainet of this paper.

4.1 Real World Smart Lighting System

A smart lighting s/stem is desigred to autonatically swtch lights
onin public aces ares for building occupats. Lights are timed
to switch off a setperiodaftera ugr hasbeen detectedOffices
andlab areas remain oa manualight system. Motion sensrs
switch lights on when theydetect movement. A timer is
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incorporded to switchlights off following a period in whichho
ocaupant hasbeen detectedEssentally the system performs the
simple action of toggling between on and oftases. Figre 2
shows a simg diagram of this system.

Motion on
Sensor

I Timer |

Figure 2. Simple System Diagram

4.2 Run Time Problem

Figure 3 dhows the building floor plan where thisystem was
deployed. Stairwells and liftlobbies are the entrance aedit

points on ead floor. Motion seners contrdling each floois

lighting areinstalledin each &irwell and lobby Officesspace is
markedin grey andis accestble onlywith a key white ace is
publicly accesible.

A problem occurs for late nighworkers when the number of
ocaupants in the building is very low. When a worker emerges
from their roomafter working for a couple of hours, theémers
haveswitchel off thelights andthe light will not turn on agan
until the worker hageached the exfor that floor. The usemust
find their way to an exitin the dark btithe lighs switch on jus as
the worker exitsthe hallvay, benefcial to neither the 1 northe
energy saving scheme.

Stairwell

Carridar

Carridar

Stairwell

Figure 3. Lighting System Floor Plan

4.3 Problem Discussion

Although Fgure 2 clearlydepictshow the sgten operatesit
omits two important elerrents that sgnificantly impact on the
operationof the gstem. The padson of motion detedorsin the
environment hesily impactsonthe ugfulnessof this systam and
how accurately the ystem selectightsto switch on.



The frameworkand modelling @proachwhich wepresnt inthe
next section attemptsto uncover problems such as the one
preented in this section byasssting testersto fully explorethe
behavioural and antext spaces fora sevice usng a raid
prototydgng and smulationapproach.

5. FRAMEWORK MODELS

This section discusesthe modelsthatsatigy requirement onén
section 3.2. The modeldisted bdow will be decribed in deail
throughthe following sibsectionsefore beginning thdiscusion
of the technical ahitedure.

The following malels have been defined for this framework:

e System Logical RequirementModel (SLRM: The set of
logical requiements, witten as rules, within which the
systemshouldoperate at runtime

e System State Model (8TM): Descrbes all pssble states
for the sytem.

e ‘Safe’ AssumptionsModel (SAM): Setof safe asunptions
drawnup asguiddines of the maximum-minimum range of
boundarég/limits within which the sygtem will be expected
to operate. Tése aumptions will be used to dve
experimendl caes and fullevaluations ofthe behavioural
envelope of aystem.

e System Alert Repdr (SAR): Record of regurements
violations generad during an experiment

e  EnvironmentModel (ENVM): The environment isnodelled
using 3D sinulation tools modified to acommodate ensor
placenent and configuration. The will be discused in
Section 4.5 apart of the technologét framework.

5.1 Modelling Requirementsas Rules: SLRM
Requirementshere are termad as conditions that should be
considered nonegotiable and wherean applicationdoes not
meet these, theysem is no longer wul to the stakeholders
involved. The SLRMdefines the requiremeniisat a sgtem mus
operatewithin whenperfoming any adaptvity. In the abence of
a univergl benchmarkfor good ubicomp deégn, thisapproach
focuses on determiningvhetheran ubicomp appliation fallsinto
the trap of unwanted behaviour [12] or wther it can survive
evayday use [11]

To condut this evduation, requirementsnodelled agBos Rules
[5] act as theyardstick agénst which theubicomp gstem’s
usefulnessand effetiveness is evaluated. JBos Rules works
efficiently to minimize the number of coitins that mug be
evduated througtihe use of rule patternsThe benefitsof usng
JBoss Rulesfor thiswork are:

e Vocabularies JBoss Rules arebuilt on top of vocabularies
implemented as Java beans This enables creation ain
extensble vocabulary specificdly designed to cater for
ubicomp applicéons.

e Separation of bgics/Data: Sparaion of logic (ruley and
data (hds)is well suited to keeping th&D simulator loosely
couple with the res of the sywtem to supprt repid
(re)configuation.
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e Java OO fats: OO demgn provides aconvenientway to
encode context frorthe environment.

e Speal: JBoss Rues waks fast which is esential for large
experimentwheretheflow of context fromthe environrent
happens gjckly.

Potential pitfalls in usinglBoss Rules arise if rules are poorly
written resultng in excesive cross pducts. Bossis fast to
cdculate cros product resultshoweve badly designedrules
running on large ata setscan faildue to insfficient memory In
this gpproach, good rule dggn and an optimed environrent
model will be used to \wid this potential problem. Cross
productsare an issue for all rule ergines and not a prédm
unique to BossRules.

At runtime whena SUT’'sbehaviour isoutsde theboundariesof
its requirmentsnot dl teg condifonswill succeed anché Rule
Engire will generatean Alert in the SAR (discussed in detail in
section 5.4). For example inthe case ofthe snart lighting
example, a verbose req@ment or the system satesthat ‘A user
should neve be left in the dark’. fie rule cheks the user's
current date; if the useris in the dark then an alert igaised
detailing the relevant context. frortant context for this event
includesthe userslocation and the w&s'’s identification.

5.2 Modédling the System: SSTM

The SSTM modelshe bdaviouralstatesof an ubcomp system,

and althoughnot diretly used bythe technimgical framework, it
was the driving element in recognising timeedfor the SAM

(Safe Assumptions Model), digussed in section 5.3. Figre 2
showed the SSTNbr the lighting casetady described in section

4. Modelling the lighting sstem as in Figure 2 does na

accomnodate the eéfcts of context on liis system. In the caseof

this system, the problemvas knownin advanceof theasesment

and so byreverse engineering Was recognised thatthe pst-
deployment tenporal andspatialissuesthat would impacbn this
system were not fullyinvestigaed.

Logically the lighting system works well. A userentersa public
acces areain the buildhg and the lighg svitch on. Public access
areasare marled in white in figure 3. After a defined periodof
time, the lights switch off again. Howeveriace all corridorsre
not covered bymotion sensors exiting an office will not
reactivate the liglst

The SSTM demorgated the need tsupplement the design
evaluaion with additional information, gecifically beaus
design expertsare relatively non-exisent in this field, thereare
few peopk qualified to ot erors such a this one &en in this
very ample ystem. To adgst evaluationof ubicompsystemsand
exploration of their bbaviourswithin specified contextspacesa
geneal approach was abstted in the form of theSAM modelto
drive experimentation and full evaluatidnased on safeeveryday
assumptions.

5.3 Exploring the Behavioural Spacewith
Safe Assumptions. SAM

The mannerin which users work/live alongside an ubomp
system and the diosyncrasies found n their daily adivities,
impact hesmily on the success of an ubicomp sytem. A
modelling appoach is equired to gplore the Huation space.



The situation space refersto the many situations hat may be
forced upon the stem in its deployent environment. To design
a systemthat will, not only supportthe defined us casesbut al®
operate succefgly within the boundsof non-tak related uer
attribues, desgners neal extra guidanceto asdst them in
perfoming a thoough exploation ofthe designace.

To thisend, the ‘saafe’ assumption model (SAM) provides a lig of
safeassuumptions(axioms) about conditions in whidhe SUT can
be expeted to operge within. The purposef the asumptionsis
to provide guidance to experiemtad designers about the minimum
and maximum limits, within whichthe system &ould beteded.
Assumptions take the pte® d behaviouralpatterns for apedfic
environnent and usrs, when these behaviourgatterns are
unknown. This appro&h is teken beause information about
behavioural pattens axd user idiogncrasies is not always
avdlable to systems desigmrs e.g. in the case of previoudy
unoccupied building. Asunptions shouldbe teded up toand
including the limits they set outfor the system, the following
illustratesa worked exarple.

5.3.1 SAMExampk
Background: Case 8idy from Section 4

Scenario 1: OfficeWorkeA arrives to work, entes their office
building. OfficeWorkerA must coss threepublic acess areas to
walk to theiroffice

Safe Asumgion 1: OfficeWorkerA will spend up to, kuno
more than, 4 hours continuasly at their dek before they will
nea a rdreshment break. Expegnental Factor: Experiments
shoud be runto invedigate egular time intervalsfrom ~1minsto
4 hours

Safe Assmption2: Offices have gak and off-peaktimes. A
building ocaupant working late mayfind themselvesworking
alone on their flor. Experinental Factor: Eperimentsshould be
run for low and high building @upancy

Experimental Deign: Basd on these asmptions, &periments
shodd be runto invedigate how the gstem behavest regula
time intevals from ~1min to 4 hoursand also to invegyate
behavioursat low and highbuilding occupancy

5.4 System Alert Report: SAR

The am of this framework isto produce a repornf alerts raised
during an &periment for pos expgimental analgis Alerts are
generated atruntime during an experiment when ystem
deployment/behavig is not inline withthe ystem reguirements
set outfor the SUT.

Requirementsaretesed continully during anexperiment. The

evduationof these equirenentswill for the nost part be affected
by user activiy inside the srart environment and thusud be

evduatedfor all potential usebehaviour. An example of dive

requirement for a smart lighting system mightstate thata ‘user

mug not be left inthe dark’. This would haveto be evaluated
throughout the experiment & the user changedocation to enste

that the ystem'’s desgn mesheswell with the building’s sensor

configuration.

The esuling alers ae conpiled into a eportwhich will include
information to identify the gecific requirement hat was volated,
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the context swroundng the violation and theuser involved. An
example of a generatedlert reportfor the snart lighting ystem
design is bown below.

Zéwml version="1.0" encoding="UTF-8"?>
<gystem-aletss
<alert id="1"»
=madified time="122125510665E" /=
<rule id="1" /=
<assumption id="1" /=
<locationzCorridar! _Floorl<focation=
<ysarzEleanor<fusars

<y =B jo

Lights out for user. Eleanor
<fverbose-explanations
<falerts

Figure 4. Excer pt from Sample SAR Report: Reporting an
instance of unwanted behaviour

6. TECHNICAL ARCHITECTURE

This section disusses the ténical architecture whiclhasbeen
built to support runtime experimentati usng the model
framework from ection 5. Theimplemented frameworkonsids
of a smulated experimental tesnvironnent, database of models
aJBos Rulesbasd adaptive engine and finallya proxyacting as
the integrating link for the platform. Each of thesecomponents
will be discused in thefollowing sctions afterfirst discusing
the proces modelused for the framework andthe configuration
toolsused during the experimental s@tprocedure.

6.1 Process Model

The overallaim of this experinentd platform is to produce a
report of alertgaised during an experiemt for pos experinental
analysis Alerts are generated at runtérduring an experinent
when exhibited ubicomp SUT behaviour isot inline with the
requirements €t out for the SIT.

The process model which this platform hasbeen designedto
suppeot is an iterative cgle, illugrated in Fgure 5. An
experimental g/cle begins withsetup, tocreate anaonfigurethe
virtual test environment. The virtual environment wsl in the
platform is amodified verson of the H#-Life 2 games engine
[10] which is supplied with itsown SDK. We have nodified the
map editor taallow developrs position andconfiguresensorsin
the virtud world.

The exeaition phase of arexpermental cycleallows for either
multi-player a single uer, Mot populated expeiments
Multiplayer simulationsallow up to 32usersto experiment with
the SUT smultaneously in the contexbf the vitual world. Bot
driven simiationson theother handnvolve a sngle usertesting
the servie while roleplaying bds also roamthe virtual world
testing definedenarios We al intend to usrole playng bots



to conductlarge scale experients at higher geeds for rpid
scenaridestirg whee a user is not requile

Entar leralion Cycle

ol

Execution

S4R
Reports

Analysis

Informed
Redesign

A

Exit Neralion Cycla

N

Figure5. Process M odel

During either user driven obot driven executions, alerts are
generatedo createthe SAR file stored in an eXst database. This
data is generatedfor pog experimental anafys and to lead
informed decion making in thenext degyn cycle. Analysis of
this data is not soething we wil addessin this paper we will
focuslargely on theexperinentd process involved ingenerating
SAR reports.

6.2 Experimental Configuration Tool

The virtual ®nsors featured irthis platfam have been addedo
an exising Half-Life SDK tool cdled Hammer, ee figue 6.
Hammer isused to corteuct maps for the game engine. Our
modifications allow adesgner toconfigure the simiated world
using a rangeof sensrs The availabilityof Hammer & part of
the SDK enables rapid reconfigationsanddiverse snsor types
since we canaddany of the nsorsto thistool which we devéop
for the virtualenvironment.

In moregener&termsfor gaming purposs Hamner is alo ued
to:

e  Construct the phgical ace i.e. walls and doors.
e Add bots and bot trajectories

Although devdoping a lage map tkes some effort, considable
productivity can be achieved byusing a blank vergon of an
existing environment to outline an experiment. eTgffort to
populate blank maps witherssors is minimal by comparion to
developing amap of a new environment fronscratch. The
experimental degn and st-up proces makes use of reusble
resurces inkeepingwith the itrative andincrenental approach
required by rapid developnent, testing and experimentation.
Among thesereusable resourcesegthe nap files tha definethe
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experimental ewironment, the sensors ad the experirent
definition XML profilesfor a service.
L R s

Tew AA # B4  ARE mW . b

Figure 6. Hammer Configuration Tool

6.3 3D Interactive Simulation Environment
The cost and effort involved ircreating srart environmentsare
still prohibitively expensive for lege scé or frequently
reconfigured testing. A virtual model & the deploynent
environment providesthe flexibility to overcone thisand cary
out experimentsin many settings. For this reasona smulation
environmentis used in the placeof alive environment,figures 7
and 8.

The aditional benefit of the smulationenvironment over a lab-
based etting is the ease with which the enviroment can be
reconfigured, both in terms of the sews deploynent and
configuraion, and the phsical layout and castruction of the
building. The simuation environment calledUleas [6] builds
directly upon an earliesmart gmulaion prototype called Tatus
[16]. The functiorality from Tatus,originally progranmed into
the Half-Life engine, has beemovedand upgrded to the Half-
Life 2 engineimprovingthe qualityof the $smulations, see Figer
7 and 8.

The smulator preseted here allow.

e Generation of isnulated snsor data at runtne. Primarily
thes arelocation sensrsbutwe also us@ressurenatsand
work has been ahe modelling Ubisense and ZigBee outdde
of the games engine [19].

e Actuations of entities in the virtual world .g. lights,
automated doors These actuationkappen when signied
by the SJT.

e Virtual sensors ae activated wén players mowve aroundthe
virtual world, in the same manner as would happerhe
real world. This providesthe sreamof context rejuired to
drive the SUT. To improve the ifdelity of the platfam, work
has lgen done byMcGlinn [19] to produce more realis and
rea®nable contextfor example ® thatlocation information
is not supfied to the SUT wit absolute accuracythat is
inherentwith the grid based positioning ggm of agames
engine.



Figure 7. Real Building (left); Simulated Building (right)

Simulated snsors have beenmodelledto be visble or invisible.
We use vidble simdated sensrs to represnt physicd devices
e.g. pressure mats or wireles aces points Invisible simulated
sen®rs are used to model the fiebf view or signd range of
these @viceswhererequired. The £nsrsare programmed to be
evant-driven, polling or a conbination of the two. For ingance, a
pressuremat repondsto theevent of auserstepping on itwhere
as aBluetooth mastepolls to detect new $aves. Using a game
engine allow flexibility in the tye and quantity ofsensrs
featured bythe test environment-or the nost part, thisis notyet
realisble in the real-world where the )pense ad logistics are
prohibitive.

6.4 Proxy

Interfacing the SUT to the@mulaor isdone via adva appliation
or Proxy. The platform can hdsand manage the connections
between multiple services and miltiple tes envionments
simultaneously This allows multiple services to aces asingle
environment, or vice vers, a sngle sevice to acces multiple
environnments.  Services are not obliged to sulwsibe to &
simulated environrments and only receve information &ou
relevant experimnts.

A new experiment commenceshen a ervice contads the
simulator with an experiment configuration file. This

configuration file containsan experirent ID, a map name, a
game-sever addres and datasubscription information. The
sewice is regigeredand the smulator createsa newdatabas [8]

collection using ensor information parsd from themapfile. The
simulator invokes a new game-servon the remotehod and
subgquently establishes a connectionwith the $mulation for
experimental data transfer.

At run-time, mesages flow beteen the virtualenvironment and
the adaptive ervice. Data daving the Bmulator becomesthe
contextualinformation on which evicesbase their dedisnsand
thus repond to the user’s needs. In respe, servies send
asynchronousinstructionsto alter the tate of the environemt
through device or entity actuaton, e.g. opening adoor or
switching ona light. Only a shgle connectio to game-seer
hosting the experiment igequired Bce underljing game
infrastructure engesgame-clientsare als updatedn a time that
is imperceptible to the player/developer. Utimately, the senars
will send their information to the ®rvices under teg via a
contextual ervices byer.
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Figure 8. Office space in the smulated environment

6.5 Adaptive Engine

In this work weare ughg an adaptive engineriginally desgned
for eLearning purposs [20]. In the plae of the original
eLearningmodels we have developed e sf modelsspecifially
tailoredtowardsubicompdesign analsis. The major benefifor
us in usng this adaptiveengine hasbeen theseparéion of
concerns betweeithe engine and thmodels Model €mantics
are not emkedded in the adaptive enginmeaning developnent
and integratiom of new modelss relativelyquick and esy.

The adaptive engine is dgsed toreconcilethe inputmodels
SLRM, SAM and theflow of simulated contextresilting in the
output model, theSAR file. The bigges challengein the
integration work was acommodating thesignificantly dynamic
nature of thigype of experimentation Context changes@much
more rapidthan inan eLearmg couse whee adaptation isiser
invoked as th user achieves learning goalsHowever in this
experimental platform, @ntextis pushed on the adaptive engine
by activity in the simulated environmenfAn update arvice was
devdoped to handlethis extra functionality for the adative
engine. Figure 9 showan overvew of the integated sygtem.

In addition to thecost benefit of the simulated enviroemh
another majo benefit is aces to environmental information.
This has been key to the succexsthis appioach. In order to
analyse thelighting system from the cas gudy in sedion 4, we
nealed to deterime whenthe lighs went on o off. In the real-
world we would have nekobserversr light sensrsfor this task.
Howeve in the virtual world we ca set up a systan of
notifications which ensire tha the adafive engine isupdated
with information when a ligt's status changes Having this
information, while &so being 00% certain d users location at
all times we can easily detemine if anyuser is in darkness

When we are genetmg context, the higlacaracy of the games
engine is not idealand sowork continuego improve tte fidelity

of this[19, 16] However, vhen itcomes to analysis this level of

accuracy allows usto compare he srvicesability to meetuser
neas with the users actual cuent stuation.

6.6 Performance

For the lighting case tady, the adaptive engineis driven by
changes in a ugr's locaion andchangesin alight's status. The
engine runs each new coniual stuationthrough the rule bas.
So far we have found Boss Rulesis capable of sipportirg our



andysis howeve we intend tomonitor thisfor larger rue-bases
and larger comit spaces.

Our virtual thre storey office building features104 rooms
comprigd of offices computer labs and lecture roomasd is
furnished with 520 dexks, 352 chairs and 257 replica desktop
computers Optimised mapping techniques otinue to dlow
experimental environemts togrow in size ad complexity The
latency of mesagesbetween gameesver a gane-client, anda
sewice, is of the order of millsecondsvhen crossng upto four
LAN connetions. The plaform architecture haprowed to be a
viable soluion. Servicegeceiwe data ina timely mannerwhile
users donot suffer perceivable roadverse delay in service
regponse tines.
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Figure9. System Overview

6.7 Summary of Integrated Framework

This section preented the technological framework which has
been implemented to support runtinexpeimentationusng the
modelling appro@h from section 5. Airst person, interactive,
3D simulator provides &ffordable, cat-effective easit
configurable test environmentsAn adaptive engine has been
integrated to reason abolehaiour exhibited by the SUT.
Finally a proxy has been developed tointegrate the system
componentand the eXist dabase.

7. EVALUATION

Evaluation ofthe work preented herés being conpletedin two
steps

e Evauaion o the frameworkagainst the requin@ents from
section 3.2
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e  Evaluation of theframework when used favestigde known
problems inthe lightingcase study(sedion 4).

7.1 Evaluation against requirements
This section discuses how we satified the requirements from
section 3.2 in ourekign.

Requirement 1: An iteraive experimerdl goproach mst be
devdoped that spports resoning about ugrs, the systemand the
environment with a view to idetifying unwanted ystem
behaviour.

Design Solution 1: Usng ou multi-model approach wecan
reason abdu

e Uses interns of their activity in thevirtual environnent and
the reslting context which theyforce on the S@.

e The system in terns of its &ility to meet its equirements
(SLRM) under a wide range of contextustions (SAM).

e The environment in termef the spatiad relationshipsthat
exig¢ in the 3D smulation, edfically containment {.e.
roomgranularity, proximity and orientation.

Requirement 2:A technicd architectue mug be implemented to
actualise the esultfrom requirenent1.

Design Solution 2: We have modified astate o the at computer
gameto generée smulated context at runtienbasel on player
adivity. A JBos Rulespoweredadaptive engineeasonsabou
the belaviour exhibited bythe swtem in relationto the adual
context ofthe user. Te conbination of a games engirsad rules
engine enables ensive testing in large scale envionments. &
currently ted in a smulatedverson of a real-life 3 $orey office
block. A <=cond virtual office block is currently under
devdopmentto recreate aroffice block which is affiliated with
another university

Requirement 3:Thetool mug have acces toa cos-effedive tes
environment sfficiently flexible to test many situations and
provide a diverse, heteragmus flow of context information.

Design Solution3: The modificdion of a games engine arnts
SDK reduceshe cost gnificantly compaed to field gudies

Requirement 4: Tool must enableapid reconfigurationsof the
test environment and modelso sypport the iteative prototyjng
cycle.

Design Solution 4: The modificationsto the Fammer map editor
alow rapid placenent of sensrs configuration of botand bot
activity and consuction of the physical gpace. Our experience
with our on site Ulisen® installation shovs thatHammer is both
more onvenient and exceedinglyager thantrying towork with
a real world installaton. We hae al® seen continuedugcess
over thepag three years, withlarge numbersof undergraduate,
masters ad PhD studentschoosng to work with the virtual
ubicomp environrent rather than integrate theiystens with a
real nsor network for tesing due to the timandeffort involved.
Some of the applicons these students haveested included
location based games, location basedamsmessging and
policy bagd manaed s/stems



7.2 Case Study Evaluation

Evaluatbn of this approachvill be conductedn three parts The
first focused on evaluatmthetool againsthe equirements st
out forit. The second two pis will evaluate the tooin termsof:

o Efficiency:

1. Deternines tle effort involved in settig up and
configuring an experimentaleration i.e. efficiency in
terms of human effort.

2. Deternines the effort rquired to develop stable
models for uncover agstents flaws

e Reliability: Determnes how often the framework falsdy
reports unwantedehaviour byusng snity checkingon
reailts.

e Repatablity: Deternines the abilty to recreate itiations
which generated alerts for clErsingection.

7.2.1 Bot DrivenSimulation

Bot-driven simulations are usd to r@idly perform a massve
explorationof the temporal andpatial designspace ofa gstem.
This expeiment investigates the eliability, efficiency and
repeatibilty with which role-playing bots can uncover the
unwantedbehaviourexhilited in the ubicomp lighting ystem.
Rde-playing botswill be configuredto explore the behavioial
envelope of theystem guided bythe set of assuimptionsabout
how buildng ocaipants will use thaspace.

e Efficiency will be evaluated in tersnof the effort involvd in
creating a botriven experiment; timeto take to create
suitable bot roles, time taken tetaup the enviroment.

e Reliability will be evaluatedy usng sanity checking orthe
SAR files generated during bdtiven experimentation.

e Repatablity will be evaluaed by taking alertinstancesfrom
the SAR repors and recreating themof a human, fist
peron tes.

7.2.2 DesignTeamLed Experiments

This experinentinvolvespairsof ulicomp regachersworking as
testusersof the desigriool. The objective of the experiemt isto
determine that us@ this approacha developer/dsigner can
identify the prodem behaviour bthe smart lighting application
and the root azse oftheunwantedbehaviour. Developers will be
suppied with indructions for thedesgn tool, thke implemented
lighting system and a configed simulation environment. To
conplete the experiment, the tesuserswill need b derive:

e The st of JBoss Rulegequirel to generate the SAR report.
e The set of assmptions tha drives thorough senario
invedigation.

8. CONCLUSIONS

This research hasleveloped an approach for conducting thorough [5]

investigationsof both the adaptive behaviou space andthe
context spacef a service, to identifyoccurences of unwanted
behaviour thamay lead toa prototype rvice leing rejectedby
end users.The approak featuresa setof modelswhich definean
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experiment in termsof users the environrent, tre SUT andthe
requirenents which that sstem mus$ satisfy throughout the
context sg@ce in which it operates

To testthe service at rurtime, atechnicalarchitecturehasbeen
devdoped linking the test envirment, an adaptive engingie
SUT and thedefinition of expectedehaviour fo the SUT. The
platform has the capabilityto capture adll snapbot of context
surroundiig instances of unwantetdehaiour. This information
is recorded irthe SARrepot for analysis and nformed decisin
making in sibseequent design iterations

We have desgned this platform gecifically to address design
issuesfor adaptive gstemsthat lagely exhibittheir behaiour in
the ugr’s environrent ratherthan on handheld dewws We have
not been concerned thiuser interfacedesgn in this researchut
are nore intereted in the identfication of stuationswhich are
problematicfor a SUT. "hrough our work in helpingystem
designers to identifyurwanted behaviour in theirsystems we
hopeto supprt theanalysis phase betwan iteratie cycles. We
expect that formore complex systemsit may not be psble to
fully resolveall instances of unwanted behaviour however we
think that the omprehenwe information that we can provide
usirg thisframework will be a ugful tool in asiging negatiations
within design team We alsoconsder that the ability to replay
scenariosexactly and detemnine causl relationshig in thee
complex sytems, areuseful tods for desgners of ubicomp
systems.
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