


which other hospitals possibly storing her health information).
Had Alice been not unconscious, the doctor could get the
required information from her personal health record system,
which is controlled by Alice herself. Thus, we need the
technology that not only supports general privacy protection
but also provides mechanism to make the desired PHR
available to the appropriate healthcare professionals in
emergency situations.

Privacy awareness in patient-controlled PHR is an
important issue and we have thoroughly discussed it in paper
[10]. In this paper, we focus on privacy issues in emergency
situations where the patient is unable to give consent
interactively but healthcare professionals need to access PHRs
for life saving. A privacy-aware solution should not only make
the necessary health information available to the healthcare
professional in emergency situations but also report non-
reputable access trace to the patient.

The rest of the paper is organized as follows; in section II
we briefly present related works with a special focus on P°HR
system, which is the basis of the devised protocol presented in
the paper. Section III describes the protocol in details. Section
IV analyzes the security and privacy issue to show its
characteristics. Finally, section V concludes the paper with
discussion.

II.  RELATED WORK

Much of the background for the discussion in this paper
comes from the P’HR system [10]. In this section, we briefly
describe the P°HR system with a focus on the privacy control
model. The information presented in this section serves as a
basis for further discussion in the remainder of this paper.

A. P°HR

In our P’HR system the patients control who would be
allowed to access which part of their health records and for
what duration. It has an online database of personal health
records where no quasi-identifier values [12][13] are stored.
Essential quasi-identifiers values that are important for health
history (e.g., prescription date) are replaced with patient
created pseudonyms. Fig. 2(a) depicts database anonymization
process in P*HR system with a brief example. A patient creates
her unique digital pseudonym [13][14] and pseudonyms for the
quasi-identifiers that must be kept in the database for accurate
health history. The pseudonyms are encrypted into her health
IC card and her profile. Instead of storing the quasi-identifier
values, their pseudonyms are stored into the database making
the database anonymous.

Patient created unique digital pseudonyms are appended
with each record when a patient accepts new records into her
personal health records. This pseudonym is used to link a
record with its associated patient when the record is read. The
resulting database becomes most likely completely anonymous.
Unlike k-anonymity [15] or /-diversity [16] method, attribute
values of a record are not generalized or modified and hence
the accuracy of the stored data is preserved. Fig. 2(b) shows a
sample original and anonymous health records. Alice created
her digital pseudonym (ID) and a date pseudonym.
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(a) Database anonymization process

(b) Example of anonymizing records

Figure 2. Database anonymization in P*HR system.

Her digital pseudonym was added with her records and date
values of her records were replaced according to her date
pseudonym resulting in anonymous record.

The pseudonym of a patient is kept encrypted into her
profile and is used to calculate back the original information
when the patient views her own health records online from
home. The same pseudonyms are also stored encrypted into her
health IC card that is needed when a healthcare professional
wants to view a patient’s health information from a hospital.
Fig. 3 illustrates the process of reading PHRs of a particular
patient from her home and a visited hospital.

The patient’s pseudonym is known to the respective patient
only and does not need to reveal even to the healthcare
professionals who access her anonymous health records with
the help of the patients’ health IC card. Even if the records are
exposed to unauthorized parties, it is very unlikely that they
would identify the respective patients from their anonymous
health records because no quasi-identifiers are stored into the
database and the pseudonyms are secret. Thus, in P°HR the
patients’ privacy is preserved from unauthorized parties.

Figure 3. PHR reading method in P*HR.

B. Other Related Works

The Indivo [7] is the world's first patient-controlled web-
based record system, enabling a patient to own a complete,



secure copy of her medical record, integrating health
information across multiple care centers. Google and Microsoft
launched Google Health [8] and HealthVault [9] respectively.
They allow individual to store and manage all of his/her health
information in one central place. One can import his health
records from his doctors, hospitals, labs, prescription drug
plans, and other healthcare providers. There are several other
implementations of patient-controlled health record systems
that facilitate patients to share their health records with
healthcare professionals. National Health Service (NHS) of UK
[17] is evolving toward a comprehensive electronic record that
provides secure and accessible health information to
professionals and patients across the nation. iHealthRecord
[18], was designed to facilitate online access to information and
care. Patients retain control and responsibility to initiate their
own iHealthRecord. It improved access to records and share
them with others in a more convenient way.

Above health record management services vary in the type
of utilities/services that they offer and the extent the patients
get control over their health records. The main limitation of all
of the existing works is that they are not strongly privacy-
aware. An intruder, who gets access to the health database, can
easily de-identify a patient from the attribute that links the
records with specific individuals. So, they do not support
strong privacy control. Also, they do not provide a mechanism
of managing access to PHRs in emergency situations.

The Break-Glass [19] approach is based upon pre-staged
“emergency” user accounts, managed in a way that can make
them available with reasonable administrative overhead. It
grants emergency access to Healthcare systems and is
appropriate for the systems where the operator can get access
by supplying only username and password. It is merely an
access control issue and is suitable for hospitals’ local
healthcare systems in which a patient can be identified from the
records.

Although the health smart cards implemented in many
Western European countries and some Asian countries allow
emergency access to the PHRs that are stored in the card
themselves, those card systems do not support strong and
flexible privacy control. Any doctor, having a medical
professional smart card, can read most of the data from a
patient’s health smart without the patients’ consent.

III. EMERGENCY ACCESST

Emergency access to PHRs in our proposed method
involves several phases such as authentication/identity
verification, authorization, access, report and cleanup.
Following, we describe each of the phases. It is assumed that
the patient’s health IC card, doctor’s IC and card reader are
available at the hospital. Also, the card reader software can
connect to the internet

A. Authentication/identity varification

Data stored on the IC cards cannot be read without going
through a strict authorization and mutual authentication
process. The security access module of the card reader verifies
the identity of healthcare professional cards and patient cards.
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The card reader and the card authenticate each other through
mutual dynamic symmetric authentication using a challenge
response method. Only after doctor presents his own medical
professional IC card, his card and patient's card verify each
other. After cross-verification the card reader can read the
content of patient’s IC card. The authentication of the
healthcare professional is verified through passwords system.

B. Authorization

In P’HR system, patient cards keep digital pseudonym of
the patient that associate her health records in the database. In
normal operation, the patient herself authorize the doctor to
access her health records by PIN number, which can decrypt
her digital pseudonym form her card and the application sends
the access request for the records with the decrypted digital
pseudonym. But in emergency situations, it is assumed that the
authorization cannot be given interactively by the patient. The
patient IC card has an emergency access module that handles
emergency access. The emergency access module has a
dedicated rewritable memory portion for storing emergency
access digital pseudonyms and emergency access token (EAT)
which is generated as a function of a random number and
unique user identification. The dedicated memory space is used
for writing emergency accessing doctor’s identification
information. A token can be used by only one doctor and a new
token is set when emergency access report is cleaned up. The
EAT is also stored with the profile of the patient at the P°HR
server. Following steps take place for authorizing emergency
access in P’HR. Fig. 4 illustrates the authorization sequence
diagram.

1. The doctor’s card sends emergency access request along
with the doctor’s identification information to the patient
card through the emergency access unit.

2. The patient’s card and the doctor’s card mutually
authenticate each other.

3. The patient card reads EAT and emergency access
pseudonyms into its RAM.

4. The patient’s card checks if current requesting doctor’s
information exists into its dedicated memory.

5. If the doctor’s info is present into the dedicated memory,
the EAT and the emergency access pseudonyms are
flashed out and the requesting doctor’s info is written into
the dedicated memory. However, if the doctor’s info exists
into that memory, the access is denied. A corresponding
reply is sent to the emergency access module.

6. Again the emergency access module checks whether the
current requesting doctor’s information exists into the
patient card’s dedicated memory.

7. If the information is found there, the patient’s card sends
the pseudonyms and the emergency access token to the
emergency access unit which then uses them to send
access request to the P°HR server.

8. The authorization is checked at the server through the
emergency access token and the pseudonyms are used to









that for keeping important health history, PHR databases need
not be very complex and few quasi-identifiers might be
sufficient. We need to select important quasi-identifiers
carefully so that the information loss due to anonymization
becomes minimal.

Different patient uses different pseudonyms for the same
quasi-identifier. Each time a patient’s health information is
accessed from the P°’HR database, some calculation overhead
(to compute the original records with the help of personal
pseudonym tables) is incurred. Unless the original records are
calculated back, such an anonymous database would contain
non-real data (i.e., pseudonyms). Even though such an
anonymous database offers very limited usability for data
mining, it can provide important health history with privacy
protection.
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