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ABSTRACT

The multihop wireless networks developed bythe FP6 IST
ADHOCSYS progct provide a costeffedive soltion for
providing broadband aces in mountainas regions. fie ®lution
is based on ad hawetworkingtechnologis, creded using cheap
off-the-dhelf hardwareequipmen opensource sftware, andan
enhaned verdon of the OLSR roting protocol. This pgper
describs theimplementation, instlation and deplogent aspects
of the project, focusng oncurrentdeployment d a pilot network
further to the sBnuldion resilts reportel by the authorsn [4].
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C.2.1 Network Architecture and Design]: Network
communicationsWireless commnunication.

General Terms

Performance, perimentation

Keywords

AdHoc  netwaks, videostreming, routing  protocols
perfomance.

1. INTRODUCTION

Broadband Intenet connectionsin many rural and
mountainos aeasarestill not a reality, and for this reason these
areas ee stll experencingthe dgital divide in terns d the types
of sewices thatthey can receiveand howfast hese services can
be acesed.

Based on multi-hop ad hoc wireless netwoking and EEE
802.11 Wireles Local Area Network§WLANS) technologies
the ADHOCSYS progct aims at building a cost effedive
solution for broadbad Internet aces in thes rgions, by
conneting these areas to the Internghrough available
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gatevay(s) in the neaby towns or villages In paticular, the
devdoped solution is basd on an extended evsion of the
Optimized Link State Routing (OLSR) routing protocol[1], to
create amulti-hop ad hoc wirelesretwork.

Briefly, an ADHOCSYS network is a multi-hop wireless
network, compoad of two tiers- a few aces networks and a
backbonenetwork which inter-connectthese acess networks.
The Internet connectity is provided byone ormore gateways
located atthe edges of the® networks In this paper, we focus
on thederiptions of a few practical spects of the projed,
including implementation, configuraion, deploynent of the
pilot network etc [2] [3]. For a general description of the
ADHOCSYS networks, application scenaos, algoithms and
mechanism, please dfer to an accompanying paper [4] ard
reference [h

The rest of this paper is orgaeizasfollows. Sections2 and 3
describethe hardware equipent usd for bulding ADHOCSYS
nodes and the Linuzoftware image th& hasbeen built in this
project espectively Section 4 dealsvith OLSR enhancemert
implementation, andections 5 and6 describe the pilot network
that has been built and the testing adivities that have been
performed. Finallythe paper isoncluded in 7.

2. ADHOCSY S Hardwar e Equipment

The hadware equpment used h ADHOCSY'S network mairly

consigs of Linux boxes.The exact configuration afach of thee

Linux boxes depends othe roles eah nodehas within the
network. Morespecifically, different hardware onfigurdaions are
foreseen for wirelesslevices used for thieadkbone andwireless
devices used for meh aaxes netwoks. Table | compares
hardware features of different nod@ég

Hardware Backbone Access network

Antennas Directiond (up to 28 | Omni-directional
dBi gain) or Omi- |(6/8 dB gain)
directional (6/8 dBi
gain)

Location Outdoa Outdoor

Power sipply Battery powered. [220 V power supply
Some Typel nades |[(usually installed at
may have 220 V |customer pdace). Same
power supply nodes mey neel battey

power supply




Radio 54 GHz (EEE |5.4 GHz (IEEE 8(2.11h)

chanel 80211 h) 35 GHz |2.4 GHz (IEEE 8021 1b/g)
(WiIMAX)

Radio card at least Z MiniPCl at least X MiniPCI

slot

Storage Flash Memory Disk Flash Memory Disk

Media

Table 1. Hardware feates of ADHOCSYS nodes.

Additionally, the hardwae equipment to be esl mus have sme
common baraderistics, regardlss which type a node is
configured as In the following a bief list of the characterics
each nock should have ispresented:

1) It should ug Reduced Instruction Set Conpu(RISC)

2) Cental Pracessing Unit (CPU), since thes architectures
exhibit in general lower power camsption.

3) It shall be equipped with at lsaone sedl interface that
may servefor manitoring purposs

4) It shall resig to extreme climatic stuations. For this reasn
it mug be enclosd in a lox with ingres protection IP66 or
even P67.

5) It shall resist to <severe variatins of tenperatue.
Experimentationshave shown that ithe® devices theinner
temperatureis normally10° C highetthan the exterm one.
This meansthat in the sunmer the inner temperature may
be very high, for instance up to 50° C. Irthe winter,
besides there maybe the poblemof internal hundity.

To fulfill thee requirerents, the selected hardwne for

ADHOCSYS bad&bone nodes isthe Routerboard 32 produced
by Mikrotik [6], which has the following features

- MIPS CPU
- 64MB DDR RAM
- 128 MB NAND storage

Up to 4 miniCl dots for wireless cards (2 miniPCI slot
embeddedn board, 2nore miniPCI available ondaughterboard
502) Etherne Pats. For ADHOCSYS access rngvork nodes, a
similar but less expensie hardwarecan beused, with the
following characteritcs:

- MIPS U
- 16 MB RAM
- 164 MB NAND storage

- 2 mniPCl dots for wireles cards 1 cad for IEEE
802.1a acces network and 1 card for IEE
802.11b hospot)

- 1 Ethernet Portl

Figure 1 shows an example ah ADHOCSY'S nde (Linux box)
which has been configed asan accsspoint. Infact, thecog of
these device is quite low, ranging from 300 to 600 euros
including thecod of antennas and enclog boxes

3. ADHOCSY S Softwar e Image

The hardwareequipment described irthe previoussectionhas

been equippel with an optimized software image && on the

Linux operatingsystem.The stiware imagehas been derived
from the OpenVRT distribution, and habeen developed in order

Digital Object Identifier: 10.4108/ICST.MOBIMEDIA2009.7596
http://dx.doi.org/10.4108/ICST.MOBIMEDIA2009.7596

to be deployed over MIPSEL litle Erdian architecturesj.e.
RouerBoard 500 an®outeBoard 100, whit have beenselected
as the working motbrboards for ADHOGY S nodes.

Figure 1. ADHOCSY S nodeillustration

The oftware image has beeaffesigned to bemall in memory
size, ad with remote diagnostiand troubldsootingfeatures In
order to kep the menory size of the inage smell, the Squabfs
highly-compresed, redonlyfile system for Linux has been esl.

All the software implementatiors thathave been developed this
project,together the OER enhanemensg which are desribedin
the next section, havebeen deployed over thsoftware image,
usirg acrossconyiler for MIPSEL architectures

4. ADHOCSY S Enhancementsto OLSR

The choie of the routing protocols acrucial element inad hoc
netwvorks. Within ADHOCSYS, the sandad OLSR protocol has
been chosen aghe baks for ou extengonsto theOLSR protoal,
as listed below Thes aready implemented extensins in the
contextof the project esultin an enhanceent to the cuent date
of the art

4.1 Multi-homing

With our multi-homing enhancement, aae usesa netric-baed
policy to select the besiateway The adopted metric iBasedon
the trafic load of each gatewa This metic can beusedin
combination with other metrics as desribed in "netric-basel
routing”, later in this section. Fgure 2 illustrates a simple
example of theimplemented multhoming function whexa node
is ale to choose the defaujeteway based on advertisedhetrics
instead of on the numér of hops

HINA 0.00.0 0.000.0 ‘ HNA: 00.0.00.000

ICRCRC NS

MNoda A Nade D
10001 HNode B Nada © 10.0.0.7

GWS 18 10,002 10003 GNEA0

Figure 2. An example of multi-homing.

This feature allows the network to exhibit an intellgent
behaviour, in which each nodee€lscts the best gateway
considering both its lad g¢atus and itsdigance

Furthermore, when ugd in combination with the "link-break
detedion" enhancement, desbed later in this section, the
ADHOCSYS nulti-homing implementation forces the second



gatewd to be immediatelyavailable once the fit gatewayis
down.

4.2 Load-balancing

If a given pah becomes satated, the ADHOCSYS load
balancingimplementation W re-calculate anew path. E.g. ifa
path A-B-C is over{oaded, a newpath like AD-E-C will be
established. This pe of load kalancing asumesthat topology
redundancyamong network nodes provided

Information about th load $atusof each link is calculated by
parsng the outputof IPTraf commandsandconsidering the total
amount andsize of packes that eacmodesendsto eachof its
neighborsn a giventime interval. This information isincluded in
a awstomLINKINFO mesage that each nodergls and eceives

Eachnode maintainsa dda base oflink load information,which
can then be usd as ametric for route calculation Which is
descrbed later in ths section).

4.3 Power awareness

The ADHOCSYS nodes in both backboaed accessetworks
may be installe in open enwionments without Alternating
Current (AC) power spply. Thee nodes coud be battery
powered, and equipped wisiolar panis.

For thisreason the roding protocol sould be power-awaren
order to avoid routesinvolving nodks with nearly drained
batteries As anenhancerent to OLSR, a pwer-aware plug4n
which diseminatesthe batterylevel throughout tha@etwork, has
been implemented Each node mainias a data bas of this
information, which is als used as a metricfor route calculation.

Additionally, an alarm mesgefunction has beeimplemented,
to ®nd a mesage tahe systenadministrator for possible human
interventon when the battery level is lower than a given
thresold.

4.4 Link quality

Link quality is not ddined in the 802.1 sandard. \iteless
network engineerand wireles product vendors usuallsefer to
"Link Quality" asthe overall grformances of a wirelesslink. In
ADHOCSYS, thesemeasues ae acquied from the MADWiFi
drivers.

MADW: Fi compues the sigral quality with functionset_quality
and provwdes two toolgo retrieve PHY andMAC layer statistics
athstas and 8021%tats

Using this information, we have implementeda LINKINFO
extensionto OLSR, which diffugs information aboutthe quality
of links. This information isthen used bythe routing table
cdculation enhancement described later this section, to
considerlink quality in routing table computan.

4.5 Link-break detection

When a link break happens,atiitional OLSR will react to this
change by exchanging HELO and Tpology Control (TC)
messges, for dablishing a newroute. This processnormelly
takes up to a few seconds

With our link-break detectioenhanement, a new patlif, exists

will be available immediately (e.g. ithe oder of milliseconds)
after alink break. Wth this enhancment, we are abléo provide
the end-uerswith non-interrupted aess.
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The bass for this enhancment is to utilize link quality
information gathered at the AC layer to impog OLSR routing
tablere-calculaton. More gedfically, the MAC layer detectshe
link bre& andsendsanindicaion to the proteol layer, and ypon
receiving such an indicaion which istreated a a topologyor
neighbor tiange, OLSRshall conduct routingable re-alculation
immediately

4.6 Channel selection

When nodesare equipped with multiple wireles cards (typically
2-4 cads), two or nore channelsnay co-exis between a gr of
nodes. Ifone channel is clos¢éo congesion, and a alterndive
channel exists this seoond channel shouldeused.

The ADHOCSYS chamd sekcion algorithm povides both
channel redurdancy and higher per-hopthroughput when
instdled. This algorithm considrs both the cas of channel
selection for point-to-pint connectionsbetween ADHOCSYS
nodes, and thease of channelseledion for pointto-multipoint
connedions béween ADHOCSYS nodes andesits.

Sincethereare 3and 11 wn-overlgping channelsor 802.11lg
and 802.11a respectively, the problemfor channel selection
bemmes how toselect achannd which leadgo least intierence
when both inta-gystem and intersystem interference is
considered

The propoed algorithm isbagd on acentral-controlledsolution,
where eals node measures and repdtte irterference level in its
neighborhod, and basd onthis informatian, a channemanager
deddes the mos suitable channel foeat par of nodes.

4.7 Hierarchical structure

There ae two levels of hierachy in ADHOCSYS networks.
Level-1 hierarchy correponds to connectionamong backbone
network nods, while Level-2 hierarchy correspnds to
connedion among acasnetwork nodes

An accesssubnetwork which is connectetb other accesssub-
networksis referred to aacluster. A bakbone node sergasthe
cluster head and adveises its reachability to other clugers
periodically.

In this architecture, the clusr headsare peddined, this there is
no needto devéop an algorithmfor cluger head dection. The
clusterheadsare aware of ach otherand areconnected teeach
other, either dedly or via multihop relay. The cluster heads
aggregate IP adés®s in each clisr and arereponsble for
communicationdetween clusts.

Host and Network Assocaton (HNA) messages arused dér
diseminatirg both the Internet gatewainformation and the
connedivity information anong different network clustes. More
specficdly, inter-cluser HNA messagesdrertise a cluserheads
connedivity of all nodes, including alsinternetgatewy nodes
inside the same tuser, to other clusers. Intracluser HNA
messges,instead, which are sent to all nodeside the same
cluster, advertiee a cluste heal's conrectivity to other cluters
including al® Internet gatewss from anothe cluger.

Every node in acluger is considred asa special type of
"gateway, in which it ad¢s & an APfor its clients, and therefoe
it generates HNA messageseTclister hea, upon reeiving this
informaion, estblishesan HNA Information Basewhich is then
used to bud the inter-cluser HNA message which are
forwarded to other chter heads



4.8 Multipleinterfaces

Multiple wireles interfacs instdled on the sane node are
supprted by standardOLSR via Multiple Interface Declaraton
(MID) messages In this implementation however, only one
interface is ued as the @in addressfor path esblishment.

The ideabehind ourmultiple inteface exterisn is to treat each
interface independently 0 that higher pathaliability and hidper
througiput can be achieved when tworapre interfaces co-exis
betwee two routes. Wth two intefaces betweea pair of nodes
the link between thes two nodesis siill available even if oneof
the two channels is broken.

In our implementation, we consideveryindividual interficeasa
mainaddres. Each intedceadvetisesotherinterfacedocated on
the same nodeas its neighborsTo other nodesin the network, the
two interface look like two diginct nodes

4.9 Metric-based routing

Many of the enhancerents desribed ® far, including multi-
homing, load balancingand power awarengsare based on an
enhaned routing calculation algorith, which we have developed
based orthe Dijkdra dgorithm, andallow us netrics for route
computation.

This algoiithm, in particular, allows to use moltiple metrics at the

same time,and to asign arelative weight at each of thee

metrics As the input of thisalgorithm, the'cod' of all links and

nodes within thenetwork is avertised throughout th whole

network, sathat each roet hasthe tomlogy information needed
for its routing @lculation.

The algorithmworks independentlyregardles of the numberand
type of metrics that ae adopted. The mirics that have been
consideed in thisproject arethe onesthat have been entioned
ealier in this sedion, i.e. load status battery level, link qualiy,
etc.

The metricsthat should be sl for a particular retwork, and their
relative weight, an beegablished by the networkadminigrator
though a configuration fle. Bagd upon thisinformation, each
routeris able to build its roumg table acording to the minimal
path costriterion.

5. ADHOCSY S Pilot Network

All mechanisns and algorithmslescibed in the preious sections
havebeen implemented, and gimplemented finctionalitieshave
been deployed over the software image descri&d in Section 111,
and finallyinstdled on ADHOCSYS nodes.

Piemonte

Figure 3. Geographic location of the pilot network
(Coggiola, Piemonte)

Digital Object Identifier: 10.4108/ICST.MOBIMEDIA2009.7596
http://dx.doi.org/10.4108/ICST.MOBIMEDIA2009.7596

The ADHOCSYShodes have been useddeploya pilot network
in Coggiola, asmall town locatedn mountainregion in Northern
Italy which stll suffers from digital divide, the "Comunita
Montana Biellee". Figures3-5 illustrate the egion, the whole
network and the accesstworkalonerespectively

The ADHOCSYS mash pilot network,consisting of 10 nodes
which act as aces poins for endusers covers almog al
Coggiola territory, abou 1.2 Kilo square meter. This network is
conneded to an InterneGatewaythrough amulti-hop wireless
badboneg as shown in Figure 4.

Aronna Rapaator

rgwEh

Figure4 - ADHOCSYS: the whole pilot network.

The nodesare mostly concentréed on thesouth eat part of the
village, in orderto crede a well connected nesh network, sutable
for realigic situations and are mainlyingtalled on top of hous
roofs.

o

Figure5- ADHOCSY S pilot access network.

Any end-ugr coverd by an accespointon the pof will connect
histher PC or bme network to theEtherret port of the
ADHOCSYS nodeand isconnected to the Internet throughe
gatewy Hgure 6 depictghe pilot network layout andhajor
configuraion parameters.

The plot network architecture is depicted in Figure 7. It is
composedof the accesaetwork, aserverfarm, a backbone, and a
Virtual Rivate Network (VPN).



Figure 6. ADHOCSY Spilot network layout.

The serverfarm is usedto run certain bas services, which
includethe RADIUS serverfor user authenttation, the ZABBIX
serve for network monitoring, Doman Name Sgten (DNS),
Dynamic Host Configuration Btocol (DHCPH and Network
Time Protacol (NTP) ®rvers anda centréized configuraor, used
for remotdy configuring the network node¥he VPNis usedto
let ADHOCSYS partars securdy access thepilot network from

remote locatims.
,/(&"ﬁm =
":2) Public Hiperlan

Backbone
e —_
ri
P e ADHOCEYS Extranet

Enduser  Access Mesh

iy,
.l
y & CA Sarver
| - e L)
-1 4 RADIUS Server
‘ . ZABBIX Servae
[ Imemet WTP Server

H OHS Sorver
} BHEP Server
4 i 14OTG log.
i
i

e Configurator

VFH Glient VPN Cliont

ABHOCEVE Pastners

Figure7. ADHOCSY Spilot network ar chitecture.

The centalized configurator is a software application thathas
beendeveloped in theontet of this projet. It is a web-basd
application thatanbe used with anyntemet web bowser The
tool user interface, displayed in Figue 8, slows a lig of the
locationswhere the wireles nodesare ingalled. After selectiny
one of these locations the list of the nodedbelonging tothe
selected netark will be displayed n theright frame. Using the
centralized configurator, it is possble to edit a node
configuration, and specify values for nework paraneters,
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OLSR settings, and wirelessinterfaces. Fgure 9 depicts how
OLSR paraneterscan be configured to gpecific node

o OLSR Configuration
manager
ABHSTY
L Lt
Parn i
. [——
Wiy
Cloar Scrvem o Twm
List
Firenat net b msaece
Last loaded e
At ¥ 1 ertace o L
Setup Type of ercad [} 15 =
Ntk Willnguessi [} mte) - |
GLSR Froatn i acccah s C
Dtrctahomge bervids)
System B
Wireless Mg Comermgel T 1)
Send Lk couaiy ity fia Cw
Lird. Quaality WinSiee(11=10)
Lk g Lo}

Ut bhyatereshs F oy
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T Rrnadca([ |- ded]
et Ik}
thola Vabdity Thnsf] - )
e betrrval{ -5}
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Figure 8. ADHOCSY S centralized configurator.
After havingspecified theconfigurationparameterdt is possible
to sendthe configumation toeachnode inthe network, andorce
each node to reboot.hEé configuration ispacked into an XML
file, which isreceived  each node anthen pared andapplied
when the node is rebooted.

)‘ﬂ ADHOCSYS ADHOCSYS Nodes
; manezer
ADHOTSYS
P 1 P Addrerss. Histmask. MAC Adddniy
FRANCESED nz1E FEEPETEEAAN  DEORLGEIEL
Home | fowernamsy anisny PRS0 DEORGESEIETE O
Coggela Ly e 2 R ETE TS )
= S Faolo TR TS OOOGONEEDT O
Epeimentl | o 10214010 DROCATORZET] )
Cortadt | FRESTHOISE  IDIELG DEORBRADELS O
FESTHOLRE URTARY DRGS0 O
SO0 WAL TSSO OORBAOGOES O
TeRRaL nsany JEEIEIEEN  DOORERBODLN ¢
[rew ] [o81] Cowekto rebok ] kb et [

ersan ko

Figure 9. ADHOCSY S configuration of OL SR.

6. Testing Activities

The pilot networkis continuousy monitored through a Zhix [7]
sener which gves datistics about network availability and
latencybetwea the Zabbixsener and eab node belonging tthe
pilot network.

The tesing adivities include neasurements of the network
performance. Thexperimentshave been anducted both under
light traffic load and under saturati gatus for different typs of
senices. The neasrements scenarios include perfamance
betwea pairs of diredly connected nodeperformance between
pairs of nodesover a multi-hop connection, and perfance
betwee the Internet geway and final usrs.

To perbrm peformance measurementdike paclet loss,
throughpit, jitter anddelay, we are usilg the open surce tool -
Distributed Interet Traffic Generator (D-ITG) [8]. Thisis a tol



to produce traft at packet level, Y accurately replicating
appropriate stochéis procesesfor bah Inter Dearture Time
(IDT) and Paket Sze (P$ random variables

2-hop neighbour table convergence delay

12004

LO0GHH-- -

Delay [ms]

4000

2000

3
Number of link hreaks

Figure 10 - Performance of link break detection algorithm.

Regading link gability, we have als conparedthe performance
of the legacy OLSR with the enhanced OLSR. Autcate
adaptation is enabled for ach node in thigest. With the hop-
count based OLSR, the pathscome verynstable sce once the
destindion node is reachabléirough a lowe hop-count path the
new pathwill be ®lected. Br exanple, he direct link between
MR 7 (kindergarten) and R 2 (<hool) in Figure 7 is quite
unstdle (it representsthat these twoMRs may have direct
connetion at the lowest data rate and this link can switch
betwea upand down in the ordeof milliseconds dependingn
traffic and environmental factorg. With the legacy OLSR, the
direct pah will be slected once thidink is up, and the two hop
path will beused f the diect link is down. As a consequencthe
pathbetween thestwo MRs jumps betveen tlese two altenative
pathsback and forthvery often, typially in the order ofseconds
or shorter. This path instability has seriousnegative impact othe
sewice satisfaction otheend uses. When te enhanced OLSR is
usedin this case, howeverthe path between theswo MRs
bemmes nuch more $able, viathe two-hop path. This beause

that the cost metric developed in our enhancement would lead

OLSR select themorestable path, asIR 7 (kindergarten) — IR 3
(townhal) — MR 2 (xhool). The link quality detection ieged
using a sub-net with three rowein the real-life network, as
shownin Figure 7. With the legacyOLSR, whichalways chooses
the shortest path,25% packet los hasbeen oberved.However,
with the enhanced GER, only 3% packet Icsshas been olesved.

Starting

Transmission BW=11Mbps BW=8 Mbps BW=5 Mbps

~50%
~30% 2 - 60%
~ 30% 0%
~10%  ~10% |- 10% ~ 109 ‘
" ~0%  ~0% |

Figure 11 - QoS Performance in Ad-hoc Mode..
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Finally, in termsof the propo®d QoS strategy it has been
demongtated tlat the appoach impémented exhibis an average
delay close to T1 DSL connectim in the order of 15 sec with
delay performanceor 95% of the usersin the range of 27 msec.
The nost interesting aped observed is the staliy of the
perfomance both inperiods wherehe different taffic flows
overlap and during periods whethe trafic flows opeste in
isolaion.

7. CONCLUSIONS

In this paper asolution for broadband Interneiccess egecially
suitable for rural and mountainousegionshas beerpreented.
Various key factors have been consited such as
implementatia, configuration and deploynent apects The
ADHOCSYS solution is based onad hocwireless multi-hop
networks and adoptgheap off-thedself hardware equipent and
opensource software. The solution featuresan enhanced version
of the OLSR routing protocol, whib allowsuse routers insted
at the premiss of &d usersad adive nodesthat take part in
routing.

We havedescribed how RHOCSYS nodesare built, andhave
preented our enhancementto the OLSR routing protocol,that
increase theefficiency and functonality of the netvork.
ADHOCSYS nodes have been used fbuilding a reallife piot
network, suitable for teds and measuements as well as for
providing Internéaces ®rvices
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