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ABSTRACT!

The transition to next generation networks is oftenpled with
the vision of innovative services providing perdoreal and
customisable services over an all-IP infrastructdte enable a
smooth transition, next generation all-IP netwonkgd not only
support more services but also support emergensjces. The
idea here is to provide a general emergency marexgem
framework addressing extreme emergency situatiansh sas
terrorist attacks and natural catastrophes as aglbay-to-day
emergency cases based on the IP Multimedia Subsy£®#S). In
order to enable multimedia communication for emecge
situations, an framework will be architected foppgarting the
distribution of currently centralised services swah VolP and
name translation and supporting those servicesrigliable and
secure manner withstanding any failures and charafethe
network.
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1. INTRODUCTION

The transition to next generation networks is oftenpled with
the vision of innovative services providing perd@®a and
customisable services over an all-IP infrastructdte enable a
smooth transition, next generation all-IP netwankgd not only
support more services but also support currentl &gavices,
namely emergency services. In this work — in tlemtwork of
the ICT PEACE project — we will provide a generaieggency
management framework addressing extreme emergéneyiens
such as terrorist attacks and natural catastrophell as day-to-
day emergency cases based on the IP MultimediaySteins
(IMS). To achieve this goal this work will be adsstg two
major technological challenges. First a generaltgm for secure
multimedia communication in extreme emergency sitna will

be provided. Such emergency services in casestofahaisasters
or catastrophes will often involve the establishtr&fan ad-hoc
networking environment. In this context, we will levising
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mechanisms for fast and lightweight establishmeht trast
relations between ad-hoc members of an emergeraoy tnd
ensuring the security of their communication. Ferthito enable
multimedia communication in such environments ttehigecture
will be provided for supporting the distribution @urrently
centralised services such as VolP and name trarsland
supporting those services in a reliable mannerstatiding any
failures and changes of the network.

The aim of this paper is to provide an overviewta our initial
idea — part of the ICT PEACE project — which wilthitect a new
way for communicating in emergency situations byising the
All-IP infrastructures. This paper is structuredf@tows; section
2 provides a preliminary definition of the proposeamework,
component architecture and IMS infrastructure; isact3
describes a set of emergency scenarios and th&ingeand
demonstrations; followed by a conclusion in secton

2. THE FRAMEWORK

In this work we provide a general emergency managem
framework addressing extreme emergency situatiansh sas
natural catastrophes and terrorist attacks anceisas day-to-day
emergency cases based on emerging standards. dreetéie
work benefits from provisioning of emergency seegiasing IMS
(IP Multimedia Subsystem) [1]. To achieve these Igoghe
proposed architecture addresses two major techicalog
challenges. Firstly a general solution for securaltimedia
communication in extreme emergency situations wlle
architected for All-IP Networks. Secondly, in cask extreme
emergency situations (e.g. flooding, earthquakesest fires)
where part of the network may collapse, an ad-hetwork will
be used to provide applications and services (2P
VolP/Video Communications) among the rescue workiersghis
paper, the first one only will be addressed.

Discussions about emergency services usually diveirgo
discussions about most prominent catastrophes enarist
attacks, as illustrated in Figure 1. Such evemtd te create havoc
and panic over the general public. For this reagds,important
to define an appropriate crisis handling managersemme. This
strategy will coordinate all the available resosrée terms of
public services (i.e. police, authorities, hospifak-brigade) so
as this crisis is resolved smoothly. While thestegwe events
surely represent some of the most demanding sosndar
emergency services, in order to fulfil the requieerts of modern
societies, research and development in the aream&frgency
services need to address a much broader scope.
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With the increased reliance of our modern societms
communication infrastructures and the migration amig IMS
and all-IP next generation networks, research agkeldpment
activities must aim at providing secure and regabl
communication infrastructures even under extrergatons as
well as integrating and migrating the current eraeny service
infrastructure. This includes not only replicatingurrent
emergency services in an IMS and all-IP environniauit also
enabling new forms of high-quality and secure comication
infrastructure for emergency workers. First a gahsolution for
secure |IM'S communication in extreme emergency situations
will be designed. Further, to enable IMS communicain such
environments, a framework will be provided for sagmg the
distribution of currently centralised services suah VolP and
name translation and support those services ifiable manner
withstanding any failures and changes of the néiwSecondly,
this work investigates therovisioning of day-to-day emer gency
communication such as call to the fire-department in next
generation all-IP networks. Due to the differenusture of IP
and PSTN networks it is not possible to simply esgsirrent
standards and solutions for realising such comnatieic over |P
networks.
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Figure 1. PEACE framework

The transition to next generation networks is oftenpled with
the vision of innovative services providing perd@eal and
customisable services over an all-IP infrastructiile this is
surely an important aspect and a strong drivingefdsehind the
development of and transition to next generatiomvaeks, this is
only one side of the coin. To enable a smooth ttians next
generation all-IP networks need not only supportitimedia
services but also support emergency services. Bypating
emergency services for both daily and catastrofthat®ns this
architecture will enable a seamless transition ftbenplethora of
currently used networks and technologies to an IPall-
infrastructure.

The proposed framework primarily concentrates oaviging
secure and reliable communication services for gemay
workers communicating in an ad-hoc manner in thilfas well
as to citizens placing an emergency call. This viilvolve
defining the appropriate protocols and extensioosctirrent
standards, defining and realization of methodspimtecting the

system against malicious use and denial of seraitacks and
supporting prioritised handling of emergency comioation.

ETSI (EMTEL), IETF (ECRIT) [3], 3GPP and the ISToject

EGERIS and PSC Europe Forum (www.psc-europe.eenayr
look at providing emergency services based on Iterfded
networks (IPFN). The IPFN concept supports variowdtimedia
services, authentication and VPN services as veelpréoritised
handling of emergency services. On the one sideextend this
concept by investigating more in detail the aspe€tsecure and
reliable ad-hoc communication between emergencykever
legislative and technical aspects of supporting rgerecy call
services using VolP and/or Video and protecting éheergency
services from malicious use and denial of servitacks. On the
other side, we consider the gateways to IPFN nétsvand the
usage of IPFN for connecting between different gsitesns.

2.1 Objectivesand Motivations
The key objectives of this work are described imte of four
major key goals as discussed below.

Next Generation Emergency Communication System; Work
and development in the area of emergency serviessoften
resulted in a separate communication infrastructitke special
radio frequencies, protocols and hardware. This reaslted in
expensive and often non-interoperable solutionsilé\turrent
approaches such as TETRA already provide a netngrki
technology that will be available to different egemcy agencies
it is still a closed network with expensive equipeBesides its
low bandwidth, there are already different non+ioperable
flavours of the TETRA technology that will be useddifferent
countries. This would make the communication betwee
emergency agencies from different countries juddiigult. Our
goal in the PEACE project is to realise emergerayises based
on an all-IP network and standardised platformshsas IMS,
which is proposed by the 3GPP, ETSI and IETF asbtss for
multimedia communication in next generation netvgork

One of the major objectives of this work is to sfyeand design
emergency management architecture for next genaragtworks.
To achieve this, the project aims at:

— Specifying a generic all-IP
management architecture.

IMS-based emergency

— Investigating and providing solutions for suppagtin
daily emergency communication based on IP protocols
This requires not only specifying extensions toreuor
solutions but also devising new ones for user lonat
for instance. This work involves thereby specificat
development and standardisation efforts. Whileaalye
first efforts at IETF and ETSI are being launched f
specifying the requirements and extensions needed f
VolP, no complete solution exists till now.

— Supporting ad-hoc communication in a secure manner
between workers of the same emergency agency &s wel
as between workers of different agencies with least
possible configuration overhead (in cases wherm- fir
vehicle units and personnel must operate in remote
areas and the conventional communication technology
is insufficient). This involves specifying mechamisfor
establishing trust relations between the involvadips



in a dynamic manner as well as supporting IMS in
distributed environments. While first concepts for

supporting secure communication in ad-hoc networks

already exist, there is still a clear need for tifgimg
fast and light-weight authentication mechanismsain
distributed manner.

— Integrating the emergency infrastructure with next
generation networks.

— Providing light-weight and fast mechanisms for user
authentication and authorisation. This is espsciall
needed for preventing malicious and fraudulent
emergency calls or misuse of
infrastructure for private use.

— Integrating methods for call prioritisation with FSI
based [4] communication to allow the networks ttidre
identify emergency calls and provide higher QoS for
such calls.

— Besides providing higher QoS to emergency callss it
also of utmost importance to ensure the capabdfty
wireless and fixed networks to deal with suddenstsur
of emergency calls. Emergency congestion is atgitua
hardly managed in cellular networks of today. Cvad
arises due to day-to-day emergency situations aite g
often in non-predictable events, since cellulamvogks
are not built with a redundancy similar to the afe
fixed networks; therefore, they are more sensitive
congestion situations than fixed networks. The nefed
reliable and easy to use, in combination with l@msts,
network data technologies

Secure and Reliable Networking Infrastructure for Emer gency
Management Systems; The Internet is usually described as a
reliable network providing services in a distritditend end-to-
end manner. However, taking a closer look we ofted that
services are supported using centralised servehseaarchically
distributed infrastructures. Hardware, softwareetwork failures
due to DoS or terrorist attacks or natural catasies would
render the support of different services such ad$\éw even DNS
useless. To overcome these problems solutions foviging
reliable servers are needed. While there are alresVeral
solutions for redundant servers overcoming hardwargoftware
problems, solutions are still needed for overcondufs attacks
and network failures. Some of the major benefitsadfhoc
networks are their high reliability and survivabyiliBy integrating
some of the concepts of ad-hoc routing and transptar service
provisioning platforms one can support such featimethe fixed
networks as well. This not only results in highgrability in face
of denial of service attacks but also more scalabletions as
well. This work would involve:

— Investigate and realise mechanisms for
reliable services in IP networks in general anchad-
networks in particular. Current approaches for eahig
reliability require a massive overhead in hardwanel

the emergency

providing

— Providing of mechanisms for identifying DoS attacks
and triggering appropriate defence solutions. Tdns
the one hand includes providing mechanisms for
identifying and reacting to bulk attacks. On thaest
hand mechanisms are specified and realised for
identifying attacks on the protocols used in the
emergency infrastructure such as SIP and DIAMETER.

— Specification and realisations of fallback solusdior
overcoming DoS attacks and network failures.

— Integration of a general measurement platform ia th
networking infrastructure for collecting data orlifees
and attacks and reporting them to the emergency
handling system.

— Specification and development of a security
infrastructure allowing the secure cooperation leetw
different involved entities in the emergency system

Emergency Risk Management and Coordination System; To
identify the required emergency handling tasks esatdinate the
actions of all involved emergency workers this waik develop
a general emergency risk management and coordinsygtem.

The emergency risk management and coordination tibmc
(ERMCS) sets the activities to be carried out dyrihe entire
disaster event lifecycle, from the emergency plagnip to the
dissemination of the required tasks to the appatprentities and
the coordination between those entities. This ilbvide the
PEACE project a complete picture onHdOw to face any

emergency event”.

2.2 IM S Evolution and Emergency Services
The IP Multimedia Subsystem (IMS) is the key enalitethe
mobile world for providing rich multimedia servicés the end-
users and it is currently being standardized by BGRVS
Release 6). Although originally designed for mohiletworks,
IMS has been considered as core component for Nigé&d f
networks. This vision is supported by the standatithn bodies
3GPP, ETSI TISPAN and 3GPP2/LTE.

IMS is defined as a network architecture that defifunctional
elements. Each functional element does not haveléte one-to-
one to a physical element. A number of functiorlainrents can
be incorporated into a physical element dependpania vendors
implementation. The Service Architecture definesandard
methods for services to be introduced while theeCdetwork
defines the interactions between functional eles)eat illustrated
in Figure 2.

Figure 3 reflects exactly 3GPP specifications aefihés protocol
interfaces required to deliver a call to the leg&ayergency
Services Network or an IP-capable PSAP. Note th&ARP
selection is left to implementation. Also the IPAPS are treated
a peer network since the interface is from a S-C8Cthe PSAP
and a P-CSCF is not included to manage the PSAdtface.

Serious work on Emergency Services has just stavithin IMS

software components and sometimes even changes inStandards. The initial assumption is that EmergeSeyvices

end systems as well. In our work we look at diffiére
solutions such as anycast, reliable server poaddingd
federated servers.

would follow legacy methods. This slide illustratbe conceptual
model currently defined in 3GPP. The IP ConnegtiAiccess
Network (which represents the wireless accessgcatitess, etc.)



forwards the call to the P-CSCF in the IMS Corevidek and the
call is routed to the S-CSCF. The S-CSCF perforrss\mP
selection. However, 3GPP currently defines thisledis to the
implementation. There is current work within IETd-define this.
The emergency call may be delivered to the legamergency
Services Network through Media Gateways.
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Figure2. IMS Framework

The emergency call may be delivered to a PSAP dapab
directly handling SIP calls. Note that a signifitamount of work
is required to define the interactions between IM& network
and a IP-capable PSAP. (Note that the IMS Core orétreats
the PSAP as a foreign network since the interfacédm a S-
CSCF to the PSAP and a P-CSCF is not included.)
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Figure 3. Emergency Servicesin IMS

3. TESTING AND DEMONSTRATIONS

To assess the practical usability and technicalectmess of the
proposed emergency framework will be tested andodstrated

in two phases. In the first phase, the system bdlitested in the
laboratories of the involved partners. At this statlpe aspects of
ad-hoc communication, integration with other tedbgwes, the

measurement and denial of service detection as aslbther

aspects of the project will be tested and evaluvegarding their

technical correctness, performance and scalabilie second
stage will involve the user community and it wi# deployed in a
real-life environment.

Within the context of this work, a first set of &pnents will be
carried out in IMS/SIP environment. In this testliled following
tests will be carried out:

¢ Reliability of the emergency services within the IP
network using IMS.

¢ Scalability of the architecture to support a langenber
of users.

¢ Support and demonstration of emergency services.

A second set of experiments will be carried ouhgsiutonomic
networks. For the specified, scenarios, the auténomdes will
demonstrate their ability to:

e Support the uninterrupted provisioning of both
emergency VolIP applications in a dynamic setting.

¢« Run a common middleware platform that will alloveth
deployment of message-oriented, reliable overlay
architecture.

¢ Self-configure.

3.1 Emergency Scenarios
Within the context of this work, the following engency
scenarios will be designed and evaluated:

1. Emergency Call Delivery from VolIP Towards LegacyAPS
If a call originates from a VolP network capableyiding
the location of the caller (PIDF-LO) and must béwdeed to
the Legacy ESNet or a Legacy PSAP (see figure Helow
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Figure4. Emergency Call Déivery from Vol P Towards
Legacy PSAP



2. Emergency Call from Legacy PSTN to IP PSAP: Catignf
the PSTN or legacy end offices can only pass thiersa
number. f the call is destined to a IP PSAP, th& Wobuld
require a mechanism to acquire the caller’s locatise it to
select the PSAP and forward the call to the IP PSAR
location (PIDF-LO) (see figure below).
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Figure 5. Emergency Call from Legacy PSTN to | P PSAP

4., CONCLUSIONS

In the context of this work, we will address thsuis of providing
support for emergency services for a wide rangsceharios in
next generation all-IP networks. This involves s$fyany and
realising mechanisms for supporting secure and abidi
communication infrastructures fulfilling the regemnents of
current and future emergency support services. cfoege this

goal the work distinguishes between extreme emesgen

situations (e.g. handling natural catastrophes) ataily
emergency situations (e.g. calling an ambulance;hiiigade or a
police station). Further, to ensure the reliabidibd security of the
system a major part of the work will also be detdidato securing
the emergency infrastructure and providing solgiofor
increasing the reliability of the communication\sees.
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