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ABSTRACT

The rapidly growing market for wirelesstechndogies (Body LAN,
cdlular and WirelessLAN) in medicd environments has led to a
criticd need for effedive cale replacament solutions. This will
enable widespreal use of wirelessbody sensors, utilizing bah an
effedive transmisson protocol as well as providing proper infras-
tructure suppat. One of the emerging solutions for the body ret-
work is the ZigBeetechndogy; primarily because it utili zes snall
format, low-power, long kettery life radios . It is generally used
for applicaions that can tolerate alow transmisson rate, but de-
mand long kettery life. An essntia requirement of Body LANS
for patient care is to guarantee reliable service In this resped,
ZigBeefaces svere interference problemsin the presence of vari-
ous 80211 retworks, and its viability in the medicd environment
is grealy diminished. This interferenceis caused by the fad that
ZigBeeshares channel spedrum with the 80211 protocols. In this
paper, wefirst confirm the daimsthat ZigBeeisvulnerableto inter-
ferencefrom 80211. Then, we propase asolution for minimizing
interferencefrom 80211 in ZigBeemedicd sensors.
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1. INTRODUCTION

As the medicd industry continues to develop new devices to as-
sist nurses and coacdhes to monitor the hedth of their patients, new
techndogies have become an essential stepping stone to providing
the next level of care. One key innowetion is the use of wireless
techndogies. By using wirelesstechndogies, medicd organiza
tions might be ale to leverage the use of additional sensors, which
provide deeper insight into a patient’s condtions [6]. Additionally,
wireless ensors may alow for placeanents that might have other-
wise been inconwvenient, uncomfortable, or simply too compli cated.
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These benefits improve the level of care but also introduce new po-
tential issues. The patential exists that these devices will i nterfere
with ore anather and cause disruptions in service and reliability.
An "intelligent” method to ded with interference must be devel-
oped. Thisisespedally important in an areawhere multi ple proto-
cols coexist.

In the redm of medicd sensing, it is ided to use atechndogy
which can be battery powered, lightweight, and dces not require
frequent charging. For example, the most obvious application o
wirelesstechndogyin amedicd situationmight be awirelessECG
[4]. The LifeSync wireless ECG system uses sveral Bluetooth
sensors placel aroundthe body LifeSync argues that a wireless
ECG would provide not only easier use of an ECG, but also would
avoid paential baderiathat reside ontraditional ECG wires. In or-
der for a protocol to satisfy these medicd applicaions, it must be
low power, highly portable, aff ordable, and reliable. The two most
obvious chaices for these techndogies would be ZigBee and Blue-
tooth. Bluetoath, however, is more expensive than ZigBee requires
more battery power, and is better suited to situations in which con-
nedions are persistent, rather than short quick burstsin spread ou
timeintervals[7]. Therefore, Bluetooth daes nat suit these types of
applications as well asthe ZigBeeprotocoal.

The ZigBeeprotocol shares radio spedrum with the 80211 wire-
lessnetworking protocol [5]. This meansthat in the presence of an
80211transmisson, aZigBeetransmissoncould pdaentialy bein-
terfered with, or blocked atogether. In order for anissueto arise, it
would be necessary for one of two condtions to happen. Firstly, it
would be necessary for ahigh concentration o ZigBee and 80211
devices to be within close proximity of ead other, sending data &
moderate rates. Ancther possbility would be asmaller number of
devices, al transmitting at nea-maximum rates of speed. Clealy,
if alarge number of devices were dl transmitting at a high rate of
spedd, this could also cause aproblem. This could be asignificant
problem in the medicd setting, since there may be alarge num-
ber of patients within close proximity of one ancther, espedally
if they are in transmisson range of ead cther. The likelihood d
this being a problem will be increased by the presence of 80211
routers, which may serve adual medicd purposes, or ssmply pro-
vide patients and visitors a conredion to the internet. An example
of what such alayout might look like is shown in Figure 1. Over
time, the number of devices on these networks could rise quickly.
While ahospital may start with the use of a wirelessECG device,
they might later extend that to using sensors for situational aware-
ness or even tradking the whereabous of a patient. The presence
of 80211is particularly concerning, becaise it has a transmisson
power 30timeslarger than ZigBe€s, and an intensity 4 timeslarger



Figure 1: Sample layout of a hospital, showing sensors used for situational awareness 80211 networks, and medical devices. The

number of potential participantsishigh.

[11).

In saying this, the potential for 80211 to overpower a neighbaing
ZigBee transmisdon could be high. In addition, the CSMA/CA
schemes implemented by 80211 do na reacogrizethe transmisson
efforts of ZigBeedevices, meaning the ZigBee devices would be
ignared if their transmisdon attempts were deteded by the 80211
devices.

ZigBeeisaspedficaionfor awireless $andard based onthe IEEE
80215.4 standard [2]. Sinceit is based onthe 802154 standard,
ZigBeeis susceptible to many of the same problemsasthe 80215.4
standard [12]. It has been claimed that ZigBeewill faceseverein-
terferenceisaesin the presence of numerous 80211 retworks, and
that its viability in such an environment will be grealy diminished
[5]. Thosewhoadllegethat ZigBeewill faceinterferenceisales date
that ZigBee uses channels that overlap with 80211, and will face
at least interference, if not 100% padket lossfrom competing net-
works. However, the ZigBeeAlli ance has pulished a white paper
refuting these daims and stating that while the channels do over-
lap, the nature of ZigBeés transmisson protocols prevent 80211
from interfering with ZigBeetransmissons [3]. In theory, becaise
ZigBeetransnisgonsare short in nature, and infrequent, it i sposs-
ble that 80211 traffic may leave alarge enoughtime interval open
in its transmissons to alow for successul ZigBeetransnmissons.
This paper seeks to establi sh that the daimsthat ZigBeeis vulner-
able to interference ae acarate, and to propcse severa potential
solutions to the interference problem ZigBeefaces. The solutions
presented will offer afew ways in which the interference problem
can be dedt with, and show the results of the implemented solu-
tions.

2. RELATED WORK

As dated, there has been previous work in trying to determine
whether or nat there is a genuine interference problem between
ZigBee and 80211. Figure 2 is a diagram showing where their
communicaion channels overlap [5].

Infigure 2, ZigBeeisthe protocol ontop, and 80211 on bdtom. It
can be plainly seen that these protocols overlap ead other, and this
can most definitely lead to interference. The Crosshow groupeval-
uated ZigBee performance in an environment where the ZigBee
and 80211 channels overlapped. They were able to demonstrate
that in this senario, a detedable amount of padket losswas found
Their work showed that ZigBee might experience padet loss up
to 5%. We would like to seeif something more significant can be
shown. In addition to the work dore by Crosshow, an organiza
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tion cdled the Z-Wave Alli ance has also dore prior research into
this topic [3]. The summary of their findings was that in spedfic
scenarios, they were able to completely prevent ZigBeefrom trans-
mitting any data & all. They also foundthat if aZigBeedevicewas
physicdly locaed onthe same pieceof hardware & an 80211 de-
vice, the ZigBeedevicewould never be ableto transmit its message
if the 80211 device was transmitting. We were eble to get around
this by staggering the transmisson times of bath protocols 0 that
they would na transmit simultaneously; thisis explained in greaer
detail | ater on. Thirdly, Musaloui-E et a foundthat ZigBee ad
80211 experienced interference rates of up to 58% when baselin-
ing the patential interference facal by ZigBeein their work. There
has been some oontroversy regarding whether or not interference
is a legitimate interference problem between 80211 and ZigBee
[9]. The majority of papers which have documented the scenario
have suggested that an interference problem exists, and ou findings
agree

Additionally, Musaloui-E et a performed work in experimenting
with the use of channel hoppng to avoid interference. Their work
was able to succesSully reduceinterferencefrom 80211 retworks
from as grea as 58% to lessthan 1%. However, their approach
requires that there ae unaccupied wirelesschannels which can be
utilized. For our work, in a hospital setting, it is quite posshle
that there may be alarge number of networks and that all avail able
channels could currently be occupied. As gated by Musaloui-E et
al, there eist two channels which can be utili zed by ZigBee but
not by 80211 However, they also stated that these channels are po-
tentially occupied by 80211in Asia, andtherefore caanat berelied
upon Our method d resolving the interferenceisaue is to diredly
reduce the traffic generated by the 80211 devices. This approach
makes more sense for a medica network setting; however, it aso
reguires amore compli cated hardware solution, and the avail ability
of an intermediate hybrid device

In Omaha, Midwest Surgicd Hospital recently incorporated an 80211
network into their infrastructure. They foundthat even using 80211
devices with standard medicd equipment was a difficult task. In
some cases, very dight timing issues can cause significant prob-
lems Incorporating a ZigBeenetwork will add an additiona |ayer
of complexity, and interference between the diff erent types of net-
work will need to be resolved [10].

Finaly, a techndogy cdled Wibreeis currently being devel oped
by Nokia[8]. Thistechndogyisalow power version d Bluetocth,
which daes nat facethe significant interferenceisaues that ZigBee
does. By adapting the Bluetooth standard to a lower power device
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designed to transmit small amourt of data infrequently, the way
ZigBeedoes, allows for Bluetoath to largely replacethe need for a
protocol like ZigBee Another benefit to Wibreewould be the built
in frequency hoppng methoddogy used by Bluetoath. This might
be an excdlent solution when it arrives, but is currently not ready
for the market.

3. WIRELESSPROTOCOLS

ZigBeewas developed and is suppated by agroup cdled the Zig-
bee Alliance[2]. This groupis compased of notable members in
industry, including Honeywell, Motorola, Phili ps, Siemens, Sam-
sung Mitsuhbishi, and Texas Instruments. The ZigBeestandard is
currently considered complete, and the last revision was released
in 2006 Current applications for ZigBeeinclude: heaing con
trols, HVAC control, lighting control, automatic meter reading, de-
mand resporse, environmental controls, home seaurity, and medi-
cd sensing/monitoring. ZigBeefeaures throughpu of 250Kbps at
2.4GHz, with 16 channels avail able to it, and 4K bps at 915MHz,
with 10 channels available & that frequency. ZigBeeis capable
of transmitting deta over distances of up to 100 meters. ZigBee
sports asmall footprint, requiring as littl e & 4 kil obytes of system
resources, and upto 32 klobytes. This compares to the 80211
standard which requires over 1 megabyte. ZigBeeis aso designed
to suppat abattery life of upto 1000 @ys based onits low-power
design. ZigBeeisalso very scdable, suppating upto 64,000 noes
uncer a single mordinator. These cordinators may be linked to-
gether to crede even larger networks. These fadors meke ZigBee
an extremely attradive option for users who wish to crede simple
devices to sense or monitor condtions wirelesdy.

The 80211 standard was developed by the IEEE LAN/MAN stan-
dards committeeto suppat wirelessnetworks [1]. It is afamily of
sub-standards that is composed of several moduation techniques
which use the same basic protocols. The primary sub-standards
include g b, g, and n In fad, there ae sub-standards that uti-
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lize every letter from a-z (excepting X), but these 4 are the most
widely used. Theintervening standardsin between were often used
to modify seaurity protocol, international differences, or spedfic
applications. For example, 80211pwas designated for the WAV E
standard, which stands for Wireless Accessfor the Vehicular En-
vironment. The a b, g, and n revisions represented significant
changes in techndogy and user functionality. 80211awas released
in October of 1999 operated at the 5GHz frequency range, and sup-
ported a data rate of 54 Mbps. It had a range of 35m, which was
effedively shorter than other protocols using the 2.4GHz range.
80211autilized OFDM to oltain ahigher overall throughpi when
compared to other standards of itstime. 80211b was released at
the same time & 80211a, and caried a maximum throughpu of
11Mbps, with arange of 38m in the 2.4GHz spedrum. This dan-
dard was offered at a lower price than 80211a, and becane the
defadto wireless $andard of its time. Operating in the 2.4GHz
range came with its own issues, since the protocol frequently ex-
perienced interference from objeds which included Bluetooth de-
vices, microwaves, and cordlesstelephores. It was later, in 2003
when 80211g was relessed. 802119 was badkwards compatible
with 80211h It operated in the same 2.4GHz spedrum, but used
OFDM (like 802118a) to increase its theoreticd bandwidth pesk to
54Mbps. Dueto 802119 keing badkwards compatible to 80211h
an 80211g retwork was ausceptible to poa performance when-
ever an 80211b ckvice signed orto the network. It has been esti-
mated that 80211g retworks encourtered a performance reduction
of 21% whenever an 80211b device was amember of the network.
Lastly, the 80211nstandard was developed, but nat finalized. The
80211nstandard utili zed MIMO (multiple in, multiple out) along
with a slew of new fegures. 80211n retworks are cgable of op-
erating at both 5GHz and 24GHz ranges, and can read speeds of
up to 108Vbps. Range suppated by this draft spedficaion dou
bles that of previous wireless $andards, at 70m. Eadc of these
protocols uses the 2.4GHz ISM band. Since ZigBee operates in
this band, we will only discussthe 2.4GHz band, and nd the 5GHz



band. Eadc band is divided into channels, 13 in most courtries,
or 14 in Japan. Each channel is gpacal SMHz apart, and ead has
a width of 22MHz. The dhannels which may be used orce var-
ied from courtry to courtry, however, al channels can be used in
the vast majority of courtries now. Dueto signal attenuation, only
every 4™ or 5" channel may be used simultaneously. This may sig-
nificantly reduce the number of channels which may be used in a
network withou experiencing interference

In general, interference in wireless networks occurs when an ob
jed existsin the environment that is physicdly interfering with the
signal, or when there is a device transmitting its own data which
interferes with the signal. Environmental interference has no df-
ferent effed upon ZgBeein the presence of an 80211 retwork,
thoughanather device might. There have been many schemes de-
vised to reduce the chance of deviceinterference happening, rang-
ing from dired-sequence spread spedrum (DSSS, time sharing,
CSMA, and uilizing dfferent channels. Despite these alvances,
interferenceis gill an issue when two devices attempt to transmit
data & the same time. Thisis espedally true when these devices
use different protocols. This happens becaise many devices share
similar frequencies, such as the 2.4 GHz I1SM band, and ead stan-
dard propaoses a different way to mitigate interference and colli -
sions. ZigBeesuppats 16 channels; however, 15 o these channels
overlap with channels used by 80211 As dated abowe, in 80211
networks, 80211 devices may experience interference from one
another if they operate within 4 channels of one ancther in close
proximity. With ZigBeetili zing these same channels, it is highly
likely that ZigBeedevices will faceinterference from 80211 de-
vices. In theory, since ZigBee transmits data in short bursts, it
could be posshle for a small ZigBee network to subsist on this
sole channel whichisnot used by 80211 [12]. However, thisisnot
to say that other types of networks might not also use this chan-
nel, such as Bluetooth. In addition, when alarge ZigBee network
is present, it may become necessary for ZigBeedevices to use dif-
ferent channels. There dso exists the posshility of alarge number
of small ZigBeenetworks tied together throughtheir coordinators.
Esentidly, it is dill i mportant to determine whether or not Zig-
Beédsinterference model is grongenoughto ded with any type of
interference that may exist in its environment. However, becaise
ZigBeeuses auch smell time frames to transmit data, and it does
not require alarge window of time frequently, it can be reasoned
that ZigBeewill only have troubde when there is a heary amourt
of traffic ona channel. Asit currently stands, only 80211 devices
would sustain a data transmisson with bah the power and dua-
tionto redigticdly interfere with a ZigBeedevice for a prolonged
period o time.

In order to determine the dfea of an 80211 retwork on a Zig-
Beenetwork, it was necessary to setup an experiment which would
test ZigBeés viahility in the face of interference For this ex-
periment, an 80211 ad-hoc network was stup between two lap-
tops. These laptops transmitted data & rates between 30K Bps to
1MBps, which represent light congestionto heary congestion. Sec
ondy, two ZigBee devices were setup and programmed to trans-
mit at a rate of 500 Bps (a redistic red-world transmisson rate).
Both protocols were set to use the same channel so that colli sions
would be caised by simultaneous transmisgons. However, in the
red world, since 80211 channels share some overlapping regions,
it would be possble that even adjacent channels would generate
someinterference However, regardlessof whether theinterference
is caused by an adjacent channel or the aurrent channel, the impor-
tant fador is that interferenceis caused.
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The first scenario that was tested was with two ZigBee devices
transmitting at 500Bps with no 80211 interference In this <e
nario, no detedable interference or padet losswas encourtered.

The next scenario would be to repea the previous <enario, but
withtwo 80211 devicestransmitting at the sametime. Thiscreaed
the scenario in which 80211 devices would theoreticdly interfere
with ZigBeetransmisgons. When the 80211 devices transmitted
at IMBps, the ZigBee devices experienced an 80% padet loss
However, when the transmisgon rate was reduced to 30K Bps, the
ZigBee devices experienced a 20% padket loss This experiment
showed that withou a doult, ZigBee was vulnerable to interfer-
ence from 80211, and that its colli sion avoidance schemes are not
advanced enoughto avoid padket lossin a highly congested envi-
ronment.

4. PROPOSED SOLUTION

First, our work will show that the interference problem exists be-
tween 80211 and ZigBee We propaose to do this by setting up
an 80211 retwork that will be transmitting data & a high rate of
sped, so that it fully occupies the channel. Next, we will setup
apair of ZigBeetransmitters to show that the ZigBeedevices are
interfered with indefinitely. Finaly, we will attempt to resolve the
interference problem.

The most difficult isaue when trying to remedy the interference
problem between ZigBee and 80211 is due to the differences in
their physicd layers. ZigBeedevices and 80211 devices commu-
nicate with diff erent moduation, slightly diff erent frequencies, and
diff erent types of padkets, with diff erent headers and padket shapes.
One standard canna communicae with the other withou signifi-
cant modification to the underlying hardware. It is for this reason
that ZigBee cand isaue apadket to the 80211 devices indicating
that it wishesto transmit data. We propaose asolutionwhich utili zes
a hardware setup that includes both ZigBee and 80211 transmit-
ters. Thiswill alow us to transmit both 80211 and ZigBee mes-
sages. This hybrid device would be ale to coordinate messages
between 80211 and ZigBee and ad as a mediator between the pro-
tocols, thereby solving the more difficult asped of the problem.

There aetwo primary ways for this hybrid deviceto intervene be-
tween 80211 and ZigBee Thefirst methodwould beto transmit an
80211 padket indicating that this padet would have an unwsualy
long duation (perhaps 64ms or so), permitting ZigBeeto transmit
during this period in which other 80211 devices will "slegp.” The
second method would be the use of RTS (Request to Send)/CTS
(Clea to Send) messages to clea 80211 traffic. Thisideaworks
onthe theory that sending ou a CTS message will block all 80211
devices from transmitting for a spedfied period o time. The goal
of bath of these solutions is to temporarily block out 80211 mes-
sages for awindow of time large enoughthat ZigBeedevices can
successully transmit their messages, thereby resolving the inter-
ferenceisaue. If 80211 traffic can be blocked for short periods of
time which are longenoughfor ZigBeedevices to transmit, then it
will be posshble to develop a market solution that will all eviate the
contention isaues between ZigBee and 80211

Our experiment will focus primarily around the second solution.
Thefirst solution mentioned would na be viable on most networks,
reguires an abuse of the 80211 protocol, and is not guaranteed to
work. In our work, we foundthe 80211 devices completely ig-
nored the rogue padkets. The seaond solution will be ale to pre-
vent 80211 devices from sending messages. It is important to



naote that typicdly, Windows devices themselves do nd use the
RTS/CTS scheme, but that they will still resped the rules st by
this heme. By developing a solutionwhich will diredly interfere
withthe 80211 protocol’s ahilit y to transmit messages, this <heme
isinherently unfair to 80211. However, this unfairness $ioud na
be asignificant isaue, as ZigBeetransmissons are typicdly very
small, very short, and reed only asmall window of timeto perform
itstask. It is also asaumed that the nature of ZigBeedevices isto
transmit small amourts of datainfrequently, rather than to transmit
a large quantity of data over a short period o time. Lastly, it is
assumed that ZigBeedevice messages may be life threaening, and
that 80211 traffic will not be. This means that this slution will
most likely not be asignificant detriment to the performance of
80211 However, in order to guaranteethat 80211 is never com-
pletely shut down, it is posdble to devise asolution which limits
ZigBeés channel occupancy rate. This way, if the channel occu-
pancy is ever too high, ZigBee ca bad off and allow 80211 to
transmit, so that the channel can be fairly shared between the two
protocols.

5. IMPLEMENTATION

In order to implement our first proposed solution as described, it
is necessary to be able to craft our own 80211 frames and trans-
mit these padkets in a way that is ordinarily not alowed by the
network stadk. Most modern 80211 retwork cards do nd permit
such promiscuous adions and orly alow certain type of frames to
be transmitted due to seaurity issues. Crafting padets is consid-
ered aseaurity threa and as such is not suppated by most modern
80211 retwork cards. As such, we had to use an dder network
card based onthe Atheros chip which all owed such adivity. Onthe
software side, in order to suppat padket injedion, we used the Lor-
con framework to be ale to craft our own padkets and then injed
these austom padkets to the 80211 retwork card to be transmit-
ted. The second propaosed solution would use the same basic setup,
only it would na be necessary to craft invalid padets. Early on,
we discovered that falsely dedaring the size of a padket and hop
ingthat 80211 devices would remain silent for the duration o the
suppased padket’s length was an unviable solution. This was be-
cause the other 80211 devices would simply deted that the chan-
nel wasnat in use, andthese devicesin turn would simply continue
with their transmissons withou interference Uponexperimenting
with the CTS padkets, we discovered that the behavior of 80211
traffic with resped to CTS messages was exadly as was desired.
It was originally though that Windows devices might ignare the
CTS messages, being able to effedively jam them makes this slu-
tion viable. However, one key limitation is that transmitting CTS
padetsis posshblein Linux, but not in Windows, despite Windows
devices respeding the rights of the CTS padkets. In a hybrid so-
lution, this shodd be anorrissuie. Knowing that 80211 devices
would indead badk off after receving these CTS padkets, we then
moved orto developing ou propcsed solutions. We then dedded
to develop two types of solutions, one of these would periodicaly
jam 80211, and seeif ZigBeewou d be abletofitits messagesinto
the empty time frames. The second solutionwould be to transmit a
CTSmessge diredly before aZigBeemessage, and erify that the
ZigBeemessage has ahigh celivery rate.

For the first proposed solution involving the periodic blocker, the
periodic blocker would simply transmit these CTS padkets period-
icdly with alockout of 32 ms We dedded to use 32 ms becaise
it provides a windaw of time which is large enoughfor a ZigBee
transmisgon to be sent, while minimizing the impad on 80211
In addition, it was observed that CTS messages with exception-
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Figure 3: Experiment Setup

aly high delay values (i.e. 65536ms) would simply be ignared
or dropped by the target redpients. In addition, we sent these
messages Poradicdly in the hopes of ZigBee devices being able
to latch orto small periods of open windows during which they
would be ale to transmit padets interference free This first im-
plementation was creaed to ensure that blocking 80211 padkets
could present some reasonable improvements to the transmisson
of ZigBeedata. Our second solution was more controll ed, and thus
a much more in-depth solution had to be developed. We first cre-
ated a ZigBee gplication that would transmit padkets, which was
then couped with the 80211 interference tod so that the ZigBee
transmitter would then issue aCTS message foll owed by a ZigBee
transmisgon. The CTS message would request adelay of 32ms, as
before, with the obvious advantage this time that the ZigBeemes-
sage would be mordinated with its CTSinterferencemessage. This
shoud guarantee ahighly acarrate padket delivery ratio.

6. EXPERIMENTS

We oondicted our experiments in ared world environment. It is
more pradicd to observe red world behavior of wireless proto-
colsrather than observing results obtained from smulation. Actual
simulation also all owed us to observe behavior caused by the envi-
ronment. We used a setup where the ZigBeedevices were spaced
5 meters apart and the WiFi interferers were placel in between the
ZigBeedevices as hownin Figure 3. Thisexperiment setup shoud
crege asituation in which the maximum amourt of interference
shoud occur between the ZigBee and 80211 cevices. This was
dore to demonstrate the maximum possble 80211 interference

Next, we measured the interference between the ZigBeedevicesin
the presence of minimal to no 80211 traffic. The barometer of in-
terferencethat we used was the percentage of padkets lost between
the ZigBeedevices. In the presence of minimal to no WiFi traffic,
we observed 0% padket loss

We then olserved the interference between the ZigBeedevices in
the presence of heavy 80211 traffic. To produce the 80211 inter-
ference, we used two laptops with 80211 retwork cards conreded
via an accesspoint in an infrastructure-based WLAN. Our source
80211interferer would send 80211 cata padketsto another 80211



device via aUDP conredion. The source interferer would send
500 Byte data padkets every 666 us for a total of around 750000
Bytes/second, equal to 6 Mbps. With this stup, we observed a
56% padket loss Furthermore, we repeaed the same experiment,
but in the presence of an ad-hoc network where the 80211 inter-
ferers were mnreded to eat other diredly, withou the use of a
router. In this stup, we observed a 33% padket loss Figure 4
shows a sample timeline of the difficulty that might be faced by a
ZigBeedevice Thoughexperiment results were nat as clea-cut,
the paint isill ustrated acarately.

ZigBee Packet
802.11 Packet

.

Figure 4. Timeline showing ZigBee devices unable to find an
open timedlot to utilize

Experiment —ZigBee Completely Locked Out

In theory, if an 80211 deviceisaued anorstop strean of CTS mes-
sages, no aher 80211 cevice on that network would attempt to
send any messages. This is hown in figure 5. By proving that
80211 could be locked ou with CTS messages, we foundthat we
had the framework for building a pradicd i nterference device

CTS-Interference Packet
802.11 Packet

Figure5: CTS interferer locking out 80211 transmisgons

Experiment 1-802.11 Completely Locked Out

Next, we needed to test our periodic blocking solution, which trans-
mits a CTS padket randamly in a set time interval. To test our
periodic blocking solution, we repeaed the experiment in the pres-
enceof heary 80211 traffic, but with our periodic blocker injeding
CTS padkets at a set interval. With the periodic blocking solution,
we observed only a 2.5% padket losswhen the 80211 interferers
were mnreded via an accesspoint and orly an 18% padket loss
when the 80211 interferers were diredly conreded via an ad-hoc
network.

802.11 Packet
CTS Interference Packet
ZigBee Packet

Figure 6: Periodic CTS messages can help or hurt the odds of
a packet being transmitted succesgully.

Experiment 2— Random Interference

Unfortunately when we condcted additi onal experiments with our
periodic blocking solution, we naticed that in the presence of medium
80211 interference, the periodic blocking solution would acually
increase the padet lossrate between the ZigBeedevices. As hown
in Figure 6, the randamly timed padkets would colli de with eah
other. Sometimes, the result was desirable. Other times, it might
increase the interference facal. When the source 80211 device
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Table 1. Interference @used by Periodic Blocking

WIFI | WIFI + | WIFI | WIFI +

Jammer Jammer
Send Rate (padkets/sed) | 2000 | 2000 | 600 | 600
% of packets lost 87% | 40% 1% | 35%

sends around 256 Mbps of data to the destination device, we no-
ticed only a 17% padket loss However, when we adivate our pe-
riodic blocking solution, we naticed the ZigBee padet loss rate
increases from 17% to 3%%. The results from this experiment can
be seenin Table 1.

Based uponthese results, it becane dea that a more refined so-
lution would be necessary. We then devised a controlled blocking
medanism that would orly send a CTS message just before the
ZigBeedevices ®nt out atransmisson. Thisrequired dired mod-
ification o the ZigBee protocol instructing it to transmit a CTS
padket prior toitsown transmisson. Thischange could bebuilt i nto
ZigBeedriver software, runnng onthe assumption that the ZigBee
devicein question will also have accesto an 80211 device For
acdual i mplementation puposes, it would be posshle to deted the
presenceof an 80211 deviceprior to deddingwhether or not to uti-
lizethe CTS blocking code. By submitting the CTS padkets only
before aZigBee device was abou to communicate, the controlled
blocker would never acddentaly interfere with ougoing ZigBee
transmissgons. With the controlled blocking solution, we were le
to recave the overwhelming majority of these padets under heary
80211 interference from a infrastructure-based WLAN, showing
lessthan 3% packet loss In the presence of heavy traffic from an
ad-hoc WLAN, we observed orly a 14% padket loss However,
more importantly, with the controll ed blocking solution we did nat
observe the same increase in padket lossin the presence of medium
80211 traffic. Figure 8 displays the results from the final experi-
ment using the controlled CTS blocking mechanism The expeded
ordering o padket transmisdons is hown in figure 7. Thisfigure
shows that we obtain the result we desire.

802.11 Packet
CTS Interference Packet
ZigBee Packet

Experiment 3— Timed Interference

Figure7: Intelligently timed CTS packetsreducethe error r ate
significantly.

7. ANALYSIS

The first experiment was condicted to determine whether or not
80211 traffic presented agenuine interference problem for ZigBee
devices. Theresults obtained from that experiment showed that de-
pending uponthe network setup, ZigBeedevices would paentialy
see between 330-56% padket loss This experiment showed that
in the presence of two 80211 cevices, lossrates could easily reah
50%. In our experiments, due to some implementation issues, we
were only ableto achieve 6Mbpswith our 80211 cevices. Itisrea
sonable to conclude that 80211 traffic can adversely affed the per-
formance of ZigBeedevices. We observed that with more 80211
traffic, it became more and more difficult for ZigBeedevicesto cor-
redly send amessage acossthe network. With the assumption that
our 80211 devices might eventually be ebleto speed upto 56Mbps
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Figure 8: Experiment Resultswith Proposed Solutions

or higher, withou a doult ZigBee devices could be significantly
hampered. It is currently assumed that in the presence of multiple
networks and alarger number of devices, the interference problem
might completely prevent ZigBeedevices from sending any data.

The next experiment sough to show that it might be posshle for
aCTSindwing deviceto temporarily lock out 80211 devices and
alow ZigBeedevices to transmit. What happened was that in the
presence of heavy 80211 traffic, the CTS interferer was able to
temporarily lock out 80211 transmissons for a short period o
time. In dang so, by chance some of the ZigBee transmissons
were aleto arrive a their destinations as intended. This of course,
relied on the hope that the CTS interferer would block transmis-
sions at predsely the right moments before aZigBeedevicewould
attempt atransmisson. The end result wasthat overall, the number
of padkets that were lost were reduced significantly. Experimental
results showed that the percentage of padkets lost when adivating
the CTSinterferer at ahigh data rate went from 84% lossto a com-
paratively low 40%. While the interference rate was successully
halved, itis gill questionable whether or not asuccessul transms-
sion rate of 60% is acceptable. Additionaly, it was aso shown in
the second experiment setup that lower levels of 80211 traffic may
cause the interferer to cause my interference than the 80211 traf-
fic itself. The reason for thisis clea, the CTS interferer itself is
sending an 80211 packet, which might themselves interfere with
ZigBeedevices. If the80211 trafficis alrealy sparsely distributed,
and further transmisgons by the CTS interferer are dso evenly dis-
tributed, the overal result is higher channel use by 80211 mes-
sages. This means that overal, more time slots are dlocaed to
80211 transmissons, when they could've been dlocated to a Zig-
Beetransmisgon. What may likely be happening isthat the 80211
devices are nat transmitting dten enoughto be interrupted by the
CTSinterferer, thus meking theinterferer not only ineffedive, but a
hinderanceto ZigBeedevices. Acknowledging this problem shows
that solving the ZigBeeinterference problem canna be dore sim-
ply, or by brute force, and that the solution implemented for our
third experiment was necessary.

Our third and final experiment was the implementation o a Zig-
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Beedevice with an integrated CTS blocker. This implementation
included a short CTS message just before every ZigBeetransms-
sion. Inthis case, regardiessof the level of 80211 traffic, interfer-
encewas ea to drop significantly, aslow as 3%. (in an infrastruc-
ture based 80211 setup) With an ad-hoc network, interferencerates
were aslow as 14%, in comparisonto the baseli ne of 33%. Thistest
case showed significant improvement, and would likely work as a
viable solution to the interference problem encourtered by ZigBee
This slution worked well because it induwced 80211 delays only
when absolutely necessary, andtimed eat delay so that they came
only before aZigBeetransmisson. The result is that a solution to
the problem encourtered in the second experiment: regardless of
thelevel of 80211 interference this ZigBeeinterferencetod never
increases the rate of padket loss experienced by ZigBee devices.
However, this approach has a disadvantage, being that it requires
an 80211 transmitter on-board the ZigBeedevice In many cases
for medicd applicdions, this can be prohibitively expensive, and
negate many of the benefits of using ZigBee

Thus, while both solutions reliably reduce the anourt of interfer-
ence caused by 80211 cevices, there ae major complicaions in
the gplicaions of these two implementations. The advantage of
using the periodic blocker isthat it can be used in an external third
party device In theory, athird party device might be éble to detea
intervals which ZigBeedevices might be using to transnit, in or-
der to reduce the randamnessof the intervalsin which it distributes
CTSmessges. Additionally, athird party device muld below cost,
effedive, and may be ale to suppat severa ZigBeedevices. Un-
fortunately, in some cases, the periodic blocker will currently add
to the interference in ZigBeenetworks and inadvertently interfere
with ZigBeetransmissons causing additional padket loss Further-
more, the periodic blocker is nat friendy to the 80211 protocol
and will i ndiscriminately interfere with 80211 transmissons. The
controlled blocking solution havever resolves the problem of in-
terfering randamly with 80211, as well as the issue with lowered
transmisdon rates when 80211 is not transmitting at high rates.
Asauming that ZigBee devices will neal to transmit i nfrequently
and in short bursts, the 80211 devices will not experience asig-
nificant amourt of interference ZigBeedevices, however, will ex-
perience asignificant increase in the reliability of their messages.
Unfortunately, since this requires a hybrid ZigBeg80211 device,
the negation o ZigBeebhenefits might make this solution impradi-
cd.

8. FUTURE WORK

The experiments performed show that it is possble to succesgully
block 80211 cevices from interfering with ZigBeedevices. How-
ever, pladng an 80211 transmisson chip could significantly af-
fed the size, performance and cost of any ZigBee device, and
would in fad negate the benefits which ZigBeeprovides. A pos-
sible workaround would be to implement a third party gateway,
which itself will contain an 80211 chip and ZigBee transnitter,
but could serve multiple ZigBeedevices. For example, this device
might take registrations from ZigBee devices, and form a sched-
uled time interval for device transmssons, much like is dore with
Bluetoath. Anather method might be to passvely determine when
aZigBeedeviceis attempting to send dbta, and determine itstrans-
misgonintervalsbased onthat passve data. Theformer ideawould
provide for a more predse device, which would in theory, provide
80211 interference exadly when it is needed. However, it would
also require aditional overhead, since this device would also re-
quire tight coordination between the gateway and the ZigBee de-
vice The latter ideais ad-hoc in nature, but depends upon the



gateway’s ahility to deted the atempted ZigBeetransnmissons ev-
erytime they are desired. Further work is necessary to seeif itis
posshle to creae such adevicethat can suppat the tight couging
necessary to transmit ZigBee messages in the presence of 80211
interference

9. CONCLUSION

In conclusion, we were ale to definitively show that it is posshle
for traffic from an 80211 protocol to effedively prevent ZigBee
from transmitting data. In amedicd device this can be espedally
important, since many medicd applicaions can mean the differ-
ence between life and deah. For example, if ZigBeewas used on
aremote ECG, to remove the necessty of wires hanging from the
patient’s body, this information would need to be transmitted to a
recaver in red time. It would na be accetable to wait for an
80211 transmitter to finish its transmssons, so thereis aneed for
immediate transmisson. In addition to being able to confirm that
80211 can interfere with ZigBeg we were ale to demonstrate that
the RTS/CTS scheme we devised was aufficient to block 80211
traffic.

Finaly, we combined the RTS/CTS jammer with an adua ZigBee
transmitter, and showed that it was possble to couge their timing
tightly enoughso that 80211 could be blocked in the exad space
of time needed to send ou a ZigBeetransmisson. The ZigBee
device modification we made dlowed ou ZigBee device to suc-
cesdully transmit data in the presence of significant 80211 inter-
ference In addition to being able to transmit our ZigBeedata, we
also preserved some sense of fairness by na significantly affeding
the throughpt of the 80211 cevices. This methodisonly partially
fair, sincein this sheme, ZigBee devices are given transmisson
priority every time. The reason 80211 traffic is not being signif-
icantly affeded is because the size of ZigBeés transmssons are
small, and the interruptions in 80211 traffic are small, providing
just as much time as ZigBeeneds.

10. REFERENCES
[1] IEEEStd 80211™ 2007 IEEE Standard for Information
techndogy - Teleoommunications and information exchange
between systems- Locd and metropditan areanetworks -
Spedfic requirements. Part 11: WirelessLAN Medium
AccessCorntrol (MAC) and Ptysical Layer (PHY)
Spedfications, 2007
[2] 80215.4-2003 |IEEE Standard for Information
Tedindogy-Part 15.4: WirelessMedium Accesscontrol
(MAC) and Physicd Layer (PHY) spedficationsfor Low
Rate WirelessPersonal AreaNetworks (LR-WPANS). 2003
BGR. WLAN Interference Raises Doults abou ZigBeg
IEEE 80215.4 Products. Zensys White Paper, Mar. 2007,
LifeSync Corporation. LifeSync WirelessECG System with
LeadWea Disposable Cable Replacement System Reduces
Artifad and Increases ECG Alarm Accuragy, Oct. 2008
Avoiding RF Interference Between WiFi and Zighee
http://ww. xbow. com
P. Frehill, D. Chambers, and C. Rotariu. Using Zigheeto
Integrate Medicd Devices. In IEEE Engneaing in Medicine
and Bology Saiety (EMBS), Convention Center, "Cite
Internationale”, Lyon, France, Aug. 2007.
[7] Bluetooth and ZigBee compare and contrast.
http://ww.techworl d. com nobility/
f eat ures/i ndex. cf n?f eat ur ei d=1261.
[8] EZURIO Ltd. Anintroductionto Wibree

[3

—_

[4

=

[5

—_

[6

—

Digital Object Identifier: 10.4108/ICST.BODYNETS2009.6029
http://dx.doi.org/10.4108/ICST.BODYNETS2009.6029

(9]

(10

(11

(12

(WHP-0500051V0). An EZURIO white paper - explaining
wireless 2006

Razvan Musaloiu-E. and Andreas Terzis. Minimising the
effed of WiFi interferencein 80215.4 wireless £nsor
networks. Int. J. Sen. Netw.,, 3(1):43-54 2008

Midwest Surgicd Gets Hedthy Dose of Smart Wi-Fi to
Improve Quality of Patient Treament.

http://ww. ruckuswi rel ess. com product s/
casestudi es/ m dwest _surgical /.

ZigBee and the ISM-Coexistence lsale.

http://wirel ess.industrial - networKking.
comarticles/articledisplay.asp?i d=765.
Gill es Thoret, Patrick Allard-Jaaquin, and Pierre Colle.
ZigBee- WiFi Coexistence Schneider Eledric White Paper,
April. 2008



