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Abstract. Wireless sensor networks are envisaged in military, commer-
cial and healthcare applications, where data security is an important
aspect. Security of the data in the network is based on the crypto-
graphic technique and the way in which encryption and decryption keys
are established among the nodes. Managing the keys in the network in-
cludes node authentication, key agreement and key update phases which
poses an additional overhead on network resources. Both Symmetric and
Asymmetric key techniques when applied separately in WSN fails to pro-
vide a scheme suitable for wide range of applications. Hybrid key man-
agement scheme is scalable alternative to match security requirements
of WSN with minimum overhead on available resources. Heterogeneous
WSN is considered in which ID based key establishment and polynomial
based key pre-distribution scheme are proposed for higher and lower level
of hierarchy respectively. The results of the proposed hybrid key manage-
ment scheme indicate reduced resource overhead and improved security
level.
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1 Introduction

Wireless sensor networks (WSN’s) are being used in wide range of military and
commercial applications. A WSN consists of tiny resource constrained sensor
nodes and special monitoring device termed as base station. Sensor nodes act as
the skin, which collect the data from surrounding environment and forward to
the base station, the brain of the network, controls the data flow. WSN technol-
ogy is expected to play crucial role in near future as the means of global data
communication. 'Internet of things’[1] idea, proposed recently, considers WSN
as the basic element to gather data. The collected data is then made globally
available by connecting many small WSNs to the Internet. In such scenario,
information collected by WSN’s would have transcended value compared to its
previous small scale application. Consequently, security of the data also plays a
vital role.

Confidentiality, Integrity and Authenticity of the data collected are the main
issues in sensor network security. Wireless nature of the network along with the
lack of computational ability of sensor nodes poses many challenges in the im-
plementation of security protocol for WSN. RSA-1024 and AES cryptographic
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Fig. 1. Wireless Sensor network scenario

standards are widely used in secure internet transactions[2]. But computational
cost of these schemes is not feasible over sensor nodes. Elliptic curve cryptogra-
phy is proved to be the most suitable asymmetric key technique for WSN because
of small key size(160 — bit) with equivalent security[3]. Effective applicability of
these cryptographic schemes in the network depends on the key management
technique used.

Key Management technique is the backbone of any network security scheme.
Secured channel for data transmission in a WSN is provided by key establishment
protocol. The design of key management protocol mainly focusses on the con-
sumption of resources like memory, energy and processing time by the scheme,
resilience against various attacks, communication overhead and scalability. At
the system level, the demands from key management technique being resilience
against node capture, forward secrecy, backward secrecy, node revocation on in-
trusion detection and security against network level attacks. Both symmetric
and asymmetric key techniques used for computer networks fail to satisfy these
WSN specific security requirements.

In this paper, a hybrid key management technique is proposed for heteroge-
neous wireless sensor network. First, clusters are formed based on the location of
WSN nodes. A suitable cluster head selection algorithm can be used to elect and
update the cluster head. A cluster head is assumed to have the same hardware
resources as those of other nodes. The base station communicates with a clus-
ter head and establishes secure connection using Identity Based Cryptography
(IBC). All the cluster heads are securely connected using IBC, which is more
secure due to the elliptic curve discrete logarithmic problem (ECDLP). Nodes
inside a cluster use polynomial based pairwise key pre-distribution scheme and
avoid extra computational burden. Section II discusses the related work in the
field of WSN key management. Section III provides mathematical background
for IBC and Section IV presents the proposed hybrid key management scheme.
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2 Related Work

Key management techniques proposed for WSN attempt to seek perfect connec-
tivity and resilience against node capture attack[4]. This means that each node
should be able to communicate with every other node in the network and if
a node gets captured, secured connections of other nodes should remain intact.
The simplest way to establish key management in a WSN is to make use of single
master key for the entire network. It provides full connectivity and scalability,
but a single node compromise can expose the whole network. To circumvent this
problem, pairwise keys can be pre-distributed in each node so that capturing
of a node will affect only single node keeping all the other connections secure.
But for a WSN, consisting N nodes, each node needs to store (N-1) pairwise
keys to achieve full connectivity. Apart from stringent memory requirements,
this technique limits the scalability of the WSN.

To provide a trade-off between connectivity and resilience against node cap-
ture attack, Eschenauer and Gligor[d] first proposed probabilistic key pre-
distribution scheme. In this scheme, prior to deployment, a subset of the keys
from a large key pool is stored in each node. Each key is tagged with unique
identifier. Nodes broadcast key identifiers to their neighbours and pairwise key
with the nodes having at least one common key. Nodes that are unable to es-
tablish a direct pairwise key, enters into secure path discovery phase. The node
capture attack affects non-captured nodes as captured node contains common
keys with a given probability.

Improvement to this scheme is Q-composite random key distribution[5], which
requires nodes to contain at least (3 common keys to establish pairwise key. This
technique reduces the probability of compromising secured link between non
captured nodes by the factor Q. Another improved random key pre-distribution
uses hash function H[6]. For node i key from key pool is hashed (i—1) times. For
establishing pairwise key between nodes A and B having keys K4 = H' (K;)
and K = H® (K;) respectively shares i, and i, value. If i, < i, node B can
easily calculate symmetric key as

Kap=H"""(Kp) (1)

Polynomial based pair wise key distribution scheme[7] provides more resilience
against node capture attack with less memory requirement. Polynomial p (z,y)
of degree t and having coefficients over GF (q) is used to establish keys between
the nodes. The polynomial has the property p (z,y) = p (y, z)

p(x,y)z Z aijxiij (2)

0<i,j<t

where a;; are the elements of symmetric matrix A of order ¢ x ¢t. Node with iden-
tity ¢ stores p (i,y) and to establish pair wise key with the node having identity
J calculates stored polynomial over point j, k; ;. Similarly node j computes pair
wise key p (j,y) over point ¢, k; ;. Because of symmetry property of A4, k; j = k;j ;.
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Matrix A is the secret information in the network and (¢ + 1) /2 nodes has to
compromised to calculate A.

Improvement in key pre-distribution scheme can be obtained by combination
of probabilistic key pre-distribution, Q-composite key generation and Polyno-
mial pool based key pre-distribution scheme[g]. Proposed schemes have thresh-
old property which means that network security is maintained if number of
nodes captured is less than some threshold. Comparing communication overhead,
memory requirement, connectivity and security aspects improvement achieved
by combination of different schemes is highlighted.

Key pre-distribution schemes are based on security vs connectivity trade-
off. Hence to achieve both security and connectivity with minimum resource
overhead many researchers have focussed on asymmetric key establishment tech-
niques suitable for Wireless sensor networks. Public key infrastructures(PKT)[2]
used in computer networks requires Certification authority(C' A) to bind the pub-
lic key of user to its identity. Mechanism to handle large certificates and compu-
tationally intensive Digital Signature algorithms are too complex to implement
on resource constrained WSN.

Shamir[9] first introduced Identity based encryption scheme which uses unique
ID of the device as its public key. For computer networks, this ID can be email
address or IP address. In the context of WSN, ID can be assigned by network
deploying party to ensure its uniqueness. Identity based key management scheme
does not require CA but another entity termed as Private key generator (PKG)
is used to generate private keys from node’s ID. Research on ID based key tech-
niques for WSN focus on Pairing based cryptography (PBC) to establish pairwise
key between the sensor nodes. ID-based key management scheme is implemented
in MANET with key refreshment technique[I0]. Apart from Setup, Extract,
Encrypt and Decrypt phases in IBE, Re fresh phase is added to update private
keys after certain amount of time. This achieves Forward secrecy and dynamic
key management. Taking this work further, Refresh, Recover and Revocation
phases are added in ID-based key management technique for WSN[II]. In their
scheme more than one base stations are used to generate private key. In effect,
this scheme achieves forward secrecy, backward secrecy, intrusion detection and
resilience against base station capture attack. To achieve dynamic network topol-
ogy cluster formation and group key management techniques are used along with
key update and Revocation mechanism[12].

WSN nodes are energy constrained devices. The need of pairing algorithm
and its implementation on ARM processor is studied[13] using Pairing functions
from MIRACL[14] library. Pairing is considered as the most power consuming
operation. Its results show that 0.444.J power is consumed by the pairing algo-
rithm alone. Energy consumption and execution time of point operations over
super singular elliptic curve are also presented. TinyPBC[I5] is another pairing
algorithm for ID-based Non-Interactive Key distribution in WSN’s. It demon-
strates how sensor nodes can exchange keys in authenticated and non-interactive
way. Paper shows that MICA2 sensor nodes with ATmegal28L micro-controller
(8 — bit/7.3828 M Hz) computes pairings in 5.5s time. K. McCusker [I6] pre-
sented symmetric key distribution scheme based on Identity based cryptography
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(IBC). The idea is to use asymmetric key algorithm (IBC) for authenticated key
agreement and then encryption can be performed using symmetric keys gener-
ated. An accelerator hardware for Tate pairing achieves running time of 1.75ms
and energy consumption of 0.08mJ. These are the best result in the field of
ID-based key management scheme for WSN.

3 Mathematical Background

Concept of ID-based cryptography relies on the fact that device in the network
can be uniquely identified by ID assigned to it. To calculate pairwise key using
ID of the device pairing based cryptography can be used. It should be noted that
Identity based cryptography can be implemented in WSN only after making use
of bilinear pairing properties.

Bilinear Pairing: Let G be an additive cyclic group of order n and let G be the
multiplicative group. bilinear pairing is a computable, non-degenerate mapping
function,

e:GxG— Gr
Bilinearity property: VP,Q € G, and Va,b € Zx
e([a] P,0]Q) = e([ad] P,Q)" = (P[] Q)" = ¢ (P.Q)"

3.1 Weil Pairing

Weil pairing maps points on elliptic curve over GF (g) to the root of unity in
extension field GF (qk). This implication transforms Elliptic curve discrete log-
arithmic problem (ECDLP) in GF (q) to discrete logarithmic problem (DLP)
in GF (qk). Let E: Elliptic curve over prime field GFy, Point P, () € r—torsion
group. Weil pairing mapping function can be computed as

_ fr(Ag)
fq (Ap)

To calculate Weil Pairing mapping function Miller’s algorithm is used twice.
Following Explicit formulas are used in Miller Algorithm[3] E : y? = 2® +ax +b
P, P € E, P = (z1,y1) and P = (21,y1)

Let P3 = P1 + P2

For z; = z2,y1 = —v2,

e(P,Q)

ViX—z,=0 (3)
For P, = P; Slope is
A = 3z +a
21

Tangent line is
T:Y—()xlXerl*)\llj):O (5)
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Algorithm 1. Miller Algorithm for Weil Pairing
f1 < Vpir(Q)/Lrr(Q)

f<h
Z +— P
for i+ t—1to0do
[+ PT2(Q) /Vaz (Q)
Z 27
if r; = 1 then
[ fxfixVpir(Q)/Lrr(Q)
Z <+ Z+P
end if
end for

For P} # P, slope is
_Y2-n
X2 — I1

A2

Line equation is
L:Y—()\QX—i-yl _)\2.'1;1) =0

3.2 Tate Pairing

859

(7)

WEeil pairing using Miller algorithm is not suitable for resource constrained hard-
ware platforms. Instead Tate pairing over super singular elliptic curves in binary
field can be used to implement pairing. nr algorithm|[I7] computes Tate pairing

over super singular curve E (GF(2™)) : y> +y =23 +z +b.

Algorithm 2. np Algorithm
Input: P, Q
Output:e (P, Q)
Let P = (zp,ypr) and Q = (zq,yq)
f+1
for i+— 1 to m do
Uz
g+ (u+).(zp+zo)+u+tyr+yo+ (ut+zo+1)s+t
f+fg
Tp U YP — YD, TQ — \/TQ,YQ — \/YQ
end for )
return f¢ ~*

3.3 Pairwise Key Establishment

Pairwise key generation between two nodes A, B can be verified using bi-linearity

property as follows:
Let K; : Private key of node 1,
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ID;: Identity of node i,

e : bilinear mapping function,
K;j: pair wise key for nodes ¢
j, H: Hash function,

s: Master secret key

Kap =e(Ka,H(IDp))
Kap =e(s.H(ID4),H(IDp))
Kuyp=e(H(ID4),s.H(IDpg))
Kap =e(Kp,H(ID4))
Kap = Kpa. (8)

4 Scheme

The scheme proposes hybrid key management technique formed by the combina-
tion of symmetric and asymmetric key primitives. The main aim of the scheme
is to achieve maximum secured connectivity and minimize energy and memory
overhead over the entire network. Distributing the computational load among
the different nodes, overall performance of the network, in terms of security, en-
ergy usage and connectivity, can be improved. We consider that all same nodes
are similar with respect to their energy, memory and computational resources.
Base station (BS) is assumed to have more computational power. Network ar-
chitecture is heterogeneous. Network is clustered after the deployment and clus-
ter head (CH) is selected by the base station. Identity based key management
scheme is used to establish secure connection among different cluster heads and
between base station and cluster head. This key establishment is dynamic and
done on-line. Sensor nodes inside the cluster are securely connected by making
use of polynomial based key pre-distribution primitives. Following subsections
describes detailed implementation of the scheme.

4.1 Setup

Before deployment of the network cryptographic primitives need to be stored in
sensor nodes and base station to establish keys in the network.

— ID; + ID of the node i stored by deploying authority

— e < Tate pairing function over binary field GF (2™)

— s < Master key stored in BS

- p(i,y) < bivariate polynomial calculated using symmetric matrix M, stored
in node i

— H <+ Hash function stored in each node to map Identity of node to point on

elliptic curve

FE < Elliptic curve parameters
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Fig. 2. Hybrid Key establishment scheme for WSN

Hash function H is nothing but Koblitz encoding method on elliptic curve[3].It is
assumed that sensor nodes are deployed randomly on the field and nodes are not
tamper resistant. Instead of high cost tamper resistant nodes, nodes are replaced
when they found to be captured. To avoid the replay attack in the network, Time
Stamp(TS) is concatenated to each message.

4.2 Secure Cluster Formation

After deployment base station selects the cluster head one by one. Number of
cluster heads to be formed is programmed into base station. First cluster head
is randomly selected. Following communication takes place:

BS — CH; : s.1Dpgg:Public key of BS

s.I D multiplication takes place over elliptic curve, hence to deduce s is compu-
tationally exhaustive task by the implication of EC'D L P.Cluster head calculates
pairwise key as follows:

Kch, Bs = e(s.IDps, I Dch,) (9)

At the same time BS can also calculate pairwise key using bilinear pairing
property:

KBS,CHi = e(S.IDCHi,IDgs) (10)
Selected cluster head sends Hello packet to its neighbour nodes and adds the
nodes to its group upon response from them. Group list, encrypted using pairwise
key calculated previously, is sent to BS. BS station stores the list and selects next
cluster head which is not present in the stored list. In this way all clusters are
formed in secured way.

4.3 Key Agreement Phase

Case 1: 1 two nodes inside the same cluster want to establish pairwise key,
bivariate polynomial p(zx,y), given by equation (2) stored in the node is used.
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For example node 7 and j are in same cluster. Pairwise key k;; calculated as,

kij = p(i,y)-M.p(j,y)’ (11)

Similarly, node j calculates kj; and by the symmetry property of bivariate poly-
nomial,

kij = kji (12)
Case 2: When one cluster head wants to communicate with another cluster head,
it request pairwise key to the base station. In this case BS act as PKG and send
pairwise key to both the cluster heads through previously established secure
channel. Case 3: If node in one cluster wants to communicate to the node in
another cluster, three step key agreement is performed. First pairwise key be-
tween cluster head and node is established using bivariate polynomial. In the
next step, using ID based key encryption two cluster heads are securely con-
nected. In the last step again pairwise key between cluster head and destination
node is established.

4.4 Key Update

Cluster heads are changed periodically. New cluster head is decided by the nodes
in cluster depending upon the pre-defined threshold level of energy. Newly elected
cluster head publish its ID to BS. BS and new cluster head generates fresh
pairwise key using Tate pairing function given by Algorithm [2]. Also base station
broadcast new cluster head ID to other cluster heads. Key update mechanism
also suits the energy constraints of the nodes. Single node energy is avoided and
at the same time key refreshment is also achieved.

BS

Dyl TS
ACK I TS O
Q>
& 73 & 3D
>
D) O Sensor nodes
Phase 2
List of
X Secure Link
nodes from
first cluster »
stored .
in BS Cluster 1

Phase 3

Fig. 3. Key establishment phases
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4.5 Revocation

BS manages the list of authenticated cluster heads while cluster head holds the
list of authenticated nodes in the cluster. As soon as number of nodes captured
in cluster goes above certain threshold, cluster head reports security threat to
the BS and that cluster is removed from authenticated cluster heads list. As
nodes are less in cost new nodes are installed instead of using costly tamper
resistant nodes.

5 Results and Discussion

Hybrid key management technique provides scalable security option for large
wireless sensor networks. ID-based key technique provides secured connection at
the cost of high computational requirement. Comparison of hybrid key scheme
and ID-based key scheme[I8] with respect to algorithm execution time and en-
ergy consumption. Instead of considering resource consumption by single node
resources consumed throughout the network are analysed. For time calculation
worst case scenario, in which all keys are established different times, is assumed.
Number of nodes: 500

Number of clusters: 20

Numner of nodes in cluster: 25

Table 1. Comparison with ID-based key scheme

Key Management scheme Timing Energy
IBK scheme (using Tate pairing) 1330s 31.365J
Hybrid key scheme 53.2s  1.255J

Different key management related issues of the proposed hybrid key technique
are discussed as follows.

Scalability: Cluster head formation mechanism adopted in the scheme allows
large sensor nodes to be deployed with minimum overhead on the memory and
energy resources. Cluster head formation mechanism is secure and new clusters
can be easily added without causing any threat to security to expand the net-
work.

Forward and backward secrecy: Because of periodic key update, new nodes can
not detect previous messages. Revocation phase take care that old nodes in the
network should not be able to read new messages in the network. Communica-
tion overhead: Non interactive key establishment using ID based cryptography
minimizes communication overhead.

Memory overhead: As polynomial pool based key technique is used at cluster
level less number of polynomial coefficients are need to be stored. If m cluster

. m
are formed for n number of nodes, memory overhead is reduced by factor
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Energy consumption: Cluster head consumes most of the energy and there is
a chance of single node energy drain out. Energy consumption is distributed
among all the nodes as cluster head is update periodically. Most of the node
expect cluster heads uses polynomial based key technique which requires less
energy compared to IBE. Also energy is conserved by avoiding communication
between cluster heads.

6 Conclusion

Key management technique designed by combination of symmetric and asym-
metric key primitives over different levels of hierarchy proves to be an effec-
tive solution for resource constrained networks. Security of the overall network
is improved compared to polynomial based key pre-distribution scheme with
minimized memory overhead. At the same time, energy consumption due to
computationally intensive IBK scheme is limited to the nodes in higher level of
hierarchy. Also, Cluster head rotation policy avoids energy drain of single node
and distribute energy overhead among different nodes. Energy consumption and
execution time results calculated for the proposed schemes shows that consid-
erable amount of energy and time overhead can be reduced by the application
hybrid key management scheme.
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