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Abstract. In vehicular ad hoc networks, evaluating trustworthiness of
data is utmost necessary for the receiver to make reliable decisions that
are very crucial in safety and traffic-efficiency related applications. Ex-
isting trust management schemes that have been proposed so far for the
vehicular networks has suffered from various limitations. For example,
some schemes build trust based on the history of interactions. However,
vehicular networks are ephemeral in nature, which makes that approach
infeasible. Furthermore, in most of the existing approaches, unique iden-
tities of each vehicle must be known. This violates user privacy. In order
to overcome these limitations, we have proposed a novel trust manage-
ment scheme for the vehicular networks. The proposed method is simple
and completely decentralized, which makes it easy to implement in the
vehicular networks. We have analytically proved its robustness with re-
spect to various security threats. Furthermore, it introduces linear time
complexity, which makes it suitable to use in real-time.
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1 Introduction

In the last decade, we have witnessed a large increase in research and develop-
ment in the domain of a vehicular ad hoc networks (VANETS). In the USA, the
Federal Communications Commission (FCC) has already allocated 75 MHz of a
Dedicated Short Range Communications (DSRC) spectrum at 5.9 GH z band to
support vehicular networking [1]. Also, in August 2008, the European Telecom-
munications Standards Institute (ETSI) has allocated 30 M H z of spectrum in
the 5.9 GH z band for vehicular networking [2]. Allocation of a wide DSRC spec-
trum enables a great number of potential applications including safety applica-
tions, real-time traffic management, on-board entertainment and mobile Internet
access [3]. Many applications are proposed so far, e.g., General Motors (GM)’s
collision warning system [4], Inter-vehicle hazard warning system [5], and Traffic
view system [6]. However, most of the focus has been placed on reliable delivery
of messages among vehicles, and less focus has been placed on evaluating the
reliability of the data sent by the peers [7I8]. This motivates us to work in this
direction. We firmly believe that the evaluating quality and reliability of the
data is utmost necessary for the receiver to make reliable decisions, which are
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very crucial in safety and traffic efficiency related applications. For example, a
malicious peer wants to create congestion on the road to achieve some criminal
goal. For this, he reports the roads on his path as slippery. In the absence of data
reliability mechanism, other peers would slow down, thus creating congestion.

Cryptographic-based security solutions do not provide any guarantee or assur-
ance of the quality or reliability of the data itself [O/10]. That can be evaluated
by measuring a trust on the sender, where trust is defined as “confidence in
or reliance on some quality or attribute of a person or thing, or the truth in a
statement” (Oxford English Dictionary, p. 432). The trust level will help to dis-
tinguish trusted, malicious, faulty and selfish senders. Only a few trust models
have been proposed for the VANETS, e.g., [TTIT2[T3[14)815], which has suffered
from various limitations that are discussed in the related work section.

Trust management in the VANETSs is more complex than the trust man-
agement in other networks like sensor networks, MANETS etc., because of the
following reasons:

— Nodes move at very high speed, in which time to react to an imminent
situation is very critical [7]. Therefore, nodes in the VANETS should be able
to evaluate trust in real-time.

— Nodes in the VANETS remains in contact with each other for a short period
of time, which may not be enough to establish trust based on reputation
or history of interactions [I6]. Therefore, trust management schemes in the
VANETS should be able to cope with this time scarcity problem.

In this work, we have proposed a novel trust management scheme for the
vehicular networks that efficiently deals with the above-mentioned challenges.
In addition to that our proposed method has the following properties:

— Privacy assurance: Proposed method operates in identity anonymous envi-
ronment, which ensures identity and location privacy of the user.

— Distributed trust establishement: Proposed trust management scheme is com-
pletely decentralized, which makes it easy to implement in the VANETS.

— Robustness: Proposed method is resilient against attacks on the trust model
itself.

Our proposed method works in three phases. In the first phase, receiver nodes
will calculate their confidence value on each message that comes from unique
senders about a particular event. It is calculated based on three parameters: 1)
location closeness, 2) time closeness, and 3) location verification. In the second
phase, method will calculate the trust value for each unique message related to
the same event. In the last phase, receiver will take the decision of an acceptance
of the message, which has the highest trust value.

The rest of this paper is organized as follows: Section [2] contains related work.
Section [3] describes the proposed trust management method. Section M consists
of analysis and evaluation of the proposed method from the perspective of secu-
rity resiliency and time complexity. Finally, Section B concludes the paper and
highlights some future work.
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2 Related Work

F. G. Mérmol and G. M. Pérez [15] have proposed a trust and reputation
infrastructure-base proposal (TRIP) for the vehicular ad hoc networks. In that
work, the reputation of a node is first calculated based on the three factors: 1) di-
rect previous experiences with the target node, 2) recommendations from other
surrounding vehicles, and 3) recommendation from central authority through
RSU. After that, system will map the reputation score with one of the three
trust levels (1. Trust, 2. Not Trust, and 3. 4/- Trust), which are represented as
fuzzy sets. The proposed scheme is based on one very strong assumption that is; a
vehicle usually circulate over the same road, and at the same time of the day. This
will help to built history. We argue that this assumption is not realistic. Further-
more, in order to build a history and reputation, actual identities of vehicles must
be known. However, in order to ensure privacy in vehicular-to-vehicular (V2V)
communication, the use of temporal pseudo-identities is recommended [7J17].
D. Huang et al. [12] have proposed a Situation-Aware Trust (SAT) architec-
ture for the vehicular networks. The SAT includes three main components:

— An attribute-based policy control module, which is used to address a number
of trust situations and application scenarios on road,

— Proactive trust module, which is used to build inter-vehicle trust in a timely
fashion, and

— An email-based social network trust module, which is used to enhance trust
and to allow the set up of a decentralized trust framework.

The SAT requires deployment of both global and local trust agents that makes
it hybrid architecture. Authors have suggested various parameters and high level
mechanisms that can be used to compute trust. However, they did not provide
mathematical model that could show how to combine the various parameters
together. Furthermore, authors have suggested the use of email addresses and
social networks to compute trust that violates the identity and location privacy
of a user.

M. Raya et al. [11] have proposed a data-centric trust establishment method
for the ephemeral ad hoc networks. In their model, they evaluate trustworthiness
of the data reports instead of the trustworthiness of the sender entities them-
selves. They define various trust matrices, such as, a priori trust relationship
(default trustworthiness), event or task-specific trustworthiness, and time and
location closeness. They evaluate data reports with corresponding trust met-
rics using several decision logics, such as weighted voting, Bayesian inference,
and Dempster-Shafer Theory. This scheme is suitable only in a scenario, when
enough evidence (either in support or against a specific event) is available [7].

U. F. Minhas et al. [I3] have proposed an expanded trust model for agents
in the VANETSs. In their model, they have incorporated role-based trust and
experience-based trust, that are both combined into the priority-based model
which can be used to choose proper advisers. After that, they use majority-
opinion approach to aggregate feedback from selected advisers. During feed-
back aggregation, they also consider time and location closeness factors. In their
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model, they assume that roles are pre-defined by the authorities, and are ex-
pected to behave in a certain way. Furthermore, robustness has not been exten-
sively addressed [7].

A. Patwardhan et al. [I4] have proposed a data intensive reputation man-
agement scheme for the VANETS. In their model, they use persistent identities,
frequency of encounters, and a known set of trustworthy anchored sources to
serve as nucleating points for building trust relationships with previously un-
known devices. Data is considered to be trustworthy, when there is an agree-
ment among peers (majority consensus) or when it comes from the trustworthy
source. During determining the majority consensus, their model does not con-
sider reputation of the peers. Furthermore, authors assumed that each mobile
device must have unique persistent identity that violates identity privacy.

C. Chen et al. [8] have proposed a trust modelling framework for message
propagation and evaluation in the VANETSs. In order to model quality of in-
formation shared by peers and the trust relationships between peers, they used
trust opinions, experience-based trust and role-based trust metrics. Their trust
model is binary (either fully trusted or not trusted). Inferring binary trust rela-
tionship is not always possible specially when we have incomplete information
or when we are in uncertain situations. Furthermore, in their model, privacy and
robustness has not been extensively addressed.

3 Proposed Method

As shown in the Figure [ our proposed method works in three phases. In the
first phase, receiver node will calculate its confidence value on each message
that comes from the unique sender s,, about an event e. In the second phase, it
will calculate the trust value for each unique message for an event e. Note that
multiple senders can send same message related to a specific event. In the last
phase, method will take the decision of an acceptance of a message, which has
the highest trust value. Complete details about each phase are given below.

3.1 Confidence Measurement

Confidence shows the receiver’s degree of belief on the data as well as the sender.
We measure the confidence (C) value based on the following three parameters:

1. Location closeness (L),
2. Time closeness (T¢), and
3. Location verification (L).

Location Closeness: Location closeness factor determines the closeness of the
sender to the reported event. We model the location closeness L. as:

1 min(ls, [.)
L.= max(ls,le)

1 otherwise

if |1 — L] < ol
| | (1)
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Fig. 1. Proposed Framework

where [; and [, represents the location of the source and event respectively. The
6l represents a maximum acceptable threshold difference. This location closeness
function is developed to keep the following intuitively described requirements.

— Property 1: When the difference between the sender location and event lo-
cation increases then the location closeness factor also increases.

— Property 2: When the difference between the source location and the event
location is more than a pre-defined threshold value then the location close-
ness factor becomes 1, which means data is not reliable.

The graph in Figure 2lis obtained by implementing the Equation [Ilin the Mat-
lab. This graph shows that the location factors increases with the increase in
difference between the location of the source and event. This satisfy the prop-
erty 1. Also, note that when the difference between source and event location
is more than the pre-defined threshold value (which in this example is 50 unit),
then the location factor becomes 1. This satisfy the property 2.

Time Closeness: Time closeness factor determines the freshness of the data.
We model the time closeness T, as:

te — te
T, = min ( 1, P
m1n< 5t > (2)

where t. is the current time and %, is the event time given in the message; the
0t is a threshold time. This time closeness function is developed to keep the
following intuitively described requirements.

— Property 1: When the difference between the event time and the current
time increases then the time closeness factor also increases.

— Property 2: When the difference between the event time and the current
time is more than a pre-defined threshold value then the time closeness
factor becomes 1, which means data is outdated.
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Fig. 2. Analysis of location closeness function: 61 = 50 units

The graph shown in Figure [3lis obtained by implementing the Equation 2l Right
side of the graph shows that; with the increase in current time with respect to the
event time, the time closeness factor also increases linearly. This satisfy property
1. When current time is greater than 30, the time closeness factor becomes one.
This happens because the difference between the current time and event time is
more than the threshold value. This satisfy property 2.

o o o
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Current time (tc)

Fig. 3. Analysis of time closeness function: 6t = 30 units
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Location Verification: Location verification factor determines whether the
sender node has provided its true location or not. Our proposed location verifi-
cation mechanism (L,) is described in the Algorithm 1. In this algorithm, first
we estimates the region, where the sender is actually located, and then we de-
termines whether the broadcasted coordinates are within the estimated region
or not. Detail description of the proposed algorithm is given below.

Let us assume that each vehicle is equipped with a standard embedded device,
in such a way that antennas, gains and transmission powers are fixed and known.
Let dypae is the maximum radio range of the vehicle, and let 8 is the angle of
arrival of the received packet. How to measure 6 is out of the scope of this
paper. However, various standard techniques could be employed to measure 6.
Whenever a node received a packet, it creates a potential region with the help of
0, and diaz, as shown in the Figure [l Note that receiver’s coordinates (¢, y.)
are reference point. Once the boundaries of possible region are identified (Algo.
1, Lines 2:25), algorithm checks whether the broadcasted coordinates (x5, ys) of
the sender are within that region or not (Lines 26:30). If (x5, ys) are within the
identified region, it means the sender has provided true location (Lines 26:27). If
(xs,ys) are located outside the identified region, it means the sender has provided
fake location (Lines 28:29).

(% Maximum range
@ Receivernode
O Sendernode

© Angle of arrival

(X # oy - €OSOy, Yo+ Aoy - SINO)

(X o+ - COSO, Y+ W, g SINO,) -
~

Smal -

!

Fig. 4. Region estimation of sender node

Note that, instead of identifying the exact location of the sender, we identify
the potential region of the sender. We adopted this approach to achieve simplic-
ity. For better accuracy, other parameters such as signal strength could also be
used; however, this will increase the complexity.
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Algorithm 1. Location estimation and verification

1: function L, (0, dmaz, Ts , Ys, e, Ye)

2: Let A is a potential region.
3: Let (z;,v;) are the lower coordinates of A.
4 Let (T, yu) are the upper coordinates of A.
5: if 0 < 90° then
6: Ty = Te + dmaz - COS O
7 Yu = Ye + dmag - sin 0
8: T = Te
9: Y = Ye
10: else if 6 > 90° & 6 < 180° then
11: Ty = Te
12: Yu = Ye + dmag - SIN O
13: 1 = Ze + dmaz - cOs 0
14: Y = Ye
15: else if 6 > 180° & 6 < 270° then
16: Ty = Tc
17: Yu = Ye
18: T = Te + dmaz - COSO
19: Y. = Ye + dmaz - Sin 0
20: else
21: Ty = Te + dmaz - COS O
22: Yu = Ye
23: T = T¢
24: Y = Ye + dmaz - Sin O
25: end if
26: if (z; <zs <zy) and (yr < ys < yu) then
27: return 1; > Sender has provided true location
28: else
29: return 0; > Sender has provided fake location
30: end if

31: end function

Once all three factors (time closeness, location closeness and location verifi-
cation) are determined, we calculate the confidence (C) value on a message xy,

as follows: T
C’xk:(l— ; c)va (3)

This equation is developed to satisfy the following intuitively described require-
ments:

— Property 1: If the location closeness factor increases, then the confidence
value decreases.

— Property 2: If the time closeness factor increases, then the confidence value
decreases.

— Property 3: If the location verification check is fail, then the confidence level
should be zero.
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Location closeness (L)

Time closeness (T) Location closeness (L) Time closeness (T))

(a) Ly =1 (b) L, is randomly selected (0 or 1),
with equal probability

Fig. 5. Confidence measurement analysis

The graphs shown in Figure [l are obtained by implementing the Equation Bl
These graphs illustrates that the required properties are retained in the Equa-
tion Bl The left side of the Figure shows that; with the increase in loca-
tion closeness factor the confidence value decreases. This satisfies property 1.
The right side of the Figure shows that; with the increase in time close-
ness factor the confidence value decreases. This satisfies property 2. The Fig-
ure shows (e.g. the index (1,0.8) ) that whenever the location verification
method Lyerif returns zero, the confidence value also becomes zero. This satisfies
property 3.

3.2 Trust Measurement

Let X be the set of m unique messages (related to the same event) received from
n nodes.

X ={z1,22,...,Tm} (4)

For each unique message x, we calculate the trust value in the following manner:

|k
X
te, = ';‘ xz;Ci (5)
1=

where t,, represents the trust value on message xy, |zy| represents the total

[z
number of sender nodes who send the message zj, and >  C; represents the

i=1
cumulative confidence value of all the nodes that send message xy.

2
x

Proposition 1: The range of trust value is always between |0, [l .
Proof: Let us assume the worst scenario, in which the confidence C' evaluation
for each peer is zero. Substituting value of C' with zero in equation [ gives the
minimum trust value as shown below.
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ZC u%o

Now let us assume the best scenario, in which the confidence C evaluation for
each peer is one. If we substitute C' with 1 in equation B, we get the following

result.
|z

2
Tk Tk Tk
o= 5, 'Zl o
i=1
This gives us the maximum trust value. O

3.3 Decision Logic

At the end of phase 2, we get m trust values as shown below.
T = [to,toss -t (6)

where each trust value corresponds to each unique message related to specific
event.
After that, method will take the decision D based on the following logic.

D = accept(x; € X)|Vj ty, >ty i #j (7)

It states that accept message x; that belongs to set X, such that for all values
of 7, the trust value of the message x; must be greater than the trust values of
the message ;.

4 Analysis and Evaluation

4.1 Security Resilience Analysis
Definition 1: A message xj, is considered to be untrustworthy if:

1. Lo.=1and T, =1, or
2. L,=0,or
3. 1 and 2 both.

Definition 2: A node is called malicious if it sends untrustworthy messages.

Proposition 2: The confidence value of a malicious node is 0.
Proof: From Equation Bl confidence value on message z;, is calculated as:

L.+ T,
ka—(l ;r )va

If x5 is untrustworthy message, then according to the Definition 1, L. and T,
should be equal to 1. Substituting values of L. and T, with 1 in the above
mentioned equation gives us the following result.
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1+1
ka—(1 ; >va—0

O

Claim 1: Our proposed trust management scheme will not allow malicious nodes
to increase the trust value of untrustworthy message.

Proof: Let us assume that, for an event e, node has received two types of
messages (z1 and z3) from n different nodes. Assume that the message x; is
received from non-malicious nodes and the message o is received from malicious
nodes. Malicious nodes will achieve their objective if:

by > te,

This can also be written as:

|z2| 1]

|“T2| ch > | ch

Since, z9 is received from a malicious node. So, according to the Proposition 2,
the confidence value of a malicious node should be 0. Therefore, above inequality
will transform into the following:

|z2| |z1]

‘.Z‘Q‘ X ZO > ‘.Z‘l‘ X ZCZ
i=1 i=1

|21
0> |$1| X ZCZ
=1

However, this is a contradiction. Hence, it prove that the malicious nodes will
not be able to increase the trust value of any untrustworthy message. O

Let M, denotes the total number of malicious nodes which send the message
xy. As stated before, let |z | represents the total number of sender nodes which
send the message xj. So, M,, < |zg|, and M,, > 0.

Proposition 3: In the presence of malicious nodes, the maximum trust value,
(len]|—Ma,)?

the method can assign to the message xy, is n

Proof: From Equation (] we have

|z |

|9Ck\ ZC

If M malicious nodes send message zj, then the above mentioned equation will
transform in the following:

‘{L’klfjvfl_k

by, = (TRl = Ma Y oo (8)
i=1

n
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In this scenario, let us assume the best case, in which the confidence value of all
|| —M.
non-malicious nodes is 1. So, Z C’ = |zg| — My, . Substituting this value

in the above-mentioned equatlon glves the following result.

(o] = May)?

9)

O

o Mo () -

tﬁk $k) -

Figure [ shows the behavior of the Equation [§ in two scenarios. In the first
scenario, values of the L. and T, are set to 0, which means that the confidence
value of all non-malicious nodes is 1. In the second scenario, values of the L.
and T, are randomly selected between 0 and 1. Both graphs show that the trust
value decreases with the increase in number of malicious nodes in the network.

Trust and confidence value
Trust and confidence value
8

10 Sel

o 10 20 30 40 50 60 70 8 90 100 o 10 20 0 40 50 0 70 80 % 100
Number of malicious nodes Number of malicious nodes

(a) Le=T.=0 (b) For each message, values of L. &
T, are randomly selected b/w 0 & 1

Fig. 6. Effect of malicious nodes on trust & confidence values: N = 100, L, = 1

Let ¢} represents the trust value for a message x;, that is obtained in the
presence of malicious nodes.

Claim 2: For message x, ts), > t, .

Proof: Let us prove this claim by contradiction. Assume that
ta), <ty -

From proposition 1, the maximum trust value ¢,,, a message z, can get is

2
T
x| . From proposition 3, the maximum trust value ¢} , a message rj can get

2
T
(‘ Kl = Ma,) . Substituting both values in the above-mentioned inequality

gives the following result.
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oal? _ (fon] = M, )?
n n

= lanl* < (log| = Mo, )?

= |zg| < |z| — M

k

However, this is a contradiction, since, |zj| could not be less than the |xy| — M, ,
because M, > 0. Thus it proves that, for the message zj, the trust value
obtained in the non-malicious environment will always be greater than the trust
value obtained in the malicious environment. a

4.2 Time Complexity Analysis

As stated before, our proposed method works in three phases: 1) Confidence
measurement phase, 2) Trust measurement phase, and 3) Decision phase. Let
us first derive the time complexity of each phase, and then we will discuss the
overall time complexity of the method.

In the confidence measurement phase, for each message, 6 operations (See
Eq.[Il) are required to calculate location closeness value, 3 operations (See Eq.[2)
are required to calculate time closeness value, and k operations are required for
location verification. Here, k represents the number of operations that are re-
quired to implement Algorithm 1. One can clearly see that the order of com-
plexity of Algorithm 1 is O(1). After computing L., T¢, and Lyerif, we compute
the confidence value on the message x. For this, 4 operations are needed (See
Eq.B)). So, for a single message, 6 + 3 + k + 4 = k + 13 operations are required.
Let us assume that node has received n messages related to single event e, so
the total number of operations required by this phase is: n(k 4+ 13).Note that,
here k is constant. So the asymptotic time complexity of this phase is O(n).

In the trust measurement phase, the number of operations that are required
to calculate the trust value of a single message x, received from |xj| nodes are:
2 + |xg| (See EqH, which has 1 division, 1 multiplication and |z| summation).
Let us assume that node has received m unique messages from n nodes related
to single event e. In that case, total number of operations, which are required to
calculate m trust values are:

= Q2+ [n)+ @+ |z2]) +-- + 2+ |2m])

Let us assume the worst scenario, in which all n nodes have sent different mes-
sage. So n = m and |r1| = |z2| = -+ = |xm| = 1. So, total operations that are
required to calculate n trust values will be:

=2+ D)+ 2+1) 4+ (2+1)=3n

Hence, the time complexity for the trust measurement phase is also O(n).
In the decision phase, the proposed method needs to take a decision in favour
of the particular message based on the trust values. Let us assume that the
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decision module has received n trust values for n unique messages related to a
single event e. In order to decide, the proposed method will first sort n mes-
sages according to their corresponding trust values (from highest to lowest), and
then accept the message xy, which has the highest trust value. So, number of
operations mainly depends on a sorting algorithm. There exist many sorting
algorithms that run in linear time, e.g., Counting sort, Radix sort, and Bucket
sort [18§].

Note that the time complexity of all three modules is linear. Therefore, we can
confidently say that our proposed method can compute trust and take decisions
in real time.

5 Conclusion and Future Work

Due to high mobility and ephemeral nature of the vehicular networks, estab-
lishing and managing trust is a challenging task. Furthermore, if we want to
ensure privacy of the user, then things become more complex. Existing trust
management schemes that are proposed for the vehicular networks do not effi-
ciently deal with the above-mentioned challenges. Therefore, we have proposed
a new trust management scheme that overcomes these limitations. Our pro-
posed method is completely decentralized that makes it easy to implement in
the VANETSs. Moreover, it is resilient against security attacks on the trust model
itself. Furthermore, it has linear time complexity, which makes it suitable to use
in real-time. Another, unique feature of the proposed method is that it operates
in identity anonymous environment, which ensures user privacy.

The network topology and node density changes constantly and rapidly in
the vehicular networks. So, what is its impact on the trust management? By
performing simulation-based analysis and evaluation, we can find the answer of
this question. This will be left to future research.
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