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Abstract. Recently, a polynomial-based (t,n) image sharing and hiding schemes 
with authentication was proposed to hid n shares of a secret image into n 
ordinary cover images and form n stego-images that can be transmitted 
securely. But each stego-image of all existing method should be expanded to 4 
times of the secret image. In this paper we propose an enhanced scheme, where 

the size of the stego-image is reduced to 
ସሺଶି௧ሻమ  times of the secret image. In 

addition our proposed scheme provides better authentication using hash 
function. 
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1 Introduction 

With the rapid growth of Internet technologies as communication channel, digital 
media can be transmitted conveniently. But Internet is an open system; therefore, how 
to protect secret messages during transmission becomes an important issue. Two 
methods, cryptography and steganography have been used to protect secure data from 
malicious users on the internet. Cryptography transforms a secret data into disordered 
and meaningless form, which make suspicious enough to attract malicious users 
during transmission on the internet. The other method steganography is used to 
provide secure transmission by hiding a secret data into a cover media to generate 
gtego-media. Thus by steganography the observation of the existence of the 
embedded secret can be avoided. However, the weak point of steganography is that a 
secret message is protected in a single media carrier. Thus both cryptography and 
steganography are Single Point of Failure (SPOF) type as they use single storage 
mechanism. To overcome the weakness of Single Point of Failure (SPOF), several 
secret sharing techniques [1],[2],[3],[4],[5] have been proposed. It is a technique of 
protecting secret data like images by dividing secret data into n pieces (each piece is 
known as shadow share) and distributes the shares among a group of participants. 
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A secret sharing scheme is called a (t, n) threshold secret sharing scheme for t  n 
if the following two conditions are satisfied: i) knowledge of any t or more shares can 
reconstruct the original secret; ii) knowledge of any t - 1 or less shares cannot recover 
the original secret. However, the shadow images produced by secret image sharing 
are noise-like, which may cause attacker’s attention. From the view point of secure 
transmission, it is better if a (t,n) secret sharing and steganography are combined, 
where shadow images are embedded into cover images to form the stego-images. 
Moreover if authentication technique is added to detect integrity of shadow images, 
this scheme is called steganography and authentication based secret sharing. Some 
steganography and authentication based (t,n) secret sharing techniques were proposed 
in [6-9]. 

In [6], Lin and Tsai proposed a (t,n) secret sharing techniques with steganography 
and authentication to prevent fake stego-images. However, the authentication 
technique is too weak. Yang et al. [7] proposed an improved scheme that avoided Lin-
Tsai’s authentication weakness by hash function with secret key. But Yang et al’s 
evaluate hash value for each pixel separately which lead a high computational cost of 
the authentication process. In [8], Chang et al. proposed sharing techniques with 
steganography and authentication scheme, where the concept of Chinese remainder 
theorem  (CRT) is used to improve authentication ability. Eslami et al. in [9] proposed 
another method of secret sharing using cellular automata, where the author used 
double authentication to reduce the number of authentication bits.  Main drawback of 
this method  is that if all bits in stego-blocks are changed and the same eight shared 
bits are maintained, then tampere stego-blocks can not be located at receiver side.  
All these methods [6],[7],[8],[9] suffer from the problem that the size of the stego 
image is four times of the secret image. In this paper the size of cover images are 

reduced to 
ସሺଶି௧ሻమ . 

2 Related Work 

We have already highlighted several (t,n) threshold-based Secret Sharing(SS) and  
(t, n)-based secret sharing in stego-images with authentication schemes. In this section 
we briefly describe one Secret Sharing and one secret sharing in stego-images with 
authentication schemes.  

2.1 Lin and Wang’s (k,n) Secret Image Sharing 

In 2010, Lin and Wnag proposed a scalable (k,n) 2 ≤ t ≤ n secret image sharing 
scheme[5]. Their share generation process involves three steps: 

 
Step 1. The secret image G is partitioned into n disjoint set of image partitions 
{P1,P2,….,Pn}, such that 
 ራ ܲ ൌ 1 ݎ݂   ,ܩ  ݅  ݊   
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ܲ ሩ ܲ ൌ  , 1 ݎ݂  ݅ ് ݆  ݊ | ܲ| ൌ 1݊ ,|ܩ| 1 ݎ݂  ݅  ݊ 

 
where | .  | denotes the size.  The authors applied the three sharing modes 1) 
multisecret, 2) priority, and 3) progressive mode, in their sharing scheme to execute 
different reconstructing effects.   

 
Step 2. Each image partition Pi (1  ݅  ݊ሻ is further divided into (2n – t) share 
images {L1,L2,….,Ln}, using Thien-Lin (n,2n – t) secret image sharing technique[3].  

 
Step 3. The n share images, referred to as Si, i (1  ݅  ݊ሻ are generated as: 

 ܵ ൌ ራ ,   ሺ1ܮ  ݆  ݊ሻ    ܽ݊݀ 

(a) If  j = i, then  j ݇  ݆  ݊ െ ݇ 
(b) If  j > i, then  k = i 
(c) If j < i, then   k = i + n – k 

In this (t,n) sharing method, the size of each generated shadow image is 
ସሺଶି௧ሻమ  times 

of that the original image. 

2.2 Review of Chang et al’s Sharing Secrets in Stego-Images with 
Authentication Scheme 

The main shortcoming of the steganography and authentication based secret sharing 
[6][7] is that the weak authentication cannot well protect the integrity of the stego-
images and thus complete recovery of secret image is not possible. To overcome this 
drawback, in [8 ] Chang et al. propose a (t,n) secret sharing technique by combining 
LSB-based steganography and Chinese remainder theorem  (CRT) based 
authentication together. In [8 ], the authors first computes four authentication bits 
using CRT method. Then they combine these four bits with watermark bits and 
produce four parity bits (p1,p2,p3,p4). Then stego-block is produced with modified 

pixels  ܹ, ܺ, ܻ and  ܼ  as follows : 
 

۔ۖۖەۖۖ
ۓ ܹ ൌ ൫ݓݓݓହݓସݓଷ ݓଵݓଶݓ ൯ ൌ ൫ݓݓݓହݓସݓଷ ଵଶݏଵݏ ൯ܺ ൌ ൫ݔݔݔହݔସݔଷ ݔଵݔଶݔ ൯ ൌ ൫ݔݔݔହݔସݔଷ ଶସݏଷݏ ൯

ܻ ൌ ቀݕݕݕହݕସݕଷ ݕଵݕଶݕ ቁ ൌ ൫ݕݕݕହݕସݕଷ ଷݏହݏ ൯ܼ ൌ ቀݖݖݖହݖସݖଷ ݖଵݖଶݖ ቁ ൌ ൫ݖݖݖହݖସݖଷ ସ଼ݏݏ ൯  
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3 The Proposed Scheme 

The proposed scheme consists of two main phases: the first phase is sharing and 
embedding and the second phase is authentication and recovery. 

 
A. The sharing and embedding phase 
 
In sharing phase, the secret image is shared into n shadow images in a (t,n), 2  ݐ ݊ , scalable image sharing manner in progressive mode by Lin and Wang’s 
technique[5]. Now generated shadow images are embedded into cover image. Before 
embedding the cover image I of size ܯ ൈ ܰ is divided into several sections of size 10 ൈ 16 pixels. Each section is then further subdivided into 40 cover blocks 
B1,B2,……..,B40 of size 2 ൈ 2 pixels as Bk={Wk,Xk,Yk,Zk}, where 
Wk=(w7,w6,…….w0), Xk=(x7,x6……x0), Yk=(y7,y6,…….y0) and Zk=(z7,z6,….z0). Let 
S be a shadow pixel to be embedded in Bk block, whose binary representation is 
(s7,s6,………s0), then this secret bits are inserted into cover pixels Bk={Wk,Xk,Yk,Zk} 

and producing stego block  ܤ with pixels  ܹ, ܺ, ܻ and  ܼ  as follows : 

۔ۖەۖ
ۓ ܹ ൌ ൫ݓݓݓହݓସݓଷݓଶ ݓଵݓ ൯ ൌ ൫ݓݓݓହݓସݓଷݓଶ ݏݏ ൯ܺ ൌ ൫ݔݔݔହݔସݔଷݔଶ ݔଵݔ ൯ ൌ ൫ݔݔݔହݔସݔଷݔଶ ସݏହݏ ൯

ܻ ൌ ቀݕݕݕହݕସݕଷݕଶ ݕଵݕ ቁ ൌ ൫ݕݕݕହݕସݕଷݕଶ ଶݏଷݏ ൯ܼ ൌ ൫ݖݖݖହݖସݖଷݖଶ ݖଵݖ ൯ ൌ ൫ݖݖݖହݖସݖଷݖଶ ݏଵݏ ൯  

 
To prevent the manipulation of shadow images from malicious users, a check bits 
stream is needed. In our proposed scheme, SHA 1 hash function is used to generate 
the authentication bits. The MSB of all pixels (160) of all blocks in all section are 
used as watermark bits (160 watermark bits). Now according to the 160 SHA-1 based 
authentication bits and 160 current watermark bits, 160 check bits are calculated i.e. 4 
check bits per block are generated. The authentication bits of each section are 
evaluated as follows: 
 ሺܽଵହଽܽଵହ଼ … … ܽଵܽሻൌ 1ܣܪܵ ቆቀܹ39 െ ܿ159ቁ ฬቚቀܺ39 െ ܿ158ቁቚฬ ቀܻ39 െ ܿ157ቁ || ቀܼ39െ ܿ156൯||  … || ቀܹ0 െ ܿ3ቁ || ቀܺ0 െ ܿ2ቁ || ቀܻ0 െ ܿ1ቁ || ቀܼ0െ ܿ0൯ ቇ … … … … ሺ1ሻ 

 
Where ൫ܹ െ ܿ൯ represents 7 bits exclusive the check bit ci and “||” represent the 
concatenation operation. Now check bits c159,……..c1,c0 are computed by  
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ሺܿଵହଽܿଵହ଼ … … ܿଵܿሻ ൌ ቀܤܵܯ൫ܹଷଽ൯ ܤܵܯ൫ܺଷଽ൯ܤܵܯ൫ܻଷଽ൯ܤܵܯ൫ܼଷଽ൯ …  ൫ܼ൯ቁܤܵܯ൫ܻ൯ܤܵܯ൫ܺ൯ܤܵܯ ൫ܹ൯ܤܵܯ

XOR ሺܽଵହଽܽଵହ଼ … … ܽଵܽሻ … … … … … ሺ2ሻ 
 

Finally, the proposed scheme replaces the 3rd LSB of cover pixels for example 
w2,x2,y2,z2 with the computed check bits c3,c2,c1,c0. 

 
B. Authentication and Recovery Phase 

In order to generate the secret image, any t or more number of stego images are 
gathered together. After that, each stego-image is divided into several sections of size 10 ൈ 16 pixels and each section once again subdivided into 40 blocks of size 2 ൈ 2 
pixels. For each section, the hash value is evaluated using (1) and check bits ሺܿଵହଽ, … . , ܿଵ, ܿሻ of the current section are generated using (2). Now extract the 160 
3rd LSB (c159,……..c1,c0) from each stegopixels of the current section. If the computed 
check bits ሺܿଵହଽ, … . , ܿଵ, ܿሻ are matched to those extracted bits (c159,……..c1,c0), the 
current section is verified successfully. Now one shadow pixel is extracted from the 2 
LSB of the stego-pixels of each 2 ൈ 2 stego-block. In this way, 40 shadow pixels are 
correctly extracted from the current verified section. Otherwise, the stego-image has 
been manipulated by malicious users. Thus when any t or more shadows are extracted 
from the stego-images, the original secret image is recovered using Lin and 
Wang’s[5] reconstructed algorithm. 

4 Experimental Results 

This section presents the experimental results of the proposed scheme. The stego-
images visual quality is evaluated by the Peak Signal to Noise Ratio (PSNR). The 
definition of PSNR is given below PSNRሺdBሻ ൌ 20 logଵ ଶହହ√MSE     (12)

MSE is the mean squared error between the original image and the modified image 
which is defined as  MSE ൌ  ଵMൈN ∑ ∑ ൫Iሺx, yሻ െ Iᇱሺx, yሻ൯ଶN୷ୀଵM୶ୀଵ     (13)

where M and N denotes the width and height of the cover and stego image 
respectively. In our experiment we used (2,3) secret sharing. The image Airplane 
shown in figure 1 of size 256 ൈ 333 pixels is chosen as secret image and three cover 
image Lena, pepper and baboon with 512 ൈ 300 pixels are chosen as cover image as 
shown in figure 2. Table 1 shows the PSNR values of the stego-images. 
 



 Im

 

(a)             

Fig. 2. C

Table 1. The experim

Images Lin et
scheme

Lena 39.21 
Pepper 39.17 
Baboon 39.18 

 
In addition we also u

detection ratio(DR) is defin
 detection ratioሺDRሻ ൌ Nu
 

mage Secret Sharing in Stego-Images with Authentication 

 

Fig. 1. The secret image - Airplane 

        

                          (b)                                (c) 

Cover images (a) lena, (b) pepper, (c) baboon 

mental results for four (2,3) secret image sharing schemes 

t al.’s 
es 

Yang et al.’s 
schemes 

Chang et 
al.’s 
schemes 

The proposed 
scheme 

36.20 40.97 40.9718 
36.17 40.96 40.9701 
36.19 40.93 40.9521 

used detection ratio(DR) for integrity verification. T
ned as follows: Number of the tampered pixels ሺNTPሻumber of the tampered pixels that are detectedሺNTPD

769 

The 

Dሻ 
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The detection ration (DR) in Lin et al.’s, Yang et al.’s, Chang et al.’s , Eslami et 
al’s and the proposed methods are 0, 0.51,0.97,0 and 0.97 respectively as given in 
table 2. From table 2 it is also clear that our proposed method reduces the size of 
expansion of stego-image and provides better authentication. 

Table 2. Comparison of (k,n) secret image sharing schemes 

 Lin  
et al.’s 

schemes 

Yang  
et al.’s 

schemes 

Chang  
et al.’s 

schemes 

Eslami 
et al’s 

scheme 

The 
proposed 
scheme 

Expansion of 
stego-image 

4 4 4 4 4ሺ2n െ tሻnଶ  

Detection 
Ratio (DR) 

0 0.51 0.97 0 0.97 

The size of 
detection unit 

- Block of 
size 2 ൈ 2 
pixels 

Block of 
size 2 ൈ 2 
pixels 

- Block of 
size 10 ൈ 16 
pixels 

Authentication 
bits: pixel 

1 1:4 1:1 0 1:1 

5 Conclusion 

In this paper we propose an steganography and authentication based secret sharing 
technique.  Compared with other existing method, the size of each stegoimage is only  ସሺଶ୬ି୲ሻ୬మ  times of the size of the secret image. This small size helps in both storage and 

transmission. Moreover the authentication is implemented by SHA1 which enhance 
the authentication ability.  
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