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Abstract. Remote user authentication is a mechanism in which the
remote server verifies the legitimacy of a user over an insecure com-
munication channel. Password based authentication schemes have been
widely deployed to verify the legitimacy of remote users as password
authentication is one of the simplest and the most convenient authenti-
cation mechanism over insecure networks. In remote user authentication
scheme, the user is assigned a smart card, which is being personalized by
some parameters and provide the legal users to use the resources of the
remote system. Until now, there have been ample of remote user authen-
tication schemes published in the literature and each published schemes
have its own merits and demerits. Recently, many schemes proposed
are based on the one-way hash function. The computational complex-
ity of their schemes is superior to the discrete logarithm-problem-based
schemes. In our paper, we have defined all the security requirements and
the goals. An ideal password authentication schemes should satisfy and
achieve all of these. We have presented the results of our survey through
five of the currently available secure one way hash function based remote
user authentication schemes. We hope an ideal smart card (not storing
(IDi, PWi), which meets all the security requirements and achieves all
the goals can be developed.

1 Introduction

With large scale development of network technology, remote user authentica-
tion in e-commerce and m-commerce has become an indispensable part to ac-
cess the precious resources. It provides the legal users to use the resources of
the remote system. To access resources at remote systems, users should have
proper access rights like in Remote Login Systems, Automated Teller Machines
(ATM’s), Personal Digital Assistants (PDA) and Database Management Sys-
tems, etc and to access these resources, each user should have an identity and
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password (IDi, PWi). Traditionally, the (IDi, PWi) are maintained by the re-
mote system and when a user wants to login to a remote server, he simply
submits his (IDi, PWi) to the server. On receiving the login message, the re-
mote server compares the submitted corresponding pair (IDi, PWi) with stored
one in password table. If match found, user will be granted to access the server
resources.

Due to their efficiency and one-way property, one way hash functions have
been used and as the basis on which more and more cryptosystems including
password authentication systems, are being deployed. Now two factor authenti-
cation is very common in practice. In most cases, user ID with password and
smart card are component of two factor authentication. In an open network envi-
ronment, the remote authentication scheme using smart card is a very practical
solution to validate the legitimacy of a remote user. In 2003, Wu and Chieu
presented a user friendly remote authentication scheme using smart card [22],
but Wang et al [33] found that Wu-Chieu scheme is vulnerable to forged lo-
gin attack. He also presented an improved remote authentication scheme using
smart card which eliminate this vulnerability. In 2005, D.Z. Sun found Wang
et al.’s scheme was not secure under the smart card loss assumption, and pro-
posed a new improved user friendly remote authentication scheme using smart
card [7]. In continuation, many remote user authentication schemes have been
proposed. These all authentication schemes having a common features in Regis-
tration phase. In each case, server issues a smart card which is storing ID and
by which an intruder can impersonate a legal user by stealing the user’s ID from
stolen smart card. To overcome this problem, various proposal of improved re-
mote user authentication schemes have been proposed, which can withstand the
stolen smart card attack, impersonation attack by not storing the ID (or any
secret information) in smart card. So that, if an intruder gets the stolen smart
card, he could not get any access to the server as a legal user. Keeping in this
view, an ample of authentication schemes as Sun et al’ scheme [11], Chein et al
[12], Ku et al [30], Yoon et al [8], X.M.Wang et al’s [31] have been proposed.

In this paper we have reviewed above mentioned authentication schemes and
proposed a new set of security requirements and goals for remote user authen-
tication scheme with smart card. Every security requirement and goal is clearly
defined. The separation of security requirements set and goals set allows us to
establish a systematic approach for proving security of password authentication
scheme with smart card (not storing the secret information). We reviewed few
remote user authentication scheme using smart card to capture the work done
and also to recognize the security challenges in this area. We presented our re-
sults based on the proposed security requirements, goals and communication and
computation costs.

The remainder of this paper is organized as follows: In Section 2, related
research work in this field is presented. Security requirements and the goals are
presented in Section 3. Review of remote user authentication schemes and their
cryptanalysis is presented in Section 4. Performance comparison of the schemes
is given in Section 5. Finally, we conclude the paper in Section 6.
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2 Related Research Work

In 1981, Lamport [16] proposed a novel password authentication scheme using
cryptography hash function. However, high hash overhead and the necessity for
password resetting decrease its suitability for practical use. Since then, many
improved password authentication schemes [19],[18],[1],[29] have been proposed.
One of the common feature of these schemes is that the server has to securely
store a verification table, which contains the verifiers of user’s passwords. If the
verification table is stolen by an adversary, the system may be partially or to-
tally broken. To resist such a stolen verifier attack, Hwang et al[28] in 1990,
proposed a non interactive password authentication scheme and its enhanced
version, which additionally uses smart cards. In Hwang et al scheme, the server
requires neither storing the verifiers of user’s passwords nor keeping any secret
of the user. In 2000, Hwang and Li [10] proposed a verifier-free password au-
thentication scheme using smart cards based on ElGamal’s public-key technique.
However, Hwang-Li’s scheme does’t allow users to freely choose and change their
passwords. Furthermore, Hwang-Li’s scheme had found to be vulnerable to im-
personation attack. To improve their efficiency, Sun [11] proposed a light-weight
verifier-free password authentication scheme using smart cards based on cryp-
tographic hash functions. The major drawbacks of Sun’s scheme was that the
password is not easily memorizable and the user can’t freely choose/change his
password. Later, in 2002 H.Y.Chien pointed out that Sun’s scheme [11] achieves
unilateral user authentication and he also proposed a protocol to achieve mutual
authentication[12]. In addition, the user can freely choose his password and the
smart card not containing user’s IDi can avoid the risk of IDi-theft or imper-
sonation. Unfortunately, Chien’et al scheme can’t withstand a parallel session
attack [30],[6],[27],[26].

Further Ku’s et al [30] pointed out the Chien et al [12] scheme is vulnerable to
reflection attack, insider attack, guessing attack and is not repairable. However,
Yoon et al [8] showed that Ku et al [30] scheme was susceptible to parallel session
attack and was insecure for changing the user’s password, and also proposed an
enhancement to Ku et al’s scheme to overcome such problems. Due to the power
constraints of smart cards, the cost of implementation should be low as the lower
the cost, the great chance of success in practical realization. Among those smart
card based schemes, Ku et al’s and Yoon et al’s schemes require only several
hash operations instead of the costly modular exponentiations. Therefore, their
schemes exhibits great application potentiality in smart card field, regardless of
their security.

In continuation process 2005, Yoon et al [9] pointed out Lee et al scheme
[27],[26] is also vulnerable to some insidious attacks, reflection attack, stolen
verifier attack, parallel session attack, replay attack, etc. To remedy these pit-
falls, In 2007, X-M Wang pointed out that Ku et al’s and Yoon et al’s scheme
are still vulnerable to the guessing attack, forgery attack and denial of service
attack. As a result, only requiring few additional hash operations, X-M-Wang
scheme can withstand the previously proposed attacks. In addition, wrong pass-
words input by the users can be deducted immediately and session key is also
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provided after authentication phase. The computational cost and efficiency of
the improved scheme are encouraging for the practical implementation in the
resource-constraints environment.

3 Security Requirements

In this section, we define and list out the security attacks that are required for
an ideal password authentication scheme to withstand.

3.1 SR1.Denial of Service Attack

This attack rejects all or specific users by means of an offensive action on the
server or by means of a falsification of user’s password-verifier. In this attack,
an attacker can inconvenience the user but cannot imitate the user.

3.2 SR2.Forgery Attack(Impersonation Attack)

An attacker attempts to modify intercepted communication and masquerade
as the legal user so that he can access the resources of a remote system. To
manipulate the sensitive data of the legal users, an attacker can also masquerade
as the legal server.

3.3 SR3.Parallel Session Attack

Without knowing the user’s password, an attacker by masquerade as the legal
user, can create a valid login message out of some eavesdropped communication
between the user and the server. The attacker may launch a parallel attack by
replaying the server’s response message as the user’s login message at a later
time.

3.4 SR4.Password Guessing Attack

Most passwords have such low entropy that it is vulnerable to password guessing
attack, where an attacker intercepts authentication messages and store it locally
and then attempts to use a guessed password to verify the correctness of his
guess using these authentication messages.

3.5 SR5.Replay Attack

Having intercepted previous communications, an attacker can impersonate as
the legal user and login to the system. The attacker can replay the intercepted
messages. An attack in which a valid data transmission is maliciously or fraud-
ulently repeated either by the originator or by an adversary who intercepts the
data and retransmits it possibly as part of a masquerade attack.
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3.6 SR6.Smart Card Loss Attack

When the smart card is lost or stolen then an unauthorized users can easily
change the password of the smart card or can guess the password of the user
using password guessing attack or can impersonate the user to login to the
system.

3.7 SR7.Stolen-Verifier Attack

In most of the application, the server stores hashed passwords instead of clear
text passwords. In the stolen verifier attack, an adversary who steals the pass-
word verifier(e.g.hashed password) from the server can use it directly to mas-
querade as a legitimate user during the user authentication phase.

3.8 SR8.Reflection Attack

A reflection attack is a method of attacking a challenge-response authentica-
tion system that uses the same protocol in both directions. That is the same
challenge-response protocol is used by each side to authenticate the other side.
The essential idea of the attack is to trick the target in to providing the answer
to its own challenge.

3.9 SR9.Insider Attack

An insider attack is intentional misuse by individuals who are authorized to
use the servers and the networks. Insider of the server can perform an off-line
guessing attack to obtain password. If succeeds, the insider of the server can try
to use password to impersonate users to login other servers employing normal
password authentication methods.

4 Goals

An ideal password authentication scheme should withstand all of the above
attacks. Besides, it should achieve the following goals:

4.1 G1.No Verification Table

The remote system should not have a dictionary of verification tables such as
clear text passwords or hashed passwords to authenticate users.

4.2 G2.Freely Chosen Password by the Users

If the password is chosen by the remote server without the consent of the user,
then the user has no choice to choose his own password, which is not a case in the
real-life applications, e.g. email subscription and online banking, etc. Secondly,
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password chosen by the server could be long and random (for example, 1024 or
2048 bits), which might be difficult for a registered user to remember easily and
it is most likely that user may forged this long and random password, if he is not
frequently using the system. So,users should be able to choose their password
freely.

4.3 G3.No Password Reveal

If the user’s password is revealed to the server during registration, then it is likely
that user uses the same password to login several servers for his convenience. In
this case, the insider, e.g.,the administrator of the server can try to use the same
password to impersonate user to login other servers that adopt normal remote
user password authentication schemes. Therefore, the passwords should not be
revealed by the administrator of the server.

4.4 G4.Password Dependent

The password independent scheme means that the scheme is equivalent to no
password scheme, because user with any random password may access the server.
Suppose an intruder theft the smart card for a short duration and makes a
duplicate of it, now he has no need to crack the password because he may insert
any random password, server will authenticate the intruder as a valid user. So,
the authentication scheme should be password dependent.

4.5 G5.Mutual Authentication

Mutual Authentication should be provided between the user and remote system.
Not only the server verify the legal users, but the users should be able to verify
the legal server. Mutual Authentication can help withstand the server imper-
sonation attack, where an attacker pretends to be the server to manipulate the
sensitive data of the legal users.

4.6 G6.Session Key Agreement

A Session key should be established during the password authentication process.
It is pertinent that after the successful authentication process, both parties will
communicate some secret message, which should be encrypted to provide the
confidentiality and secrecy of transmitted data.

4.7 G7.Forward Secrecy

Suppose the server’s secret key is revealed and if the attacker tries to get pass-
words or other login information from the stolen smart card, he can easily im-
personate the user and login to the system. Therefore, the scheme should be
capable to provide forward secrecy even if the smart card is lost or stolen.
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4.8 G8. User Anonymity

In some authentication scenarios, it is very important to preserve the privacy of
a user because an adversary sniffing the communication channel can eavesdrops
the communication parties involved in the authentication process and can easily
analyze the transaction being performed by user.

4.9 G9.Smart Card Revocation

It is one of the requirements of smart card-based authentication schemes that
in case of lost of cards, there should be provision in the system for invalidating
the further use of lost smart card, otherwise an adversary can impersonate valid
registered user.

4.10 G10.Efficiency for Wrong Password Login

Even if the user inputs wrong password by mistake in login phase, without
any delay client should notify the user with error message, instead of sending
the user’s login request unconditionally to the server. If the client sends the
information to the server for password verification, then the authentication will
be delayed.

To be called an ideal scheme, a password authentication scheme should be
able to withstand all of the above attacks and achieve all of the above goals. Un-
fortunately, none of the existing password authentication schemes can withstand
all the above attacks and achieve all the goals. So, still there are opportunities
to develop an ideal remote user password authentication scheme, which satisfies
all security requirements and which meets all the goals.

5 Review of Five Remote User Authentication Schemes
Based on Smart Cards

In this section, we review five smart card based password authentication schemes,
which are based on hash function. Each password authentication scheme is com-
posed of four phases. They are Registration phase, Login phase, Authentication
phase and Password change phase. In the Registration phase, the user U registers
with the remote server S and obtains a smart card through secure channel for
future use. In the Login phase, When U wants to login to S for using resources
of S, he inserts his smart card in to card reader and keys in his identity ID
and password PW to access services. In the Authentication phase, S verifies the
validity of the login request. Password change phase is invoked, whenever the
user U wants to change his password. He can easily change his password without
taking any assistance from the remote system. Now,we review some smart card
based password authentication scheme.
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The notations used throughout this paper are described as in the following.

U : An User
(IDu, PWu) : User U ′s identifier and password respectively.

CARD : U ′s Smart Card.
S : A Remote Server.
x : Sserver’s Secret Key.

TU , TS : User’s and Server’s Current Time stamp respectively.
h(.) : A Hash Function.
⊕ : Bitwise XOR Operation.

X → Y {M} : X Send a message M to Y over an insecure channel.

5.1 Review of Sun’s Scheme(Sun’s Scheme[11])

A Registration Phase:
The user submits his IDi to the remote system upon receiving the registra-
tion request, the remote system performs the following steps:

R1 Compute PWi = h(IDi, x), where x be a secret key maintained by Re-
mote system and h is a one-way function.

R2 Personalizes the smart card with the parameter h(.).

R3 S ⇒ Ui:Smart card.

R4 S ⇒ Ui:PWi through a secure channel.

B Login Phase:
The userUi inserts his smart card to the card reader of a terminal, and keys
his (IDi, PWi). Then Smart Card will perform the following operations:

L1 Compute C1 = h(T ⊕PWi) where T is the current date and time of the
input device.

L2 Ui ⇒ S:C = (IDi, C1, T ).

C Authentication Phase:
Upon receiving the login message C = (IDi, C1, T ) at time T ′ the remote
system authenticates the userUi with the following steps:

A1 Check the validity of IDi.

A2 Verify the validity of the time interval between T and T ′.if(T ′−T ) ≥ ΔT ,
then the remote system rejects the login request.

A3 Computes PWi = h(IDi, x) and C′
1 = h(T⊕PWi).If (C

′
1 = C1) then the

system accepts the login request. Otherwise, it rejects the login request.
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Cryptanalysis of H.M.Sun’Scheme(Sun,2000)[11]

1. Mutual Authentication(breaks): Sun’s scheme only achieves unilateral user
authentication that, only authentication Server can authenticate the legiti-
macy of the remote user while the user cannot authenticate the legitimacy of
Authentication Server. An attacker pretends to be the server to manipulate
sensitive data of the legal users.

2. ReplayAttack(Supports):Replay attack is not possible since uses time stamps.
The idea behind the use of time stamps is to generate a synchronization
mechanism between the client and the server. Replaying attacks(replaying
an old (IDi, C1, T ) in login phase )can not work because this will make A2
of Authentication phase fail.

3. Forward Secrecy(breaks):Suppose that an intruder has stolen the remote
systems secret key x.It is obvious in this scheme that an intruder can easily
compute each user’s secret hash value as PWi = h(IDi, x) and can imper-
sonate any legitimate user. Therefore, in future, the server S′s secret key
x may be changed to prevent an intruder’s malicious activity. However, it
would be much costs at a time and too expensive to re-compute all secret
hash values at a time and communicate them to the users. Therefore, Sun
et al’s scheme does not guarantee a system’s secret key forward secrecy.

4. Efficiency for wrong password login(breaks):If the user Ui inputs a wrong
password in login phase by mistake,this wrong password will not be detected
by the smart card at login phase. It is transferred unconditionally to the
server. Server will check whether entered PWi is wrong or right at step
A3 of the Authentication phase. So the authentication will be delayed and
inefficient.

5. Denial of Service Attack(breaks):Due to the unchangebility of h(ID ⊕ x) in
Sun et al.’s scheme [11],a forged login request can not be prohibited even
when U detected that his C1 has been compromised. Accordingly, Ku et
al. extended ID with EID = (ID.n) and replace C1 = h(ID ⊕ x) with
C1 = h(EID ⊕ x) in their improved scheme, so that C1 can be changed
by EID with different n when C1 has been compromised. Unfortunately,
the number n is stored in an entry table in server side, which is somewhat
equivalent with using verification table, and suffers from the risk of modified
entry table and the cost of protecting and maintaining the entry table. Once
the intruder modifies n in entry table, the user’s login message C2 keeps
h(h(EID⊕x)⊕Tu) as before while the authentication message C2 computed
by system will change to h(h(EID′ ⊕ x)⊕ Tu).

6. Impersonation attack(breaks):In Sun et al.’s[11] scheme, an adversary can
obtain the corresponding password PWi by performing a password guessing
attack. The adversary intercepts the login request C = (IDi, C1, T ). First, he
guesses a password PW ∗

i and then computes C∗
1 = h(PW ∗

i ⊕T )∗. If C∗
1 = C1,

then the adversary has correctly guessed the password (PW ∗
i = PWi). Once

the adversary has correctly obtain PWi, then he can impersonate the legal
user.



738 K. Srivastava, A.K. Awasthi, and R.C. Mittal

7. Smart Card Lost Attack(supports):In Sun et al.’s[11] scheme only h(.) is
stored in smart card, which is one way function, the Smart Card Lost Attack
is not possible in Sun et al.’s[11] scheme.

8. Password Guessing attack(breaks):In Sun et al.’s[11] scheme, an adversary
can obtain the corresponding password PWi by performing a password guess-
ing attack. The adversary intercepts the login request C = (IDi, C1, T ).
First, he guesses a password PW ∗

i and then computes C∗
1 = h(PW ∗

i ⊕
T )∗. If (C∗

1 = C1), then the adversary has correctly guessed the password
(PW ∗

i = PWi). Once the adversary has correctly obtain PWi, then he can
impersonate the legal user.

9. Stolen Verifier attack(breaks):In the Registration phase,ID is passed to the
server and PW is passed to the user. We assume that an adversary A can
obtain the one way hash function h(.) from stolen smart card. An adversary
A can exhaustively examine all possible random number x until PWi =
h(IDi ⊕ x). So, the scheme is vulnerable to stolen verifier attack.

10. Reflection Attack(supports):Reflection attack is possible only when the ad-
versary gets both the messages(user to server and server to user). In Sun
et al.’s[11],Reflection Attack is not possible since this scheme does not sup-
port mutual authentication. In this scheme, only the server authenticates
the user, but the user does not authenticate the server. An adversary can
get the message C = (IDi, C1, T ), which was transferred from the client to
the server, but he cannot get the message, which was transferred from the
server to the user. Reflection attack is possible only when the adversary gets
both the messages.

11. Insider Attack(supports):The scheme is not vulnerable to insider attack. In
the Registration Phase, PWi is not in plain text form and calculated by
PWi = h(IDi, x) using secret key x which is known to server only, so any
insider of S can not calculate the password PWi = h(IDi, x).

12. Parallel Session Attack(supports):Parallel Session attack is possible only
when the message structures between the user and the server are same.In
Sun et al.’s[11],Parallel Session Attack is not possible since this scheme does
not support mutual authentication. In this scheme, only the server authen-
ticates the user, but the user does not authenticate the server. An adversary
can get the message C = (IDi, C1, T ), which has transferred from the client
to the server, but he cannot get the message which has transferred from the
server to the user. .

5.2 Review of Chien et al.’s Remote User Authentication
Scheme(Chien et al.’s scheme[12])

A.Registration Phase:
The user submits hisIDi and the password PWi to the remote system through
a secure channel. Upon receiving the registration request, the remote system
performs the following steps:
R1.Computes a secret number (R = h(IDi ⊕ x)⊕PWi) and checks an entry for
the user Ui in his account database. Here x is a secret key of Remote Server and
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h(.) is a one-way function
R2.Personalizes the smart card with the parameters h(.) and the secret number
R
R3.S ⇒ Ui:Smart card.

B.Login Phase:
The userUi inserts his smart card to the card reader of a terminal, and keys his
IDi, PWi. Then Smart Card will perform the following operations:
L1.Compute C1 = (R ⊕ PWi) and C2 = h(C1 ⊕ T )where T is the current date
and time of the input device.
L2.Ui ⇒ S:C = (IDi, C2, T ).

C.Authentication Phase:
Upon receiving the login message C = (IDi, C2, T ) at time T ′ the remote system
authenticates the user Ui with the following steps:
A1.Check the validity of IDi.
A2.Verify the validity of the time interval between T and T ′. If (T ′ − T ) ≥ ΔT ,
then the remote system rejects the login request.
A3.Computes C′

2 = h(h(IDi ⊕ x)⊕ T ). If C′
2 = C2, then the system accepts the

login request. Otherwise, it rejects the login request.
A4.Computes C3 = h(h(IDi ⊕ x)⊕ T ′′) where T ′′ is the current time stamp.
A5.S ⇒ Ui:D = (C3, T

′′) for Mutual Authentication.
A6.On Receiving the message D from Remote Server, the user Ui computes
C′

3 = h(C1 ⊕ T ′′).If C′
3 = C3 holds,the legitimacy of AS is verified.

Cryptanalysis of Chien et al.’s Remote User Authentication Scheme
(Chien et al.’s scheme[12])

1. Parellel Session Attack(breaks):Consider the scenario of the parallel session
attack [17] that an intruder Ua without knowing user’s password wants to
masquerade as a legal user Ui by creating a valid login message from the
eavesdropped communication between AS and Ui when Ui wants to login
the Authentication server AS, Ui sends the login message C = (IDi, C2, T )
to AS, if valid then the identification of Ui is authenticated and AS responses
D = (C3, T

′′) to Ui. Once Ua intercepts this message, he masquerades as the
legal user Ui to start a new session with AS by sending C∗ = (IDi, C

∗
2 , T

′′)
back to AS, where (C∗

2 = C3). The login message C∗ = (IDi, C
∗
2 , T

′′) will
pass the user authentication of Chien et al.’s scheme[12] due to the fact that
C∗

2 = C3 = h(h(IDi⊕x)⊕T ′′). Finally, AS responses the message (T ′′′, C∗
3 )

to Ui, whereC
∗
3 = h(C′

1⊕T ′′′) and T ′′′ is the current timestamp. The intruder
intercepts and drops this message.

2. Reflection Attack(breaks):A malicious user intercepts the login request C =
(IDi, C2, T ) and replaces the pair (C3, T

′′) with (C2, T ) in verification phase.
When the user U receives the pair (C2, T ), he verifies C2 = h(C1 ⊕ T ),
which holds truly. In this way, a malicious user reflects AS and U will be
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fooled. Thus, Chien et al.’s scheme fails to provide mutual authentication
and vulnerable to the reflection attack.

3. Impersonation attack(breaks):In Chein et al.’s scheme an adversary can ob-
tain the corresponding password PWi by performing a password guessing at-
tack. The adversary intercepts the login request C = (IDi, C2, T ). First, he
guesses a password PW ∗

i and then computes C∗
1 = (R⊕PW ∗

i ) = h(IDi⊕x)∗

and C∗
2 = h(C∗

1 ⊕ T ).if (C∗
2 = C2), then the adversary has correctly guessed

the password (PW ∗
i = PWi) and (C∗

1 = C1). Once the adversary has cor-
rectly obtain C1, then he can impersonate the legal user.

4. Reparability of password(breaks):Since the password PWi is the function of
the identity IDi of the user and the secret key x of AS. Therefore, to change
the password PWi for Ui, AS has to change IDi or x. However, since x is
commonly used for all users rather than specifically used for only Ui. It is
not reasonable and efficient to change the secret key x for the security of a
single user. Additionally, it is also impractical to change identity of the user.
Thus, they claimed that the Chien et al.’s scheme[12] is non reparable.

5. Insider Attack(breaks):The password of the user Ui will be reveal to AS in
the registration phase. If user Ui uses the same password to access other
servers for convenience, the insider of AS can impersonate the user Ui to
access other services.

6. Replay Attack(supports):Replay attack is not possible since this scheme uses
time stamps. The idea behind the use of time stamps is to generate a syn-
chronization mechanism between the client and the server. Neither the replay
of an old login message C = (IDi, C2, T ) in the login phase nor the replay of
the remote server’s response message D = (C3, T

′′) in the verification phase.
7. No Password Reveal(supports):Since the user’s password is not revealed to

the server during registration, therefore impersonation attack by Authenti-
cation server is not possible in Chein et al.’s scheme.

8. Mutual Authentication(supports):The Chein et al.’s scheme can mutually
authenticate each other between user and server by A1,A2,A3,A6 step in
Authentication Phase.

9. Efficiency for wrong password login(breaks):If user U inputs a wrong pass-
word by mistake, this wrong password will not be detected by the client,
instead it transfers login information unconditionally to the server. Even
though server checks for valid login at step A2 of Authentication Phase.

10. Denial of Service Attack(breaks):Due to the unchangebility of h(ID, x) in
Chien et al.’s scheme [12], a forged login request can not be prohibited even
when U detected that his C1 has been compromised. Accordingly, Ku et
al. extended ID with EID = (ID.n) and replace C1 = h(ID ⊕ x) with
C1 = h(EID ⊕ x) in their improved scheme, so that C1 can be changed
by EID with different n when C1 has been compromised. Unfortunately,
the number n is stored in an entry table in server side, which is somewhat
equivalent with using verification table, and suffers from the risk of modified
entry table and the cost of protecting and maintaining the entry table. Once
the intruder modifies n in entry table, the user’s login message C2 keeps
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h(h(EID⊕x)⊕Tu) as before while the authentication message C2 computed
by system will change to h(h(EID′ ⊕ x)⊕ Tu).

11. Password Guessing attack(supports):In Chien et al.’s[12] scheme, the pass-
word guessing attack is not possible because if an adversary intercepts the
login request C = (IDi, C2, T ), he could not guess a correct password PWi

from C2 because C2 = h(C1⊕T ), C1 = (R⊕PWi) and R = h(IDi⊕x)⊕PWi.
12. Smart Card Lost Attack(breaks):A user Ui may lose this smart card, which

is found by an attacker. then he could extract the stored values through
some technique such as by monitoring their power consumption and reverse
engineering techniques as pointed out in Kocher et al[21]. He can extract the
stored message (R, h(.)) from smart card then by intercepting login message
C = (IDi, C2, T ) he can compute and C∗

2 = h(R ⊕ PW ∗
i ⊕ T ) by guessing

password PW ∗
i and if (C∗

2 = C2) then the guessed password will be correct.
13. Stolen Verifier attack(breaks):In the Registration phase, (IDi, PWi) is passed

to the server. We assume that an adversary A can obtain the secret value
(R, h(.)) from stolen smart card. A can exhaustively examine all possible
random number x until R = h(IDi ⊕ x). So, the scheme is vulnerable to
stolen verifier attack.

5.3 Review of Ku and Chen’s Scheme[30]

This scheme has four phase:the Registration Phase,Login Phase,Verification
Phase and the Password change phase.

A.Registration Phase:This phase is invoked whenever U initially registers to S.
Let n denote the number of times U registers to S.
R1.U selects a random number b and computes h(b⊕ PWi)
R2.U ⇒ S:ID, h(b⊕ PWi)
R3.If it is U ′s initial registration, S create an entry for U in the account database
and stores n = 0 in this entry. Otherwise, S sets as n = n + 1 in the existing
entry for U . Next, S performs the following computations:R = h(EID ⊕ x) ⊕
h(b⊕ PWi), where EID = (ID.n).
R4.S ⇒ U :a smart card containing (R, h(.), b).

B.Login Phase:The userUi inserts his smart card to the card reader of a ter-
minal, and keys his (IDi, PWi). Then Smart Card will perform the following
operations:
L1.Compute C1 = R⊕ h(b⊕ PWi),C2 = h(C1 ⊕ T ) where T is the current date
and time of the input device.
L2.Ui ⇒ S:C = (IDi, C2, T ).

C.Authentication Phase:
Upon receiving the login message C = (IDi, C2, T ) at time T ′ the remote system
authenticates the user Ui with the following steps:
A1.Check the validity of IDi.
A2.Verify the validity of the time interval between T and T ′.if(T ′ − T ) ≥ ΔT ,
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then the remote system rejects the login request.
A3.S computes C′

2 = h(h(EID ⊕ x) ⊕ T ) If (C′
2 = C2), then Server S accepts

U ′s login request. Otherwise, it rejects the login request.
A4.Computes C3 = h(h(EID ⊕ x) ⊕ T ′′) where T ′′ denotes S′s current time
stamp.
A5.S ⇒ Ui:D = (C3, T

′′) for Mutual Authentication.
A6.On Receiving the message D from Remote Server, checks the validity of Ts

A7.The user Ui computes C′
3 = h(C1 ⊕ T ′′). If (C′

3 = C3) holds, the legitimacy
of AS is verified.

D.Password change Phase:
This phase is invoked whenever U wants to change his password PW with a new
one, say PWnew.
P1.U inserts his smart card in to card reader, enters ID and PW , and requests
to change password. Next, U enters PWnew.
P2.Smart Card computesRnew = R⊕ h(b⊕PWi)⊕ h(b⊕PWnew), which yields
h(EID ⊕ x)⊕ h(b⊕ PWnew) and then replaces R with Rnew.

Cryptanalysis of Ku et al.’s Scheme[30]. 1.Smart card loss Attack(breaks):
In Ku et al’s scheme, U ′s smart card contains (R, b, h(.)). Due to the fact that
adversary could have extracted the secret information stored in the smart card by
monitoring the power consumption[21] or by analysing the leaked information,
the adversary can obtain R = h(EID ⊕ x) ⊕ h(b ⊕ PW ) as well as b. Suppose
that the adversary also has intercepted one of U ′s past login messages, i.e,C =
(IDi, C2, T ) he can perform a guessing attack to obtain PWi by guessing a
password PW ∗

i and comparing C′
2 = h(R⊕ h(b⊕PW ∗

i )⊕ Tu) with the received
C2if (C

′
2 = C2), the adversary has correctly guessed (PW ∗

i = PWi), otherwise,
the adversary tries another candidate password. Since password PWi are selected
by users, they are usually short and simple for catchiness. Hence, PWi could be
obtained by off-line guessing attack.

2.Forgery Attack (breaks):Once the adversary obtain (PW,R, b) by guessing
attack then he can compute C1 = R⊕ h(b⊕ PWi) and then impersonates U by
forging U ′s login message (ID, h(C1 ⊕ T

′
u), T

′
u) at time T

′
u.

3.Denial of service attack(breaks):Due to the unchangebility of h(ID ⊕ x)
in Chein et al.’s scheme [12],a forged login request can not be prohibited even
when U detected that his C1 has been compromised. Accordingly, Ku et al.
extended ID with EID = (ID.n) and replace C1 = h(ID ⊕ x) with C1 =
h(EID ⊕ x) in their improved scheme, so that C1 can be changed by EID
with different n when C1 has been compromised. Unfortunately, the number n
is stored in an entry table in server side, which is somewhat equivalent with
using verification table, and suffers from the risk of modified entry table and the
cost of protecting and maintaining the entry table. Once the intruder modifies
n in entry table, the user’s login message C2 keeps h(h(EID ⊕ x) ⊕ Tu) as
before while the authentication message C2 computed by system will change to
h(h(EID′ ⊕ x)⊕ Tu).
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4.Forward Secerecy Attack(supports):Suppose that an intruder has stolen the
remote systems secret keys x.However in this scheme that an intruder can not
compute each user’s secret hash valueh(EIDu ⊕ x), as EIDu = h(IDu ⊕n) and
S sets as (n = n + 1). Therefore, Hsiang et al.’s Scheme is not vulnerable to
Forward secerecy.

5.Inefficiency for error password login(breaks):Even if U inputs an error pass-
word in login phase, the smart card still sends U ′s login request unconditionally
to server. This error is not detected until the server checks C2? = h(h(EID⊕x)⊕
Tu) at authentication phase. Therefore, the password authentication is delayed
and inefficient.

6.Parellel Session Attack(breaks):Parellel Session Attack is possible since the
message structures between the user and the server are same.

7.Replay Attack(supports):Replay attack is not possible since this scheme
uses time stamps. The idea behind the use of time stamps is to generate a
synchronization mechanism between the client and the server. Neither the replay
of an old login message C = (IDi, C2, T ) in the login phase nor the replay of the
remote server’s response message D = (C3, T

′′) in the verification phase.
8.Stolen verifier attack(supports):In Registration phase,ID is passed in plain

text form to the server, We assume that an adversary A intercepts and gets
ID and h(b ⊕ PWi). He can obtain R from lost smart card. Adversary cannot
compute h(EID ⊕ x) as h(EID ⊕ x) = h(b⊕ PWi)⊕R, EID = (ID.n) and S
set as n = n+ 1.

9.Reflection attack(breaks):A malicious user intercepts the login request
IDi, C2, Tu and replaces the pair (C3, Ts) with (C2, Tu) in verification phase.
When the user U receives the pair (C2, Tu), he verifies C2 = h(C1 ⊕ T ), which
holds truly. In this way, a malicious user reflects AS and U will be fooled. Thus,
Chien et al.’s scheme fails to provide mutual authentication and vulnerable to
the reflection attack.

10.Insider Attack(supports):The scheme is not vulnerable to insider attack
because In the Registration Phase, PWi is not in plain text form and calculated
by h(b ⊕ PWi) using secret key b which is known to user only and need not to
remember after this step. So any insider of S can not calculate the password
h(b⊕ PWi).

11.Password guessing attack(supports):The scheme is not vulnerable to insider
attack because an adversary can not guess the password from the login message
(IDi, C2, Tu).

5.4 Review of X-M.Wang et al.’ Scheme [31]

A.Registration Phase:
The user selects a random number b and computes h(b⊕PW ). An User submit
his/her IDi, h(b ⊕ PW ) to the remote system. Upon receiving the registration
request, the remote system performs the following steps:
R1.Compute p = h(IDi, x), R = p ⊕ h(b ⊕ PW ), V = hp(h(b ⊕ PW )), where x
be a secret key maintained by Remote system and h is a one-way function.
R2.Personalizes the smart card with the parameters R, V, h(.), hp(.).
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R3.S ⇒ Ui:Smart card.
R3.U enters b into his smart card so that he does not need to remember b anyone.

B.Login Phase:
The userUi inserts his smart card to the card reader of a terminal and keys his
(IDi, PWi). Then Smart Card will perform the following operations:
L1.Compute p = R⊕ (b⊕ PW ) and checks whether hp(h(b⊕ PW )) = V , if not
hold then reject the login request.
L2.Smart card generates a random number r, and performs the following com-
putations:
C1 = p⊕ h(r ⊕ b),C2 = hp(h(r ⊕ b)⊕ Tu)
L3.Ui ⇒ S:M = (IDi, C1, C2, Tu) where Tu denotes U ′s current time stamp.

C.Authentication Phase:
Upon receiving the login message M = (IDi, C1, C2, Tu) at time Ts the remote
system authenticates the user Ui with the following steps:
A1.Check the validity of IDi.
A2.Verify the validity of the time interval between Tu and Ts. If(Ts−Tu) ≥ ΔT ,
then the remote system rejects the login request.
A3.S Computes p = h(IDi⊕x) and C′

1 = p⊕C1.If C
′
1 = C1 then check whether

equation hp(C
′
1 ⊕ Tu) = C2 holds or not. If holds, it means user is authentic

and S accepts the login request, and performs step 4. Otherwise, S rejects login
request.
A4.For the mutual authentication, S computes C3 = hp(C

′
1⊕Ts) and then sends

mutual authentication message C3, Ts to user U .
A5.Upon receiving the message (C3, Ts),U verifies either Ts is invalid or (Ts =
Tu), U terminates this session, otherwise performs step6.
A6.U computes C′

3 = hp(h(r ⊕ b)⊕ Ts) and computes C′
3 = C3 holds then user

believes that the remote party is authentic system and the mutual authentica-
tion between U and S is completed, otherwise U terminates the operation. In
addition, since r is randomly generated in each login phase, C′

1 = h(r⊕b) shared
between Uand S can be used as the session key for the subsequent private com-
munication.

D.Password Change Phase:U inserts his smart card in to card reader, enters
ID, PW and requests to change password, then the smart card performs the
following steps without any help of server.
P1.Compute p∗ = R⊕ h(b ⊕ PW ) and V ∗ = h∗

p(h(b⊕ PW ))
P2.Check whether V ∗ equals to the stored V or not. If not, rejects the password
change request. Otherwise U chooses a new password PWnew .
P3.Compute Rnew = p∗ ⊕ h(b ⊕ PWnew) and Vnew = h∗

p(h(b ⊕ PWnew)), and
then stores Rnew , Vnew in to the user’s smart card and replaces the old values
R, V respectively. Now, new password is successfully updated and this phase is
terminated.
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Cryptanalysis of X-M-Wang et al.’s Remote User Authentication
Scheme[31]:

1. Guessing attack resistance(supports):Firstly,R is stored in smart card with
R = h(ID ⊕ x) ⊕ h(b ⊕ PW ) since x and PW are unknown to adversary,
one can get neither h(ID⊕x) nor h(b⊕PW ) even if R, b are extracted from
the smart card. Similarly, even if the stored information V = hp(h(b⊕PW ))
is revealed, both p = h(IDi ⊕ x), h(b ⊕ PW ) are still secure. Next, suppose
the login message M = (IDi, C1, C2, Tu) sent by U be eavesdropped in a
common channel. However, even under the advanced hash collision attack
proposed by Wang et al’s [32], the secret informationh(ID⊕x) is still secure
due to the fact that C1 = p⊕ h(r⊕ b),C2 = hp(h(r ⊕ b)⊕ Tu) are combined
with h(r⊕ b), which is randomized in each login request and one has no way
to get it. Moreover,C1, C2, R, V are all combined with two random items.

2. Forgery/Impersonation attack resistance(supports):Impersonation Attack is
not possible in this scheme, if an adversary attempts to modify U ′s login
message M = (IDi, C1, C2, Tu) in to M = (IDi, C

∗
1 , C

∗
2 , Tu∗). However,

this impersonation attempt will fail in step A3 of the Authentication phase,
because there is no way to obtain the values of h(IDi⊕x), h(r⊕b) to compute
the valid value of C2.

3. Replay Attack Resistance(supports): Neither the replay of an old login mes-
sage (IDi, C1, Tu) nor replay of the remote system’s response C3, Ts will
work. It would have failed in step A2 and A5 of authentication phase, be-
cause of the time interval validation respectively.

4. Denial Of Service attack resistance(supports):In this scheme secret hash
value i.e.h(ID ⊕ x) is not stored directly into smart card but is combined
with the other hash values, such as h(b⊕PW ) in R or h(r⊕b) in C1, or act as
the secret key of keyed hash function in V and C2. Clearly, h(ID⊕ x) can’t
be derived from any revealed value (R, V,C1, C2) or their combined values.
So, the assumption of h(ID⊕ x) being revealed is impractical or impossible
for this scheme. That is, no entry table is necessary any more in this scheme.

5. Server spoofing attack resistance(supports) :The spoofing attack is com-
pletely solved by providing mutual authentication between user and remote
system. Remote system S sends mutual authentication message C3, Ts to the
user. If an attacker intercepts it and re-sends the forge message i.e.(C∗

3 , T
∗
s )

to user U , it will be verified in steps A5 and A6 of the authentication phase
because the value of C′

3is computed by C′
3 = hp(h(r ⊕ b)⊕ Ts). In addition,

replay of this message can be exposed because of the time stamp.
6. High efficiency in password authentication(supports):In login phase, If U

inputs an error password PW ′, the smart card computes p′ = R⊕h(b⊕PW ′)
and checks equation h′

p(h(b⊕PW ′))? = V in 2 step. Obviously, the result is
negative when (PW �= PW ′) and smart card terminates the login session.
Thus, the validity of input password can be immediately detected by smart
card yet need not wait for server authentication.

7. Forward secrecy(breaks):Suppose that an intruder has stolen the remote
systems secret keys x. It is obvious in this scheme that an intruder can
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easily compute each user’s secret hash value as Compute p = h(IDi, x), R =
p⊕ h(b⊕PW ), V = hp(h(b⊕PW )), where x be a secret key maintained by
Remote system and h is a one-way function and can impersonate any legiti-
mate user. Therefore, in the future, the server’s secret key x may be changed
to prevent an intruder’s malicious activity. However,it would be much too
expensive to re-compute all secret hash values at a time and communicate
them to the users. Therefore, this scheme does not guarantee a system’s
secret key forward secrecy.

8. Parallel Session Attack(supports):Without knowing a user’s password, an
attacker cannot masquerade as the legal user due to the typical structure of
V = hp(h(b⊕ PW ))and (R, b).

9. Smart card lost attack(supports):Firstly,R is stored in smart card with R =
h(ID ⊕ x) ⊕ h(b ⊕ PW ). Since x and PW are unknown to adversary, one
can get neither h(ID⊕x) nor h(b⊕PW ) even if R, b are extracted from the
smart card. Similarly, even if the stored information V = hp(h(b⊕ PW )) is
revealed, both p = h(IDi⊕x), h(b⊕PW ) are still secure. Next, suppose the
login messageM = (IDi, C1, C2, Tu) sent by U be eavesdropped in a common
channel. However, even under the advanced hash collision attack proposed
by Wang et al’s [32],the secret information h(ID ⊕ x) is still secure due to
the fact that C1 = p ⊕ h(r ⊕ b),C2 = hp(h(r ⊕ b) ⊕ Tu) are combined with
h(r ⊕ b), which is randomized in each login request and one has no way to
get it. Moreover, (C1, C2, R, V ) are all combined with two random items.

10. Stolen verifier attack(supports):In this scheme all the secret values are stored
in hashed way. So an adversary can not steal the secret information during
the transaction of information.

11. Reflection Attack(supports):Reflection attack is not possible since message
structures between the user and the server are different. Here the user com-
putes C1 = p ⊕ h(r ⊕ b),C2 = hp(h(r ⊕ b) ⊕ Tu) by step L3,L4 and sends
(C1, C2) to the server. The server intern sends mutual authentication mes-
sage (C3, Ts) by step A3,A4 of Authentication phase. Both the messages
have different structures. So the adversary will not be able to perform this
attack.

12. Insider Attack(supports):The scheme is not vulnerable to insider attack be-
cause In the Registration Phase, PWi is not in plain text form and calculated
by h(b⊕PWi) using secret key b which is known to user only and need not to
remember after this step. So any insider of S can not calculate the password
h(b⊕ PWi).

6 Performance Comparison

In This section, we compare the schemes in terms of security requirements.
By checking out all the security requirements that are listed in the section 3,

we can judge if a scheme deserves the title of an ideal password authentication
scheme. Comparison of security requirements:
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Security Requirements Schemes SR1 SR2 SR3 SR4 SR5 SR6 SR7 SR8 SR9

Sun et al.[11] N* N* Y* N* Y Y* N* Y* Y*
Chien et al.[12] N* N* N[2] Y* Y* N* N* N* N*
Ku et al.[30] N[31] N[31] N* Y* Y* N[31] Y* N* Y*

Wang et al.[31] Y[31] Y[31] Y* Y[31] Y[31] Y* Y* Y* Y*

6.1 Security Requirements Analysis

In table 1,a comparison of security requirements is shown in which the following
notations are used.
SRi:Proposed security requirements are in Section 3.
Y:Meets the security requirement,cryptanalysis done by the corresponding au-
thors.
N[n]:Not meets the security requirements,cryptanalysis done by the [n] authors.
Y*:Meets the security requirement,cryptanalysis done by us.
N*:Not meets the security requirement,cryptanalysis done by us.

7 Conclusion

In this paper, the survey of the five smart card based authentication schemes over
insecure networks has been done. We have defined the security requirements and
An ideal password authentication scheme should satisfy and achieve it. Survey
results are based on the cryptanalysis done by other researchers and also done by
us. We have done the security and functionality comparison of schemes based on
the 9 security requirements. Except one of them, Wang et al.’s[31], all the schemes
do not meet all the security requirements ,Wang et al.’s[31] scheme satisfies all the
security requirements but do not achieve all the goals, So we can not say that this
is an ideal password authentication scheme. Therefore, there is a need to look into
these goals in future research work. Unfortunately, none of the schemes can satisfy
all the security requirements and all the goals. We hope our work will provide a
better understanding of the security challenges of smart card based remote user
authentication and pave the way for further research in this area.
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